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1. ESET Endpoint Antivirus

ESET Endpoint Antivirus npeactasnset co60i HOBbIN MOAXOA, K CO3AAHMIO AENCTBUTENIbHO KOMMIEKCHOM CUCTEMbI
6e30MacHOCTN KOMMbloTepa. HoBenwas Bepcusa Moy CKaHMpoBaHua ThreatSense® paboTaeT 6bICTPO M TOYHO A1
obecneyeHns 6e30nacHOCTM KoMMbloTepa. TakuM 06pa3oM, NPOAYKT NPeACTaB/fAeT cO60M pa3BUTYIO CUCTEMY
HENPepbIBHOrO NpeaynpeXxaeHns aTak 1 3almTbl KOMMbIOTEPA OT BPEAOHOCHbLIX NPOrpamMMm.

ESET Endpoint Antivirus — 3T0 KOMMeKCHOe pelleHne ans obecnedeHmns 6e30MacHOCT U, ABAAIOLLEECs pe3ybTaToM
[OJITVX YCUAUIA, HANPABAEHHbIX HA AOCTUXKEHME ONTMMANbHOr0 COYeTaHMS MaKCUMaNbHOM CTeMNeH 3aLUMTbI C
MUHVMAaNbHbIM BINSIHWEM Ha MPOM3BOAMUTE/IbHOCTb KOMMbOoTepa. COBPeMEeHHbIe TeXHOTOMMKM, OCHOBAaHHbIe Ha
NPUMEHEHNIN NCKYCCTBEHHOMO MHTEN1eKTa, CNoCO6HbI MPeBEHTUBHO MPOTMBOAENCTBOBATL 3aPAXKEHWSIM BUPYCaMU,
LUMNOHCKNMU, TPOSIHCKMMU, PeKAaMHbIMW MPOrpamMMamMm, YepBAMU, PYTKUTAMU U APYTUMUM aTakamu U3 MIHTepHeTa
6e3 BNMAHNS HA MPOM3BOAUTENIbHOCTb KOMMbIOTEPA 1 NepepbiBOB B paboTe.

PeweHuve ESET Endpoint Antivirus npeiHa3Ha4eHo B NepByto o4epeb A1 MCNO1b30BaHMSA HA paboumx CTAHUMSAX B
cpefax HeboNbLUMX W KPYMHbIX NPpeanpusTuiA. Ero MOXHO 1cnonb3oBaTbh ¢ ESET Remote Administrator, uto
NO3BO/ISeT CIErKOCTbIO YyMPaBAATb TH0ObIM KOMMYECTBOM KJMEHTCKMX PABOUMX CTaHLMIA, MPUMEHATb NOAUTUKM U
nNpaBunaa, OTUIEXMBATL OBHAPY>KMBAEMble YTrpO3bl U yAASIEHHO KOHPUIypUpPOBaTb CUCTEMY C /106010
NOAK/TKOYEHHOTO K CeTU KOMMbIOTEpa.

1.1 CucrtemMHble TpeboBaHUSA

[nsinpasunbHoM paboTbl ESET Endpoint Antivirus cuctema Ao/kKHa OTBeYaThb NepeyncieHHbIM HbKe annapaTHbIM U
NPOrpaMMHbIM TPeHOBaHUAM.

Microsoft® Windows® 2000, XP, NT4 c nakeTom o6HoBJ/ieHUs 6 (SP6)

Mpoueccop 400 MIu, 32-paspsaHbii (x86) v 64-paspsaHblii (x64)
128 Mb onepaTuBHOW NamaTu

320 Mb cB0604HOro MecTa Ha Aucke

MoHuTop Super VGA (800 x 600)

Microsoft® Windows® 8, 7, Vista, Home Server

Mpoueccop 11w, 32-pa3pagHbivi (x86) nnu 64-paspagHoiii (x64)
512 MB onepaTmMBHOM NaMsTu

320 Mb cB0604HOro MecTa Ha Ancke

MoHuTop Super VGA (800 x 600)

1.2 MpodunnakTuka

MpKn NCNONb30BaHUM KOMMbIOTEPA, 0COB6EeHHO BO BpeMs paboThl B IHTepHeTe, HE06X0AMMO MOMHUTL O TOM, YTO HK
0[jHa CUCTeMa 3aLUUTbl OT BUPYCOB He CNOCO6HA NMOJTHOCTbIO YCTPAHUTb BEPOATHOCTb 3aPaXKEHWN U aTak. 418 Toro
YTOB6bI LOCTUTHYTh HAaMBbICLLEN CTerneHn 6e30NacHOCTN U KOM)OPTA, CefyNTe HECKOIbKMM NPOCTbIM Npasuiam u
MCMOJIb3YMTE CUCTEMY 3aLLMT bl OT BUPYCOB HaZexallmM 06pa3om.

PerynapHo o6HOBSINTE CUCTEMY 3aLLUTbI OT BUPYCOB.

CornacHo CTaTUCTUYeCKMM AAHHbIM, MOJIYYEHHbIM OT CUCTEMbI CBOEBPEMEHHOro obHapykeHus ESET Live Grid,
ThICSYM HOBbIX YHUKANbHbIX 3apaXKeHUI MOSBAAOTCA exeqHeBHO. OHUM NbITAKTCA 060MTK CyLLECTBYOLLME MepbI
6€30MacHOCTM 1 NPUHOCAT AOXOJ, X aBTOPaM 3a cHeT yObITKOB APYrnx nonb3osatenen. Cneumanmctbl BUPYCHOM
nabopatopum ESET eXxefHEBHO aHA/IM3UPYIOT YIrPO3bl, CO34AK0T U NPeAOCTaBASAT K 3arpy3ke HOBble 06HOBNEHMUS
[/15 HEMpepbIBHOIO yCOBEPLUEHCTBOBAHMSA 3aLLMT bl MOb30BaTe/lIen OT BUPYCOB. HenpaBmabHO HACTPOEHHAasA cMcTeMa
06HOBNEHNI CHWXKAET 3O PEKTUBHOCTb MPOrpaMmbl. JONONHUTENbHbIE CBEAEHWNSI O HACTPOMKE OOHOBNEHNI CM. B

rnaese HacTporka 0BHOBAEHWIA.

3arpyxainTe nakeTbl 06HOB/IEHU A OMEpPaLMOHHON CUCTEMbI U APYTUX MPOrPaAMM.

ABTOPbI BPeOHOCHbIX MPOrpaMM MCMO/b3YIOT PasiNyHbIE YA3BUMOCTI B CUCTEME A8 YBENNYEHUS 3PDEKTUBHOCTI
PaCcnpoCTpaHeHMs 310HAMEPEHHOTO KoAa. Mo 3ToW NpUYMHe NMPON3BOAUTENM MPOTrPAMMHOro o6ecreyeHns
BHMMATE/IbHO CIefAT 32 MOSAB/IEHMEM OTHETOB O HOBbIX YA3BUMOCT SIX MX MPOTrPaMMHbIX MPOAYKTOB 1 BbIMyCKAOT
perynsapHbie 06HOBEHMS, CTAPasACh CHU3UTb BEPOATHOCTb NMOABNEHNSA HOBbIX Yrpo3. OUeHb BaXKHO 3arpy»aTtb 3Tu
06HOBNEHNA Cpa3y MOCIe UX BbIMycKa. MpMMepaMm NporpaMMHbIX MPOAYKTOB, PETYAAPHO HYXXAAOLLMXCA B
06HOBNEHUAX, ABNAOTCA ONEPALMOHHbBIE CUCTEMbI CemencTBa Windows U LIMPOKO pacipoCT paHEHHbI BE6-



bpay3ep Internet Explorer.

ApPX1BUPYITE BaXKHble JaHHbIE.

ABTOPbI BpeOHOCHbIX MPOrpaMm 0BbIYHO He 3a60TATCA O NOb30BaATENSAX, A AEeUCTBUSA UX MPOAYKTOB 3a4acTyto BeayT
K MOJIHOW HepaboTOCNOCOBHOCT M ONEePALMOHHOM CUCTEMbI U HAMEPEHHOMY MOBPEXAEHNIO BXKHOW MHGOPpMaLMN.
HeobxoaMmO peryngapHO Co34aBaTb pe3epBHbIe KOMUY BAXKHbBIX KOHOUAEHLUMANTbHbIX AAHHbIX HA BHELUHWX HOCUTeN X,
Takmx Kak DVD-AUCKM MK BHELLIHME XXeCTKne ANCKN. Mpodunnaktmnyeckme mepbl TAKOro poaa no3BoastoT H6bICTPO U
NPOCTO BOCCTAHOBUTb AAHHbIX B CJ1y4ae 1X NOBPEXAEHNS.

PeryasipHO CKaHUPYMTe KOMMbIOTEP HA HAJIM4YMe BUPYCOB.

PerynspHoe aBTOMaTu4eckoe CKaHNMPOBaHME KOMMbIOTEPA C HAA1eXaLLMMM NapaMeTpamMm MOMOraeT YCTPaHsTb
3apaXkeHus, KOTOpble MOTyT 6bITh MPOMYLLEHbI MOAY/TEM 3aLUNTBI B PEXXMME PeasibHOr0 BpEMEHW BCeACTBUE
yCTapeBLlen Ha TOT MOMEHT 6a3bl @HHbIX CUrHATYP BMPYCOB.

CnepyinTe OCHOBHbIM NpaBuiam 6e30MacHOCTH.

370 Hambonee 3pPeEKTMBHOE 1 NOIE3HOE NPABMIO 13 BCeX — BCeraa 6yabTe OCTOPOXKHbI. Ha AaHHbIN MOMEHT ANs
paboTbl MHOMMX 3apaXKeHuM (UX BbIMOJTHEHWUSI M pacnpOCTPaHeHNSs) HEOBXOAMMO BMeLIaTeNbCTBO NO1b30BaTeN .
Ecnv cobntopatb 0CTOPOXKHOCTb MPU OTKPbITUM HOBbIX GannoB, MOXHO 3HA4YUTE/IbHO C3KOHOMMWTb BPeMS U CUSTbI,
KOTOpble B MPOTUBHOM C/lyyae byayT NOTPaYeHbl Ha yCTPaHeHMe 3apaXkeHnin. HekoTopble Nosie3Hble npasmia
NpuBeAEeHbI HUXeE.

e He nocelwlanTe nogo3puTesbHble BeH-CanTbl C MHOXKECTBOM BCMJ1bIBAKLLMX OKOH M aHUMMUPOBAHHOW PEK/TaMOMN.

e ByabTe OCTOPOXHbI MPUY YCTAHOBKE HecnaTHbIX MpOrpamMm, NakeToB KOAEKOB U T. M.. ICNOb3ynTe TONbKO
6e3onacHble NporpaMmel M nocewanTe 6e3onacHble Be6-canThl.

e byabTe OCTOPOXKHbI, OTKPbIBASi BIOXKEHMS B COOOLLEHMS 3/1eKTPOHHOM NOYTbl (0COOEHHO 3TO KacaeTcst CO0bLeHUN,
paccbliaeMblX MacCOBO M OTMPABAEHHbIX HEM3BECTHbIMM TNLAMM).

e He Mcnonb3ymnTe yY4eTHY 3anncb C NpaBaMu aMUHNUCTPATOpA A1 MOBCeAHEBHOM paboTbl HA KOMMbIOTEpE.



2. YCTAaHOBKA

Mocne 3anycka 3Toro danna Mactep yCTaHOBKM MOMOXKET YCTAaHOBUTb MPOrpaMmmy.

BHMMaHue! Y6eanTech B TOM, YTO HA KOMMbIOTEPE He YCTAaHOB/EHbl pYrie NporpaMmebl 3alMTbl OT BUPYCOB. ECin
Ha OLHOM KOMIbOTEpe yCTaHOB/IEHO [Ba U 60/1ee peLleHns 415 3aWnThl OT BUPYCOB, MeXAY HUMMK MOXKET
BO3HUKHYTb KOHQNNKT. PEKOMEHAYEeTCSA yAA/IUTb BCE NPOYMe NporpamMMbl 3aLMThl OT BUPYCOB C KOMMbIOTEPA.
CNnCcoK MHCTPYMEHTOB N4 yAaNeHNs NonyAspHbIX aHTUBUPYCHBIX MPOrpaMM CM. B HALLel cTaTbe 6a3bl 3HAHUN
(BOCTYNHA Ha @HTTMACKOM W Ha HECKOJTbKNX APYTUX S3bIKaX).

ﬁ Y¥cranoeka ESET Endpoint Antivirus @

Bac NnpuMBeTCTBYeT MacTep

ENDPOINT
ANTIVIRUS vycraHosxku ESET Endpoint
Antivirus

[aHHaA NporpaMMa NpoMsBeaeT yoraHoeky ESET Endpaint
Antivirus Ha Bal KoMNBKOTep, Mepel NPoaomKEHHEN
PEKOMEHAYETCA 3aKPEITE APYTHE NporpaMMsl, 4na
NPOAMTHEHUS YCTAHOBKKM HEXMUTE KHONKY “lanee”. Ana
EEI¥04E M3 MECTEPAE YCTIHOBKM HEKMUTE "OTMEHE

Brnmanne!

Y100k NPELOTEPATHTE BOSHUKHDEEHME Npobnem nNpu
YCTAHOBKE, HEODXOAMMD YOANHTE BCE 3aMyLULeHHbIE
MPUNOHEHUA CUCTEMEI BE30NECHOCTH, TEKME Kak
SHTHEMPYCHBIE M BHTHWNMOHCKKE NPOrpaMMel.

< Hasan [ Nanee = J [ OTtMeHa ]

CHavana nporpamma nposepseT Hann4me 6onee HoBow Bepcum ESET Endpoint Antivirus. Mpu o6Hapy>xeHun 6onee
HOBOW BepCuM Bbl byeTe yBeAOMIeHbl 06 3TOM Ha NepBOM 3Tarne yCTaHOBKW. EC1M BbIGpaTb BO3MOXXHOCTb
3arpysuTb M1 YCTAaHOBUTb HOBYIO BEPCUIO, HOBAS BEpCUS ByeT 3arpy>keHa, nocsie 4ero byaeT npoAo/KeHa
yCTaHoBKa. Ha cnefytolem 3Tane Ha 3KpaH byaeT BbiBeAEHO JINLEH3UMOHHOE COrNaLleHne C KOHEYHbIM
noJsib3oBatenem. MpoYTmUTe ero v HAKMUTE KHOMKY MPUHATb, YTO6bI NOATBEPAUTL CBOE COracme C yC10BUAMMI
JINLEH3MOHHOI0 CornalleHns C KOHeYHbIM Nosib3oBaTeneM. [ocie 3TOoro ycraHoBKa byaeT NPoA0IKEHa, NpUyem
CyLLeCTBYeT [,Ba BO3MOXHbIX CLIeHapus.

1. Ecnm ESET Endpoint Antivirus yCTaHaB/IMBaeTCA HA KOMMbIOTEP BrepBble, Noc1e NPUHATUSA YCI10BUIA
JINLLEH3UOHHOrO CornaleHns C KOHe4YHbIM MoJib30BaTeNIeM Ha SKpaH byaeT BbiBeAeHO NoKazaHHoe Aanee OKHO.

3[eCb MOXKHO BbIGPaTh peXKMM yCTaHOBKM (O6blYHad yCTaHOBKA WM Bbi6OpoYHas yCTaHOBKA) U MPOAO/KUTb
yCTAHOBKY COOTBETCTBYIOLLMM 06pa3oM.

ﬁ Yecranoeka ESET Endpeint Antivirus IEI

(es[:ly

PeXuM yCTaHOBKH

Bribop peMMa YCTaHOBKK

BrifepuTe cTEHASPTHYO yoTaHoeky ESET Endpoint Antivirus (ofecnsunsaeT Hamnydwes
COOTHOWEHWE MPOMZE0ANTENEHOCTH W BE30NACHOCTH) MNKM NONBZ0BATENLCKYID YCTAHOBKY
(No3BONAST BRINOAHWTE AOMOAHWUTENEHYD HACTROMKY).

Pexm ycTaHoBkKM

(@ OfbldHaA (DEKOMEHAYEMEIE OMTHMANEHEIE HACTPOMKM)

(") NonbsosaTensckii (MosEonAeT Bones AETANBHYID HACTPOAKY)
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2. Ecnm ESET Endpoint Antivirus ycTaHaBnMBaeTCa MOBepX NpeablayLien BepCcum AaHHOro NporpamMmMHOro
obecneyeHus, B C1efyoLLEM OKHE Bbl MOXETE BbI6paTh, HY>KHO JIN COXPAHUTb CyLLEeCTBYOLLMe NapamMeTpbl A4
HOBOW yCTaHOBKW. EC/in >ke cHATb Gpaxkok Mcnonb3oBaTh TEKYLLME MApaMEeTpbl, TO BaM ByayT AOCTYMHbI TO/IbKO
[1Ba OMMCaHHbIe BbIlle BapMaHTa.


http://kb.eset.com/esetkb/index?page=content&id=SOLN146

e ESET Endpoint Antivi =S|
PesuM yCTaHoBKH

Biifiop pekuMa yCTaHOBKM @er

ECAN Bbl XOTHTE NEPEYCTAHOBWTL CUCTEMY, COXPEHME TEKYLLWE NaPaMETDLI, YCTEHOBHTE
STOT (Nakok.

ECnn Bbl XOTHTE NEPEYCTEHOBWTL CUCTENY W M3MEHMTH NAPEMETDLI, CHUMATE 3TOT
hNEHoK M BEIBEPHTE 0AWH U3 PENAMOS YCTEHOBKM,

Wcronb30BaTh TEKYIWME NapaMeTPEl
PexidM yCTaHOBKN

(@) OfibluHan (PEKOMEHL YEMEIE ONTHMANBHEIE HACT PO

Mone3oBaTensckuil (No3sanAeT Gonee AETaNEHYIO HACTPOMAKY)
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2.1 O6blyHag ycTaHOBKA

B pexxrme 06bI4HOWM YCTAHOBKM NpeaaaratoTCsi BO3MOXKHOCTU 415 KOHOUIYpUPOBaHMS, AOCTATO4YHbIE AN
00/1bLWMHCTBA NOJIb30BaTeNen. OTU NapaMeTpbl 06ecnevymBatoT OT/IMYHbBIN YpOBEHb 6€30MaCHOCT, MPOCTOTY
HACTPOWIKW 1 BbICOKYH MPOW3BOANTENbHOCTb KOMMbOTEpPa. PeXXnmM 06bI4YHOM YCTAaHOBKM — 3TO BapUaHT Mo
YMOIYaHUIO; MPU OTCYTCTBUM 0COHbIX TPeboBaHMIM He CiiefyeT BblIbMpaTh APYromn Cnocob.

Mocne Bbl60pa peXknma yCTaHOBKM U HaXKaTmna KHONKK [lanee npeanaraeTcsd BBeCTV MMSA NOJ/1b30BaTeNnsa U napob AN
aBTOMaTM4eckoro o6HoBAEHMA nporpamMmbl. 3TO BXKHO 414 obecneyeHus Hel'lpeprBHOPI 3alNTbl KOMMNbKOTEPA.

ﬁ Yeranoeka ESET Endpoint Antivirus @

AsToMmaTnueckoe obHoBnenne
BseauTe CBOM MMA NONE30BATENA K Napont EET

[ANA NoNy4YEHUA PEryNAPHEX 0BHOBNEHWIA BERAMTE MMA NONE30BATENA M NAPONE,
KOTOPEIE BEINK NONYYEHE! BO BPEMA NPHODPETEHMA NPOrpamMMel. HacToATENsHD
PEKOMEHAYETCA CKOMMPOBATE (Cirl-+H) AaHHLIE M3 3NEKTPOHHOND PEMWMCTPELMOHHOMD
nMuceMa M BcTasuTe (Cirl+V) ux B COOTEETCTEYIOWME NONA HIHKE,

WMA nonesoBaTEnA: Mapone:

EAV-12345673 [T IITTT YT

Ecnu Bbl HE YEEPEHBI B MPABUABHOCTH EHBHEHMﬁ, YKEHWTE MX NO3HE,

[ ¥eraroenTs NapameTpel ofiHoBNEHMa Noswe

[ < Haszaa ] [ Oanee > ] [ OTmeHa

B COOTBETCTBYIOLMX MOJIAX BBEAMTE CBOM MMS MOJIb30BaTe/A 1 NAPO0Jb, TO €CTb Te CaMble JaHHbIe Ay TEHTUPUKALMN,
KOTOpbIe 6bI/TY MOyYeHbl MPY NMPUOBPETEHUM UV PEFUCTPALIMM NMPOrpaMMsbl. ECTN Y BAC HET MMEHW NO/b30BaTeNs U
naposis, ycTaHoBUTEe GaXKOK YCTAHOBUTb MapaMeTpbl 06HOBJIEHUSA MO3XKe. 1PV 3TOM y4eTHbIe AaHHbIE MOXHO
6yAeT no3Hee BBECTW B CAMOM MporpaMmme.

Ha cnegytollem s3Tane BbINOJIHAETCA KOHOUrypmposaHme ESET Live Grid. Cnctema ESET Live Grid npefHasHaveHa gns
HeMe[JIEeHHOrO HenpepbIBHOrO MHPOPMMUPOBAHMA KOMMAAHUM ESET O HOBbIX 3apaXeHUsX, YTO MO3BOSET 3aLLMLLATD
noJsib3oBaTenen. 3Ta CMCTeMa No3BoISeT OTNPABANATb HOBbIE YrpO3bl B BUPYCHYO N1abopatoputo ESET, rae oHu
aHaNM3MpyoTCa, 06pabaTtbiBatOTCS M L06aBNAOTCA B 6a3y AaHHbIX CUTHATYP BMPYCOB.



ﬁ Yecranoeka ESET Endpeint Antivirus

ESET Live Grid
(es(l

OCHOBEHHOE Ha NEPEA0BON CUCTEME PAHHEro NpeaynpexaeHua of yrposax
ThreatSense.net pewenwe ESET Live Grid pazpaboTano ana obecneyerna
AONONHUTENBHOI BE30NacHOCTH KOMMBKOTEPE. OHO MOCTORHHO OTCNEXMBAET
EbINOMHAEMEIE B CACTEME MPOrPEMME! M NPOLIECTE!, WOIONB3YA SKT YankHbIE AaHHEIE of
yrpo3ax, cobMpaeMesIe C MMANWOHOB KOMMBIOTEPOE No BCEMY MUPY. KpoMe Toro, no Mepe
HakomneHA MHDOPHaLLK B Base AaHHEIX ESET Live Grid cKaHMpoBaHWE CMCTEMb!
BbINONHAETCA BBICTPEE M TOYHEE,

A cornawarocs Ha y4acTve B ESET Live Grid (pexomenayeTca)
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Mo ymon4aHuio yctaHoBneH diaxok f cornawarocb Ha yyactme B ESET Live Grid, KOTOPbIV akTUBMPYET AaHHYIO
DYHKLMIO.

CnepyoLIMM [1eNCTBMEM MNPU YCTAHOBKE ABNSETCA KOHOUIYPUPOBaHMe 06HAPYKEHWSA MOTEHLMATBHO
HeXenaTenbHbIX MPUIOXKEHWA. TOTEHLMANBHO HEXeNaTe/IbHble MPUI0XKEHMS He 0653aTeNbHO ABASIOTCA
BPeAOHOCHBIMM, HO YacTO HEraTMBHO BAMSAIOT HA paboTy OnepaLyoHHOM CUCTeMBbI. [JONO/THUTE/TbHbIE CBEAEHNS CM. B

rnase [1oTeHUMANbHO Hexxenare/bHble NPpUAOXKEeHNA.

ﬁ Yecranoeka ESET Endpeint Antivirus

O6Ha pyHEHHE NOTEHUWANLHO HEMXEeNnaTeNbHbIX

NPHIOHIEHNA @e‘l’

MoTeHUMaNsHo HEXENaTeNbHbIE NMPUNOHEHMA — STO MPOrPaMMbl, KOTOPbIE obbiuHo
SENPallKBaHDT COrNacMe NoNbL30BaTENA Nepen ]i'CI'BHOEK.Oﬁ. 3TH NPUAGHKEHKA MOTYT HE
NPEACTEENATE YrPo3el ANA DE30NACHOCTH, HO CNOCOOHL! NOBNMATE Ha
MPOUEB0AWTENBHOCTL, CKOPOCTE M HAAEHHOCTEL KOMNLHOTEPEA, 4 TAKHE WSMEHWTE Ero
NoBEaEeHHE,

BribepHTe 0AWH M3 NapaMETpoE -
Bl £ OfWH W3 NapaMeTpos

BKNOYHTE 0OHEPYKEHWE NOTEHUWMANEHD HEMKENSTENEHEIX MPHUNOHEHHA

OTKMYMTE 00HAPYHEHME NOTEHLMANEHO HERENTENBHEIX MPUNOHEHMA

e

MocnegHM 3TanoM 06bIYHOM YCTAaHOBKM ABASETCS MOATBEPXKAEHME YCTAHOBKM. 19 3TOr0 HAKMUTE KHOMKY
YCTaHOBUTbD.



ﬁ Yecranoeka ESET Endpeint Antivirus @

Bce roToBO K YCTAaHOBKE
MacTep roToE BEIMOAHMTE YCTEHOBKY THMa "ObkuHanR" EET

[NA HEYANa YCTAHOBKM HEMMWTE KHOMKY "YCTaHOBMTE". ECAM Bhl XOTHTE WIMEHMTH
HACTPOMKM YCTAHOBKM, TO HEMMUTE KHOMKY "Hazaa ™ unM kHonky "OTmeHa”, uTobisl
BHIATH M3 MACTEPE YCTAHOBHKM,

< Hasan ] [@'VnaHoBMTb] [ OTtMeHa

2.2 BblbopoyHas ycTaHOBKA

PeXXnM BbIBOPOYHOMN YCTAHOBKM NpeAHa3HaYeH A8 OMbITHbIX MO/b30BaTe/NelM, KOTOPbIe MOTYT BbIMOJHUTb TOHKYHO
HACTPOWKY NPOrpamMMbl U XOTAT U3MEHWUTb NapaMeTpbl pacLLUMPEeHHON HACTPOMKM BO BPEMSA YCTAaHOBKM!.

Mocne BoIbOpa pexxrmMa yCTaHOBKM W HAXXaTKUs KHOMKK Janee nonb3oBaTento byaeT npeasioXkeHo BbibpaTh nanky Aas
YyCTaHOBKM. 10 yMOYaHMIO MPOrpaMma yCTaHABIMBAETCA B YKA3aHHYHO HMKe Narky.

C:\Program Files\ESET\ESET Endpoint Antivirus\

HaxxmuTe KHomKy O630p..., 4TObbI U3MEHUTb Nanky (He pekoMeHayeTCs).

ﬁ Yecranoeka ESET Endpeint Antivirus @

Buibop nanku ycraHoBKA

370 Nanka, B koTopyto GyaeT ycraHaBnmBaTeoA ESET EET
Endpoint Antivirus.

[NA YCTEHOBKK B 3TY Manky HakM|Te KHoNKy "Janee”. lna M3MEHEHMS Nanku
YCTEHOBKM, YKIHKUTE BE BPYYHYIO MNM HEKMUTE KHONKY "O630p™,

Oanka:

IC:‘l,Program Files\ESET\ESET Endpoint Antivirus!,
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3atem 3anonHuTe nons UmMsa nonb3osartens v Maponb. 3T0 AeNCTBME aHATOMMYHO COOTBETCTBYOLWEMY AENCTBUIO B
pe>xxumMe 06bIYHOM YCTAHOBKM (CM. OBbl4HAA YCTAHOBKA).

HaxxmuTe KHonky Janee, 4Tobbl NEPENTU K HACTPOKE MHTEepPHEeT-CoeanHEeHNS. ECTIN MCMO/b3yeTca NpoKCu-cepeep,
OH J0/1KeH 6bITb KOPPEKTHO CKOHPUIYpUPOBaH /15 06ecredyeHns 06HOBNEHNA CUTHATYP BUPYCOB. ECIM TOUYHO
HEeW3BECTHO, UCMOJIb3YeTCA 1M MPOKCU-CepBEP A4 NOAKI0YEHNS K IHTepHeTY, Bbi6epuTe Al He 3Hako TOYHO,
MCnonb3yeTcs M NpoKcU-cepsBep. A Xo4y UCNOMb30BaTb TE XKe NapaMeTpbl, Kakue ucnonbsyer Internet Explorer
(pekoMeHAyeTcsa) 1 HAXXMUTE KHOMKY Janee. ECM NpoKCU-CEPBEP HE UCMOJb3YeTCs, BbibepuTe BapmaHT A He
MCNOJIb3YH0 NMPOKCU-CepBep.
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HHTEepHEeT-CoeaHHEHHE

HacTpoiTe nogknoyeHie K MHTEpHETY EET
BribepTe NapaMeTPel, COOTEETCTEYIOWME THNY BALEro NOAKNIYEHHA K MHTEPHETY,
Ecnm Bl HE YBEPEHSI, MONONE3YATE NapameTpel Internet Explorer,
Mpoko-cepsep

/& 1 HE 3H3KD TOYHO, MCMONL3YETCHA MM NPOKCM-CEPEEP, A KoYy MCNONb30BaTE Te

= e napaMeTphl, Kakme uononesyeT Internet Explorer (pekomeHayeTos).

(7 Al HE MCNOABZYHD NPOKCM-CEPEE

() A MCNONB3YHD NPOKOA-CEPEED
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[ns KOHOUIYpUPOBaHWSA NapamMeTpOoB NPOKCU-CcepBepa BbibepuTe BapraHT S UCMo/b3y o NPOKCU-CEpPBEp U HAXKMUTE
KHonky Aanee. Beeaute IP-agpec nnn URL-agpec npokcu-cepsepa B nosie Agpec. B none Mopt ykaxute nopT, No
KOTOPOMY 3TOT NPOKCU-CEPBEp MPUHNUMAET 3anpochl Ha coefnHeHme (Mo yMoa4aHuio 3128). Eciv npokcn-cepeep
TpebyeT ayTeHTUbUKaLMN, BBEAUTE MpaBu/ibHbIe MMS M0Jib30BaTeNs 1 Naposib, KOTOPble HeOHXOANMbI ANS AOCTYNa
K Hemy. [apameTpbl NPOKCU-CepBepa TaKXKe Mo >KesaHmio MOTyT BblTb CKONMMPOBAHbLI M3 NapamMeTpoB Internet

Explorer. HoxmuTte MpuUMeHNTb 1 NOATBEpANTE BbI6OP.

ﬁ Y¥cranoeka ESET Endpoint Antivirus

Npoxkcu-cepeep
BEeCTH NapaMeTPel NPoKcH-CepEepa EE T
MapaMeTpEl NpoKoH-CepEEpa:
Apnpec: MopT:
|192.168.1.1 3128
WMA nonesosaTena: Napone:
Iusername | FEERRREEN
WcnonezoeaTe napameTpel Internet Explorer
Agpec: MopT:
< Hazaa ] [ Nanee = ] [ OTMeHa ]

n



Ha 3ToM 3Tane ycTaHOBKWM MOXXHO 334aTb, Kak B cMCTeMe 6y,£l,eT O6pa6aTbIBaTbCﬂ aBToMaTtmyeckoe 06HOBMEHME
nporpamMmmbl. HaxxmutTe U3MeHUTb... 419 A0CTyNa K paclUMpeHHbIM napameTpam.

ﬁ Yecranoeka ESET Endpeint Antivirus @

AsToMmaTnueckoe obHoBnenne
HacTpouTe NapamMeTpel aETOMATHHECKOr o ofHoBREHHS @e T

MacTep yCTaHOBKM OCYWECTEMT NNEHMPOEEHWE 33084, KOTopee obecneyat
SBTOMaTHYecKoe oBHOBNEHWE NPOrpaMMel. B AanbHEMWEM MOMKHO M3MEHWTD 330344
0BHOBNEHMA B COOTBETCTEMM C COBCTBEHHEIMIM NOTPEGHOCT AMM, BOCNONL30BABLUMC M. ..

Tun obHoBNEHWUA

KoMnoHeHTLI Nporpammel: Mpeano#uTe MzmeHUTS. ..
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EC/n HEeT HEOBXOAMMOCT OBHOBNATH KOMMOHEHTbI MPOrpamMMbl, BbibepuTe BapMaHT HUKoraa He 06HOBNATb
KOMIMOHEHTbI MporpamMmmbi. lMapamMeTp 3anpocuTb NOATBEPXAEHUE Nepepd, 3arpy3Koi KOMMOHEHTOB BK/1H04AET
BbIBOJ, OKHA MOATBEPXKAEHNS Nnepes, KKA0M NOMbITKOW 3arpy3mTb KOMIMOHEHTbI MPOrpaMmMbl. [l aBTOMATUYECKOM
3arpy3Kku 06HOB/TEHNIA KOMIMOHEHTOB NMPOrpaMMsbl BbibepuTe BApMaHT BbINOHATbL 06HOBJIEHME KOMIMOHEHTOB
nporpamMmbl, /11 J,0CTYHO.

ﬁ Yecranoeka ESET Endpeint Antivirus @

ObHoBnEHUA MOryT BbITh BLINONHEHE! SETOMATHYECM be3
BMEWETENLCTES NONB30BATENA, MMM NONE30BATEND MOMET 3808Th
YEE4OMNEHWE Neped obHoBneHreM, Mocne obHOBNEHMA KOMNOHEHTOE
MporpaMMel MOHET HOTDEGOBaTbC‘H nepeszanyck KoMNbtoTepa.

OBHOBNEHWE KOMMOHEHTA NPOTPaMME!
() Huior aa He oBHOBRATE KOMMOHEHTHI NPOrPaMMel

= BoINoNHATE 0BHOBNEHNE KOMMNOHEHTOE MPOrPaMMsl, SCTH
= pOCTYMHD

(@ 3anpocTh NoATBEPHAEHWE NEPEef 3arPY3KoM KOMMOHEHT OB

MepezanycTTe Nocne oOHOBNEHMA KOMMNOHEHTOE NPOrPaMMel
() HuKoraa He NepesanyckaTs KoMMBloTep
(@) MpeAno#UTL NEPESANYCK KOMMBKOTEPE, ECM HEOBX0AMMD

=, Ecnn eobxonumo, nepesanycTiTe KomnbtoTep Bes
= YBEAOMNEHUA

[ (61,8 J[ OTHeHa ]

NMPUMEYAHME. NMocne 06HOBNEHNS KOMMOHEHTOB MPOrpaMMbl 06bIYHO HY>KHO Mepe3arpy3nTb KOMMNbIOTEP.
PekomeHayeTcs BbibpaTb BAapMaHT Ecam Heo6xoaumMo, nepesanycTuTb KOMMNblOoTep 6e3 yBegoMieHus.
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B cnenytollemM OkHe npegjiaraercs Co3aaTb Naposib A5 3alMTbl MTapaMeTpoB NporpaMMsbl. BoibepuTe BapnaHT
3awmTa napameTpoB KOHGUTypaLMm naposiemMm 1 BBeAUTe Napo/ib B nNose HoBbiv naposb 1 MoaTBepauTb HOBbIV
naposb. OH bygeT Heobxoamm Ans AocTyna k napametpam ESET Endpoint Antivirus, a Taikoke gss X M3MeHeHusl.
Korpa B 060mx nonax BBeAeHbl COBNAAAMOLLME MAPO/IN, HAKMUTE KHOMKY Janee, 4yTobbl MpOAO/IKUTD.

ﬁ Yecranoeka ESET Endpeint Antivirus @

MapaMerpol 3aWMLIEHb] NaponeM
BBEAMTE NEPoNb 33WMTEI NAPAMETPOE KoHMrypaLmm EET

[¥]5awmTa napaneTpos KoHUr ypaLwi naponen:

- | SRR BRNNS
HoBwid napons:

- | SEEEBBRES
MoATEEPAMTE HOBLIH Napanb!
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[anbHenwme 3Tansl ABToMaTuveckoe o6HoBeHue, ESET Live Grid 1 O6Hapy>xeHue NoTeHLuasibHO
HeXXenaTesbHbIX MPU0XKEHUIN BbINMOHATCA TAK XKe, KAK U Npu 06bI4HOM yCTaHoBKe (CM. pasgen O6bl4yHag

VCTAHOBKA).

HaxXmuTe YcTaHOBUTb B OKHe Bce roToBO K YCTaHOBKeE, 4yTOb6bI 3aBepLlKnTb NpoLecc yCTaHOBKU. [Moc1e 3aBepLleHns
YCTaHOBKKM 6y,£I,ET npeagno>KeHo akTMBMpOBaThb I'IpOFpaMMHbIVI NpoAyKT. 14 nonydyeHna 4ONOJHUTENbHbIX cBeaeHnn
06 akTmBauum nporpamMmmbl CM. pasgen O6blyHaga VCTAHOBKA.

2.3 BBoa MMeHU nonb3oBaTeNs U Naposns

[naT0oro 4tobbl UCNOJIb30BaTb MPOrpaMMy HauUayyLLKM 06pa3oM, HEO6XOANUMO peryiapHO 06HOBAATL ee. IT0
BO3MOXXHO TO/IbKO B TOM CJly4ae, ec/in B OKHe HacTpoiika 06HOBIeHU S YKa3aHbl MpaBW/bHbIE UMS MO/1b30BaTeNA U
naposib.

ECnv MMsa Nonb3oBaTensa 1 naposib He yKasaHbl MpW yCTaHOBKE, 3TO BO3MOXKHO CAeNaTh cermvac. HaxXMuTe coyeTaHme
knasuw CTRL+U v BBeauTe B OKHe «MIHDOpMaLMA O NULEH3UN» AAHHbIE O TULLEH3UK, MOSTYYEHHbIE BMeCTe C
nporpammon obecneveHuna 6esonacHocTu ESET.

|_|pl/l BBOE€ UMEHU NoJib3oBaTeNd M Naposisd BaXXHO YKa3blBaTb MX MMEHHO B TOM BMAE, B KAKOM OHW NOTYYEHbI.

e B MMeHV NOnb30BaTeNsa M Naposie yYUTbIBAETCS PErncTp, B UMEHW MNob30BaTe 1 He06X04MMO UCMNOb30BaTb
neduc.

[nvHa napons paBHa AecsTU CUMBOJIaM, MPUYEM BCE OHW HAMWCAHbl B HYXKHEM perucTpe.

B naponsx He ncnosb3yeTtca 6ykea «L» (BMECTO Hee HY>XKHO MCNOoAb30BaTb UMdpy 1 (eAnHNLA)).

MponucHas bykea «O» HAa CAMOM [efie ABNSeTCs Hy1eM, TOrAa Kak CTPOYHas «O» — 3TO U €CTb CTPOYHAS «O».

[na obecneveHns MakcMManbHOM TOYHOCT M peKOMEHyeTCs CKONMMPOBAaTb AaHHble U3 perncTpaLMoHHOro
COOBLLEHMSA 3/1eKTPOHHOM MOYTbI U BCTABUTb UX.
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2.4 O6HOBNEHME A0 HOBOM BepCUMU

Bonee HoBble Bepcmm ESET Endpoint Antivirus BbinyckatoTCa 415 peanmnsaumm yaydweHnin Uav ncnpasaeHuns
npobsieM, KOTOpble He MOTYT ObITb YyCTPaHeHbl aBTOMATUYeCKM 06HOBEHMEM Moy Aer MporpaMmbl. OBHOBEeHWe
[10 HOBOW BEPCUM MOXHO BbIMOJIHUTb OAHUM U3 HECKOIbKUX CMOCOBO0B.

1. ABTOMaTuM4ecku nyTem 06HOBEHWS NPOrpaMmbl
MockonbKy 06HOBAEHMS MPOrpaMMbl PACMpPOCTPAHATCA CPefiv BCEX MOb30BaTeN e M MOTYT MNOBAUSATb HA
HEeKOTOpble KOHPUrypaLMmM KOMMbIOTEPOB, OHW BbIMYCKAKTCA TONbKO NOC/1€e ATNTEbHOr0 TECTUPOBAHUSA C LIEebIO
obecneyeHns 6ecnepeboriHOM paboTbl Ha BCEX BO3MOXKHbIX KOHUIypaumsx. YTobbl mepenTm Ha HOBYHO BEPCUIO
Cpasy noc/e ee BbIMyCka, BOCMOJIb3yNTECh OAHUM 13 MepevmnCIeHHbIX HKe CNoCcob0B.

2. Bpy4Hylo nyTem 3arpy3kun 1 ycTaHOBKM HOBOW BEPCUN NMOBEPX NMPeablayLLEN.
B Hauasie npoLecca yCTaHOBKN MOYKHO MPUHATH PeLleHNe 0 COXPaHEeH WM CYLLIECTBYIOLLMX NapaMeTpOB NporpaMmmbl.
[Na3TOro Hy»KHO yCTaHOBUTb G1aXkoK Mcnonb3oBaTb TEKYLLME MAapaMeTpbl.

3. Bpy4HytO C aBTOMATMYeCKMM pa3BepThiBaHMEM B CETEBOM cpee nocpeactBom ESET Remote Administrator

2.5 CkaHupoBaHue KoMmnbroTepa

Mocne ycraHoBkM ESET Endpoint Antivirus ciefyeT BbINOHUTb CKAHMPOBAHME KOMMbIOTEpPa AJ/15 BblsiB/IEHUS
3/10HaMepeHHOro KoAa. B rnaBHOM OKHe nporpaMmbl BbibepuTe NyHKT CKaHMpOBaHMe KOMMbIoTepa, a 3aTem —
CkaHupoBaHue Smart. 119 nonyyeHus LONOJHUTENbHbIX CBEAEHWNA O CKAHMPOBAHUM KOMMbIOTEPA CM. pa3gen
CkaHMpoBaHwe KOMMbloTepa.

® ESET Endpoint Antivirus [-=-] =25
ESET ENDPOINT ANTIVIRUS

Cranuposanmne MK

COCTOAHWE 33LUNThI
CKaHHpU-BaHHe KOMNbHOTEPa

CranupoeaHue MK

Q CkaHwvposaHve Smart

OBHOENEHWE CKEHHpDEEHHEﬂDKEﬂbeIX,JJ,HCKDE

q BoibopoyHoe CKaHWpOoBaHWe... (
Hactpoitka BriBop npoduneil n 06uekToB CKaHWpOEaHNA

CnykeBHbIE NporpaMmel

- Yacto MCNnonb3yemble
& BuINCAHWTE CKAHWPOBAHWE NOKANBHBR JHCKDE
MoBTopMTE NOCNEAHEE CKAHMPOBAHKME

QX&HE@ O R

Cnpaeka 1 NoAgaepxka

ﬁ HECTpCﬁKE CKAHWPOEaHWA KOMMBHITED ..

Jlata v BpeMA NOCEAHEND CKAHWPOBAHNAL 17.5. 2012 15:38:16
PesynbTaTel nocnegHerc CKaHMpoBaHMA 0 sapameHHbx Gaiinoe
Bepcua 633 gaHHb CHIHATYP NPW CKAHMPOBAH M T144 (20120517)
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3. PyKOBOACTBO A/19 HAYMHAOLWUX

B 3TOoM pasgene npmBoaATCs obLme cBeeHMs 0 NporpaMMHOM obecnedeHnn ESET Endpoint Antivirus v ero
OCHOBHbIX NMapameTpax.

3.1 O6uwue cBeaeHuns 06 nHTepderce Nnosnb3oBaTend

rnaBHoe okHo ESET Endpoint Antivirus pa3aeneHo Ha ABe OCHOBHbIe YacTW. OCHOBHOE OKHO CrpaBa CoAepXKUT
MHGOPMALMIO, OTHOCALLYHOCA K NapameTpy, BbiIGpaHHOMY B F/1aBHOM MEHIO C/1eBa.

Huxe onmcaHbl MyHKTbI F1aBHOTO MEHH0.
CocTosiHMe 3aLUTbl COAEPXUT CBeAEHMS O COCTOSAHMM 3awmTbl ESET Endpoint Antivirus.

CKaHVIpOBaHVIe KOMMbOTEPA: 3TOT MNYHKT NMO3BOJIAET CKOHq)I/IprI/IDOBaTb " 3anyCctTuTb CKaHMpOBaHMe Smart uim
Bbl60p0‘-|HO€ CKaHMpoOBaHMe.

O6HOoBNEHUNE: BbIBOAMT MHOPMaLMIO 06 06HOBIEHMAX 6a3bl AAHHbIX CUTHATYP BUPYCOB.

HacTpoika: 3TOT NyHKT NO3BO/ISEeT HACTPOUTb YPOBEHb 6830MacHOCTM A1 KOMMbIOTEpa, VIHTepHeTa n
371eKTPOHHOW MOYThI .

Cny>xebHble NporpamMmmbl: MO3BOISET OTKPbITb Panbl XXYpHana, CTaTUCTUKY 3aLLMTbI, IPOrpamMmMy MOHUTOPUHTA,
3anyLUeHHble NpoLecchl, NIaHUPOBLLMK, KapaHTUH, ESET Sysinspector n ESET SysRescue.

CnpaBKa 1 NogAepXKa: Mo3BonseT OTKpbITb Galnbl cnpaBku, 6a3y 3HaHWM ESET, Be6-canT ESET, a Takxe gaet
BO3MOXXHOCTb BOCMO/1b30BaTbCS CCbI/IKAMM, YTO6bI OTNPABUTL 3aNpOoC B CY>KOY NOAAEPKKN KIUEHTOB.

® ESET Endpoint Antivirus EIE

ESET ENDPOINT ANTIVIRUS

CoCTOAHWE ZaLLMTEI

COCTOAHWE 3aLUNThI
MakcumansHas 3aluTa

CranupoeaHue K
Komnerotep + MakcumansHan 3awmTa
HHTepHEeT 1 3neKTPOHHAA NOYTa + MakcnmaneHan 3awmTa

OBHOBNEHNE

HacTpoiika
YacTo ucnonssyemele
# N 3anycTuTe CKaHMpOBaHWe Smart

CnykeBHele nporpamml Cratmcruka

Cnpaeka M NoAaepxka

Q@ X#HE @ O R

Konwndecteo npockaHnpoBanHen: obbektos: 2085
JIMueH3MA AefcTEMTENBHE A0t 2.1.2013

(es[=y

OkHO CocTOosiHMe 33 UThI l/IHq)OpMI/IpyeT nonb3oBaTens ob YpOBHE besonacHoCTU 1 Tekylem ypoBHE 3allNThbl

KOMMNbKOTEPA. 3e/1eHblr 3Ha4Y0K MaKkcmmManbHasa 3aLlmMTa 03Ha4YaeT, YTO BK/IKoYeHa MakCMMaibHasa CTerneHb 3aLnThbl.

B OKHe COCTOAHMS Takke 0TOOpaXKaroTCa 4acTo Mcnoablyemble GyHKUMM ESET Endpoint Antivirus. B 3ToM Xe OkHe
NPUBOAATCSA CBEAEHNS O fAaTe OKOHYaHMS CPOKA AEUCT BUS IMLEH3UM HA MPOrpamMmy.
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3.2 [lercTBUA, KOTOpble c/ieayeT BbINOJHUTD, €C/IU NporpaMmma He pa6ortaer
Haanexawmm obpasom

Ecnv BK/IHOYEHHbIE MOAY/TM paboTaloT NpaBu/ibHO, OHM 0603HAYaTCA 3e/1eHbIM GIaXKKOM. ECM e HeT, NMosBISAeTCs
KPaCHbI BOCK/TULIATE/bHbIM 3HAK MTM OpaHXKeBbI 3HAY0K YBegoM/TeHNs. KpoMe TOro, B BEpXHEen 4acTu OKHa
BbIBOAATCA AOMO/IHUTE/IbHbIE CBeAeHMA 06 3TOM Moayie. KpoMe Toro, npeasiaraeTcs pelleHme npobaembl aas
[aHHOro MoAaynA. 118 TOro YTo6bl U3MEHUTb COCTOSAAHWE OTAE/IbHOrO MOAY/1A, Bbi6epUTe B ITaBHOM MEHIO MYyHKT
HacTpolika 1 LWefKHUTE MblLLbK HY>KHbI MOAYb.

@ ESET Endpoint Antivirus ===

ESET ENDPOINT ANTIVIRUS

CoCTOAHWE ZaLLMTEI

COCTOAHWE 3aLUNTEI
MakcumanbHaa cTeneHb 3allTbl HE rAapaHTUpPOBaHa

CranupoeaHue K
u Komnerotep O Puck gna GesonacHocn

WHTepHer n 3nekTponHan noyra Puck ana GezonacHocTk
OBHOBNEHNE P po o an

HacTpoiika
JawnTa oT BUPYCOB W LWNWOHCKUX NPOrpaMm OTKAKOYEHa

HekoTopeie MOAYIN S3LLMTEI OT BMPYCOE M LUMNMOHCKKX NPOTrPaMM OTKFUEHE!
CnykebHele nporpammsl nonssoeatenem. MoAHYH 33LLMTY MOXHO BKNHINHTE B pasgens: 3anycTuTs Bce
MOZYN 33LUNTEI OT BMPYCOE M LUNWOHCKIX NPOTPanm

Cnpaeka M NoAaepxka

QX #H @ 0 [

YacTto MCNonb3syemele
#N 3anycTuTe ckaHupoeaHwe Smart
CratncTuka

Konndecteo npockaHnpoBanHen: obbekTos: 35918
JIMueH3MA AefcTEMTENBHE A0t 2.1.2013

(es[=y

KpaCHbIPI 3HA4YOK NoKa3bliBaeT HaM4ne Kpntndeckmnx I'IDO6}'IeM, M3-3a KOTOPbIX MaKCMMa/lbHasd CTeneHb 3aLllNThbl
KOMMNbKOTEPA He obecneyrBaeTca. Bo3MO)KHbIe NMPpUNYNHbI:

3awmTa GanoBoM CUCTEMbI B peXKMMe peasibHOro BpeMeHU 0T K/THYEHa;
ycTapesLias 6asa AaHHbIX CUFHATYp BUPYCOB;

nporpamMmMa He akTMBUPOBAHA;

NCTEK CPOK AEMCTBUS TNLEH3MM HA MPOTrPAMMHbI MPOAYKT.

OpaH>KeBbli 3HAYOK ABIAETCA NMPU3HAKOM TOT0, YTO OTK/IHOYEHA 3aLUMTa A0CTYNa B VIHTEPHET WK 3alLMTa NoYTOBOMO
KAWEeHTA, CYLLeCTBYIOT Npo6eMbl C 06HOB/IEHMEM NporpamMmMsbl (YcTapeBLlas 6a3a JaHHbIX CUrHaTyp BUPYCOB,
HEBO3MOXXHOCTb BbIMOJIHUTb O6HOBMIEHWE) U MPUBAMKAETCA AaTa OKOHYAHWUA CPOKa AeNCTBUA NTULEH3UN.

3awumTa oT BUPYCOB U LLUMUOHCKMUX MpOrpaMmM OTKJ/IKOYEeHa: 3Ta npo6ne|vla NoKa3sbliBaeTCsd KpaCHbIM 3HAYKOM U
yBegoMIeHeM O 3amTe pagom C 3iemMeHToM KomnbroTep. MOXKHO MOBTOPHO BK/THOYUTb 3aLLUMTY OT BUPYCOB U
LUMMOHCKMX MPOrpamMm, LeKHYB CCbINIKY 3anyCTUTb BCe MOAYJ/IN 3alUUTbl OT BUPYCOB U LUMMNOHCKUX NporpamMmm.

3awmTa goctyna B KHTepHeT oTKJ/It04eHa - [pr3HaKoM 3TOM NpobeMbl ABASETCA OPAHIKEBbI 3HAYOK C CUMBOJIOM i
1 COCTOSIHME YBeAoM/IeHME O 3aluTe. Bbl MOXKeTe MOBTOPHO BKAKOUNUTb 3aLWMTY A0CTYNA B VIHTEPHET e KHYB
yBeLOMJIeHMe 0 3aLmTe, a 3aTeM BKIIOUMTb 3aWUTY AoCTyna B IHTepHeT.

Cpok OenCcTBUA Ballen IMLEeH3UNn CKOPO 3aKOHYUTCA: NMPpU3HAKOM 3TOM I'IpO6}'IeMbI ABNAeTCA nogaBneHne
BOCK/IMLATE/IbHOMO 3HaKa B 3Ha4YKe COCTOSAHMSA 3aLmMThl. [ToC1e OKOHYaHKMsa Cpoka OEeNCTBUSA TNLIEH3UN nporpamMmma
B60nblle He CMOXKET BbIMO/HATb O6HOB/IEHNS, @ 3HAYOK COCTOSAHMA 3aLLMTbI CTAHET KpaCHbIM.

CpOK AEﬁCTBMﬂ NNLUEH3UN UCTeK: Npu BO3HNKHOBEHNN 370N I'IDO6}'IeMbI 3HA4YOK COCTOAHNA 3aLlLNTbl CTAHOBUTCSA
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KpaCHbIM. C3TOro MOMeHTa nporpamMmma 60/blle He CMOXET BbIMOMHATb OOHOBNEHUS. PEKOMEH,D,VETCH BbIMOJ/THUTb
MHCTPYKLUMW B OKHe npeaynpexaeHna and npogieHnsa nnueH3nn.

ECV NpeasioXKeHHble peLleHns He NO3BOIAT YCTPaHUTb Npobiemy, Bbibepute NyHKT CNpaBKa v nogaepxXxka a1
[0CTyna K darnnam cnpaskn nav noncka B 6ase 3HaHu ESET.. ECn ke Npo6aemMy yCTPaHUTb No-NpexHeMy He
YAAETCA, MOXHO OTMPaBUTb 3aMpoc B C1y»6y noaaep>Kkun knneHTos ESET. Ee cneumanimcTbl onepaTmMBHO OTBETAT Ha
BaLLM BOMPOChI M MOMOTYT HAWTU peLleHue.

3.3 Hactpounka o6HOBNEHUN

O6HOoB/IEHWe 6a3bl AAHHbIX CUTHATYP BMPYCOB Y KOMMOHEHTOB NMPOrpaMMbl ABISETCA BAKHENLLIEN YaCTbio
obecrneyeHmns NOMHOM 3aLWMTbI KOMMbIOTEPA OT 3/1I0HAMEPEHHOMO KOAA. YAenuTe 0CO6eHHOoe BHUMaHMe N3y4eHWto
KOHPUIYpUpOBaHMA 1 paboTbl 3TOr0 NpoLecca. B rnaBHOM MeHto BbibepuTe NyHKT O6HOBAEHUE, MOC/Ie Yero
HaXKMUTe OBHOBUTb 633y AaHHbIX CUTHATYP BUPYCOB, YTOObI MPOBEPUTb Ha/INYMe 0OHOBEHN 6a3bl AAHHbIX.

ECnM MM Nob30BaTeN s M NMapo/ib He yKasaHbl Npu ycTaHoBke ESET Endpoint Antivirus, Bam 6y4eT NpeanoXeHo
CAenaTth 3TO Ha JAHHOM 3Tarne.

® ESET Endpoint Antivirus EIE
ESET ENDPOINT ANTIVIRUS
OBHoBNEHWE
CocTofAHue 3aLUNThI OBHOMGHHE

CranupoeaHue MK

@ OBHOBWTL Ba3y AaHHbIX CUTHATYD BMpYCcoE (1

OBHOBNEHNE 3anycTuTe oBHOBAEHWE MOZYNEl NporpamMmel n a3kl JaHHBIX CHTHATYR BWEYCOE.
MocnegHee yenelwHoe oBHOBREHKE: 16.4. 2012 13:30:54
Hacrpoiika Bepcua Basel ganHbx curHatyp empycos: 7057 (20120416)

CnykeBHbIE NporpaMmel

Cnpaeka 1 NoAgaepxka

QX HE G O R
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B OKHe «[JonOJIHUTE/IbHbIE HACTPOMKM» (BbIGEpUTE NMYHKT HacTpoMKa B r1aBHOM MEH!0, MOC/1e Yero HAXKMUTe
MepenTn K A,0NO/IHATEIbHBIM HACTPOMKAM WM F5 Ha KNaBMATYPE) COAEPIKATCA paCLUMPEHHbIE MapaMeTpbl
06HOBIEHNS. HaxkMUTe O6HOBIEHUE B IepEBE PACLUMPEHHbIX MAapaMeTpOB B JIEBOI YACTW OKHA. B packpbiBatoLemcs
MeHto CepBep 06HOBJIEHU [,0/1)KeH 6biTb BbI6paH NyHKT BbiIBUpaTb aBTOMATU4eCKU. )19 KOHOUIYpUpoBaHus
PaCLUMPEHHbIX MAPAMETPOB 06HOBIEHWI, TAKMX KAk PEXMM 0OBHOB/IEHUS, LOCTYMN Yepe3 NpoKCcu-cepBep,
NOAK/THOYEHNS K NOKA/IbHOM CETU 1 CO3AaHME KOMUA CUrHATYP BMPYCOB, HXKMUTE KHOMKY HacTponka....

® ESET Endpoint Antivirus

JAononHnTeNbHEBIE HACTPORKKW

[-H KomnbtoTep BriGpaHHeit npodwine:

- -. MHTEPHET W 3NEKTPOHHaR NOYTa [Moﬁ npodune

=) ObHoeneHne .
: OBHOBMTL HACTPOHKK BeIBpaHHoro npoduna
L JlononHUTENbHD Cepsep obHoBNEHMIi:

% CnymeBHble nporpamms [BhlSMpaTh BAETOMATHUECKH

- .
Vrimepdefic WmA nonezosatens: MNaponk:
EAV-12345678 LLITITTT LY

(@) PerynspHoe ofHosnerwe () Tectosoe ofHosnerme () OTRomeHHoe oBHOBNEHM

JononHUTENLHEIE HACTPOIKK 0BHOBNEHMA: HacTpoiika. ..
OHUCTHTL K3 oBHOBNEHWA: OHACTHTE

[ He oTofpaxaTs yeeaoMnerie of yoewHoM oBHOBNEHIM

[ '@DK ][ OTMeHa ][I'onnonqanmo

3.4 HacTtpownka npokcu-cepsepa

Ecnum andg ynpaeneHuns NoAKAOYEHUAMMN K VIHTEpHETY Ha KOMMbOTepe, Ha KOTOPOM mMcnonb3yeTca ESET Endpoint
Antivirus, NpUMeHSeTCs NPpOKCK-CeEPBEP, 3TO A0/KHO ObIThb YKa3aHo B pa3aene «ono/IHUTEeNbHbIe HACTPOMKM». N8
00CTyNa K OKHY HAaCT pOMKM MPOKCU-CeEpBEPA HAXKMUTE KnaBuLly F5, 4To6bl OTKPbITb OKHO «lOMOIHUTENbHbIE
HACTPOVIKN», U BbibepuTe NyHKTbl Cay>ke6Hble nporpammbl > Mpokcu-cepBep B AepeBe pacllMPeHHbIX NapaMeTpoB.
BbibepuTe BapmaHT Mcnonb3oBaTbh MPOKCU-CcepBep, a 3aTeM 3anonHuTe nons Mpokcu-cepsep (IP-agpec) n MopT.

Mpy HEOBXOANMMOCT M YCTAHOBUTE PNadKOK AyTeHTUPUKALMSA HA NPOKCU-CcepBepe, a 3aTeM 3anoaHuUTe nons Ums
nono3oBartens v Maposb.

@ ESET Endpoint Antivirus [Tl

AononHnTeNnsHbleé HACTPOWKH

-l KoMnetoTep Mporcu-cepeep
& VIHTEpHET M 3NEKTPOHHER NOYTA
15 OBHosneHue T p—— Hom:
E% CrykefHee NporpaMisl OpT:
----- Dalinel KypHana 192.188.1.1 3128
-----

----- TugHzm

----- . KapaHTuH

----- MAEHUPOBLLMK

----- VAENEHHOE 3AMUMHWCTPHPOBaHKME
----- SAWMTE AOCTYNE K CETH HaliTi npokci-cepsep
----- MpeaynpexaeHua 1 yEeLoMneHna
----- ESET Live Grid

----- CHCTEMHBIE 0BHOBNEHMA

----- JAWErHOCTHKE

[+ MHTepdeic

Mcnonb30BaTe NPoKoM-CEPEED

AYTEHTHOUKALMA HA NPOKCU-CEPBEPE
WMA nonb3oBaTENA: Mapons:

I @JDK I[ OTMeHa ][I‘Io wo..nl-laﬂmo]

EcnnaTa I/IHq)OpMaLI,I/IFI HeAoCTyrnHa, MOXXHO I'IOI'IDO6OBaTb adBTOMaTtumn4yeckmn O6Hap\/)I(I/ITb napamMeTpbl NMPpOKCK-
cepBepa, HaXKaB KHOMKY Hantn NMnpoKcu-cepeep.
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MPUMEYAHME. MapameTpbl NpOKCK-CepBepa 415 pasnyHbix npoduner 06HOBEHUS MOTYT BbITb pa3HbIMWU. B 3TOM
C1yyae cnefyeTt HAaCTpOUTb pasHble Npoduin 06HOBAEHNS B pasaene «JononHUTeNbHbIe HACTPOWKMY, BbIOpaB a4
3TOro NyHKT O6HOBJIEHME B lepeBe paclUMpPEeHHbIX NapaMeTpoB.

3.5 3awwmuTa HacTpoek

MapameTpbl ESET Endpoint Antivirus MoryT nmeTb 60/1bLIOE 3HAYEHME C TOUKM 3pEHUS MONUT UK 6€30MaCHOCTU.
HecaHKUMOHMPOBAHHOE M3MEHEHME MAaPaMETPOB MOXET HAPYLWINTb CTabuIbHOCTb paboTbl CUCTEMbBI M 0CNabUTb ee
3awmTy. 19 3aWmMTbl YCTAHOBOYHbIX MapamMeTpoB NapoJ/ieM B I/1TaBHOM MeHIO BbibepuTe HacTpowka > MNepenTtn K
DOMONIHATENbHBIM HACTPOMKaM... > UHTepdenc > HacTporka pocTtyna, ycTaHoBMTe Gpaaxkok MapameTpbl
3alMLLLEeHbl NApo/ieM M HAXKMUTE KHoMKy HacTpowka napons....

@ ESET Endpoint Antivirus 7=

AononHnTeneHele HACTPONKH

[ Il KoMnetoTep MapaMeTpel AocTyna
: WHTEPHET W 3NEKTPOHHAR NO4Ta 38WMTA YCTEHOEOUHEIX NapaMETPOE

: () OBHoBnEHME MooKHD 38WMTHTE NAPONEM NAPAMETPEI OT HEXENATENLHOMD M3MEHEHWA
[H- % CnysebHele NporpatMsl NONE30BATENAMA.
- -
= i Vinreppenc MapaMeETphl HE SAMLLEHK] NapPaneM,
Mpadmka
MpeaynNpewacHHA W YBELOMAEHIA [ 3aumTiTh napameTpe! naponem

CKpbITEIE AWanork coobeHri ’
KOHTEKCTHOE MEHKD
- PEsHM Npes3EHTaLIMH

HacTtpoiika napons...

Mpaea nonesoBaTens
[NA M3MEHEHWA HEKOTOPLIX NAPAMETPOE MOTYT NoTPefoBaTHCA NPaBa aaMMHUCTPATOPE.

A TpebyeTca NonHeIR Habop NPas aAMWHUCTPETOPE ANA OrPaHHYEHHBIX YYETHBIX
SAMMCEl 3AMMHWCTPETOPa

MoKasbiBaTh AMANoroB0e OKHO BPEMEHM CXRMAAHWA 33LUMTHI

I '@'DI{ I[ OTHEHA HI‘Io womano]

BBeauTe naposb B Noss HoBbiv napoJib 1 MofTBEPAUTBL HOBbIM Naposib Y HAKMUTE KHOMKY OK. 3TOoT naponb byaeT
HeobxoauM Ana BHeCeHWs N06bIX M3MeHeHW B HAacTporkm ESET Endpoint Antivirus.
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4. PaboTta c ESET Endpoint Antivirus

MapameTpbl HacTporikn ESET Endpoint Antivirus AatoT N0/1b30BATEN0 BO3MOXHOCTb HACTPaMBaTb YPOBEHb 3ALLMTbI
KoMMbtoTepa.

ESET ENDPOINT ANTIVIRUS

Hactpoiika

COCTORHWE 3aLLNTHI -
Hactponka

CranupoeaHue MK

- Komnetotep

OBHOENEHWE = 3awwTa ¢ailNoE0A CMCTEMBI B PEKWME DEANBHOMD BpEMEHN ¥ BinroueHa
KoHTpone ycrpoicTe « Binroued
. CncTema NpejoTEpaLLEHNA ETOPHXEHNIA Ha y3en + BinroueHa
HacTtpoiika p
EHMM NPEIEHTALMK OTknrouen
Sawmra Anti-Stealth + BinrodeHa

CnykebHble Nporpammel
. WMHTepHeT v 3nekTpoHHan nouta

3awwmTa goctyna B MuTepHer + BinroueHa

QXK O IR

Cnpagka n Noafepxka 33LMTa NOYTOBOMD KAWEHTE + Brnrouena

# MmMnopT v 3KcNopT NnapaMeTpos...

MepedTh K 40NCAHATENBHBIM HACTRORKM. .

Cer

MeHto HacTpoika Coaep>XuUT NepedncieHHble HKe NapamMeTpbl.

o KomnbroTep
e VHTepHeT n 3n1eKTpoHHaA no4Tta

Bbi6epuTe 3aWmUTHbBIA MOAY/1b, LOMOJHUTEbHbIE MAPAMETPbI KOTOPOr0 HEOHBXOANMO HACTPOUTb.
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B HaCTpOVIKaX 3dlnThbI KOMI'IblOTep MO>XHO BK/1HOYATb M OTKIOYAaTb cieayrouime KOMMAOOHEHThI.

e 3awmTa paisioBoN CUCTEMbI B peXMMe peasibHOro BpeMeHW: Bce Ganbl CKAHMPYOTCA Ha Ha/Tnyme
3/10HaMEepeHHOTr0 KOAA BO BPEMS MX OTKPbITUS, CO3AaHNS MM 3anycka.

e 3awmTa A,O0KYMEHTOB: QYHKLMA 3aWMT bl JOKYMEHTOB CKaHMpyeT AokyMeHTbl Microsoft Office mepes mx
OTKpbITMEM, a TaKXKe NpoBepseT danbl, aBTOMATUYeCKM 3arpyxaemble 6paysepom Internet Explorer, Takme kak
anemeHTbl Microsoft ActiveX.

e KOHTpO/Ib yCTPOMCTB: 3TOT MOAY/1b MO3BOSET CKAHUPOBATb, 6/IOKMPOBATH U M3MEHATb paclUMpeHHble GUnbTPbl 1
paspeLlleHms, a Taikoke BbIbMpaTh, Kak M01b30BaTe/lb MOXET MOoJly4aTh AOCTYN K KOHKPETHOMY YCTPONCTBY
(komnakT- nnm DVD-auncky, USB-Hakonutento N T. 4.) u paboTaTb C HUM.

e Cuctema npegoTBpalLeHNs BTOPXXEHUM Ha y3en: CUcTemMa NpeAoTBpaLleHVs BTOPXXEHWIW Ha y3e/1 OTUIeXMBaeT
CObbITUA B ONEPALMOHHOM CUCTEME U pearmpyeTt Ha HUX B COOTBETCTBUM C UMEeoLLMMCA HABbOpOM NpaBmil.

e PeXXMUM npeseHTauumn: BKIKOYAET UM OTKIOYAET PEXUM Npe3eHTaumn. Ha akpaH 6yaeT BbiBe4eHO
npegynpexaatollee coobuieHme (BO3MOXHbIN PUCK A1t 6e30MacHOCTK), a B 0GOPMIEHWM F1aBHOIO OKHa byaeT
NPVYIMeHEeH OPaHXKeBbIN LIBET NOUIe BKIKOYEHUS PEXMMA NPe3eHTaLMN.

e 3awmTta Anti-Stealth: 06Hapy>eHMe onacHbIX MporpaMm, Takux Kak pyTKUTbI, KOTOPble CMOCOBHbI CKPbIBATb CBOE
NPUCYTCTBME OT ONEPALMOHHOM CUCTEMbI. DTO 3HAYUT, YTO TaKMe MPOrpamMMbl HEBO3MOXXHO OBHAPYXKUTb C
NMOMOLLbIO OBbIYHbIX METOAOB TECTMPOBAHMS.

B HaCTpOVIKaX 3dlnThbI MHTepHeT N 3N1eKTPOHHad NoYTa MO>XXHO BK/1KOYaTb M OTK/IHOYAaTh dieayroume KOMMNOHEHThI.

3awumTa goctyna B HTepHeT: Npu BKJIKOYEHUM 3TOrO NapameTpa Becb TpaduKk no npotokosam HTTP u HTTPS
CKaHWpPYeTCs Ha Hann4me BpeAoHOCHbIX MPOrpaMm.
3awWwmTa NOYTOBOro K/AMEHTA: obecrneymBaeT KOHTPOIb 06MeHa AaHHbIMM MO NpoTokoaam POP3 1 IMAP.

MPUMEYAHME. Pa3zpen «3alimra JOKYMEHTOB» OTOHOpaXaeTCs Ha SKpaHe Nod1e akTmBaLMM napamMmeTpa B pasgene (
MepenTu K A,O0NOJHUTENbHBIM HACTPOMKaM... (F5) > KomnbioTep > 3awmTa OT BUPYCOB U LUMMOHCKMX NPOrpamMm >
3awmTa foKyMeHTOB > UHTerpauus c CMCcTeMomn).

Ecnm HaxkaTb Bkao4YeHo, Ha 3KpaH byaeT BbiBeAEHO ANAaN0roBOe OKHO BpeMeHHO OTKAUYNTD 3aWnTy. HaXMuTe
OK, 4TO6bI OTKJTHOYNUTb BblAE/E€HHbIN KOMMOHEHT obecneyeHns 6e30nacHOCTU. B packpbiBaroLLemcsi MeH0 Bpems
yKa3blBaeTCs Mepuos BpEMEHMN, HA KOTOPoe ByaeT OTK/IOYEH BbIOPAHHbLI KOMMOHEHT.

BPEMEHHD OTKAHNWTE 33LLATY @

Bpema: l 10 MuHYT v]

BpEMEHHO OTKMOMEET 3EWMTY Ha BriBpaHHEIR Neprog
BPEMEHM, MOCTOAHHD OTKMKHMTE SELLMTY MOKHO,
BOCMONBI0BEBLIMCE PACLUMPEHHEIMA NEPAMETDEMH,

[ 0K ] [ OTmMeHa ]

149 NOBTOPHOTO BKAKOYEHUSA 3aLLMTbI C MOMOLLBKO OTK/THOYEHHOI0 KOMMOHEeHTa 6e30MacHOCTN HAXXMUTE OTKJIHOYEHO.

NMPUMEYAHME. MNpn OTKNOYEHUN 3aLUUTBI TAKUM METOLOM BCE OTKJ/THOYEHHbIe KOMMNOHEHTbI 3aLWnTbl ByayT
NMOBTOPHO BKJ/IKOYEHbI MOC/e nepe3arpyskm KoMmnbtoTepa.

B HM>KHER 4aCTu OKHA HACTPOVIKM eCTb A0MO/THUTEe/IbHbIe NapaMeTpbl. YTO6bI 3arpy3uTb NapaMeTpbl HACTPOVIKM U3
danna koHpurypaumm B dopmate XML nnm coxpaHnTb TekyLme napameTpbl HACTPOMKM B Gara KOHPUrypaumu,
BOCMO/1b3yMUTECh QYHKLMEN MMMOPT 1 3KCMOPT NapamMeTpos....
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4.1 KomnbioTep

Mogaynb KomnbtoTep JOCTYMNeH Ha NaHenv HacTponka, KoTopas nosiBAgeTcs, en LWeaKHYTb 3aros10BOK
KomnbroTep. B 3TOM OKHe npefcTaBneHa kpaTkas nHGopmaums 060 Bcex MOAY/AX 3aLUMTbl. YTOObl BpeMEHHO
OTKJTHOYUTb OTAEMbHbI MOAY/b, HKMUTE KHOMKY OTKAOYUTb MO HA3BaHMEM HY>XKHOTO Moayns. Obpatute
BHUMAHMe, 4TO Npm 3ToM byaeT ociabieHa 3awmra Bawero KoMnbkoTepa. YTobbl OTKPbITh NOAPOOHbIE NapaMeTpbl
415 1060ro 13 MoAy/ien, HOKMUTe KHOMKY HacTpouTe....

HaXxkmuTe MU3SMEeHNTb NCKIOYEHUS..., YTOObI OTKPbITb OKHO HACT POMKUN UCKTKOYEHWUN, B KOTOPOM MOXHO UCKTHOYUTb
dannbl 1 NanNkun U3 CKAHMPOBAHMS.

® ESET Endpoint Antivirus EIE

ESET ENDPOINT ANTIVIRUS

4 Hactpoiika * Komnbtotep

COCTOAHWE 2aLLNTLI
Komnerotep
CranupoeaHue K

- 3aLmnTa B pEKUME PEANEHOMD BpeMeHn (i + BintoueHa
'@' OTkNHYNTE

Hactpoute...

QBHoBREHNE A
. MIS3MEHNTE MCKAMONEHNA. .

Hactpoiika

KoHTpons ycrpoicte (i + Binroued

@' OTenounTe

HactpouTe...

CnyxefHele Nporpammel

m

QX#H @ O R

Cnpaeka 1 noAfepxKa CHCTEMa NPEAOTEPALLEHIA BTOPKEHIA Ha y3en (i + BrntoueHa
Hactpoute...

Pescam npesentaymnn (i OTinroyeH
BrnrounTe

3awmTa Anti-Stealth (i + BrnrodeHa
'@' Hacrpoute

@ EFEMEHHC OTKNHIHWTE 3FLATY 0T BWEYCOE 1 LUNWOHCKWX NP Orpanm
HECTpCﬁKE CKAHWPOEEHWA KOMMBHOTEDE..
PECLLIHFEHHEH HECTpCﬁKE 33WHTEI OT BUPYCOB M LUMNWOHCKWY NPOrpamm..

=

BpeMeHHO OTKJ/1I04MTb 3aWUTY OT BUPYCOB U LUMUOHCKUX MPOrpaMmM: OTK/HOYEHME BCEX MOAY/TEN 3ALLMTbI OT
BMPYCOB U LUMUOHCKMX NMpOorpaMmm. Ha akpaH BbIBOAUTCS AMa/10r0BOEe OKHO BpeMeHHO OTKJ/IIUYUNTDb 3aLUTy C
pacKpbIBAOLWMMCS MEHIO Bpems. PackpbliBatoLLeecss MeH0 Bpems npeacTaBnseT nepnog BpeMeHu, Ha KoTopoe byaeT
OTK/tOYeHa 3awwmTa. Haxxmute kHonky OK ong nogteepxaeHuvs.

HacTpolika CKaHMPOBaHUA KOMMbIOTEPA.... HAKMUTE 3[eCbh, YTO6bl HACTPOUTb NapamMeTpbl CKAHUPOBaHUSA MO
TpeboBaHMIO (CKaHMPOBaHWUSA, 3aMyCKAEMOTO BPYYHYIO).

4.1.1 3awmTa OT BUPYCOB U LUMUOHCKUX NpOorpamMm

3almTa oT BMPYCOB M LLIMMOHCKUX MPOrpaMM NpeaoTBpallaeT BpeAoHOCHbIE aTakn Ha KOMMbOTep NyTeM KOHTPO/iA
®annoB, 31eKTPOHHOM MNOYTbl M 06MEHA AaHHbIMK Yepe3 VIHTepHeT. ECin 06Hapy>KMBaeTca coepykallas
3/T0HAMEPEHHbIN KO Yrpo3a, MOy /b 3aLLMTbl OT BUPYCOB MOXET 06€3BpeaunTh ee, CHa4yana 3ab10kMpoBaB, a 3aTeM
OYMCTUB, YOANMB UM NMEPEMECTMB Ha KApaHTUH.
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4.1.1.1 3awwmTa ¢panioBOM CUCTEMbI B peXnme peasibHOro BpeMeHm

OyHKUMS 33T bl GANN0BON CUCTEMbI B PEXMME PeasibHOrO BPEMEHN KOHTPOIMPYeT BCe COBbITUSI B CUCTEME,
OTHOCALLMECS K 3aLLMTe OT BUPYCOB. BCe dansibl CKAHMPYIOTCA HA HATMYKMe 3/I0HAMEPEHHOTO KOAA B MOMEHT UX
OTKPbITUA, CO34AHNSA UK 3aMyCKa. 3amMTa Gan0BOM CUCTEMbI B PEXKMME PeasibHOro BpeMeHM 3anyckaeTcs npum
3arpysKe onepaLmoHHON CUCTEMDbI.

3awmTa GanioBoN CUCTEMbI B peXKMME pPeasibHOrO BpEMEHW NMPOBEPSIET BCE TUMbI HOCUTENEN M 3aMyCKAeTCs
Pa3IMYHBIMK COBBITUAMM, TAKUMM KaK AOCTYN K Garny. 3a CHET UCMOb30BAHNS METOA0B O6HAPYXKEHWS TEXHOIOT NN
ThreatSense (kak onmMcaHo B pasgese HacTpomka napameTpoB Moayas ThreatSense) 3awmra GanioBOn CUCTEMbI B
peXXMMe peasibHOro BpEMEHU MOXET ObITb pa3HOM A5 CO34ABAEMbBIX U y>Ke CYLLECTBYOLWMX GarnoB. 15 BHOBb
CO3[4aHHbIX GanIoB BO3MOXHO NpUMeHeHue 6osiee ryboKOro ypoBHS KOHTPOS.

[N CHAKEHNA BAUAHMSA HA NPOM3BOAMTENIbHOCTb KOMTbOTEPA NPY UCMOb30BAHUM 3aLLMUTbI B PEXMME PeanbHOro
BpeMeHu dhanbl, KOTOPbIE YXKe CKAHMPOBAINCh, HE CKAHUPYHOTCA MOBTOPHO, MNOKa He 6yAyT N3MeHeHbl. Daisbl
CKaHMPYOTCA MOBTOPHO Cpasy Nnocsie Kaaoro 06HOBAeHNs 6a3bl AaHHbIX CUrHATYP BMPYCOB. Takoe NoseaeHue
KOH®UIypMpYeTca C UCNO/b30BaHMEM ONTUMMU3aLLMM Smart. EC1M OHa OTKH0YEHa, BCe Gai/ibl CKaHMPYOTCS
Kakbl pa3 Npu fOCTyne K HUM. 15 M3MEHEHWS 3TOro napameTpa HakMuTe F5, YTO6bl OTKPbITb OKHO
«[JONONHUTENbHbIE HACTPOWKMY, U NepenanTe K pasaeny KomnbioTep > 3aliuTa oT BUPYCOB U LUMMOHCKUX
nporpamMmm > 3awuTa ¢painaoBoi CUCTEMbI B peXXUMe peasibHOro BpeMeHu [epeBa paclliMpeHHblX NapaMeTpos.
3aTeM HaXKMUTe KHOMKy HacTpomka... paaoM C nyHKToM HacTpoika napaMeTpoB moayns ThreatSense, HaKMUTe
Lpyroe v CHUIMUTE UM yCTaHOBUTE GNAXKOK BKIKOYUTb ONTMMU3aLMIO Smart.

Mo yMONYaHUIO GYHKLMSA 3aLLMT bl GaI0BON CUCTEMbI B PEXMME peasibHOro BpeMeHM 3amnyckaeTcs nNpum 3arpyske
cUcTeMbl M obecrneynBaeT NOCTOSIHHOE CKaHMPOBaHKWe. B 0cobbIx cyyasx (Hanpumep, Npy BO3HUKHOBEHUM
KOHPANKTA C APYTMM MOAYEeM CKAHMPOBAHWS B peXKMMe peasibHOro BpeMeHm) 3aLLMTy GarioBon CUCTEMbI B PEXMME
peasibHOro BpeMeHM MOXKHO OCTaHOBUTb, CHAB G1aXKOK ABTOMATUYeCKUI 3anycK 3awwuTbl panioBoi cMCTeMbI B
peXume peasibHOro BpeMeHMU.

@ ESET Endpoint Antivirus o=

AononHntensHble HACTPOWKKN

-l KomnbtoTep 33lUHTE B PEXHME PEANEHOMD BPEMEHM
=) 3awmTa oT BMPYCOB W WINMOHCKIX Mps HacTpoiika napameTpos Moayna ThreatSense: HacTpoiika. ..
B=NCa11Ta B pEXUME PEaNsHOro 5pY
HocWTENM ANA CKEHMPOBaHWA CKaHWPOBATL MpK
3aWwMTa A0KYMEHTOE . . T s
HecTkme anam OTkpemie daina
CraHWpoBaHMe KoMnsioTepa R —
CKEHWPOBEHIE DAINGE, MCIonHA CBEMHEIE HOCMTERW CosaaHue daiina
MCHIKOHEHNA MO MyTAM =
YT CeTeBbIE ANCKM Menonerne daiina
CbEMHbIE HOCHTENN
----- KoHTpons yorpolicte . . .
I o ——— ABTOMETUYECKMI 3aNYCK 3EMTE HEAN0E0IA CUCTEMEI B PEXMME PEANEHOMD BPEMEHN

[ VHTEpHET 1 3NEKTPOHHER NOYTA
[ OfHoBNEHWE

-3 CnyelHele Nporpamts)

-0 AHTepdelic

I I@'OI{ I[ OTMeHa ][I‘Iowoﬂl—laHum
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4.1.1.1.1 Hocutenu ana ckaHMpoBsaHus

M0 YMOTHYAHMIO HA HaNIM4Me BO3MOXKHbIX YIPO3 CKAHUPYHOTCS BCE TUMbI HOCUTENEeNn.
JlokasibHble AUCKU: KOHTPOTMPYIOTCS BCE XKeCTKMEe ANCKM, CYLLeCTBYOLLME B CUCTEME.
CbeMHble HOCUTeNU: AUCKETbI, KOMMAKT-/DVD-anckn, USB-yCTpOMCTBA XPAHEHUA U T. .
CeTeBble AUCKUN: CKAHUPYIOTCA BCE COMOCTAB/IEHHbIE ANCKU.

PekomMeHAyeTCs 0CTaBUTb NApaMeTPbl MO YMOJTHAHUIO, @ U3MEHATb UX TOIbKO B 0COBbIX C1yHasax (Hanpumep, eciu
CKaHWPOBaHWe onpefesieHHbIX HOCUTENEN NPUBOAMUT K 3HAUYUTE/IbHOMY 3aMea/1IeHN0 06MeHa AaHHbIMW).

4.1.1.1.2 CkaHunpoBaTb Npu (CKAHNpOBaHUe NpU onpeaesieHHbIX YCI0BUSAX)

Mo yMo14aHuIo Bce Garisbl CKAHMPYIOTCS MPU OTKPLITUM, CO3A4AHUN UITN UCTIOJTHEHUW. PEKOMEHAYETCS HE U3MEHATb
HaCTPOWKM MO YMOJTHAHMIO, MOCKO/IbKY OHM 06eCNeUnBaloT MaKCMMaIbHYIO 3aLMTY KOMMbIOTEPA B peXKMMe
peasibHOro BpeMEHMU.

OTKpbITUE parna: BKTOUYEHNE M OTK/THOYEHME CKAHMPOBAHWSA OTKPbIBaeMbIX GanioB.
CospaHue panna: BKIOYaeT M OTKIOYaeT CKaHMPOBAaHME CO34aHHbIX MW M3MeHeHHbIX GanioB.
NcnonHeHue dpainna: BKIOYEHWE U OTKTHOUYEHME CKAHMPOBAHMWSA UCMOHAEMbIX GaloB.

ﬂ,OCT\/I‘I K Cbe€MHbIM HOCUTEeNAM: BK/TIoHeHMe 1 OTKItoYeHWe CKaHUPOBaHWA Npn AoCcTyne K KOHKpeTHOMY CbeMHOMY
HOCUTEe/THO, HA KOTOPOM MOTYT XpaHUTbCA AaHHbIE.

4.1.1.1.3 PacwupeHHble napamMeTpbl CKAaHUpOBaHUA

bonee noapO6HbIe MapaMeTpbl HACTPOMKN MOXKHO HAMTKW B pasaene KomnbioTep > 3awmTa oT BUPYCOB U
LWMUOHCKUX nporpamMmm > 3au.w|Ta ¢a|7|n030|7| CUCTEMbI B peXXume peaJibHOro spemMmeHu > ﬂ,OﬂOﬂHMTeanble
HaCTPOMKMN.

[lononHuTenbHble NapameTpbl Moayas ThreatSense /19 HOBbIX M U3MeHeHHbIX GpainaoB: BEpOATHOCTb 3apaXkeHuns
BHOBb CO3aHHbIX UM M3MEHEHHbIX Gai0B BbiLle MO CPABHEHWIO C aHA/IOMMYHbIM NMoKa3aTenemM A5 CyLecT By HLLMX
dannoB. IMeHHO No3TOMyY NporpamMma NpoBepaeT 3TU daisbl C AONONHUTENbHBIMM NapameTpamm CKaHMPOBaHMS.
BMecTe € 06bI4HbIMW METOJaMM CKAHWMPOBAHWSA, OCHOBAHHbLIMW Ha CUTHAaTYpax, NMPMMEeHSEeTCa paclluMpeHHas
3BPUCTMKA, YTO 3HAYUTE/IbHO Y/yYLLIAET YPOBEHb 06HAPYXKEHNS, MOCKONbKY 3BPUCTUYECKUIA aHaNN3 AenaeT
BO3MO>XHbIM O6Hapy KeHMe HOBbIX YrpOo3 eLLe A0 BblNycka 06HOBAEHWM 6a3bl JaHHbIX CUrHATYP BUPYCOB. B
[IOMOJTHEHME KO BHOBb CO3AaHHbIM hariamM BbIMONHAETCS Tak)Ke CKaHMPOBaHME CaMOopacrnakoBblBatoLLMXCA Garinos (.
sfX) M yNakoBLLUMKOB (MCMOMHAEMbIX GanIoB C BHYTPEHHUM OKaTuem). Mo yMOoAYaHUIo MPOBEPAOTCA apXMBbl C
rNy6UHOM BNOXEHHOCTM A0 10 He3aBUCMMO OT KX GaKTUYeCcKoro pasmepa. 419 u3aMeHeHna napaMmeTpoB
CKaHMPOBaHMA apXMBOB CHUMUTE hNaxKoK MapamMeTpbl CKAHUPOBAHMA apXMBA MO YMOJTHAHUIO.

[ononHuTtenbHble NnapameTpbl Moy s ThreatSense Ang ncnosiHsemMbix pansioB: N0 YMOYAHMIO pacllnpeHHas
3BPUCTMKA HE MPUMEHSAETCS NPU UCNONHEHUU GarnnoB. OAHAKO B HEKOTOPbIX C1y4aeB 3TOT NapaMeTp MOXeET ObiTb
HY>KHO BKKOUYMTb (YCTaHOBMB GpaXKOK PaclumpeHHas 3BpucTuKa 3anycka ¢annos). ObpaTute BHUMaHMeE, 4TO
dYHKLMU pacLLUMPEHHOM 3BPUCTUKM MOTYT 3aMeAINTb BbIMONHEHNE HEKOTOPbIX MPOrpamMM 13-3a NOBbILLEHMS
TpeboBaHM K cnucTeme. ECv akTMBMPOBaH NapameTp PaclumMpeHHas 3BpucTuka 3anycka ¢panios C BHELWHUX
YCTPOMCTB , TO NPpU HEOBXOAUMOCT U UCKTIOUYNTb ONpefesieHHble CbeMHble HocuTenm (Hanpumep, USB-ycTponcTea)
WM NOPTbl U3 CKAHNMPOBAHMSA C MPUMEHEHMEM PACLUIMPEHHOM 3BPUCTUKM 3anycka Ganios, HAKMUTe UCKoYeHuns...,
YTOObI OTKPbITh OKHO MUCKIHOYEHUS CbEMHbIX HOCUTENeln. 34eCb MOXXHO HAaCTPOUTb NapaMeTpbl, YyCTAHOBUB UK CHAB
dNaKKN, KOTOPble MPeACTaBASAT KKAbIA U3 MOPTOB.

4.1.1.1.4 YpOBHU OUYUCTKMU

3almTa B pexkMmMe peasibHoro BpeMeHy npefycMaTpuBaeT TP YPOBHS O4UCT KM (415 [OCTYNA K HAM HXXKMUTe
KHOMKy HacTpomka... B pasgene 3awmrta GpanaoBon CUCTEMbI B peXXMMe peasibHOro BpeMeHU 1 BOCMO/1b3yNTeCb
BETBbIO OUMCTKA).

Be3 ouncTKU: 3apakeHHble har/ibl He ByAyT OUMLLIATHCA aBTOMATUYECKM. MporpaMmMa BbIBOAUT HA 3KPAH OKHO
npefynpexaeHns 1 npeasiaraeT noJsib30BaTe o Bbi6paTh AeNCTBME. DTOT YPOBEHb NpeAHasHayeH a5 6onee
OMbITHBIX MOJIb30BATE/IEN, KOTOPbIE 3HAIOT O AENCTBUAX, KOTOPbIE C1eyeT NPeAnpUHMMATD B CJ1yHae 3apakeHus.

CTaHgapTHas o4MCTKa: NMpPorpamMmMa nblTaeTca aBTOMATUYECKN OYUCTUTb U YAATUTb 3apaXKeHHbI Gana Ha
OCHOBE MpeaBapuUTe/ibHO ONMpeae/IeHHOro AeNcTBUS (B 3aBUCUMOCT I OT TuUMNa 3apaxeHus). O6HapyXeHue 1 yganeHue
3apaXKeHHbIX $hanioB CoONPOBOXAAETCA UHPOPMALMOHHBIM COO6LLEHMEM, PACro/iaratoLLMMCS B MPABOM HUMKHEM YTy
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JKpaHa. ECnn HeBO3MOXKHO Bbl6paTb npaBuibHOE 0EenCcTBME aBTOMATNYECKN, nporpamMmma npeaso>KnT nos1b30oBaTesnto

BbI6paTh AencTBMe. TO XKe caMoe Npon3onaeT B TOM Cly4yae, ey NpeaBapuTenbHO onpeaeneHHoe AeicTBre

HEBO3MO>XHO BbIMOJ/THUTb.

TwaTesibHaA OYUCTKA: NporpamMmmMma O4YULLAET UKW yaaNfeT BCe 3apaXKeHHble Cbal;lfl bl. ICKNto4YeHme CcoCcTaBnaioT
TO/1bKO CUCTEMHbIE Cbal;lfl bl. EC/1IM 04MNCTKA HEBO3MOXKHA, Ha 3KPaH BbIBOAUTCS OKHO NMpeaynpexaeHns, B KOTOPOM

MoNb30BaTE/IHO NMpeasaraeTcd BbiMoOJIHUATL onpegeneHHoe [enCcTBME.

MpepynpexaeHue. ECY B apxu1Be COLepKaTcs 3apaXkeHHble Gannbl, CyLecTByeT 4Ba BapMaHTa 06paboTku apxmea. B

CTaHZAPTHOM pexuMe (NMpu CTaHAAPTHOM OYMCTKE) LLe/IMKOM yAaNsieTcs apxume, Bce Ganibl B KOTOPOM 3apakeHsbl. B
pexcMe TwaTeNnbHaa 04MCTKA YAANFETCA apXMB, B KOTOPOM 3apaXkeH XoTs 6bl 0AMH dans, He3aBUCUMO OT

COCTOSIHNS OCTaNIbHbIX BANOB.

# HacTpofika napameTpos Mogyna ThreatSense

OfbeKThl
MeToae
Pacwmperua
Nt
Apyroe

O4WCTHE
YpoBeHs OYMCTHA:

Bes o4McTRK - F TWaTENbHaA 04KCTKS

B 3TOM pEXMME NPOrpaMMa NonsITEETCA SETOMATHYECKH OUNCTHTE WK
YAANMTE 3apaweHHble Sainsl. ECiM BEINOMHATE HY AHD M3 ASHCTEMI
HEBOSMOMKHO, & NOMb30BATEND HAXDAMTCA B CUCTEME, EMY MOKET ObiTs
BblAEHO YBEAOMNEHWE €O CTMCKOM BO3MOMHEIX AEACTEMA,
YBEAOMNEHWE TAKKE BEIBOAWTCA B CNYY3E, B8O BEINGAHWTE
ASACTEME HE Yaanocs,

[ @M [ Crmena ] [I'Io YMOMHEHWID ]

R =

4.1.1.1.5 MoMeHT usMeHeHUs KOHGUrypaLmm 3almTbl B peXXumMe peasibHOro BpeMeHu

3awmTa B pexkMme peasibHoro BpeMeHU SBSETCS HamboJsiee CyLeCcTBEHHbIM 3/TEMEHTOM BCEM CUCTEMbI 06ecrneyeHns
6e3onacHoCcTU. Heo6x0AMMO 6bITb BHUMATEbHBIM NP M3MEHEHWUW ee NapaMeTpoB. PeKOMEHAYeTCs U3MEHSATb
napameTpbl TOIbKO B 0COBbIX ClyHasax. Hanpumep, Npun BO3HUKHOBEHUM KOHGIMKTOB C KAKUMU-TG0
NPUNOXKEHUAMWN U MOAYNAMU CKAHMPOBAHWS B PEXXKMME PeasibHOro BPEMEHU APy X NMPOrpaMm 3almnTbl OT

BUPYCOB.

Mocne yctaHoBkKM ESET Endpoint Antivirus Bce napameTpbl ONTUMMU3NPOBAHbI 415 MAKCUMasTbHOM 3aLLUMT bl CUCTEMBbI.
[N BOCCTAHOB/IEHNA NapaMeTpOoB MO YMOAYAHMUIO HAXKMUTE KHOMKY Mo yMONYaHUIO, PacroNoXKEeHHYO B MPaBoOM
HWKHEM YTy OKHa 3awmTa ¢panaoBoi CUCTEMbI B pEXXUME peasibHOro BpemMeHu ([,0no/IHUTe/IbHble HACTPONKM >
KomnbloTep > 3almTa oT BUPYCOB U LWNUOHCKMX NporpamMm > 3awmnTta ¢paiioBoi CMCTEMbI B peXMMe peasibHOro

BpemMeHn).

4.1.1.1.6 MNpoBepKa MoAyA 3aLLNTbI B peXXNUMe peasibHOro BpeMeHu

[naToro 4to6bl NpoBepUTb GYHKLMOHMPOBAHME 3aLmTbl Gana0BOM CUCTEMBI B PEXKME peasibHOro BpEMEH!,
NCNONIb3yMTe MPOBEPOYHbIN darn eicar.com. STOT Gana coaepXXUT 6e3BpeaHbln KOA, KOTOPbIW, 04HAKO,
06Hapy>KMBaeTCa BCeMm MporpamMmMamu 3awmThl T BUpycoB. Pann co3gaH komnaHumeit EICAR (EBponenckimi
WMHCTUTYT aHTUBUPYCHbBIX KOMTMbIOTEPHbIX NCCNe,OBAaHWI) AN MPOBEPKM GYHKLMOHUPOBAHMA MPOrpamMm 3aLmTbl OT
BMpycoB. ®ann eicar.com AOCTyNeH 415 3arpy3kum c Beb-camTa http://www.eicar.org/download/eicar.com.
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4.1.1.1.7 PeweHune npo6seM, BO3HUKAKOLWMUX NPpU paboTe 3aWwmuTbl $anoBOMN CUCTEMbI B PpEXUME peasibHOT o
BpeMeHMU

B 3TOM pasaene onucaHbl NpobemMbl, KOTOPbie MOTYT BO3HUKHYTb NMPW UCMOb30BAHMUM 3aLLMTbI B PEXMME
peasibHOro BpEMEHM, 1 CNOCO6bI UX YCTPAHEHMS.

3awmTa $pannoBoM CUCTEMbI B peXXUMe peasibHoro BpeMeHU OTKJ/1toveHa

Ecnn 3awmTta harnnoBor CUCTEMbI B peXKMMe peasibHOro BpeMeHW HernpeaHaMepeHHo 6bila 0TKIIoYeHa
NO/Ib30BaTENEM, €€ HYXKHO BKIOUUTb. [ MOBTOPHOWM aKTMBALMM 3aLLUUT bl B PEXMME PeasibHOrO BpeMeHU
nepenauTe B pasgen HacTtpomka v B r1aBHOM OKHe MPOrpaMmMbl HOKMUTe 3almTa ¢panioBom CUCTEeMbl B peXXnme
peasibHOro BpeMeHu.

Ecnm 3awmTta GpanioBom CMCTEMbI B PeXKMME PeasibHOro BpeMeH M He 3anyCKaeTcs Npuy 3arpy3ke onepaumoHHON
CUCTeMbl, 06bIYHO 3TO CBA3AHO C TEM, YTO OTK/IKOYEH NapameTp ABTOMaTUYeCKUM 3anyCK 3aluTbl panioBom
CUCTEeMbl B peXXMMe peasibHOro BpemMeHu. Y1obbl yCTaHOBUTbL 3TOT GPAKOK, NeperamnTe B pasaen
«JlononHUTeNbHble HACTpOonKKy (F5) M HOXXMUTe KoMnbioTep > 3awmMTa OT BUPYCOB U WMMOHCKUX MpOrpamMm >
3awumTa $pana0Bom CUCTEMbI B peXXMMe peasibHOro BpeMeHU B lepeBe pacllMpeHHbIX NapaMeTpoB. [poBepbTe, 4TO
B pazaene [LonosHUTe/IbHbIe HACTPOMKM B HMKHEN YaCTW 3TOr0 OKHA yCTaHOBAeH G/1akOK ABTOMAaTUYeCKUMN
3anycK 3almuThbl GaIoBOM CUMCTEMbI B peXXMMe peasibHOro BpeMeHu.

3awmTa B peXxrme peasibHoro BpeMeHu He 06Hapy>XMBAaET U He OYMLLAET 3apaXkKeHuns

Y6enmTech B TOM, YTO HAa KOMMbIOTEPE He YCTaHOB/IEHbl ApYrie NporpaMMsbl 3alMTbl OT BUPYCOB. Mpu
0AHOBPEMEHHOW paboTe ABYX CUCTEM 3aLLMTbl OT BUPYCOB MOTYT BO3HUKHYTb KOHPANKTbl. PEKOMEHAYETCS YAANUTb
BCE MpOoYMe NporpamMmMbl 3aLWMUThI OT BUPYCOB C KOMMbIOTEPA.

3awmTa $pannoBoM CUCTEMbI B peXxMMe peasibHOro BpeMeHU Ha 3arnyckaeTcs

Ecnu 3alimTa He 3anyckaeTcst Npu 3arpy3ke CUcTembl, HO GYHKLMA ABTOMATUYECKUIN 3anyCK 3almuTbl panioBom
CUCTEeMbl B peXXMMe peasibHOro BpeMeHU BKJTH04eHa, BO3MOXKHO, BO3HUK KOHGAVKT C APYTMMU NPUIOXKEHUAMN. B
3TOM CJly4ae 06paTmUTECh 3a KOHCYIbTaLMer B C1yby Noaaep>KKn KnmeHToB ESET.

4.1.1.2 3awmTa JOKYMEHTOB

DOYHKUMSA 3aLUMTbI LOKYMEHTOB CKaHMpyeT AoKyMeHTbl Microsoft Office nepes nx oTkpbiTHeM, a Takke NpoBepseT
dannbl, aBTOMaTMYeCKn 3arpy>aemble 6paysepoM Internet Explorer, Takue kak 3neMeHTbl Microsoft ActiveX.
MapameTp UHTerpaumsa ¢ CUCTeMOM aKTUBMPYET CUCTEMY 3aLLUUTLL. 119 M3MEeHeHUs 3TOro napameTpa HaxmuTe F5,
4YTO6bI OTKPbITb OKHO «/JOMOJIHUTE/IbHbIe HACTPOMKWY, U NepenanTe K pasaeny KomnbioTep > 3awmTa oT BUPYCOB U
LWNMOHCKMUX NMporpamMm > 3almTa A0KYMEHTOB [ilepeBa pacluMpeHHbIX NapameTpoB. [py akTuBaLmm 3Toro
napameTpa 3alimTa JOKYMEeHTOB CTAaHOBUTCA AOCTYMHA M3 FNaBHOro okHa ESET Endpoint Antivirus B pasgene
Hactpowka > KomnbloTep.

OTa GYHKLUMS aKTUBUPYETCA MPUTOXKEHUSIMU, B KOTOPbIX MCnosb3yeTcsa Microsoft Antivirus APl (Hanpumep, Microsoft
Office 2000 n 6onee no3gHmx Bepcnin unm Microsoft Internet Explorer 5.0 n 60on1ee no3gHMx Bepcui).
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4.1.1.3 CKaHupoBaHue KomMmnbroTepa

Moaynb CKAHUPOBaHWS KOMMbIOTEPA MO TPeOOBAHWIO ABNSETCA BAXXHOM HYaCTbIO peLleHns, 06ecneymBatoLLEero
3aLlMTY OT BMPYCOB. OH MCNOb3yeTCs A1 CKAHMPOBaHMS GanI0B M Nanok Ha kKoMnbtoTepe. C TOUKM 3peHms
obecneyeHns 6e30NacHOCTU MPUHLMNMANIBHO BKHO BbIMOJHATbL CKAHMPOBAHVE KOMMbIOTEpPa perynspHo, a He
TOJIbKO MPY BO3HUKHOBEHUM MOA03PEeHUN. PEKOMEHIYeTCs peryaspHO BbIMOJIHATbL MOJIHOE CKAaHMPOBAHMe
KOMMbOTEpa A1 0OHAPY>KEHNSI BUPYCOB, KOTOPbIe He Bblav HaneHbl 3amnTon GanaoBov CUCTEMbI B pEXXMME
peasbHOro BpeMeHm Npu 3anmncy Ha ANCK. OTO MOXKET MPOU30NTU, eC/IN B TOT MOMEHT 3alumTa GanioBon CUCTEMbI B
peXXMMe peasbHOro BpeMeHu bbia OTKIKYeHa, 6a3a JaHHbIX BUPYCOB bbisia ycTapeBLUen nin ke dana He 6bin
Pacno3HaH Kak BUpYC Npy COXpaHeHUN Ha ANCK.

® ESET Endpoint Antivirus =]

ESET ENDPOINT ANTIVIRUS

Cranuposanne MK

COCTORHWE 2aLUMTEI
CKEHHPGBEHHE KOMNbHTEPA

CKaHUpOEaHWe MK
Q CkaHvpoBaHwe Smart

OBHOBNEHWE CKEHMpDEEHMEﬂDKEﬂbeIX,JJ,MCKCIE

BoibopouHoe ckaHMpoBaHwWe.. (i
P p

Hacpoiika Brifop npoduneil n 06bekToB CKaHWpoBaHNA

CnykeBHbIe Nporpammbl
YacTo MCNonb3syemele
BeinonHnTs CKaHWPOBaHWE NOKANbHBIX JUCKOE

cnpaBKa W NOAAGKKS HCETCpHTb NOCNEGHEE CKAHWPOBAHWNE

QX #H @ O R

ﬁ HECTpCﬁKE CKaHWPOBaHWA KOMOLHOTEPS. ..

Jlata v BpeMA NoCNegHEro CKAHWPOBAHNA: 17.5.2012 15:38:16
PesynbTaThl NOCNEAHEND CKAHMPOBAHWA: 0 3apamxeHHbIX dalinos
Bepcua B33 JaHHbIX CHIHATYP NPW CKEHMPOBAHMN 7144 (20120517)

[JoctynHo ABa Tvna ckaHuposaHus MNK. CkaHupoBaHuMe Smart no3BosiseT 6bICTPO NPOCKAHMPOBATL CUCTeMy He3
HaCTPOMKMN KaKnX-11MH0 napameTpoB. Tvn Bbibopo4yHoe ckaHUpoBaHMe NO3BO/ISEeT BolbpaTh NpefonpefeeHHbIn
Npodub CKAHMPOBAHUA M YKa3aTb 06beKTbl, KOTOPbIE HY>XHO NPOBEPUTb.

Cwm. rnaBy X0 CKaHWPOBaHUSA A4 nonyvyeHnsa AONONHUTENbHbIX CBEAEHUM 0 npouecce CKaHMpoBaHWA.

PekomeHayeTcs 3anyckaTb CKAHMPOBAHME KOMMNbIOTEPA HE peXke 04HOro pasa B Mecsil,. MOXHO CKOHPUIypmupoBaThb
CKaHNpoOBaHWe B Ka4ecTBe 3a|'l}'IaHl/IpOBaHHOl;I 3a4a4nM B pasaene Cny)KeGHble nporpamMmmbl > NJ1aHUPOBLLUK.

4.1.1.3.1 Tun ckaHUpoBaHuA

4.1.1.3.1.1 CkaHupoBaHue Smart

CKaHl/IpOBaHI/Ie Smart no3sosseT 6bICTDO 3anyCcTuTb CKaHMpOBaHME KOMMbOTEPA N OYNCTUTb 3apa>keHHble q>a|7|n bl 6e3

BMeLLATEebCTBA NOMb30BaTeNs. [TpenMYLLLECTBO CKAHMPOBAHMA Smart 3ak/1t04aeTcs B TOM, YTO OHO yA06HO B
BbIMOJIHEHNM 1 He TpebyeT TLWATeNbHOro KOHPUIrYprUpPOBaHWA CKAHWUPOBAHKS. [py CKaHMpOBaHMK Smart
NpoBepATCS BCe dalbl HA TOKANbHbIX AMCKAX M aBTOMATUYECKM OYMLLAIOTCS UKW yAANATCA OOHapY>KeHHbIEe
3apaXkeHus. B ka4ecTBe YPOBHS OYNCTKM aBTOMATMYECKM BblIOpaH ypOBEHb MO YMOAYAHUIO. JONONHUTENbHY O
MHPOPMALMIO O TUMAX OYUCTKM CM. B pasfenie O4McTKa.
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4.1.1.3.1.2 BbibopoOYHOe cKaHUpOBaHUe

BbI6OpOYHOE CKAHMPOBAHME ABMISIETCA ONTUMA/IbHBIM PeLLeHeM B TOM C/ly4ae, KOrAa Hy>KHO yKasaTh napameTphbl
CKaHWPOBAHMSA, TakMe Kak 06beKkTbl U METOAbI CKAHUPOBAHMSA. MPenMyLLECTBOM BbIBOPOYHOrO CKAHNMPOBAHMUSA
ABNAETCA BO3MOXHOCTb NOAPOBHOro KOHPUIrypMpoBaHMs NapameTpoB. KOHGUIrypaumm MoXKHO COXPaHATb B BUAE
NO/1b30BaTENbCKNX MPODUIEN CKAHUPOBAHUSA, KOTOPbIE YA06HO NPUMEHSATb, €C/IV PETYISIPHO BbIMOJHSAETCA
CKaHWPOBAHME C OAHUMM U TEMU Xe NapamMmeTpamu.

[ns Bbibopa 06bEKTOB CKAHMPOBaHMS NepenanTe B pasaen CKaHMpoBaHMe KOMMNbOTepa > BbibopouHoe
CKAHMpOBAaHMe 1 Bbi6epuTe OINH U3 BAPMAHTOB U3 PACKPbIBAIOLLEr0Cs MeHI0O O6BbEKTbl CKAHUPOBAHUS UM
KOHKPETHble 06BbEKTbI CKAHNPOBAHWSA B APEBOBUAHON CTPYKTYpe. O6beKTbl CKAHUPOBAHMA TAKXKE MOXKHO 334aTb,
yKazae nyTu K nankam v pannam, KoTopble Hy>KHO CKaHNMPOBATb. EC/TM HYXKHO TOJIbKO BbIMO/THUTb CKAHMPOBaHME
cUcTeMbl 6e3 10MOTHUTEMbHbBIX AENCTBUIM MO 0YUCTKE, YCTaHOBUTE Giakok CKaHUpoBaTb 6e3 ouncTku. Kpome
TOro, MOXHO BbI6paTh OAMH 13 TPEX YPOBHEN OYMCTKN B pasaesie HacTpomka... > Oumncrka.

[Tonb3oBatenam, He UMerLWMM 40CTaTOYHOro OnbITa pa6OTbI CaHTUBUPYCHbIMW NMpOrpaMmmMmamMu, He peKoMeHayeTCAd
BbIMOJTHATb BbI6ODOLlHOQ CKaHMnpoBaHKMe.

4.1.1.3.2 O6beKkTbl CKAHUPOBAaHUSA

OKHO «O6bEKTbI CKAHMPOBAHWAY MO3BOISET ONPeAeNUTb, KakmMe 06BbEKTbI (ONepaTUBHASA NAMATb, KECTKNE AUCKM,
cekTopbl, danbl U Nankn) 6yayT CKAHUPOBATLCA AN BblABIEHWS 3aPAKEHNIA. B pacKpbiBAOLLEMCA MEHIO O6BEKTbI
CKaHMPOBAHUSA MOXHO BbI6paTb NPeABAPUTENLHO ONpeaeeHHble 06BEKTbl CKAHUPOBAHWS.

e o napametpam npodpuns: BbI6GMPAOTCA 06bEKTbI, yKa3aHHbIe B BblAe/IeHHOM Npodusie CKaHUPOBAHKS.
CbeMHble HOCUTEeNN: BblbnparoTcs AmuckeTbl, USB-yCTpOMCTBa XpaHeHUS, KOMNAKT- 1 DVD-AucKu.
JlokanbHble AUCKW: BbIOMPAKOTCS BCE XKECTKME AMCKM, CYLLECTBYOLLME B CUCTEME.

CeTeBble AUCKU: BbIOMPAKOTCA BCE MOAKTHOYEHHbIE CETEBbIe ANCKN.

He BbI6BpaHO: OTMeHSeTCS BbIGOp 06BEKTOB.

O6beKTbl CKAaHUPOBAHMA TAKXKe MOXKHO 334aTb, BBeAS NMyTb K Nankam nnu Gannam, nognexalyim ckaHMpOoBaHUIO.
BbibepunTe 06beKTbl CKAaHMPOBAHMS B APEBOBUAHOM CTPYKTYpe, CoOAep KaLlen BCe LOCTYMHble HA KOMMblOTepe
yCTPOWNCTBA.

BriGpate obbeKTEl CKAHWPOBAHNA

OfbeKThl CKEHMPOBEHWA

[ﬂOK.a.I'IbeIE AMCKK b

- {E& Poditas
: m OnepaTMBHaA NamMaTe
D.; Jarpy3odHEIR CcekTop
Cl5 o2y
{les Ex
1 e Fi

-l st

(o1

[ QK ] [ CTMeHMTE ]

Ana 6bicTporo nepexofa K KAKOMy-1M60 06bEKTY CKAHUPOBAHWSA MW A06ABNEHNS €r0 HEMOCPEACTBEHHO YKAKUTE
HY>KHbI 06BbEKT B MyCTOM MOJie MNOJ CMMCKOM Namnok. 3TO BO3MOXXHO TOIbKO B TOM CJ1y4ae, eC/1N B IPEBOBUAHOM
CTPYKTYpe He BbibpaHbl HUKAaKME 06BEKTbI, @ B MeHI0 O6beKTbl CKAHUPOBaHUSA Bbl6paH NyHKT He BbIGpaHo.
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4.1.1.3.3 Mpodunam ckaHupoBaHUs

MpeanoyYTUTEeNbHbIE NAPAMETPbl CKAHUPOBAHMSA MOXKHO COXPAHUTb AJ1S1 UICMON1b30BAHUSA B AA/IbHENLLEM.
PekomeHAyeTCs co34aTb OTAENbHbIN NPOPUIIb A1 KKAOTO PEryisipHO UCMOJ1b3yeMOro CKaHMpOoBaHUA (C
Pa3INYHBIMWU 06 BEKTAMM, METOAAMMU CKAHWUPOBAHMS W NMPOYNUMU NapamMmeTpamm).

[ns co3panma npodung 0TKPOUTe OKHO «LONONHUTENbHbIe HACTPOMKMy (F5) n HaxXMmTe KomnbioTep > 3awmTa ot
BMPYCOB U LUNMUOHCKUX NporpamMm > CKaHMpoBaHUe KoMmnbioTepa > Npodunu.... B okHe Mpodpunn
KOHPUTypaumm eCTb packpblBatoLLieecs MeHO BbiI6paHHbIM Npo¢uUIib, B KOTOPOM NMEPEUNCAAIOTCS CyLLECTBYOLLME
npodnaN CKAHNPOBAHUSA N €CTb BO3MOXHOCTb CO34aTb HOBbIN. 14 cO3a4aHNs Npobuis CKAaHNPOBAHWSA B
COOTBETCTBUWN C KOHKPETHbIMM NOTPEBHOCTAMM CM. pa3zen HacTpomka napametTpos Moayad ThreatSense, rae
OMMUCbIBAETCS KAXKAbIA NapaMeTp, NCMOJIb3yeMbIN A5 HACTPOWKM CKAHMPOBAaHMS.

Mpumep. Mpeanonoxmm, Nonb3oBaTeNto TpebyeTcsa Co3AaTbh CO6CTBEHHbIN NPObWIb CKAHMPOBAHMS, MPUYEM
KOH®UIypaumsa CkaHMpoBaHMa Smart YacTMYHO YCTPanBAET ero, HO He HYXKHO CKaHMPOBATb YMaKOBLLMKN UK
NOTEHLUMANIbHO OMNACHbIE MPUIOXEHUS, HO MPU 3TOM HYXXHO NMPUMEHUTb TW,ATENbHY IO OYUCTKY. B okHe Mpodunu
KOHOUIypaumm HaxXMmTe KHOMKY [L06aBUTb.... BBeauTe Ms co3aasaemoro npodunsd B nose Mma npodpuns, a
3aTem Bbi6epuTe CKaHMpoBaHMe Smart B packpbiBaloLLIEMCS MeHIO KonMpoBaTb HacTpoiku npoduns. 3atem
HaCTPOWTe OCTaNbHble MapaMeTpbl B COOTBETCTBMM CO CBOMMM MOTPEBHOCTAMM.

4.1.1.3.4 Xopa cKaHUpoOBaHuA

B OKHe X042 CKAaHMPOBaHMA 0TO6PaXKAETCA TeKyLLee COCTOAHNE CKAHMPOBAHNA N MHPOPMALMA O KONMYecTBe $aiiios,
B KOTOPbIX 06HAPYXKEH 3/1I0HAMEPEHHbI KOA,.

® Crkanwposanwe MK — ESET Endpoint Antivirus El

Cl(auupoaauue KOMNbHOTEpA

Xoa CKaHWpOEaHWA

e ——

O6bexn:C\Program Files\Common Files\microsoft shared\WGX
Konanuecteo yrpos: 0

Chpagefile.sys - wnbEa oTEPRITHA

MpoKpyTUTE %ypPHAN CKAHWPOBAHMA

l:‘ BriknroueHne KOMMBHITEDRE NOCNE CKAHMPOEAHNA

| Dayza || Cron || B doHoBwii pexum |

MPUMEYAHMUE. HopManbHO, YTO HEKOTOpPble hanbl, Takme Kak 3aluileHHble napoaem Gannbl nian damnsl,
NCNOJIb3yeMble UCKTIYUTENbHO OMepaLMoHHON cucTemor (06bi4HO pagefile.sys 1 HeKOoTopble Ganbl XXypHaNoB), He
MOryT CKaHMPOBATbCH.

Xop CKaHUPOBAHUSA: NMHOMKATOP BbINMO/IHEHWS MOKa3blBaET MPOLLEHTHOE OTHOLLEHMEe y>Ke MPOCKAHUPOBAHHbIX
06BbEKTOB K OCTaBLUMMCS. 3HA4YeHMe noay4aeTca Ha OCHOBe 0b6Lero KonmM4ecTsa 06bEKTOB, BK/TKOYEHHbIX B
CKaHMnpoBaHMe.

O6bBeKT: MMS 06BbEKTa, KOTOPbI CKAHMPYETCS B HACTOALLMIA MOMEHT, 1 ero pacrnosioxeHue.
Konu4yecTBo yrpos: obLee KOMMYECTBO Yrpo3, 06HAPY>KEHHbIX NMPU CKAHUPOBAHWN.
Maysa: np1MocTaHoBKa CKAHUPOBAHMS.

Mpoao/HKUTL: 3Ta BO3MOXHOCTb CTAHOBUTCS AOCTYMHA NOC/1€ MPUOCTAHOBKMW BbINMO/IHEHWS CKAHMPOBAHUA. HaXKMuTe
Mpono/KUTDb, 4TO06bl BO3OOHOBUTb CKaHMpoOBaHMe.

OCTaHOBUTbL: NpeKkpaLleHmne CKaHMpOoBaHMS.
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B $OHOBbBIV peXXUM: MOXKHO BbIMOJTHUTb eLLe OAHO NapaiesbHOe CKaHMPOBaHME. B TAKOM Cly4ae yxke
BbIMOJ/IHSEMOE CKAHMPOBaHWe ByAEeT CBEPHYTO U BbIMOHATHCA B GOHOBOM peXxmMeE.

@ ESET Endpoint Antivirus ol ===
ESET ENDPOINT ANTIVIRUS

CrkaHnposadme MK

CoCToRHWE 3aLNTH
== CKaHMpOBaHHe KOMMObHOTEPa

g Cranupoeanme MK &
Xon CKaHWpOBaHWA

3 OBHOBNEHNE E 5%

~e Ofbekm ChUsers\petko'\Desktop\ees_nt32_TRK.msi = em023_32_[0.nup (35%)
# HacTpoiika KoawsecTeo yrpos: 0

| Dayza || Cron |

% CnyxeBHbIe NPOrpaMMel

o Cnpaeka n NOAAepKKa

Hoeoe CKaHWpOBaHWE
MokasaTe CKAHWPOBAHWE W HKYPHAN B OTAENBHOM DKHE

PaspelunTe BEIKMFOYEHME KOMMEHOTEPE NOCAE CKAHMPOBAHNA

Boinonxaembie Npoueccbl CKAHMPOBaHWA
Q Brinonwnserca — 8% Konnuectso onacHeix obbektos: 0 petko-PC\petko MNepekntounts &
hoHoBLIH pexm

MpuocTaHoeneHo — 39% Konwyecteo onacHerx obbextos: O petko-PChpetko OTknmoumnTs
boHoBEIH pekum

(es

HaXxMuTe OTKAKUYUTb GOHOBBIN PEXUM HTO6bI OTKHUYMUTL GOHOBbIA PEXIMM M BEPHYTHCA K MPOoLieccy
CKaHMPOBaHMS.

MpOKPYTUTb XXYPHAN CKAHUPOBAHMUSA: €C/IM 3TOT NapamMeTp akTUBMPOBAH, XXYPHaN CKaHMPOBaHWs byaeT
NPOKPYYMBATbCA aBTOMATUYECKM NpY LO06ABNEHMM HOBbIX 3anmcen, HTO6b! BblTM BUAHbI CAMble CBEXME 3/1eMEHTbI.

PaspeliunTb BbiKJIlOYEHNE KOMMbIOTEPA MOC/Ie CKAHUPOBAHUA: BK/TIOHAET 3arnjaHMPOBAHHOE 3aBepLueHme paboThl
M0 3aBepLUEHUM CKAHVMPOBAaHNS KOMMbIOTEpPa No TpeboBaHWI0. Ha 3KpaH byaeT BbIBEAEHO AMATOrOBOE OKHO
NOATBEPXAEeHWNS 3aBepLueHNs paboTbl. OHO ByAeT akTUBHO B TeyeHme 60 cekyHz, Koraa MOXHO 6yaeT OTMEeHUTb
BbIK/TIOUEHME KOMTbIOTepa. HaxMuTe OTMEHaA, eC/1v HY>KHO OTMEHUTb 3aBepLueHue paboThl.

4.1.1.4 CkaHupoBaHwue panioB, UCMONHAEMbIX MPU 3aNycKe CUCTEMDbI

Mpw 3arpy3ke KOMMbOTEpa M 06HOBIEHWUM 6a3bl AAHHBIX CUTHATYP BMPYCOB aBTOMATUYECKU NPOBEPAOTCA Galsbl,
MCMOJTHSAEMble NP 3anyCcke CUCTEMbI. DTO CKAaHNPOBAHME 3aBUCUT OT KOHOUIypaLmmn 1 3a1ay NJaHNPOBLUMKA.

CKaHvpoBaHue $hanioB, UCMOJTHAEMbIX MPW 3aMyCcke CUCTEMbI, BXOAMT B 33[a4y niaHnpoBLimka NMpoeepka ¢paiios,
MCNOJIHAEMbIX MPU 3aMyCKe CUCTeMbl. YTOObl MU3MEHUTb MAPAMETPbl CKAHMPOBAHWSA, NEPEANTE B pa3aen
Cny>xebHble NporpamMmbl > MAaHNPOBLLUK, BbiGepuTe NapameTp ABToMaTuyeckas nposepka ¢aiios npu
3anycke CUCTEMbI 11 HOKMUTE KHOMKY M3MeHUTb.... Ha nociegHeM 3Tane oTobpasntcsa AnanoroBoe okHO
ABTOMaTMYeckas nposepka GanioB Npu 3anyCke CUCTEMbI (A0MOTHUTETbHbIE CBEAEHNS CM. B CJ1eflyOLLEM pa3aene).

Bonee Nnoapo6HbIe MHCTPYKLIMK MO CO3AAHMIO 3324 B NMIAHNPOBLMKE M YNPaBAeHMIO UMK CM. B pasaene Co3faHume
HOBOW 33a4M.

4.1.1.4.1 ABTOMaTuyeckas nposepka ¢panioB nNpu 3anycke CUCTEMbI

PackpbiBatoLLieecs MeHO YpOBeHb CKAHMPOBAHUSA: 33[aeT rNy6buHy CKaHMPOBaHUA 415 GannoB, 3arpy>kaemMblix Npum
3anycKke cMcTemMbl. Hudke nepeyncieHbl 3Ha4eHMa 3TOro napamMeTpa, onpeaensioLime KOamM4ecTBO CKaHUPyeMblX
darnos (Mo BO3pacTaHuio).

Tonbko HaMbonee 4acTo NCNO/Ib3yemMble paiibl (HAMMeHbLLIee KOMMYECTBO CKaHMpyeMbix GannoB)
YacTo ncnosnbsyembie ¢paisibl

OG6bI4HO NCMosib3yemMble ¢panbl

Pep Ko ncnosnb3lyemble paiibl

Bce 3aperncTpupoBaHHble TUMbl GpanaoB (HanboabLIee KOANYECTBO CKAHUPYEMbIX GarIoB)

TaloKe CyLLeCcTBYHOT ABe 0Cobble rpynmnbl ypoOBHE CKAHUPOBAHUA.
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o (dainbl, 3anycKaroLwmecsa nepes BXo40M MoJib3oBaTeNs: Coaep>UT dalbl U3 Takmx Nanok, KOTOpble MO3BOAAT
BbINMO/IHEHWE PannoB 6e3 BxoAa Nosib3oBaTens B cucTemMy (B TOM Yncie 601bLLIMHCTBO 3/IEMEHTOB, UCMOTHAEMbIX
npw 3anycke CUCTEMbI: CTY>KObl, 06bEKTBI MOAYNA NOAAEPXKKN 6pay3epa, yBeaomaeHma Winlogon, 3aaaHua B
nnaHuposyke Windows, nssectHbole bubnmotekm DLL U T. a.).

o dainbl, 3aNycKaloLWmecs Nnocsie BXoaa rnosb3oBaTtesifa: CoAep)KUT dansbl U3 TakMx Nanok, KOTOpble MO3BONAT
BbIMOJIHEHWE HaMIOB TO/IbBKO MOC/E BXOAA NO/1b30BaTENA B CUCTEMY (B TOM YMC/I€E 3/IEMEHTbI, 3aMyCKaeMble Mo/,
KOHKPETHbIMM YYETHBIMW 3aNNCIMU: 06bIYHO Danibl U3 NanKu
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

CnncKM Noaexxallmx CKaHMpoBaHMIO GannoB ABAATCA GUKCUPOBAHHBIMU NS KAKA0W Fpynnbl.

MpropuTeT CKaHMPOBAHUSA: YPOBEHb NMPUOPUTETA, UCMOJIb3YEMBbIV MPU 3aMyCKe CKAHMPOBAHWS.

CpepHUM: cpeaHas Harpy3Kka Ha CUcTemy.

Hu)Xe cpefHero: HM3Kaa HarpysKka Ha CUcTemy.

HU3KUI: MUHUMA/TbHAsA Harpy3Kka Ha CUCTEeMY.

Mpwu 6e3pgencTBUU: 334a4a OyAeT BbINMOMHATLCA TObKO NpyY 6e34eNCTBUM CUCTEMBI.

4.1.1.5 UcknoyeHUda no nytam

MNckntodeHns No3BoNSI0T UCKTOYUTb Gansibl M Nanku 3 CKAHMPOBAHWS. He peKoOMeHAYeTCs U3SMEHATb
npeacTaBneHHble 34eCb NapameTpbl, YTo6bl 06ecneunTb MpoBEPKY BCeX 0O6BEKTOB Ha Hanmyme yrpo3. OaHaKo B
HEKOTOPbIX C1yHasax MOXeT 6bITb HEOBXOANMO UCKIOUYUTb Kakom-11Mbo 06bekT. Hanpumep, 60abLUKe 3anncm 6as
[aHHbIX, KOTOPble MoK Bbl 3aMeannTb paboTy KOMMbOTEPA NP CKAHMPOBAHUK, AW NPOrpaMMHOe 0becneyeHue,
KOHOAMKTYOLLEe C NPOLEeCCOM CKaHMPOBAHMS.

@ ESET Endpoint Antivirus
AononHntensHble HACTPOWKKN
-8 KomnstoTep WcKnoYEHHA MO NYTAM
=) 3EWHTE OT BHPYCOS M WIMMOHCKMX -
= U w P P MyTe ¥rpoza
3alMTa B PEXMME PEANbHOMD BPE
3aluTa AOKYMEHTOE Ci\Recovery\=™
CKaHWpPOBaHHE KOMMBHOTEDPa D:y==*
CKaHupoBaHie QaANos, MCnonHa E:\ESET Remote AdministratoriServeriera.exe
Woxnioqesua no nyTam
ChEMHBIE HOCHTENK
----- KoHTpons yCTpoicTe
[~ @ CWCTeMa NPeAOTEPALLEHIMA BTOMHEHI
(-4 VIHTEPHET 1 3NEKTPOHHER NO4Ta
[ OfHoBNEHWE
-3 CnyelHele Nporpamts)
-0 AHTepdelic
M3MeHMTD... ¥aanuTb
4 1 3
i I@'OI{ ] [ OTMeHa ] [ Mo yMan4aHuso

MyTb — NyTb K UCKAtOHAEMbBIM Paranam 1 nankam.

Yrposa: ein psaoM C NckatoHaeMbliM GanaoM yKasaHo MMS yrpo3sbl, arn He CKaHMPYeTCa TONbKO Ha HA/TUYMe 3TOM
yrpo3bl, a He BoobLe. M03ToOMy eciv Garn OKAKETCS 3apadkeH APYron BpeLOHOCHOW NPpOrpaMmMon, MoAy b 3aLUUThI
OT BMPYCOB ee 0BHapy>KUT. DTOT TUM UCKTOHYEHMNIA MOXKHO MCMOb30BaTb TONbKO A1 ONpeAe/ieHHbIX BUAOB
3apaxkeHun. CO34aTb TAKOe UCKTKOUEHME MOXKHO MO0 B OKHE NpeaynpexaeHns o6 yrpose, B KOTOPOM CO06LLIAeTcs 0
3apaxxeHuun (HaxxmumTe MNokasaTb NapaMeTpbl, a 3aTemM BblbepuTe UCKAIOUYNTL U3 06Hapy)XeHus), nbo B pasaene
HacTtporika > KapaHTUWH, UCN0J1b3ysi MYHKT KOHTEKCTHOrO MeH0 BOCCTaHOBUTB U UCKJIIOUYUTb U3 06HapyXXeHus
HaxoAALLerocs Ha KapaHTuHe danna.

[Jo6aBuTb: KOMaHAA, UCKOYaoLWAa 06beKTbl U3 CKaHNpOBaHUA.
N3MeHUTb.... KOMaHa, U3MeHSIOLLAS BblAe/IeHHble 3anncu.

YpanuTb: KOMaHAa, yaanaoLwas BblAeNeHHble 3anmcn.
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[na ncknoveHna 06bekTa U3 CKaHMpPOBaHMA BbINOTHUTE CleayoLme 4eNCTBUS.

1. Haxxmute J,o6aBUTb....
2. BBeanTe nyTb K 0OBEKTY WUAW BbIAENUTE €ro B APEBOBNAHON CTPYKTYpE.

AnaykazaHma rpynn ¢Gannios MOXKHO UCMOb30BaTb CUMBOJIbI LWABGIOHA. BONPOCUTENbHbBIN 3HAK (?) 0603HaYaeT oAMH
nobor cmmon, a 3sesgouka () — ntoboe KoNM4ecTBO CUMBOJIOB.

Mpumepbl

e EC/IM HY>KHO MCKTIOUNTb BCe danbl B nanke, cieayeT BBECTM MyTh K ManKe 1 MCMob30BaTh MAacKy «*.*».

e [INATOro 4To6bl NCKIHOYUTB BECb ANUCK, B TOM YMce Bce Garbl M NOANANKM HA HEM, UCMOb3ynTe Macky «D:\*».
e EC/IN HY>KHO MCKTIOUNTb TONBKO Parsbl € paclumpeHmemM .doc, UCNonb3ynTe Macky «*.docy.

e ECM MMA ncnonHaemoro danna cogepXXuT onpesesieHHoe KOJIMYeCTBO CUMBOMOB (M CUMBOJIbI MOTYT MEHSATbLCS),

exe». BonpocuTenbHble 3HaKM 3aMeLLaoT OTCYTCTBYOLME (HEM3BECTHbIE) CUMBOJIbI.

4.1.1.6 Hactpouka napametpoB mopayasa ThreatSense

ThreatSense — 3TO TEXHOOMMS, COCTOALLME M3 MHOXECTBA C/I0XKHbIX METOZ,0B 06HAPYXXEHNS YyIrpo3. DTa TEXHONOTUS
ABNAETCA YNpeXKAaloLLeN, T. €. OHA 3aLMLLIAET OT HOBOW yrpo3bl y>Ke B NepBble Yachl ee pacnpocTpaHeHuns. Mpu 3Tom
MCMOJIb3yeTCs COYeTaHMe HECKObKMX MeTOA0B (aHaNn3 KoAa, MoAenMpoBaHme Koaa, 0606LWeHHble CUMrHATY P,
CUrHaTypbl BUPYCOB), KOTOPble COBMECTHO 3HAYMTE/IbHO MOBbILIAKT YPOBEHb 6€30MacHOCTM KOoMMbloTepa. Moay b
CKaHWPOBAHMSA MOXKET KOHTPOJIMPOBATb HECKO/IbKO NMOTOKOB AaHHbIX OHOBPEMEHHO, YTO AenaeT 3PHeKTUBHOCTb U
KOJINYEeCTBO 0BHApYXXMBAEMbIX YTpO3 MaKCMMaNbHbIMU. TexHONOrMa ThreatSense TakxKe yCneLwHo YyHUYTOXaeT
PYTKUTbI.

[ns TexHonormm ThreatSense MOXXHO HACTPOUTb HECKOIbKO MapaMeTpPOB CKAHMPOBAHMUS:

e DACLUMPpEHNA U TUNbI ¢a|7|nos, nognexawmx CKaHMpoBaHUIO,
e CO4YeTaHMe mMeTog0oB OGHEIDV)KEHMFI yrpos;
e VDOBHU OYNCTKN U T. A.

[naT0ro 4tobbl OTKPbLITH OKHO MApaMeTPOB, HAKMUTE KHOMKY HacTpownka... B OKHe NapaMeTpoB It060ro Moay s,
MNCNOJNIb3YIOLLEro TeXHOIormo ThreatSense (CM. HUXKe). PasHble cueHapum obecnedeHns 6e3onacHoCTV TpebyioT
Pa3INYHbIX HACTPOEK, MO3TOMY TeXHONoruo ThreatSense MOXXHO HACTPOUTb OTAENbHO A1 KAXKA0r0 13
nepeyncieHHbIX Aanee MOAY /e 3aLlnTbI.

e 3awmTa GanaoBom CUCTEMbI B PEXXMME peaibHOrO BpEMEHM
3awmTa LJOKYMEHTOB

3almMTa NnoYTOBOro K/IMeHTa

3awuTta gocryna B IHTepHer,

CkaHMpOBaHWe KoMMbloTepa

MapameTpsbl ThreatSense xopoLoO ONTUMM3MPOBAHbBI 4151 KKAOIO 13 MOAYAEN, @ X U3MEHEHME 3HAYNTEIbHO BAUSET
Ha NoBefeHVe cMcTemMbl. Hanpumep, n3MeHeHne napameTpoB CKaHMPOBAHMS YNAKOBLLMKOB B PEXKMME peasibHOro
BPEMEHW NN BKTIOYEHWE PACLLUIMPEHHOW 3BPUCTUKM B MOAY/1e 3aLMTbl GanI0BON CUCTEMbI B PEXXMME PeasibHOro
BPEMEHWN MOXET 3aMe/INTb paboTy cucTembl (06bIYHO TO/IbKO HOBbIE Ganibl CKAHUPYIOTCSA C MPUMEHEHNEM I TUX
MeTOoA0B). PekoOMeHAYyeTCs He M3MeHATb NnapameTpbl ThreatSense NoO yMOHAHWUIO HW A9 KAKVX MOJYEeN, KpoMe
Moayns «CKaHMPOBaHME KOMMbIOTEpay.

4.1.1.6.1 O6beKTbI

B pasnene O6beKTbl MOXXHO YKa3aTb KOMMOHEHTbI A (])al;l}'l bl, KOTOpble A0J/1)KHbl CKAHMPOBATbCA Ha Ha/ln4me
3apaXKEHWNN.

OnepaTmMBHas NaMATb. BbIMOJIHAGTCA CKAHMPOBAHME Ha HalM4YKMe Yyrpo3, KOTOPbIe aTakyoT OMepaTmMBHYIO NaMsTb
CNCTeMbl.

3arpy3o4Hblie CeKTOPbI: 3arpy304Hble CeKTOPbl CKAHMPYIOTCS HA HAM4YMe BUPYCOB B OCHOBHOW 3arpy304HOM 3amnmncu.
MouToBble panbl: NporpaMmma noagepskmeaeT pacwmperuns DBX (Outlook Express) n EML.

ApXuBbI: NporpaMmmMa NnoaaepXxmnBaeT paclumpenns ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS,
RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE n mHOrVe apyrue.

CamopacnakoBbIBaloLMECA apXMBbI: CaMOpacrnakoBblBatoLLMeCs apxmMBbl (barbl ¢ paclumpeHmemM SFX) — 3To
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dpXuBbl, KOTOPbIM A1 paCfaKOBKW He HY>KHbI CrieLnasibHble MporpamMmmebl.

YNakoBLMKU: B OTAMYME OT CTAHAAPTHbIX TUMOB apXMBOB YNAKOBLUMKM, OyAyUM BbIMOSHEHHBIMW, PACMAKOBbLIBAOTCA
B namMaTb. bnarogaps smynaumm Kkoga MoAynb CKAHMPOBAHMS NOAAEPXKMBAET He TOJIbKO CTaHAAPTHbIe cTaTuyeckme
ynakosLwmkm (UPX, yoda, ASPack, FGS U T. A.), HO M MHOXeCTBO ApYruX TUMOB YNaKOBLIMKOB.

4.1.1.6.2 TapameTpbl

B pa3gene NMNapameTpbl MOXXHO BbI6DaTb MeToAbl, KOTOpble GVD,VT MCNO1b30BaAThbCA NP CKaAaHMPOBAaHMK KOMMbOTEPA
Ha Ha/in4mne 3apa>|<eHv||7|. JOCTyNHbI yKa3aHHbIe HWYKe BapUaHTbI.

DBPUCTUKA — 3TO A/ITOPUTM, aHASTM3MPYIOLLMI 3/TOHAMEPEHHYH0 aKTMBHOCTb MPOrpamMM. I1aBHbIM AOCTOUHCTBOM
3TOro MeTo/a ABNAETCS CNOCO6HOCTb MAEHTUDMLMPOBATbL BPeAOHOCHbIE MPOrpaMMbl, CBEAEHMS O KOTOPbIX
OTCYyTCTBYIOT B CyLLECTBYOLWEN 6a3e AaHHbIX CUTHATYp BMPYCOB. HegoCTaTKOM Xe ABNSeTCA BePOATHOCTb (O4eHb
HebobLUas) TOXHbIX TPEBOT.

PacwupeHHas aspuctuka/DNA/CurHaTypbl Smart: MeTo/ pacliMpeHHO M 3BPUCTUKN 6A3MPYeTCs HA YHUKATbHOM
3BPUCTMYHECKOM anroputmMme, paspaboTaHHOM KOMMaHnen ESET, ONTUMM3MPOBAHHOM A1 OBHApY>KeHNs
KOMMbIOTEPHbIX YepBen 1 TPOSHCKMX MPOrpamMM M HAMMCAHHOM Ha S3blKaxX MPOrpaMMUpPOBaHUS BbICOKOrO YPOBHS.
bnarogaps paclumMpeHHOW 3BPUCT MKE 3HAYUTE/TbHO YBETNYMBAKOTCA CNOCOBHOCTM NpOrpamMmbl No 06Hapy»KeHunto. C
MOMOLLBI CUTHATYP OCYLLECTBASETCA TOYHOE OBHapy KeHne 1 naeHTudnKaums Bupycos. CMCTeMa aBTOMATMYeCKoro
0bHOBNEeHNst 06ecnedmBaeT HalMYMe HOBbIX CUFHATYP Yepe3 HeCKOJIbKO 4YacoB Noc1e 06HAPY>KeHUS YTrpo3bl.
HenocTaTtkoM e CUrHaTyp ABASETCSA TO, YTO OHM NO3BOMSAIOT 06HAPYXXMBATb TOMILKO M3BECTHbIE BUPYChI (MU UX
He3HAYNTEeNbHO MOANPULIMPOBAHHbIE BEPCUN).

MoTeHLManbHO HeXXenaTesibHble NPUJIOXKEeHUS He BCerga ABnatoTCs BpeAOHOCHbIMM, OAHAKO MOTYT HEraTUBHO
MOBAVATb HA MPON3BOANTENBHOCTb KOMMbOTepa. O6bIYHO A1 YCTAHOBKM TaKMX MPUIOXKEHWI 3anpallmBaeTCcs
cornacme nonb3oBartens. Nocie nx yCTaHOBKKM MOBeAEHME CUCTEMbI M3MeHSAeTCS (MO CpaBHEHWIO C TeEM, Kak OHa Befa
cebs 10 YCTAHOBKW 3TUX MPUNOXKEHUIN). Hanbonee 3aMeTHbIe M3MEHEHWS NepedncIeHbl gasnee.

e OTKPbIBAOTCA HOBbIE OKHA, KOTOPbIe He MNOSBAANMCH PaHee (BCM/IbIBAOLLME OKHA, pekaama).
AKTVBUPYIOTCS M BbIMOJTHAOTCA CKPbITble NPOLecchl.

MoBbILLIAETCA YPOBEHb NOTPebeHNs CUCTEMHbBIX PECypCoB.

MosBNAIOTCA U3MEHEHMNS B pe3yibTaTax Nnomcka.

MpunoXxeHne 06MeHMBAETCS AAHHBIMW C yAANIEHHBIMU CEPBEPAMMU.

MoTteHumanbHo onacHoe MNO: K N0TeHUWaNbHO ONAaCHbIM NPpNAOXKEHNAM OTHOCUTCA HOpMaJibHOeE KOMMep4eckoe
nporpaMmmHoe obecneyeHue. B 3TY KAaTeropuro BXoAAT Takme nporpamMmmel, Kak Cpeacrtea ygaleHHOro gocryna,
NpuNoXXeHnd ond B3zioMa napone|7| N KNaBNaTypHbIE LUMNOHbI (I'IpOFpaMMbI, perncTpumpyroLme Kaxkgoe Haxxatme
KJ1aBULLIW Ha KJiaBuaType rnoJi b3OBaTEJ'IEM). JT0T napameTp no ymMmoa4aHUKO 4eaKTUBMPOBAH.

ESET Live Grid: 6narogaps paspabotaHHom ESET TexHonormm penytaumm MHGopMaLms o0 NpoCKaHMPOBAHHbIX
dannax cpaBHMBAETCA C AaHHbIMW cucTemMbl ESET Live Grid, paboTatoLer Ha ocHoBe 061aKka, YTobbl yy4LInTb
nokasaTenu obHapy>XeHUs 1 CKOPOCTb CKAHNUPOBAH WS,

4.1.1.6.3 Ouuncrka

MapameTphbl NpoLecca O4UCTKN ONpesenitoT NoBeAeHMe MOY /1Sl CKAHUPOBAHMUS MPU OUMCTKe 3apaskeHHbIX Garnos.
MpeaycMOTPeHO TPU YPOBHS OUUCTKMN.

Be3 ouncTKU: 3apakeHHble dharibl He ByAyT OUMLLATHCA aBTOMATMUYeCKM. MporpaMmMa BbIBOAUT Ha 3KPAH OKHO
npefynpexaeHns 1 npeasiaraet noJsib30BaTe o Bbi6paTh AeNCTBME. DTOT YPOBEHb NpeAHasHayeH a5 6onee
OMbITHBIX MOJIb30BATE/IEN, KOTOPbIE 3HAIOT O AENCTBUAX, KOTOPbIe C1efyeT NPeAnpUHUMATD B CJTyHae 3apakeHus.

CTaHgapTHasA O4MCTKA: NpOorpaMmMa MblTaeTCs aBTOMATUYECKM OYNCTUTb UMW YAANUTb 3apaXKeHHbIM dann Ha

OCHOBE NpeaBapuUTe/IbHO ONpeAeneHHOro AencTBums (B 3aBUCUMOCTM OT TUMNA 3apaXkeHuns). ObHapy>KeHMe 1 yaaneHme
3apaXkeHHbIX GalI0B CONPOBOXAAETCA MHPOPMALIMOHHBIM COOBLLIEHEM, PAacnoNaratoLWMMCs B MPABOM HVDKHEM YTy
3KpaHa. ECmM HEBO3MOXKHO BbibpaTh MpaBuibHOE AENCTBME aBTOMATMYECKM, MpOrpaMmMa NpeasoXxXmT Noib30BaTento
BbI6paTh AencTBume. TO ke caMoe MPpon3onAeT B TOM CJly4ae, ey NpeaBapuUTenbHO ONpeae/ieHHoe AenCTBue
HEBO3MOXXHO BbIMOJIHUTb.

TwaTesibHaA O4UCTKA: NporpamMmmMma O4ULLAET UKW yaaNfaeT BCe 3apaKeHHble Cbal;lfl bl. ICKNto4YeHme coCcTaBsnaoT
TO/1bKO CUCTEMHbIE Cbal;lfl bl. EC/1IM 04MNCTKA HEBO3MOXKHA, Ha 3KPaH BbIBOAUTCS OKHO NMpeaynpexaeHns, B KOTOPOM
MoNb30BaTE/IHO NpeasaraeTcd BbiMoOJIHUATL onpegeneHHoe [enCcTBME.

MpepynpexaeHue. ECv B apxu1Be COLepyKaTcs 3apaXkeHHble Gannbl, CyLecTByeT 4Ba BapMaHTa 06paboTku apxmea. B
CTaHZAPTHOM pexuMe (NMpu CTaHAAPTHOM OYMCTKE) LIe/IMKOM yYAaNsieTcs apxume, Bce Ganibl B KOTOPOM 3apakeHsbl. B
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pexxuMe TwaTtenbHas OYUCTKA yAA19eTCs apXMB, B KOTOPOM 3apaXeH x0T 6bl 0amH dhana, He3aBmuCcMMo OT
COCTOSIHMS OCTaNIbHbIX GanIoB.

4.1.1.6.4 PacwunpeHue

PaclimpeHvemM Ha3blBAeTCs YaCTb UMeHU dbarna, OTAeNeHHAs OT OCHOBHOWM YacTm To4kon. OHO onpeaensiet Tun
danna nnm ero coaep>XMMoro. OToT pa3aen napaMmeTpoB ThreatSense No3BoaSeT onpeaennTb TuMbl GanIos,
noanexalimx CKAHMPOBaHUIO.

= HacTpofika napameTpoe Mogyna ThreatSense
OfbexThl Paclurperia
MeToakl [7] CrarupoBaTh Bee daling
OuncTra
PacuMpeHHS Dalinkl C PACUMPEHMAMK, MEPEYMCAEHHBIMA HIBRE, ByayT
ATo! NPOCKAHMPOBAHE! HA HANMWYWME YTPOs,
Lpyroe Pacwmpenus:
XCF YaanuTb
{= -
ASP (u
BAT
CGI
CLA
CLASS
CMD
CCOM
CPL i
[T Cranmposath daiing Ges pacurperii

[ Box ” Ormena ][I‘Io momahmo]

M0 yMONYAHWUIO CKAHMPYIOTCA BCe Par/ibl HE3aBUCKMMO OT KX paclumpeHus. Jiloboe paclimpeHme MOXHO A06aBUTb B
CNMCOK GarnoB, NCKTIOYEHHbIX M3 CKAHMPOBaHWS. ECn cHAT diakok CkaHupoBaThb Bce ¢pansibl, CMUCOK MeHAeTCs
715 0TOBpaXKeHMsa BCeX paclumpeHnin Ganios, KOTOPble CeMYac MoABEPratTCs CKAHUPOBAHMIO.

[ TOro 4Tobbl BKIOYUTL CKAaHMPOBaHMe dannos 6e3 paclumpeHnin, yCTaHoBUTe GaaXkok CKaHMpoBaTb ¢aiibl 6e3
pacwupeHnia. NapameTp He ckaHupoBaTb $paiibl 6e3 pacliMpeHnin CTaHOBUTCS AOCTYMNEH, KOraa ycraHoBeH
dnaxok CKaHMpoBaTb BCe ¢panibl.

MHoraa MoskeT 6bITb HEO6X0AMMO UCKTHOUNTb haibl, €M CKaHMPOBaHMe OnpeaesieHHbIX TUMNoB ¢Ganios
NpenaTcTByeT HOPpManbHOM paboTe NPOrpamMmmMbl, KOTOPas UCMOJb3yeT 3TU pacluMpeHns. Hanpumep, MoXeT 6biTb
NONe3HO UCKOYNTb paclumpeHms .edb, .emlu .tmp npu ncnonb3osaHum cepeepoB Microsoft Exchange.

C NoMOLLbO KHOMOK [L06aBUTb 1 YAANUTbL MOXHO U3MEHSATb COAEPXXMMOe CNMCKa, paspeLlas UK 3anpeLas
CKaHWpOBaHWe 415 onpefeSieHHbIX paclunMpeHnid. MNpu BBOAE pacluMpeHns akTUBUPYyeTCs KHoMnka ,06aBuUTb, C
MOMOLLbI0 KOTOPOW MOXHO L06aBUTb HOBOE PaclUMpeHme B CNUCOK. YTOObI yAANUTb pacllinMpeHme 13 cnmcka,
BblGepUTE ero M HAKMUTE KHOMKY YAANUTD.

MO>XHO MCNOMb30BaTb CUMBOJIbI LWABIOHA «™ (3BE3404KA) 1 «?» (BONPOCUTENbHbIV 3HAK). CUMBOJT 3BE34,04KM
0603HayaeT Nby NOC1eL0BATEIbHOCTb CMBOJI0OB, & BOMPOCUTE/bHbIN 3HaK — 1t060M cMBO1. PaboTaThb C
COAEPXKMMbIM CMUCKA UCKTIOYEHHbIX 3 pecoB c1ieyeT 0CO6eHHO akkypaTHO, TaK Kak OH A0J/XKeH COAep>KaTb TO/bKO
[OoBepeHHble 1 6e3onacHble agpeca. TOYHO Tak XKe HY>KHO y6eanTbCa B TOM, YTO CMMBO/IbI LWAG10HA B 3TOM CNKCKe
NCMOJIb3YHOTCA NPABULHO.

[naT0ro 4tobbl CKAHMPOBATb TOJIbKO CMUCOK PACLUMPEHWI MO YMOJTHAHWIO, HAXKMUTE KHOMKY Mo yMoa4YaHUIo v
Bbi6epuTe 0TBeT [la B OKHE C 3aNpOoCOM MOATBEPXKAEHNS.
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4.1.1.6.5 OrpaHunyeHus

B pazgene «OrpaHmyeHms» MOXHO yKa3aTbh MaKCMMasbHbI pa3Mep 06bEKTOB 1 YPOBHU BTOXKEHHOCT apXMBOB A1
CKaHWPOBAHMS.

MakcrMManbHbIA pasmep o6bekTa: onpeaenseT MakCMMasbHbI pa3Mep 06bEKTOB, MOAJIEXALLUMX CKAHMPOBAHMIO.
[JaHHbIA MOAY b 3aWNTHI OT BUPYCOB BYAET CKAHMPOBATb TOJIbKO 06bEKTbl MEHbLLE YKAa3aHHOro pasMmepa. 10T
napameTp peKOMEHAYETCS MEHATb TOIbKO OMbITHLIM MO/1b30BATENAM, Y KOTOPbIX €CTb BECKME OCHOBAaHWNS A/19
NCKHOYEHMS U3 CKAHUPOBAHMA 601bLIMX 06BEKTOB. 3HAYEHME MO YMOHAHWIO — HE OrPaHUYEHO.

MakcumanbHoe BpemMs CKaHMPOBaHUSA, B CeKYHAaxX: onpefensetr MakcMmaabHoe 3Ha4YeHne BpeMeHu 44
CKaHMNPpOBaHNA obbekTa. ECm nonb3oBaTenb YKa>KeT 34ecCb COBCTBEHHOE 3HAYEHME, MOAy/ib 3alLThl OT BUPYCOB
npekpaTtuT CckaHMpoBaHKMe 06bekTa Mo UcTevyeHmUn YKa3aHHOro BpemMmeHu” BHe 3aBUCMMOCTU OT TOTO, 6b110 K
CKaHMpOBaHMe 3aBepLUeHO. 3Ha4YeHMe Mo YMO1YaHW0 — He OrpaHmnYyeHo.

YpoBeHb BJIOXKEHHOCTU apXxmBa: onpegesiser MakCUMaabHYO rybuHY NpoBepKM apXMBOB. 3Ha4YeH e No
ymonyaHumio —10.

MakcumanbHbIv pasmep ¢pannia B apxmBe: 3TOT NapamMeTp No3Bo/IsSeT 3a4aTb MaKCMManbHbI pasmep Gannos B
apxuse (Mpu UX N3BeYEHNM), KOTOPble AO/DKHbI CKAHMPOBATbLCS. 3HAYEHME MO YMOHAHNIO — HE OFPaHUYEHO.

EC/In CKaHUpOBaHKME NPeXAeBPEMEHHO MPEPbIBAETCA MO OAHOM U3 3TUX MPUYMH, BJTXKOK ApXMBA OCTAETCS CHATBIM.

NMpumMmeyvaHue. He pekoOMeHAYETCA M3MEHATb 3HAYEHWS MO YMOJTYaHMIO, TaK KaK 06bI4HO 419 3TOro HEeT 0Cobow
NMPpUYNHbDI.

4.1.1.6.6 [Opyroe
B pasgene [ipyroe MOXXHO KOHOUIyp1poBaTh C1eayioLye napameTpbl.

PernctpupoBaTtb BCe 06BbeKTbI: eC/1M 3TOT GNAXKOK YCTAHOBAEH, B danne >xypHana byaeT cogep>katbca MHGopmauma
060 Bcex NpOCKaHMPOBAHHbIX pannax, B TOM YNCIe He3apaXkKeHHbIX. Hanpumep, eciv B apx1Bee Han4eH BUpYC, B
XXypHane Takoke byayT nepedmcieHbl HeapaxkeHHble dbansibl U3 apxmBa.

BK/1IO4MTb ONTMMM3ALMIO Smart: Npy BKIIOYEHHOW ONTUMM3aLMM Smart MCNob3yrTCs ONTUMA/IbHbIe NapaMeTpbl
nna obecneyeHmnss caMmoro 3o PeKTUBHOINO YPOBHS CKAHMPOBAHMS C COXPAHEHWEM €r0 MaKCUManbHO BbICOKOW
CKOPOCTW. PasHble MOAYIM 3aLNTbI BbINMOTHAT UHTENIEKTYa/IbHOE CKAHVUPOBAHWE, MPUMEHSst OTAENbHbIe MeTOab!
019 Pa3/INYHbIX TUNOB Gannos. ECm onTuMmM3aumsa Smart OTK/It04YeHa, Mpy CKAHMPOBAHUM UCMOJTb3YOTCA TOTbKO
Nosb30BaTENbCKME HACTPOVKK a4pa ThreatSense Kaxxa0ro Moay/s.

Mpw HacTporike moaynsa ThreatSense Takyke AOCTYMHbI NPeACTAB/EHHbIE HUKE MApaMeTpbl.

CKaHMpoBaTb a/ibTepHAaTUBHbIE MOTOKM AaHHbIX (ADS): afibTepHaTMBHbIE MOTOKM AaHHbIX UCMO/Mb3YOTCA
dannosoi cnuctemon NTFS an9 cBa3en Gainios 1 Nanok, KOTOpble He BUAHbI A8 06bl4HbIX METOA0B CKAHMPOBaHMS.
MHOr e 3apaxeHns MacKMPYOTCA NOJ albTepHATUBHbIE NMOTOKM @HHbIX, NbITaACh n36exaTb 06HapyKeHUS.

3anycTuTb poHOBOE CKAHMPOBAHUE C HU3KUM MPUOPUTETOM: KAXKAbIM NPOLLECC CKAHMPOBAHMSA NOTpebnseT
HEKOTOPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. ECiv nonb3oBaTesib paboTaeT C pecypCoeMKUMM MporpaMmMamMu,
MO>XHO aKTUBMPOBaTb GOHOBOE CKAHNPOBAHME C HU3KMM MPUOPUTETOM U BbICBO6OAUTH TEM CAMbIM Pecypchbl A5
APYTYX MPUTOXKEHWIA.

COXpaHNTb OTMETKY O BPEMEHU MOC/IefHEro A0CTyNa: YCTAaHOBUTE 3TOT GPIAKOK, YTOHbI COXPAHATb UCXOL4HYIO
OTMETKY O BpeMeHW A0CTYMa K CKaHMpyeMbiM dainam, He 06HOB/AA ee (HanpuMep, 4719 UCMO/Ib30BaHNSA C CUCTEMAMM
pe3epBHOr0 KOMMPOBAHMA AAHHbIX).

MpoKpYyTUTDb XYPpHa/ZI CKAHUPOBAHUSA: 3TOT NapaMeTp NO3BOJIART BK/1H0YATb M OTKIKOYATb MPOKPYTKY XKypHana.
Ecnn cbna>|<0|< YCTaHOBJ/1€H, B OKHE MO>XKHO NpOKpPYy4MBaTb 0T06pa>|<ae|v|y+o I/IHCDODMaLI,I/II-O BBepX.
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4.1.1.7 JencTtBusa npun o6Hapy>XeHUU 3apakeHus

3apaXkeHns MOTyT NOMacTb HA KOMMbIOTEP U3 Pa3/IMYHbIX UCTOYHMKOB, TAKMX KaKk Be6-canTbl, 06LLMe nanky,
3/1eKTPOHHASA MOYTA UK CbeMHble HocnTenn (USB-yCTpONCTBa, BHELLHME ANCKK, KOMMAKT- Uan DVD-AMCKU, ANCKETbI
NT.4.).

CTtaHpapTHOe noBegeHue

O6bI4HO ESET Endpoint Antivirus 06Hapy»K1BaeT 3apaXkeHMs C MOMOLLbHO Mepeyvnc/IeHHbIX HUKE MOAayY1en.

3awmTa GannoBOM CUCTEMBI B PEXXMME PeasibHOr0 BPEMEHN
3awmra gocryna B VIHTepHerT,

3aluMTa noYToBOro KAneHTa

CKaHWMpOBaHe KoOMMboTepa No TpeboBaHMIo

Kakabli MOZY/1b UCMOJIb3YeT YPOBEHb OUYUCTKM MO YMOTHAHMIO 1 NbITAETCA OYUCTUTb Gaisi, NOMECTUTb ero B
KapaHTWH AW pa3opBaTh coefuHeHne. OKHO yBeAOM/IeHNN 0TO6PpaXKaeTCs B COOTBETCTBYOLLEN 061aCcTLX B MPaBOM
HWKHEM yry 3KkpaHa. LononHUTeNbHble CBeAEHUS 06 YPOBHAX OUNCTKM U MOBeLEeHUM CM. B pasaene OUYncTKa.

ESET Endpoint Antivirus X

O6bexT:
http:/fwww.eicar.org/download/eicar_com.zip
Yrpoza:

Eicar Tect daiina

Wndopmanma:

COEANHEHWE NPEPBAHO - 30ANPOBAH

T TR T

OuucTka v ypganeHue

ECnu AeiCcTBME MO YMONYAHMIO A1 MOAY/1A 3alWMT bl GAANOBON CUCTEMbI B PEXKMME PeasibHOr0 BPEMEHM He
onpeseneHo, ero NpeanaraeTcsa Bbi6paTh N0b30BATENIO B CMEUMasibHOM OKHe npeaynpexaeHns. O6blYHO MOXHO
BbI6paTh AeNCTBME OYNCTUTD, YAANIUTD U1V HUYEro He NpeanpuHUMaTh. He pekoMeHayeTcsa BbI6MpaTh AeNCTBMe
Huyero He NpeANPUHUMATD, MOCKOJIbKY MPU 3TOM 3apakeHHble Gaibl He ByayT OUULLEHbI. MCKI0HYeHWe
[0MyCTUMO TO/IbKO B TOM C/1y4ae, e/ Bbl MOJTHOCTbIO YBEPEHbI, 4TO dain 6e3BpeneH 1 6bi1 06HAPYXKEH MO OLWMGKE.

MpUMEHUTE OUYUCTKY, eCIN NoJIe3HbI Garn Hbla aTakoBaH BUPYCOM, KOTOPbIV ,06aBWA K HEMY BPeLLOHOCHbIN KOf,. B
3TOM C/1y4ae cHayasna nporpaMmma nbiTaeTcsl O4NCTUTb 3apaXkKeHHbIN dar, YTobbl BOCCTAHOBUTb €ro nepBoHavasbHoe
COCTOsIHMe. Ecnu dann coaep>kKmT TOIbKO BPeAOHOCHbIV KOA, ero cneayeT yaanuTb.

ESET Endpoint Antivirus

Tpesora
OBHapy#eHa yrposal

Doverr: ChUsers\petko\AppData\Local\Temp\TEMP1_~2 ZIP\eicar.com
¥rpoza: Eicar Tect daina

CoBbITHe NpoMIOLWLNG B HOBOM $aiine, co3faHHOM CRELYHILLIMM
npunoxeHnen: ChWindowshexplorer.exe. Mepeaaiite oGbexT B KOMNAHKHD
ESET ana aHanusa.

Quncruts - Pekomengyetca

W O&berT MoXET NpejCcTaBNATE YTRO3Y ANA chcTemMel. [pn
BbIBOpE 3TOMC BAPHAHTa BO3MOKHARA yrpo3a Byger
NEAHOCTEH YAANEHA W3 CUCTEMBL

Huuero e npeanpunnmars - He pexonengyetca

S5 HecmMoTpa Ha Hanuumne BOSMONKHOW yrposs), AaHHEI
0BBEKT HE By/AET OHMLLIEH MW YAZNEH M OCTAHETCA Ha
KOMMBHOTEPE,

» CKpHITE paciuMpeHHEIE NapaMeTpel

Mokazate oKHO YBEACMAEHHA
CKONWpOBaTE B KapaHTUH
MepeaaTe Ha aHaNK3

MeknounTs U3 NpoBEpKN
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Ecnm 3apaxkeHHbI dana 3a610KMPOBAH MM UCNOAb3YeTCs KAKUM-TMB0 CUCTEMHbIM MPOLECccOM, OBbIYHO OH
yOANAeTCa TONbKO Nocie 0CBObOXAeHNSA. Kak NpaBunao, 3T0 MPONCXOAMUT NoC1e nepesanycka CUCTeMbI.

YaaneHue ¢panioB U3 apxmMBoB

B pexxvme 04MCTKM NO YMOJTHAHMIO ApXMB YAANAETCS LLeIMKOM TO1bKO B TOM CJ1yyae, e OH COAEPXUT TONbKO
3apaXkeHHble Gannbl. MiHave roBops, apxmBbl, B KOTOPbIX €CTb He3apaXXeHHble Gansibl, He yaansoTca. O4HAKo
ciefyeT NposiBAATL OCTOPOXKHOCTb MPY CKAHUPOBAHWUN B PEXXMME TLLATEeIbHOW OYNCTKM, TaK KaK MPWY 3TOM apXxmB
yOANAeTCs, e1N COAEPXKUT XOTH Bbl OANH 3apadKeHHbIN Qar, He3aBUCMMO OT COCTOAHUS APYTUX GanioB B apxuBe.

Ecv Ha KOMMbOTEpPEe BO3HUK/M MPU3HAKM 3apaXkeHNs BPeAOHOCHOM NporpaMmol (HanpumMep, OH CTan MefJsieHHee
paboTaTb, YaCTO 3aBUCALT M T. M.), PEKOMEHYETCSA BbINMOMHUTb CAeAyIoLLME AeNCTBUS.

e OTkpomTe ESET Endpoint Antivirus v BoibepuTe KOMaHay «CkaHMpOBaHMe KOMMbOTepar.
e Bbibepute BapraHT CKkaHupoBaHMe Smart (LoNOIHUTeNbHYI0 MHOOPMALMIO CM. B pa3gene CkaHupoBaHue Smart).

e MoC/1e OKOHYaHUSA CKAHMPOBAHMSA MPOBEPbLTE KOMNYECTBO NPOCKAHMPOBAHHbIX, 3aPAXKEHHbBIX N OYNLLEHHbIX GalioB
B KypHane.

Ecnn caiegyeT CKaHMpoBaTb TOJ/IbKO onpede/sieHHYK 4acTb AUCKA, Bbl6epI/ITE BapuaHT Bb|60pquoe CKaHupoBaHue 1
YKaXute 06beKThI, KOTOpble HY>XHO CKaHMPOBATb Ha npegMeT Haln4nsa BUpyCoB.

4.1.2 CbeMHble HOCUTeNun

ESET Endpoint Antivirus obecneynsaeT aBTOMATMYECKOE CKAHMPOBaHME CbeMHbIX HocuTenem (KoMnakT- n DVD-
anckoB, USB-ycTponcTB U T. n.). JaHHbIN MOAY b MO3BOASET CKAHMPOBATb MOAK/IOYEHHbIV HOCUTENb. OTO MOXET
6bITb YyAOOHO, eIV AAMUHUCTPATOP KOMMbIOTEPA XO4eT NpefoTBPaTUTb NOAK/TOYEHNE NO/1b30BaATENSAMU CbeMHbIX
HOCUTENEeN C HeXxenaTeNbHbIM COAEPXXMMBbIM.

[LeicTBure, NnpegnNpMHUMAEMOe Nocsie NoAK/I0UYEHUA BHELWHUX YCTPOMCTB BbIGOP AeMCTBUA, KOTopoe 6yaeT Mo
YMOTYAHWIO BbIMOTHATLCA NOC/Ie MOAK/IOYEHNS K KOMMbOTEPY CbeMHOr0 HocuTens (KoMnakT- uan DVD-aucka, USB-
yCTponcTBa). ECnv Bbi6paH BapnaHT MokasaTb NapamMeTpbl CKAHUPOBAHUSA, Ha SKpaH 6yaeT BblBEAEHO
yBeZlOM/IEHNE, B KOTOPOM MOXHO 6yAeT Bbi6paTb HY>KHOE AenCTBMe.

o CKkaHupoBaTb cenyac: byaeT BbIMOJIHEHO CKAHMPOBAHME Mo TPeboBaAHMIO NOAKTHOHYEHHOTO CbEMHOI0 HOCUTENS.

o CKaHupoBaTb Mo3Xe: He HyAeT BbIMOJIHEHO HUKAKUX AeNCTBUIA, 3 OKHO O6Hapy>XeHO HOBOe YCTPOMCTBO byeT
3aKpbITO.

e HacTtpoiika...: nepexof B pa3fen HaCTpOmMKM paboTbl CO CbeMHbIMU HOCUTE/TSIMMU.

O6HapyXeHO HOBOE YCTPOWCTED

USE Storage (F:\)
= CKaHWpoBaTh Ceivac
= CkaHWpoBaTe No3Ke

= Hactpoiika...

I:‘ Bcerga ncnons3ceate BeIGpaHHBIR BapHaHT

Kpome Toro, B ESET Endpoint Antivirus ecTb MOAY/b KOHTPO/S YyCTPONCTB, MO3BOJISIOLLMIA 334aBaTb NPaBMAa,
KOTOpble OrpaHN4YMBAIOT UCMOb30BAHME BHELLHMUX YCTPOWCTB Ha YKa3aHHOM KOMMbloTepe. [IonoNHUTEebHble
cBefleHra 06 3ToM MoAyJ/ie CM. B pasfesne KOHTPOab YCTPOUCTB.
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4.1.3 KOHTpOJIb YCTPOMCTB

ESET Endpoint Antivirus obecneynBaeT aBTOMaTM4YeCKoe ynpasaeHme yCTponcTBaMmum (komnakT- 1 DVD-guckamu,
USB-ycTponcTBaMu U T. n.). JaHHbIN MOAY/1b MO3BOISET CKAHMPOBATbL, 6/1IOKMPOBATb M U3MEHATb PaCLLUMPEHHbIe
OUNBbTPbI W paspeLleHns, a Talkoke BbiIbnpaThb, Kak No1b30BaTe/ib MOXET NOay4aTb AOCTYN K KOHKPETHOMY YCTPONCTBY
1 paboTaTb C HAM. DTO MOXXET 6bITb YAOOHO, eIV AAMUHUCTPATOP KOMMbIOTEPA XO4eT NpefoTBpaTUTb
NCMOJIb30BaHME YCTPOWCTB C HeXenaTenbHbIM COAEPXKXUMbIM.

MopaepXnBaemble BHELLHNE YCTPOMCTBA

e KomnakTt-ancku/DVD-guckn/gnckm Blu-ray
o USB-xpaHunwve

e YcTpouncTBo FireWire

e YCTPOMCTBO 06paboTKM M306paKeHNM

o USB-npuHTep

e Bluetooth-ycTpouncrso

e YCTPOWCTBO YTEHMS KapT

e Mogewm

e LPT/COM-nopT

MapaMeTpbl KOHTPOA YCTPOMCTB MOXKHO M3MEHUTb B pasaesne [L,onosHUTe/bHble HACTPOrKHU (F5) > KoHTponb
YCTPOMCTB.

ECn yCcTaHoBUTb Giaxkok MHTerpaumsa c cuctemon, To 6yeT akTUBMPOBaHa GYHKLMA KOHTPOIS YCTPOACTB B
cicTeme ESET Endpoint Antivirus. YTo6bl 3T0 M3MEHEHMEe NOAELACTBOBAN0, HEO6XOAMMO Nepe3arpy3nTb KOMMbIOTEP.
rocse BKIOYEHUA KOHTPO/A YCTPOMCTB akTUBMPYeTCa KHomnka KoHdurypupoeaTb npaBuaa..., KoTopas no3BonseT
OTKPbIBaTb OKHO PelakTop NpaBw/ /19 KOHTPOAA YCTPOWCTB.

ECn NofK/ItoYeHHOe BHeLLIHee YCTPOMCTBO ByAeT COOTBETCTBOBATb CyLLECTBYHOLLEMY NPaBUY,
npefycMaTtpuBatoLLeMy fencTBre BAOKMpOBaTb, TO B HUKHEM NPaBOM yry 6yaeT oTobpaxaTbcsi OKHO
yBeLOMJIeHNs, @ K YCTPOWCTBY He ByAeT NpefoCTaBNATbCA LOCTYM.

4.1.3.1 MpaBwuna KOHTPOJISAA YCTPOMCTB

B OKkHe PepgakTop NpaBu/ AJisl KOHTPOJISA YCTPOMCTB 0TOBPAXKAOTCA CyLLeCTBYOLMe NpaBmia. C ero NoMOLLbKO
MO>KHO KOHTPO/IMPOBATb BHELUHME YCTPOMCTBA, KOTOPbIE NO/b30BaTENM MOAK/IOUAKT K KOMMbIOTEPY.

® PegakTop Npasun ANA KOHTPONA yeTpoiicTe EI

Mo3BONAET 3aA3BaTh NPABMNa ANA KOHTPONA WCNONb30BAHWA YCTPOMCTE Ha YPOBHE CUCTEMBI, NONb30BATENA MW FPYNNG!
nonbsoBaTENel. MopALOK NPEBWUN COOTBETCTBYET WX MPUOPUTETY.

Brn... WA Tun OnucaHKe JAelicTene CepbesHoc fobasuTe

WsmeHuTE

Mpaeuno O... USB-xpaH... [powssogwTens:™ Mogene:™, Cepuwi... Bnokmposate Mone
2, I_ Mpasuno B... Blustooth-... MpowssoauTens:™ Mogens:™,Cepuii... YTeHue 1M 3a... Mone

KonuposaTe

¥aanuTe

B Havano
EBeepx

BHu3

Ll

« | 11l | b B KoHew

<?xml version="1.0" encoding="utf-8"? ><ESET> <RULE NAME="PZNED°D B_D»BI D2DpD- D"D°D-D D°D" =

[ (60,8 ] [ QOTHeHa

&

Bbl MOXeTe pa3peLlnTb UK 3a6/10KMPOBATb OMNpeie/ieHHble YCTPONCTBA 4151 KOHKPETHbIX MO/b30BaTeNnen Unm nx
rpynm, a TakXKe B COOTBETCTBUM C AOMNONHUTENbHBIMM NapaMeTpamMm, KOTOpble 334atTcsa B KOHOUrypaumm npasun. B
CNWCcKe NpaBWa NpeACTaB/eH psaj X ONUCaHUIA, HaNpUMep Ha3BaHMA U TUMbl BHELLHMX YCTPOWCTB, LeNCTBUS,
BbINOJIHSIEMble NMOC/1e UX MOAKTYEHNUS K KOMMBIOTEPY, @ TaloKe BHOCMMAs B XKypHaN Cepbe3HOCTb.

[ns ynpaeneHna NpaBuaoM UCNONb3ynTe KHOMKK Co3paTb Man U3MeHUTb. YT06bl CO34aTb MpaBuio C
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MCMONb30BaHMEM 3apaHee 334aHHbIX MapaMeTpoB U3 APYroro npasmia, HKMuUTe KHonky KonupoBatb. XML-CTpoKy,
KOTOpble 0TOBPaXKAKTCSH, €N LLEIKHYTb MPaBUI0, MOXHO CKOMMPOBAaTh B bydpep o6MeHa. Kpome TOro, OHM MOryT
NMOMOYb CUCTEMHbBIM AAMUHUCTPATOPaM 3KCMOPTUPOBATb UV MMMAOPTUPOBATbL 3T AAHHbIE, & TaKXKe UCMNOJ1b30BaTbh
nx, HanpumMep, B ESET Remote Administrator.

YT106bI BbIAENNUTb HECKObKO npaBun, WenkKHNTe X, yaep>xmeas Ha)XkaTom Knasmwy CTRL. 3ateM 1x MOXHO 6y,EI,ET
OAHOBPEMEHHO Yaa/INTb nmbo nepemMecTuUTb K Ha4any Uam KOHUY cnncka. ®nakok BKAKYeHO No3BOASET BKIHOYAUTb
WU OTKJTHOYUTb MPaBUI0. OTO MOXKET ObITb MONE3HO, eC/IN Bbl HE XOTUTE NMOJTHOCT bt VAanATb NpaBnno, 4YTO6bI
BOCMOJ1b30BaTbCA UM NO3Hee.

YnpaeneHne 0CHOBAHO Ha NMpaBmiax, KOTOpble 0TCOPTUPOBAHbI MO NMPUOPUTETY: Npasuia c 60/1ee BbICOKUM
NPpUYOPUTETOM HAxXo4NATCA B HaYane.

YT06bl OTKPbITb KOHTEKCTHOE MEHIO MPAaBMAA, LLENKHUTE ero MpaBo KHOMKOW MblLUK. B HEM A1 MpaBuia MOXHO
HaCTpPOUTb CTeneHb AeTanm3aumm (Cepbe3HOCTb) 3anmcen B >XKypHane. 3anmncm XXypHaia MOXHO MPOCMOTPEeTb B
rnaBHOM OkHe ESET Endpoint Antivirus B pa3gene Cnyxe6Hble nporpamMmsbl > @aiibl XXypHana.

4.1.3.2 lo6aBneHue NnpaBu KOHTPOJIS YCTPOMCTB

[MpaBwio KOHTpONA yCTpOl;ICTB onpepenser [encTBuMe, BbINMOHAEMOE npun nogkn4YeHNM K KOMMNbOTEPY yCTpOl;ICTB,
KOTOpble COOTBETCTBYIOT 3aJdHHbIM KPUTEPUAM.

@® Pepaxtop npasnn
Hma: Mpasuno Ge3 HasBaHuA BrnioveHo
Tun ycTpoiicTea: |UsBparmniue -
Mpasa: IEnomposaTb b ]
MpoMEB0AMTENR: J

Mogens: |

CepuiiHeli Homep: |

CrMcoK Nonb30BaTene: |

I oK ] [ OTmeHa ]

YTOObI YApoOCTUTb I/I,CI,EHTI/I(])I/IKaLI,l/HO npaswia, BBegnTte ero onmcaHne B rnosne Nmsa. YTo6bl BKIHOYUTb UM OTKTHOUUTb
npaBunno, yCraHoOBUTE NN CHUMUTEe ¢na>|<0|< BKJ/1HO4EHO. DTO MOXKET H6bITh MO1E3HO B TOM cny4dae, eC Bbl He XOTUTe
MONTHOCTbIO YAANATb NpaBUio.

TunycTponcTBa

B packpblBatoLLEeMcs MeHI0 BbibepuTe Tun BHeLWwHero ycrponctsa (USB/Bluetooth/FireWire u T. 4.). Tvnbl yCTPOWCTB
HaC1eaytoTCa OT ONepaunoHHOM CUCTeMbl. X MOXXHO MPOCMOTPETb C MOMOLLLIO ANUCHeTYepa yCTPOMCTB, B KOTOPOM
0TObpaXKaeTcs BCe NOAKIOHEHHOE K KOMMbIOTepy 060pyaoBaHuve. Tun ONTUYECKUW NPUBOA B 3TOM
PaCKpbIBAOLLEMCA MEHIO COOTBETCTBYET ONTUYECKMM HAKOMUTENAM AAHHbIX (HanpuMep, KOMNaKT- unmn DVD-
Anckam). K HakonuTensiM OTHOCATCS BHELUHWE ANCKN U TPAAULNOHHbBIE YCTPOUCTBA YTEHUS KAPT NaMsaTy,
NOAK/TOYEHHbIe Mo NPOoToKoy USB nnum FireWire. NMpumepamn yCTpomncTB 06paboTim M306pakeHn Cy>KaT CKaHepbl
1 Kamepbl. YCTPOMCTBA YTEHWUSI CMAPT-KapT NO3BOASOT YATATb KAPTbl CO BCTPOEHHbIMU MUKPOCXEMAMU, TaKMe KaK
SIM-KapTbl AN NAEHTUPUKALMOHHbIE KAPTOYKMN.

MpaBa

[locTyn K yCTPOMCTBAM, He NpeaHas3HayYeHHbIM /19 XPaHEeHUS AAHHbIX, MOXKHO TOJIbKO Pa3peLwunThb Uan
3a6/10KkMpOBaTh. HAaNpOTWB, NpaBuUaa A/15 YCTPOWCTB XPaHEHUS AAHHbIX MO3BONSAIOT BbIGPATh O4HO M3 YKA3aHHbIX
HWKe Npas.

e BAIOKMpOBaTDb: AOCTYN K YCTPOMCTBY 6yAeT 3a610KMPOBaH.
e Tonbko YTeHue: byeT pa3peLleHo TONbKO YTeHMe JaHHbIX C yCTPONCTBa.
e YTeHue u 3anuch: byaeT paspeLleH NoJHbIA JOCTYN K YCTPOMCTBY.

ObpaTnTe BHMMaHMe Ha TO, HYTO He A1 BCeX TUMOB YCTPOMCTB AOCTYMNeH NOHbIN CNWCOK NpaBs (AencTBuin). ECiv Ha
YCTPOWCTBE eCTb MeCTO AJ/19 XPAHEHUS AAHHbIX, BCe TPW AeNCTBUS ByayT AOCTYMHbI. ECM yCTPONCTBA He
npeAHasHa4veHbl A9 XPaHeHMA AAHHbIX, 4OCTYMHbI TOMbKO ABa AeNCTBUs (Hanpumep, Npaso TosbKo YTeHne
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HernpuUMeHnMO K Bluetooth-ycTponcTeam: A0CTYN K HUM MOXHO TOJIbKO Pa3pelunTb UK 3a6/10KMPOBATD).

Mpoyve napamMmeTpbl, C MOMOLLbK KOTOPbIX MOXHO TOYHO HAaCTpamBaTh N U3MEHATb NPaBUIa A9 KOHKPETHbIX
yCTPOWCTB. BCce NapameTpbl He 3aBUCAT OT perncrpa.

e MpoussoguTenb: GUAbTPALMS MO UMEHU UNU NAEHTUDUKATOPY NOCTABLUMKA.

e Mogenb: HaMMeHOBaHWe YCTPOMCTBA.

e CepUiHbIA HOMEp: Yy BHELLHMX YCTPOMCTB 06bIYHO eCTb CepuiHble HoMepa. Korga peyb naeTt o KomnakT- unu DVD-
ONCKE, TO 3TO CEePUMNHbBIN HOMEP KOHKPETHOI0 HOCUTENSA, @ He ANCKOBOAA KOMMNAKT-ANCKOB.

MNMpumevaHue. ECIM He yKa3aTb TP OMMUCAHHbIE Bbllle AeCKPUATOPA, TO NPaBuio ByAeT UTHOPMPOBATb UX NMPK
NpOBepKe yCTPONCTB.

Cosert. YT06bl y3HATb NapaMeTpbl YCTPOMCTBA, CO34aNTe pa3peLuarollee NpaBuao, COOTBETCTBYIOLLEE ero TUMy,
NOAKTHOYMTE YCTPOMCTBO K KOMMbIOTEPY, a 3aTeM MPOCMOTPUTE CBEAEHMS B XXYDHANE KOHTPOIA YCTPONCTB.

MpaBuiia MOXKHO HazHayaTb TO/IbKO /1S HEKOTOPbIX MOJIb30BaTeNeN UK UX Fpynm, 406ABNEHHbIX B CMUCOK
nosib3oBaTe/ien.

o ﬂOGaBVITbZ OTKpbIBaeTCa Ananorosoe okHO Tun o6beKkTa: No/b3oBaTENN U rpynnbl, B KOTOPOM MO>XHO Bbl6paTb
HY>KHbIX MO b30BaTenemn.
e YaanuThb: BbI6DaHHbIVI NnoNb30BaTE/1b YAANTAETCA U3 (DI/I}'I bTpa.

4.1.4 Cnctema npepoTBpalLeHUs BTOPXEHUN Ha y3en

CucTtema npeaoTBpaLleHUs BTOPXXEHUI Ha y3e/ 3aLUMLIAET OT BPeAOHOCHbIX MPOrpamMM M Apyroi HexkenaTebHom
aKTUBHOCTW, KOTOPbIE MbITAlOTCA OTPULIATEIbHO NOBANATL Ha 6€30MacHOCTb KOMMblOTEpa. B cucTeme
npeaoTBpaLleHMsa BTOPXKEHWI Ha yY3e/1 UCMO/b3YyeTCa PaclUMPEeHHbIN aHaM3 MOBeAeHNs B COYeTaHUM C
BO3MOXKHOCTAMU CETEBOWN GUNbTPALIMM MO 06HaPYXKeHWIO, 61arogapa Yemy OTCIeXMBaTCA 3anyLLUeHHbIe MPOoLIecchl,
dannbl 1 pasgens! peectpa. CUcTeMa npeaoTBpaLleHns BTOPXKEHN Ha Y3e1 CTOUT OTAENbHO OT 3alUMTbl halinoBom
CUCTEMbI B peXKMMe peasibHOro BpeMeHU U He ABNdeTcsa GanepBo/IOM; OHa OTCIEXMBAET TOTbKO MPOLIECcchl,
3anyLleHHble B ornepaLyoHHON cnucTeme.

CucTema NpefoTBpaLLEHNS BTOPXKEHWUIA Ha y3e/ AOCTYNHA B pasaene [LonoAHUTeNbHble HACTPOMKM (F5), OTKPbITh
KOTOPbI MOXHO Yepe3 MeHto KoMnbioTep > CMcTeMa NpefoTBpaLLeHns BTOP)KeHU Ha y3en. COCTOSHME CUCTEMD
NpefoTBPALLEHNS BTOPXKEHWUI HA y3e/ (BKTIOYEHA UM OTK/I0YeHa) 0TO6paXkaeTcs B r1aBHOM okHe ESET Endpoint
Antivirus, B 061acTv HacTpowka, B NpaBoi YacTu pasgena KomnbioTep.

MapameTpbl CUCTeMbl NPefOTBPALLEHNS BTOPXKEHMI HA y3e/ HaxoaaTCsl B pasaese JonoaHUTeNbHble HACTPOMKMU
(F5). ns gocTtyna K cMcTeme NpeAoTBpaLLeHns BTOPXKeHWI Ha y3en B ilepeBe pacluMpeHHbIX NapaMeTpos,
nocnenoBaTe/bHO Bbi6epuTe 31eMeHTbl KomnbioTep > CucTeMa NpepoTBpaLLeHMS BTOP)KEHUN Ha y3en.
CocCTosIHME CUCTeMbl MPefoTBPaLLEeHNS BTOPXKEHNI Ha y3en (BIJTHOYEeHa UK OTK/I04YeHa) 0TOBpaXkaeTcs B F1aBHOM
OKHe ESET Endpoint Antivirus, Ha naHenn HacTpomka, B NpaBoW YacTu paszgena «KommnbtoTepy.

MpepynpexaeHune. Vi3MeHeHVs B NapaMeTpbl CUCTEMbI NPeAOoTBPALLEHWS BTOPXXEHWUIA HA y3€e/ LOXKHbl BHOCUTb
TOJIbKO OMbITHbIE MO/1b30BaTENM.

B ESET Endpoint Antivirus eCTb BCTpOEHHAs TEXHOIOTMS CAaMO3aLUMTbI, KOTOpas He MO3BOISET BPEAOHOCHbIM
nporpaMmmam noBpeamnTb UK OTKAKOYUTb 3aLLNUTY OT BUPYCOB M LUMNMOHCKMX NporpaMmm, bnarogaps Yemy
nonb30oBaTeNb B IIO60M MOMEHT BPEMEHW MOXET ObITb YBEPEH B 3aLLMTE KOMMbOTEPA. VI3MeHeHMss napaMeTpoB
BKJIIOUNTb CUCTEMY NpeaoTBpaLLEeHNa BTOPXKEHUN Ha y3en 1 BkatounTb Self-defense BcTynatoT B cuny nocne
nepesanycka onepaunoHHom cuctembl Windows. NS OTKAOYEHUS CUCTeMbl Npep,oTBpaLLeHUA BTOPXXEHUM Ha y3en
B Lle/TOM TaloKe HY>KHO ByAeT nepesarpy3mtb KOMMbKOTEP.

DuUnbTpaLMIO MOXHO OCYLLECTBATL B OLHOM U3 OMUCAHHbLIX faslee YeTblpex peXxxmMMoB.

e ABTOMATU4YECKUN PeXUM C npaBuaamMmum: onepaunm BK1KOHEHbI 3a MCKTI0OYeHMeM npegBapuTesibHO 3a4aHHbIX
npaBw/l, KOTOPpble 3alNLLAKT KOMMNbIOTEP.

e MHTepaKTUBHbIV peXXUM: No/1b30BaTe/N0 ByAeT npeasiaratbca NoATBEPXKAaTb onepaumm.
e PeXXUM Ha OCHOBE NOJIMTUKMU: OrepaLmm 610KMPYHOTCS.

o PeXxum 0byuyeHus: onepawmm BKHOUEHbI, MpUYeM Nocie KaKA0M onepaumm co34aeTcs npaswio. Npaemna,
CO3[1aBaeMble B TAKOM PeXMMeE, MOXKHO NMPOCMOTPETb B paszesie PegakTop NpaBul, HO UX MPUOPUTET HIKE, YEM Y
npasw/i, CO34ABAEMbIX BPYYHYIO UM B aBTOMATUYECKOM pexkMMe. Mocie BbiI6opa BapmMaHTa Pexxmum obyyeHus
CTAHOBUTCS AOCTYMNHA GYHKLMA YBEAOMIATb 06 OKOHYAHMU pexxnmMa o6yueHns vyepes X gHel. Nocie OKOHYaHus
yKa3aHHOr 0 Nepuroaa BPEMEHM PEXUM 06yHEHMA BHOBb OTK/IOHAETCA. MakCmManbHas npoaoIKUTeNbHOCTb
nepuvoa BpemMeHu cocTaenseT 14 aHen. Mo 0KOHYaHWKM TAKOro Nepnoaa BpEMEHM Ha 3KpaH byAeT BbiBEAEHO
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BCM/1bIBAOLLIEE OKHO, B KOTOPOM MOXHO M3MEHUTb NpaBuia 1 Bbi6paTth ApYron pexmum duabTpaumm.

CucTema npeaoTBpaLleHMsa BTOPXKEHWIA Ha Y381 OTCIEXMBAET CO6bITUSA B ONEpPaLMOHHON CUCTEME U pearnpyeT Ha HKX
COOTBETCTBYIOLLIMM 06pa3oM Ha OCHOBE NMPaBW/l, KOTOPbIE aHANIOMMYHbI NMPpaBUIaM NepcoHanbHOro Ganepeona.
Bbi6epuTe KoHpUrypuposaTb NpaBuNa..., YTO6bl OTKPbITb OKHO YNpas/ieHMs NpaBuiamm CUCTeMbI
NpeaoTBpalleHMs BTOPXKEHWIN Ha y3e/. 34eCb MOXHO Bbl6MpaTh, CO3aBaTb, U3MEHATb MW yAaNATb NpaBua.

B cnepytollem npumepe byeT nokasaHo, Kak OrpaHmUymTb HeXkenaTebHOe NoBefeHe NpuiIoXKeHNN.

1. MpuceonTe NpaBmay UM 1 BbibepuTe BIOKMpOBaTh B pacKpblBaKOLLEMCS MeHI0 [lercTBue.

2. OTkpouTe BK1aaKy KoHeuHble npunoxeHus. OcTasbTe BKIaAKy McxopHble NpUAoXKeHUs NyCcTou, YTobbl HOBOe
NpaBWI0 NPUMEHSTOCh KO BCEM NMPUIOXKEHWNSAM, KOTOPbIE MbITAKTCA BbINOTHUTb JII06YI0 0nepaunio, BbIbpaHHyto B
cnmncke Onepauum, C NpUNOKEHUAMK, MPUCYTCTBYIOLWMMUN B CNUCKe HaA 3TUMU NPUNOKEHNAMMU.

3. BbibepuTe U3MeHUTb COCTOsIHME A,pyroro npuaoxXeHus (Bce onepawmm OnncaHbl B CipaBke K NPOAYKTY; HAKMUTE
KnasuLy F1 B NpeacTaBleHHOM HKe OKHE).

4. lo6aBbTe O4HO UM HECKOTbKO MPUIOXKEHUI, KOTOPbIEe C1efyeT 3almLLATb.

5. YcTaHoBUTe GNaXKOK YBeJoMUTb MoJib3oBaTeNs, YTO6bl M0/1b30BaTe b yBeAOMANCA O MPUMEHEHUM NPaBUA.

6. [lnd coxpaHeHWa HOBOTO rnpasuia HaXXMuTe KHomnky OK.

WMzmeHuTe npaenno

MpaBMna onpeaenAkT, KakiuM 06pasoM cucTema NpeaoTEPALLEHUA BTOPMHEHWIA Ha Y3EN NPMHMMEET PELLEHME O TOM, KaKIM NPUAOKEHWUAM
Pa3PEWEETCA MK BnokKMpyeToa AocTyn K BeiBpaHHEM daiinam, YacTaM peecTpa MnKM ApYTM NPUNOHEHNAM, TaKHKE MOMHO OCTEBWTL Boibop
AEACTBWA HE YCMOTDEHWE NONB30BaTENsA. Kawaoe NPaBuno CoCTOMT W3 YCNOBMWIA, NPK coBNoAEHMM KOTOPEIX NPEBKMN0 MPUMEHAETCA 1

BasoBan HACTpoika Apyrue napaMeTpol
MMt HEMpPWMED NPEBMNa [PEEMN0 SKTHEWPOBEHD
. Hypran
OedicTame: [3EI'I|JOCMTI:| v]

YEELOMWTE NONB30BATENA

| MexoaHBIE MPMACHEHMA | KioHeuHble daling | KoHEYHEIZ NPUAoHEHKA |KOHEHHI:|IE peecrp|

Hap smmia APANCKEHUAMIA

Onepalpm C :\Windowsﬁlorer.exe

[7] OTnamxa mpyroro NpunoxeHnA

[T] NepexsaTieats COBLITMA ADYTOro NPMAOKEHAA

[ 2aBepwnTs/MprocTaHoBMTE paBoTy ApYroro NPMIoKEHUA
[7] Zanycme HoBoE Npunoxene

MSMEHUTE COCTORHWE APYrorD MPMACKEHWA

4| m | 3

[[]Menonesosams ans scex onepatyi [ofaeuTs rpynmy... [ﬂSMEHHTb... ] [ Yaanums ]

[ QK ][ O1mena ]

Ecnu B KayecTBe AeNCTBMSA MO YMOTHaHWKO Bbl6paHO 3anpocuTb, Ha 3KpaH KavK bl pa3 BbIBOAUTCA AMANNOroBoOe OKHO.
OTO faeT NoJ/1b30BaTe/1t0 BO3MOXHOCTb 3aNpPeTUTb UM paspeLwimnTb onepaLuio. ECiv nonb3oBaTesb He BbI6MpaeT
LENCTBME B TEYEHME B TEYEHME onpeneneHHoro BpemMeHu, Bb|6mpaech HOBOE AENCTBME HA OCHOBE npaBun.
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Paspewnte 3Ty onepauuio?
- Cucrema NpeaoTEpaLleHna BTOD. KEHWA Ha y=en

Mpuaoxenne: CAWindows\explorer.exe
Onepauns: 3amycTUTE HOBOE NPUNCHKEHNE
Dbbext: CAWindows\System32\msiexec.exe

Pazpewmts
Mpunosxernto ByAeT pazpeLLEHD NPOARIKNTE 3TY
OMEPALNID WKW BEINOAHWTE JaHHOE JefCTBNE,

JanpetuTn
MprnosxeHnto He ByAeT paspeLLeHe NPoLOKNTE 3TY
OMEPALNID WKW BEINOAHWTE JaHHOE JefCTBNE,

|:| Co3gate npaBnno
[ BpemeHHO 33NoMHUTE 3TO AERCTEME 4NA A3HHOTO NPOLECca

b CKpEITE PaCIIMpeHHEIE NapaMETPE

Co3jate NpaBuno, JeACTENTENBHOE TONBKD Q1A 3TOMD NPHACHKEHNA

CDS,JJ,ETb npaenno, ,ﬂ,EﬁCTEMTEﬂbHDE TONBKD 4NA CNEpaUnK

[3EI'IYCI'HTI:- HOEOE MPUADHKEHNE v]

[[] Cozgare NpaBnno, JEACTENTENBHOE TONBKD ANA obbexTa

[C:\Wir|dows\System32\msiexec.exe v]

B 3TOM AManoroBoM OKHEe MOXHO CO34aBaTh MpaBwk/ia Ha OCHOBE /1t060ro HOBOrO AENCTBUA, 06HAPYKEHHOTO
CUCTEeMOV NpefoTBPaLLEHNS BTOPXKEHN Ha y3e/1, a 3aTeM onpeaenaTb YC10BUS, B COOTBETCTBMM C KOTOPbIMW AAHHOE
[lencTBKre 6yaeT pa3peLleHo UK 3anpeLleHo. KoHKpeTHble napaMeTpbl MOXKHO 0To6pasnTh, Haxas MNMokasaTb
napametpbl. lpaBunia, co3gaBaemMble TakUM CNoCo60M, CHNTAKTCA paBHO3HAYHbIMM CO3JaHHbIM BPYUHYO MpaBuiaMm,
Mo3TOMY NMpaBwWIo, CO34aHHOE B AMaTOrOBOM OKHE, MOXET 6biTb MeHee NoAPO6HbIM, YeM NPaBUIo, KOTOPOe
BbI3Ba/10 MOSAB/EHME TAKOr0 AMa/IOr0BOro OKHa. TO 3HAYMT, YTO NOC/e CO3AaHNsA Takoro npasmia 3Ta »ke onepaums
MOXKET BbI3BaTb MOSB/IEHNE TAKOTO XKe OKHA.

MapameTp BpeMeHHO 3anoMHUTb 3TO AEeNCTBUE A8 AAHHOMO NpoLecca NpuBOAUT K UCMOb30BaHMIO AENCTBUSA (
PaspelwunTb/3anpeTuTb) 40 TeX Nop, Noka He 6yayT M3MeHeHbl MpaBuaa Uan pexmM GuabTpaLmmn, 06HOBEH MOAY /b
CMUCTeMbl NPefoTBPALLEHNS BTOPXKEHWIA HA Y3e/ UM He nepesanylieHa cuctema. Nocie npuMeHeHns Kakoro-1meo ns
3TUX TPeX AENCTBUI BpDEMEHHbIE NpaBuna 6yayT yAaneHbl.
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4.2 VNHTepHeT n 3N1eKTpOoHHada noyra

KoHdurypaums MIHTepHeTa 1 31eKTPOHHOM MOYTbl 4OCTYMNHA B 06/1acTV HacTporka, KoTopas NosBAsSeTCa Npu
Ha)kaTum 3aronoska MHTepHeT 1 3/1eKTpoHHasA noyTa. B 3ToM OKHe npefocTaBnseTcsd 4OCTY N K AOMOMHUTeIbHbIM
napameTpam nporpamMmmbl.

@ ESET Endpoint Antivirus = EoE =

ESET ENDPOINT ANTIVIRUS

4 Hactpoiika * VIHTEpHET W 3NEKTPOHHAA NOYTA

COCTOAHWE 33LUNThI
MHTepHeT W 3NEKTPOHHaA nouTta

CKaHWpOEaHue MK

. 3awwmTa goctyna B MuTepHer (i) + BrnroueHa
OBHoBNEHNE B Orcnroumme
HactpouTe...
Hacrpoiika 33LMTa NOYTOBOrD KAWEHTA (i) + BintoueHa
'@ OTnmunTe
CnyxefHele Nporpammel Hactpoute...

CNpaeka 1 NoALepIKKa

QX H@ O R

MoakntoyeHme K MIHTepHeTy CcTano cTaHAapTHOM GyHKLMEN NepCoOHabHOro KoMMbtoTepa. K coxkaneHuto, IHTepHeT
TaloKe CTan M OCHOBHOWM Cpeflo pacnpOCTPaHEHNS 3/T0HAMEPEHHOr0 KoAa. 10 3TOn NpUYMHEe NMPUHLUMNANBHO BAXKHO
yaenutb 0coboe BHMMaHVe 3awmuTe aoctyna B MUHTepHeT.

3awmTa NoYTOBOro KJamMeHTa obecneymBaeT KOHTPO/b 06MeHa AaHHbIMK N0 npoTokosiam POP3 n IMAP. Mpu
MNCMOJIb30BAHUN MOAKAKOHYAEMOr0 MOAY /IS N1 MOYTOBOrO KAmeHTa ESET Endpoint Antivirus no3sonset
KOHTPOAMPOBATb BeCb 06MeH AaHHbIMW, OCYLLECTBASIEMbIA NOYTOBLIM KMEHTOM (Mo npoTtokonam POP3, MAPI,
IMAP, HTTP).

OTKOUYNUTb: OTKJTHOYEHVE 3aLLUThI NHTepHeTa n :-)HEI(TDOHHOIZ MOYThI A1 MOYTOBbLIX KTUEHTOB.

HacTpouTb...: Nepexo K paclimpeHHbIM napameTpam 3aLmTbl MHTepHeTa v 3}'IeI(TpOHHOPI NoYThl .
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4.2.1 3awmuTta gocryna s NHTepHeT

MoakntoyeHme K IHTepHeTy CcTano ctaHAapTHOM GyHKLMEN NepCcoHanbHOro KoMnbioTepa. K coxkaneHuto, IHTepHeT
Takoke CTan M OCHOBHOM CpeAor pacnpoCTPpaHeH s 3/10HAMepeHHOro Koaa. 3awmra goctyna B MiHTepHeT paboTaer
nyTeMm OTCIeXNBAHUSA COeAMHEHNN MeXay Beb-bpay3epamu 1 yaaneHHbIMY CepBepamMm B COOTBETCTBUM C MPaBMIaMu
npotokonoB HTTP n HTTPS.

TepMUH «DULLIMHM 0603HAYaeT NPeCTynHY0 AeATebHOCTb, B paAMKax KOTOPOW MCNOb3YIOTCA MEeTOAbI COLMANIbHOM
NHXXeHepun (MaHMMyAMpPOBaHMe NoMb30BaTeNeM, HanpaBaeHHOEe Ha NoyYeHne KOHOUAEHLMANbHON MHPOPMALLUN).
JlononHuTeNbHble CBeAeHNS O Hel CM. B rnoccapun. ESET Endpoint Antivirus o6ecneumBaeT 3alUmMTy OT GULLKNHIA:
BeO-CTpaHuLbl, KOTOPbIe 3aBeA0MO COAEp>KAT NOA06HbIe MaTepumansl, Bceraa 610KMpyroTCS.

(F= |
oy

E=3 EoH 5
@ g, P - B0 X | @ ment-ESET Endpointansi. % || fal 18 85

ESET Endpoint Antivirus

A Joctyn sanpeweH!

MoapobHocTi:
Beb-crpaHuua:

Komuerapui:  ESET Endpoint Antivirus 2a6nokwpoean goctyn k eeb-cTpaHMue. CTpaHuua
HaXOAMTCA B CNWCKe BG-CAlTOR C MOTEHUWANEHO ONACHEIM COASPXUMEIM.,

Bef-cawt ESET

Mbl HaCTOATE/IbHO peKOMeHAYeM BKHUYUTb 3aLlLmTy A0CTyna B VIHTepHeT . 9TO MOXKHO cenath B rnaBHOM okHe ESET
Endpoint Antivirus, nepenas B pazgen Hactpowka > UHTepHeT 1 3/1eKTPOHHAasa noyTa > 3auumTa Joctyna B
NHTepHerT.

4.2.1.1 HTTP, HTTPs

Mo ymonyanuo nporpamma ESET Endpoint Antivirus CKOHGUIrypmpoBaHa Ha UCMOb30BaHMe CTaHAAPTOB
60nbLWMHCTBA Beb-6pay3epoB. O4HAKO NapaMeTpbl MOAYAS CKAHMPOBAHUS HTTP MOXXHO U3MEHUTb B pasgene
[ononHuTenbHble HACTPOMKM (F5) > MHTEPHET U 3/1IeKTPOHHAasa no4Tta > 3awuTa goctyna B UHTepHet > HTTP,
HTTPS. B rnaBHOM OkHe @uabTp HTTP MOXXHO yCTaHOBUTb UK CHATb koK BkaounTb nposepky HTTP. Taioke
MO>XHO yKa3aTb HOMepa NOpTOB, UCMOJIb3yeMblX A4/ Nepefadm AaHHbIX 1Mo npoTtokony HTTP. o ymondaHuio
npeABapuTenbHO 3aaaHbl HoMepa nopTos 80 (HTTP), 8080 m 3128 (Npokcu-cepsep).

ESET Endpoint Antivirus Takxxe noAnep>XnBaeT NpoBepky NpoTokoaa HTTPS. B 3TOM Tune coeAnHeHUs A9 nepeaayn
NHbOpMaLMM MeXAY CepBEPOM U KIMEHTOM MUCMOb3yeTcs 3amndpoBaHHbiv KaHan. ESET Endpoint Antivirus
npoBepseT COeAMHEHMS, NCNONb3yoLwme MeToabl WidpoBaHnsa SSL n TLS. Mposepka HTTPS MOXeT BbINONHATLCA B
C1efyoLLNX PeXMMAX.

He npoBepsaTb npoTokoa HTTPS: 3aimdpoBaHHble COeANHEHNS He ByayT NPpOBepATHLCS.

MpoBepATb NnpoTokoa HTTPS Ha yKa3saHHbIX NOpTax: COeAVHEeHWS Mo NpoToKony HTTPS npoBepsAoTCs TO/IbKO Ha
nopTax, ykasaHHbix B napameTtpe MopTbl, Ucnosb3lyembie npoTtokoaom HTTPS.

MposepAaTb NpoToKos HTTPS Ha yKasaHHbIX MOpTaXx: NpOBepArTCS TOIbKO NPUIOXKEHNS, YKa3aHHble B pasaene
Beb6-6pay3epbl 1 UCMOb3yIOLWMeE NOPThI, MepevncieHHble B napameTtpe MopTbl, MCnosib3yemble npotokoaom HTTPS.
Mo ymon4aHuio 3aaaH nopt 443.

3awmndpoBaHHble cOeanHeHNs He ByayT CKaHMPOBATbCSA. YTOObI BK/TIOYUTb CKAHMPOBaHMeE 3alMPPOBAHHbIX
COeMHEHU N MPOCMOTPETb HACTPOMKN MOAY/S CKAHUPOBAHMS, HAXXMUTe MNpoBepka NpoTokosa SSL B pasgene
«1o0NONHUTENbHbIe HACTPONKMY (MHTEpHET 1 3/1IeKTPOHHas no4ta > ®uabTpaums NPOoTOKOJ0B > SSL) 1 yCTaHOBUTe
dnaxkok Bcerga ckaHmpoBaTb NPOTOKOA SSL.
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@® ESET Endpoint Antivirus

AononHnTeneHele HACTPONKH

[+ KomneioTep ®uneTp HTTP

- VHTEpHET 1 3NEKTPOHHEA No4Ta HacTpolika MOgynA CKaHWpoBaHUA HTTP

3alMTE NOYTOBOMD KIMEHTE

E| 3awnTa AocTyna B MHTepreT

: ¥Yrpaenerne URL-anpecami 80, 8080, 3128
DUNETPALWSA NPOTOKONOE

MCHAM4EHHEIS MPMAOMEHIA HacTpoiika MoAYNA CKaHWpoBaHWA HTTPS

WorkmoqenHeie IP-agpeca

[k~ 5L

(- OfHosneHue

-3 CnykefHeie nporpatis! (@) MposepsTh NpoToken HTTPS Ha yKasaHHLIX NopTax

- HTepdenc

BrntouuTE NpoBepky npoTokona HTTP

MopTel, MCNonesyeMBIE NpoTokonoM HTTP (4epes zanaTywo):

Pesiam nsTpaLwn HTTPS
() He NpoBepATL NpoTokon HTTPS

MopThl, MCNoNb3YEMEIE NpoToKanoM HTTPS:

3

[ '@'DI{ ][ OTHEHS ][I‘Iowonuano

4.2.1.1.1 AKTUBHbIN peXuMm ans Be6-6paysepoB

B ESET Endpoint Antivirus Taikoke eCTb NogMeHt0 AKTUBHbIN PEXUM, KOTOPOe onpeaenseT pexxnm nposepku aas Bed-
bpaysepos.

AKTUBHbBIN PeXUM NosieseH, NOCKObKy NPOBepSeT AaHHble, KOTOPble NepefatoTcs 0bpallarmMmcs K MHTepHeTy
NPUNOXKEHUSAMMN, B LLe/IOM BHE 3aBUCMMOCTM OT TOTO, MOMeYeHbl Takme NpunoXKeHns kak Be6-6paysepbl nin Het
(nononHUTeNbHble CBeAEHNS CM. B pasfene KAneHTbl MIHTepHEeTa U 31eKTPDOHHOW MOYTbI). EC/IM OH OTK/IHOYEH,
OCYLLECTBASIEMbIV MPUNOXKEHUAMN 0OMEH AAHHBIMU KOHTPOIMPYETCS B MAKETHOM PeXmnmMe. ITO CHMdKaeT

3G EdEKTUBHOCTb NpoLecca NPOBepKM AAHHbIX, HO MPY 3TOM 06ecrneyrBaeT Ny4LLy COBMECTUMOCTb A1
nepeyncieHHbIX NPUAOXKEHUA. ECIV NPy UCNONb30BaHUU QYHKLMM He BO3HMKAET Npobiem, pekoMeHayeTcs
BK/THOYUTb aKTUBHbIN PEXKMM MPOBEPKM, YCTAHOBUB PIXKOK PAAOM C HY>KHbIM MPUIOXKEHMEM. AKTUBHbIA PEXNM
paboTaeT onmcaHHbIM HWKe 06pasom. Korga Haxoasleecs nog HabatogeHremM NpunoXKeHme 3arpy>aeT AaHHble, TO
OHU CHayvasia COXPaHATCA BO BpeMeHHOM darne, co3gaHHoM ESET Endpoint Antivirus. B 3To BpemMs AaHHbIe
HeLOCTYMHbI TAKOMY MPUIOXKEHUIO. INoc1e OKOHYaHWSA 3arpy3Km aHHble MPOoBepsATCA Ha HaluYKMe 3/T0HaMepPeHHOro
Koaa. Ecim He 06Hapy>XeHO 3apaxkeHure, faHHble OTNPAB/ISIOTCA B UCXO4HOE NPUIOXKEHWe. DTOT npoLecc
obecneymBaeT NOJIHbIM KOHTPOIb HAaJ COEANHEHNSIMMN, OCYLLECT BASEMbIMU HAXOAALWMMCA N0 HabntoaeHnem
NpUI0OXeHMeM. B MacCMBHOM pexnMe JaHHble Cpasy nepefaroTcs 3anpocuBLUeMY UX MPUIOXKEHWMIO, YTO6bI n3bexaTtb
3afepxex.

4.2.1.2 YnpasneHue URL-agpecamu

B pasgene ynpaeneHms URL-agpecamum MOXKHO 3apaBaTtb HTTP-agpeca, KoTopble 6yayT 6/10KMpOBaThCs, pa3peLuarbes
NIV UCKTOYATbCSA 13 NpoBepku. KHonkmn Jo6aBuTb, MUsMeHUTb, YAAAUTbL 1 DKCMOPT NO3BONSAIOT YNPaB/ISATb
CNncKamu agpecoB. Beb-canTbl 13 cnmcka 3a610KMPOBAHHbBIX ByAyT HEAOCTYMHbI. Be6-canTbl 13 CNNCKA MCKITHOYEHHbIX
a[lpecoB 3arpy>atTcsa 6e3 NnpoBepKkM Ha BpeAOHOCHbIM KOA,. ECnm BbIGpaTh BApMaHT PaspewmnTb 4,0CTYN TObKO A5
URL-appecoB 3 cnmcka paspeLleHHbIX aapecos, byayT 4OCTYMHbI TO/IbKO aapeca U3 CNMcKa pa3peLlleHHblX, a
ocTanbHble HTTP-agpeca 6yayT 3a6/10KMPOBaHbI.

Ecnn pobasutb URL-agpec B CNNCOK afpecos, A/ KOTOPbIX OTKJ/Il0YeHO GpuibTpoBaHue, 3TOT agpec byaet
NCKTHOYEH M3 CKAHWMPOBAHMA. Takke MOXHO paspeLuatb nan 610KMpOoBaTb OnpeaeneHHble agpeca, 406aBnsasa nx
COOTBETCTBEHHO B CMMCOK pa3peLleHHbIX aapecoB 1av B CNMCOK 3a6/10KMPOBaHHbIX af,pecoB. Mocie HaxXaTus
KHOMKN CAUCKM... HA 3KpaH byaeT BbiBeAeHO OKHO Cnuckn HTTP-agpecos m WwabnoHoB, rae MoXHO [,o06aBUTb 1N
Ypanutb cnnckmn agpecos. ng gobasnerHne URL-agpecos HTTPS B CNCOK A0O/KEH BbITb aKTMBMPOBAH NapaMeTp
Bcerpa ckaHMpoBaTb NpoTOKOA SSL.

Bo BCex Crmckax MOXKHO MCMNO/b30BaTh CMMBO/IbI WIAGIOHA «*» (3B€34,04Ka) U «?» (BOMPOCUTE/NbHbIN 3HAK). CUMBO
3Be304KM1 0603HAYaET 0BV NOCIe0BaATE/IbHOCTL CUMBOJIOB, @ BONPOCUTE/TbHbIN 3HAK — /10601 CUMBOI.
PaboTaTb C COAEPXKMMbIM CMMCKA UCK/TIOYEHHbIX afipeCOB CieflyeT 0CO6EeHHO akkypaTHO, Tak Kak OH [0/1XKeH
coaepaTb TONbKO AOBEpPEHHbIe 1 6e30nacHble aapeca. TOYHO Tak e HY>KHO y6eauTbcs B TOM, 4TO CMMBO/IbI
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WwabnoHa B 3TOM CMMCKe UCMOb3YOTCA NPaBUIbHO. YTO6bl aKTUBMPOBATb CMUCOK, YCTaHOBUTE haakok CIMCOK
AKTUBM3UPOBaAH. [1/19 NOyYeHNs yBEAOMIEHWI NPK 3arpy3Ke afpeca 13 TeKyLLero Crmncka yctaHoBuTe Gaaxok
YBeAoMIATb NpU COBNAaAeHUM aapeca C WwabIoHOM U3 CrncKa.

@ ESET Endpoint Antivirus

AdononHnTensHele HaCTPONKH

(-l KoMnbtoTep ¥Ynpasnenue URL-aapecami
El' VHTEPHET W SNEKTPOHHAA NoYTa C nomolubro crvckoB URL-aapecos W wabnoHoB MoXHO yKa3aTk, Kakve agpeca GyayTt
- 38WMTa NOYTOBOr0 KIMEHTA BNoKMPOBATLCA, KaKME PE3PELLEHE], @ Kakie He ByayT npoBepATLCA. OTAENLHEIE CMCKK
: CrPYNMNMPOEaHE! NO THMEM,
=] SawuTa focTyna B MHTepHeT Pynnpal
¢ E-E HTTR, HTTPS [CI'IMCOK AAPECOE, ANA KOTOPBIX OTKMKDYEHD b TPOBSHWE v] [ Crma, ..
-] AKTHBHBIA PEHIM
¥rpasneHue URL-agpecamy [T Paspewmts nocTyn Tonsko ans URL-3Apecos U3 WCKA paspelleHHiIX 3Apecos
E| PUNLTPaLMA NPOTOKONOB Cnvcok aapecos

MICKAHYEHHEIE MPMAoHKEHUA
: WanioyenHsie IP-anpeca
S == |
[ OBHoBneHWe *d?main.com=
% CmykefHbe NporpaMisl
[+ MHTepdeic

D YBeAoMNATE NpM COBNaAEHKWA aapeca C WaBnoHoM 13

CrWCoK aKTHBWM3MPOBaH i

NobaenTe. .. |V] [ MzMeHMTE... ] [ Yoanute |VH SKCNOPT... ]

[ I@'OI{ ][ OTMeHa ][I‘Io wo.nl-laﬂmo]

[006aBuThb.../U3 panna: no3sonseT 406aBUTb aApec B CMUCOK BPYYHYIO (J,o6aBUTb) UK 13 Garna B TEKCTOBOM
dopmaTe (U3 panna). BapnaHT U3 panna Takke no3BonseT ob6aBUTb HECKOIbKO URL-aapecoB/mMacok 13
TekcToBoro danna.

N3MEeHMUTb...: MO3BONSAET BPYYHYIO M3MEHATb afipeca, Hanpumep, 106aBAAd CUMBOTbI MACku («*» U «?»).

Ypanutb/YaannTb BCe: HAKMUTE KHOMKY YAAMNTb, YTOObI yAANUTb U3 CNICKA BblAENEHHbIN agpec. a9 yaaneHus
BCEX aZLpeCcoB HAXXMWUTE KHOMKY YAanuTb Bce.

DKCMOPT.... a4peca U3 TeKYLLEro Crncka COXPaHATCA B MPOCTOM TeKCTOBbIN hani.

4.2.2 3aWmMTa novYtoBOro KJineHTa

3amTa 31eKTPOHHOW MNoYTbl 06ecrnevmBaeT KOHTPOJ/b 6€30MacHOCTM 06MeHa AaHHbIMY N0 NpoTokonam POP3 u
IMAP. Mpu ncnonb3oBaHUM NOAKIO4aeMoro Moay s ana Microsoft Outlook n Apyrmx no4ToBbIX KAMEHTOB ESET
Endpoint Antivirus n0o3Bo/IgeT KOHTPO/MPOBATb BECb OOMEH AaHHbIMM, OCYLLECTBASEeMbIV MOYTOBbIM KIVMEHTOM (M0
npotokonam POP3, MAPI, IMAP, HTTP). Mpn npoBepke BXOASLLMX COOOLLEHNX NpOorpamMmMa UCnob3yeT Bce
COBpPeMeHHble MeTObl CKAHMPOBaHMS, obecrneyrBaemble MOAY/1EM CKaHUMPOBaHKSA ThreatSense. 3To no3BosseT
06bHapy>k1BaTb BpeOHOCHbIE MpOrpamMmbl AaXKe A0 TOro, Kak aHHble 0 HUX NONafatoT B 6a3y AaHHbIX CUTHATYP
BMPYCOoB. CKaHNPOBaHMe coefMHeHNn No NpoTokoaam POP3 1 IMAP He 3aBUCUT OT UCMO/Ib3yeMOro MOYTOBOIO
K/IMeHTa.

MapameTpbl Aas 3TON GYHKLMW HACTpanBatoTCA B pasaesie [LonoJHUTE/IbHblE HACTPOMKU > UHTEPHET 1
3/IeKTPOHHAadA NoYTa > 3alMTa NOYTOBOro KJIMeHTa.

HacTpoiika napameTrpoB Mmogynsa ThreatSense: pacluMpeHHas HacTponKa MOy18 CKAHUPOBAHWNA A4 3aLLUTbI OT
BUPYCOB, KOTOPas No3Bo/ifAeT KOHOUIYPUPOBaTb 06bEKTbI CKAHMPOBAHMS, METObl 06HAPYXKEHNA U T. . HAKMUTE
KHOMKY HacTpoWmKa..., YTO6bl BbIBECTM HA 3KpaH OKHO MOAPO6HOM HACTPOMKM MOAY NS CKAHMPOBaHMS.

Mocsie NpoBEPKM K COOBLLEHMIO 3N1EKTPOHHOM MOYThI MOXEeT ObITb MPUKPENIeHO yBeAOMIEeHME C pe3ybTaTaMmu
CKaHMPOBaHWS. MOXHO BbI6paTb BapuaHT Jo6aBsieHUe yBef0oMIEHUN K NOJIy4EeHHbIM U MPOYUTAHHbBIM
coobueHnam, a Taioke lo6aBneHne yBeaoMIeHUM K OTNpaB/IeHHbIM CO06LeHnAM. Ha Takme obaB/eHHble
yBeAOMJIeHNS HeMlb35 M0NaraTbCs MOMHOCTbIO, MOCKOJIbKY OHW MOTYT 3aTepsATbCS B UJTOXKHbIX COO6LLEHMAX B popmaTte
HTML nnu 6biTb chpabprKoBaHbl HEKOTOPbIMU BUPYCAMW. YBELOMIEHNSA MOTYT 6bITb 06aBNEHbI K BXOAALLMM U
NPOYNTAHHBIM COOBLLEHNSAM NN K UCXOAALLMM COOBLLEHMAM (MU N K TEM, 1 K APYrM). JOCTyMNHbI C1eaytoLlme
BapWaHTbI.
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e Hukorga: ysegomMmaeHnsa He byayT 406aBnaTbCa BOOGLIE.

e TONbKO ANA NHPULLMPOBAHHbIX COO6LLEHNIA: BYAYT OTMeYeHbI TO/IbKO COOBLLEHMS, COAEPIKALLME 3/TOHAMEPEHHbIEe
nporpamMmmbl (MO YMOTHAHWIO).

e BO BCe NpOCKaHMPOBaHHbIe COOBLLEHMSA 3/IEKTPOHHOM NMOYTbI: NporpamMmMa byaet 406aBNSTb YBEAOMIEHMS KO
BCEM MPOCKAHMPOBAHHbIM COOBLLEHMAM 3/1EKTPOHHOM NOYTbI.

[No6aBneHne NnpuMeyaHUM B rMoJjie TeMbl MOJTYHEHHbIX U MPOYUTAHHbIX 3aPaXK€HHbIX COOBLLLEHUI: YCTaHOBUTE 3TOT
dNAKOK, eI 3aLLMTOM 3/1IeKTPOHHOM NOYT bl A0/IKHbI 406aBAATLCA MpeAynpexaeHns 0 BUpycax B TEMY 3apaXKeHHbIX
CO06LeHM. DTa GYHKLMS MO3BOSET OCYLLECTBAATL NPOCTYO GUAbTPALMIO 3apaXKEHHbIX COOBLLEHWI MO TeMe (ecu
NoALep>KMBAETCSA MOYTOBbIM KIMEHTOM). Tak)Ke OHA MOBbILLAET YPOBEeHb AOBEepUs A5 NoayyaTens, a B aiyyae
06HapY>KEHMSA 3apaKEeHNS NPeAOCTaBASeT BAXKHYI0 MHGOPMALMIO 06 YPOBHE yrpo3bl 415 KOHKPETHOIO CO0bLLEeHNS
WM OTNpaBUTeNs.

LLia6noH pobaBneHns K TeMe 3apaXkeHHbIX MUCeM: 3TOT LWABOH MOXHO U3MEHUTb, eC/TU HY)KHO OTPeAakT1UpoBaTb
dopmat npedukca, 4,OH6aABNAEMOro KO BCEM 3apaXXeHHbIM COObLLEHNAM. OTa YHKLUMA 3aMEHUT TeMy CO0bLLeHMS
Hello npv 3agaHHOM 3HavYeHun npedukca [virus] Ha Takown popmart: [virus] Hello. MepemerHHaa %VIRUSNAME%
npeAcTaBnseT O6HAPY>KEHHYIO yrpo3y.

4.2.2.1 ®unbTp POP3, POP3S

POP3 — cambli pacrnpoCTpaHEHHbIW MPOTOKOJ1, UCMOb3yeMbIW A1 NONYYEHUS 3/IeKTPOHHOM MOYTbI B MOYTOBbIX
knmeHTax. ESET Endpoint Antivirus obecnedmBaeT 3aWuTy 3TOFO NPOTOKO/1A BHE 3aBUCMMOCTW OT UCMOb3YEMOTO
MOYTOBOIO KAMEHTA.

Moy b 3amMTbl, 06ecneymBaoWmii 3Ty GYHKLUMIO, aBTOMATUYECKU UHULMMPYETCA NMPY 3anyCke onepawLyoHHOM
CUCTEMbI M OCTAETCA akTVBHbIM B ONMEepaTMBHOM NaMaTK. /19 HOpMasibHOW paboTbl MO8 y6eanTech B TOM, YTO OH
BK/ItOYeH. MpoBepka npoTokosia POP3 ocyLlecTBnseTca aBToMaTnyieckm 6e3 HeobXoAMMOCTU B KAKOW-TN60
[LOMONHUTEIbHOM HACTPOIKE KOHKPETHOMO MOYTOBOIO KAMEHTA. [0 YMOMYaHWIO CKaHNPYOTCA BCE COBANHEHNS MO
nopTy 110, 0AHAKO NP1 HEO6XOAUMOCTU MOTYT 6bITb A06ABAEHBI U APYrMe NOPTbl. HOMepa MopTOB cieayeT
pasaensTb 3anaTbIMU.

3alWndpoBaHHbIE COEANHEHNSA HEe ByAYT CKAHMPOBATbLCA. YTO6bI BK/IOUYUTb CKAHMPOBaHME 3aWMPPOBAHHbIX
COeAVHEHWI N MPOCMOTPETb HACTPOWKN MOAY NS CKAHUMPOBaHMSA, HAXXMUTE [TpoBepka NpoTokona SSL B pasaene
«[JONONHUTENbHbIE HACTPOMKIMY (MHTEPHET M 3/1IeKTPOHHasA no4ta > GuabTpauusa NpoToKoIoB > SSL) 1 ycTaHOBUTE
dnaxkok Bcerga ckaHMpoBaTb NPOTOKOAN SSL.

@ ESET Endpoint Antivirus

AononHntensHble HACTPOWKKN

-l KoMnbloTep Moayne akaHupoBaHua POP3/POP3S
E|. WHTEpHET 1 3NeKTPOHHEA NoYTa HacTpoiika Moayns ckaHupoBanus POP3

=~ 3awmTa no4Tos0ro KNMeHTa
: MHTErpawA C NoYTOBEIM KAMEHT(
MoHTOBbIE KIMEHTHI

BRAMYMTE MPOEEPKY MHCEM
MopThl, MCNonL3YEMEle NpaTokonoM POP3 (4epes sanaTywo):

POP3, POP3S 110

IMAP, IMAPS
-5 3aWmMTa AocTyna & MHTepHeT HacTpoiika MogynA ckaHupoBaHna POP3S
B

PUNETPaLMA MPOTOKONOE
----- MICKAHYEHHEIE MPMAoHKEHUA
----- WernrodyeHHee IP-agpeca

Pexum dmneTpawm POP35
() He nposepATE NpoTokon POP3S

- S5L (@) MpoBepATE NPoToKoA POP3S Ha YKasaHHsIX NopTax
[ OBroBneHWe
-3 CrmywebHele nporpamMsl Wcnonesyemsie npoTokonom POP3S nopTel:
(-8 MHTepdeic
pbe 995
4 n F
[ '@OI{ ] [ OTMeHa ] [I'Io YMOMHEHUID

B 3TOM pasgene MOXHO KOHPUIypUpoBaTb NpoBepKy NpoTokosioB POP3 1 POP3S.

BK/IIOYNTb NPOBEPKY MUCEM: MPU BIVTIOYEHWW 3TOM0 NapamMeTpa Becb Tpaduk, MpoxXoasiumm no npotokony POP3,
npoBepseTcsd Ha NpeaMeT HaIMYns BPeAOHOCHbBIX MPOrpamMm.

MopThbl, Ucnosb3yemMble NPOTOK0s1I0M POP3: nepeyeHb MOPTOB, UCMOJb3yeMbIX MpoTokosioM POP3 (110 o
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YMOJTHAHUIO).

ESET Endpoint Antivirus Takyke noaaep>kK1mBaeT NpoBepKy NpoTokosa POP3S. B3ToM Tune COeaAnHEHWA A8 nepeaayn
MHbOpMaLMM MeXAY CEPBEPOM U KITMEHTOM MUCMOb3yeTcs 3alnMdpoBaHHbIv KaHan. ESET Endpoint Antivirus
npoBepsieT coefuHeHUs, NCNOob3yioLMe MeToabl WidpoBaHMA SSL n TLS.

He npoBepsaTb npoTokon POP3S: 3alunMdpoBaHHble coeNHEHUsI He ByAyT NpoBepATbHCS.

MpoBepATb NpoToKo/a POP3S Ha yKasaHHbIX nopTax: coeHeHnsa rno npotokony POP3S npoBepsatoTCca TONbKO Ha
nopTax, ykasaHHbix B napameTpe Ucnosnb3yembie npoTokosiom POP3S nopTbl.

Mcnonb3yembie npoTokosiom POP3S nopTbl: nepeyeHb NOPTOB, UCMOJIb3yeMbiX MPOTOKO0M POP3S, KOTOpbIE
cnenyeT NnpoBepsTh (995 MO yMOIYAHMIO).

4.2.2.2 KoHTpo/b npoToKkonos IMAP, IMAPS

IMAP — elle 0AVH MHTEPHET-NPOTOKO A1 MOYHYEHUS 3/IEKTPOHHOM NMOYTbl. OH MMEeT onpeae/eHHble
npemmyuectea nepeg POP3. Hanpumep, cpasy HeCKO/1bKO KJIMEHTOB MOTYT OAHOBPEMEHHO MO K/IHYATbCA K O4HOMY
N TOMY >Ke MOYTOBOMY SALLUMKY M NOAAEPXKMBATb CBEAEHNS O COCTOSHUM COOBLLEHNS, B YACTHOCTM O TOM, BbIS10 1M OHO
NPOYUTAHO UM YOANEHO, A TAKXKe OTBETW/ JIN NONb30BaTeNb Ha Hero. ESET Endpoint Antivirus obecrneymBaeT 3almTy
3TOro0 NPOTOKO/1a BHE 3aBNCMMOCTU OT MUCMO1b3YyeMOro NoYTOBOIO KMEeHTa.

Mogay /b 3aLMTbl, 06eCcnevmBaoLLmMiA 3TY GYHKLMIO, aBTOMATUYECKN MHULMUPYETCA NpU 3amnycke onepaLmoHHOM
CUCTEMbI M OCTAeTCA akTMBHbIM B ONepaTUBHOM NamMaTW. 19 HOpMasbHOM paboTbl Moay NS y6eanTecs B TOM, YTO OH
BK/IlOYeH. MpoBepKa NpoTokoaa IMAP ocCyLLeCTBAAeTCa aBToMaTMYeckmn 63 Heo6X0ANMMOCTI B KAKON-11M60
[IOMOTHUTE/IbHOW HACTPOMKE KOHKPETHOI0 MOYTOBOr0 KMeHTA. M0 YMOIYaHMIO CKaHMPYOTCSA BCE COANHEHMS NO
nopTy 143, 0HaKo Npu HEOHEXOAMMOCTM MOTYT 6bITb A06aBNEHbI U ApYTMe NopThl. HoMepa nopToB cieayeTt
pas3fendarb 3anaTbiMU.

3awmrdpoBaHHble coegUHEeHVS He ByayT CKaHMPOBaTbCS. YTO6bI BKAOUYNTbL CKAHUMPOBaHME 3aMPPOBAHHBLIX
COeAMHEHUM N MPOCMOTPETb HACTPOMKN MOAYS CKAHUPOBAHMS, HAXXMUTe MNpoBepka NpoTokosa SSL B pasaene
«lononHUTeNbHbIe HACTpOVKMy (MHTEepHEeT U 3N1eKTPOHHas noyta > ®uabTpaumsa NpoToKonoB > SSL) 1 ycTaHoBuTe
dnaxxok Bcerga ckaHmpoBaTb NpOoTOKON SSL.

@ ESET Endpoint Antivirus

AononHntensHble HACTPOWKKN

-l KoMnetoTep MoAyne cKaHupoBaHua IMAPRIMAPS
E|r' WHTEpHET 1 3NeKTPOHHEA NoYTa HacTpoiika Moayns ckaHupoBaHus IMAP

E| SEWKTE NOYTOBOMND KNWEHTa BHNOHMTE NpoBepKy NpoTokona IMAP

""" WMHTErpawa c No4ToB0IM KAMEHTC

MopThl, MCNoNb3yeMbIe NpoTokonom IMAP (4epes 3anAT :
----- MeqToBEIE KAMEHTEL i 5 = (epe yie)

----- POP3, POP3S 143
Pt IMAP, IMAPS
3alKTa ADCTYNE B MHTEPHET HacTpolika Moaynsa ckaHnpoearnsa IMAPS

[~ PMNETpaws NpoToKoNoE

----- MICKAHYEHHEIE MPMAoHKEHUA
----- WcxnioqenHeie IP-agpeca -
- 551 (@) MpoeepaTe npoTokon IMAPS Ha BEIDDEHHEIX NOPTEX
[ OBroBneHWe

% CmykefHeE NporpaMisl
[ HTepdeic 585, 993

Pexum dmnsTpawm IMAPS
(7} He nposepaTs npaToxon IMARS

MopThl, Mcnonb3yemMsie npoTokonom IMAPS:

4 L1 2

i I@'OI{ ][ OTMeHa ][I‘Iowoﬂl—laHum
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4.2.2.3 NHTerpauus Cc NOYTOBbIMU KJIMEHTaAMMU

MHTerpaums ESET Endpoint Antivirus  NOYTOBbIMW KIMEHTAMM YBeIMYNBAET YPOBEHb aKTUBHOM 3aLLUMTbI OT
BPeAOHOCHOM0 KOJA B COOBLLEHNSX 3/IeKTPOHHOM NOYTbI. ECTM MCMOb3yeMbliA MOYTOBBIN KITMEHT NOAAEPXKMBAETCS,
TaKyt MHTEerpaumio MOXXHO HacTpouTb B ESET Endpoint Antivirus. EC1M MHTerpawums akTMBMpOBaHa, NaHe b
NMHCTpymeHTOB ESET Endpoint Antivirus BCTaBNSeTCst HEMOCPeACTBEHHO B MOYTOBbLIN KAWEHT, obecrneunBas 6onee

3P dEKTUBHYIO 3aLLMTY 31€KTPOHHOW NOYThI. [apaMeTpbl MHTerpaumm AOCTyNHbI B pasgene Hactponka > MNepentu K
LOMOJIHNTE/IbHbIM HACTPOMKAM... > UIHTEepHEeT 1 3/1IeKTPOHHas noyTa > 3almTa No4TOBOro KJIeHTa >
MHTerpaums c NOYTOBbIM KJINEHTOM.

B HACTOSLWLMIA MOMEHT NOAAEP)KMBAIOTCA CIeAyoLLMe NOYTOBbIE KAMeHTbl: Microsoft Outlook, Outlook Express, noyra
Windows, no4ta Windows Live n Mozilla Thunderbird. Mo/HbIM CMMCOK NOAAEPXKMBAEMBIX MOYTOBbIX K/TMEHTOB U NX
BEPCUM CM. B CTaTbe 6a3bl 3HaHWM ESET.

YcTaHoBuTE GNaoK OTKAOUYUTL NPOBEPKY NPY U3MEHEHUM COAEPXXUMOro nanku "Bxogawme”, eciv npu paéoTe
C MOYTOBbIM K/TMEHTOM Hab/0AaeTCa 3aMe/1eHne paboTbl CUCTEMbI. Takas CUTyaLmsa MOXKET BO3HUKHYTb Npu
3arpyske 31eKTpoHHOM NouyThl 13 Kerio Outlook Connector Store.

@® ESET Endpoint Antivirus

AononHnTeNnsHbleé HACTPOWKH

-8 KomnstoTep WHTErpawMa B NoYTOBLIA KIMEHT
E" MHTEPHET W 3NEKTPOHHEA NOYTa MHTErpupoEaTe B Microsoft Outlook
3aEWHTE NOYTOBOMO KIWEHTE - ;
: WMHTerpuposaTe & Qutlook Express [ Windows Mail
WHTErpauMa © No4TOS6IM KIMEHT]
MOYTOBBIE KIMEHTEL WHTerpupoBaTs B Windows Live Mai
POP3, POP35 WHTerpuposaTs & Mozila Thunderbird
IMAP, IMAPS CneuManeHeIE NapaMeTpil
SaWKTa A0CTYNE B MHTEpHET FRERE
DUNETPAWA NPOTOKONCE [ OTKAKMMTE NpoBEPKY NPK MEMEHERIMM COAEMMMMOrD Nankn Bxoaswme”

(- OfHosneHue

-3 CnyelHele Nporpamts)
- MHTepdeic

I '@OI{ ” OTMeHa ][I‘Io woﬂl—lano]

[la>ke ecnu MHTerpaums OTKIYeHa, NOYTOBbIE KIVMEHTbI OCTAKTCA 3aLMLLEHbl COOTBETCTBYIOLLMM MOAy1eM (418
npoTokonos POP3, IMAP).

4.2.2.3.1 KoHpurypaums sawmTbl MOYTOBOIO KANEHTA

Moy b 3aLMTbl 3/1eKTPOHHOM NOYT bl NOAAEPXKMBAET C/leflyioLLMe NOYTOBbIe KnneHTbl: Microsoft Outlook, Outlook
Express, no4yta Windows, noyta Windows Live n Mozilla Thunderbird. 3awuta 31eKTpOHHOM NOYTbI peanm3oBaHa B
3TUX NpOrpaMmmax B BUAe NOAKIKHYAEMOro Moayns. FNaBHOe NperMyLLecTBO NOAK/TI0HYAEMOro MOAY NS 3aK/T04aeTCs
B TOM, YTO OH He 3aBUCUT OT UCMOJIb3yeMOro NpoToKoa. MNpu NoayYeHUM NOYTOBbIM KJMEHTOM 3anMbpOBaHHOMO
CO06LLeHMA OHO paclndpoBbIBACTCA 1 NepesaeTcss MOAY/TH0 CKAHUPOBAHMS.

CkaHupyeMas 3/1eKTPOHHas no4rta

Mony4eHHble COOBLLLEHUS: BK/TKOHAET UM OTK/HOHAET NPOBEPKY BXOAALMX COOBLLEHUN.
OTrnpaBJ/ieHHble COO6LEHMS: BI/IFOYAET WM OTKIOHAET NPOBEPKY OTMPAaBIEHHbIX COOBLLEHNN.
MNMpo4YnTaHHbIe COOBLLEHNS: BKTKOYAET UKW OTK/HOYAET NPOBEPKY MPOYUTAHHbBIX COOBLLEHWIA.
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[elicTBUe, KOTOpOe c/ieayeT NPUMEHUTD K 3apaXke€HHbIM COO6LLeHNAM

Hwuyero He npeanpMHMMaTb: B 3TOM CJ1yyae nporpaMmma byaeT BbISB/ISITb 3apaXKEHHbIE BIOXKEHWNS, HO He byaeT
BbIMOTHATb HUKAKMX AeNCTBUI C COOBLLEHNAMM 31eKTPOHHOW MOYTHI.

Ypanutb coobueHne: nporpamma byaet yBegoMATb M0J1b30BaATENS O 3apKEHUAX U YAANATb COOOLLEHNS.
MepemecTUTb coobLieHUe B nanky "YaaneHHble": 3apaXkeHHble CO0bLLeHMa ByayT aBTOMATUYeCK/ NnepemMeLLaTbCs B
nanky YaaneHHole.

MNMepemecTUTb coobLEHME B NANKY: 34eCb MOXHO YKa3aTb CO6CTBEHHYIO Narnky, B KOTOPYO CiefyeT rnepemMeLlarb
3apaXKEHHble CO0bLEeHMsI NPpU NX 0BHAPYXKEHUN.

Apyroe

MoBTOPUTb CKAHMPOBAHMUE NMOC/Ie 06HOBJIEHUS: BK/TIOYAET UM OTK/IHOYAET MOBTOPHOE CKAHMPOBaHWe nocie
06HOBNEHNS 6a3bl JAHHbIX CUTHATYpP BUPYCOB.

BK/1IOYNTb pe3y/ibTaTbl CKAHUPOBAHMUSA APYTMMU MOAYASAMMU: €IV YCTAHOB/IEH 3TOT GAAXKOK, MOAY b 3aLUUTbI
3N1eKTPOHHOM NOYThl ByAeT MPUHNMATbL pe3ybTaTbl CKAHWPOBAHMSA OT APYIUX MOAYEN 3aLLMTbl

4.2.2.4 YpaneHuve 3apaxeHun

MpK NOMyHeHNN 3apaXKEHHOMO COOBLLEHMA 3/TeKTPOHHOM MOYTbI HA 3KPaH BbIBOAMTCS OKHO NpeaynpexxaeHus. B 3Tom
OKHe coflep>kaTcsl UMA OTNpaBUTeNS, apec ero 3/1eKTPOHHOM MOYTbI U HAa3BaHMe 3apaXkeHWs. B HUKHEN YacTu OKHa
[LLOCTYMHbI BAPUAHTbI AEMCTBUN A1 06HAPYKEHHOI0 06beKTa: OYUCTUTD, YAANUTb UK MponycTUTb. MoYTH BO BCeX
CNyyasx pekoMeHAyeTcs BbloMpaTb OYUCTUTD UK YAANUTb. B HEKOTOPbIX CUTYaLMSX, €CTIN HYXXHO MOMYYUTb
3apaXkeHHbI Garn, MOXHO BbIbpaTh MponycTuUTb. ECM BK/IOYeHa TULaTelbHas OMMCTKA, Ha 3KpaH byaeT
BblBEEHO MHGOPMALMOHHOE OKHO, B KOTOPOM Heslb3s BblbpaTh Kakoe-n11bo fencTeue.

4.2.3 ®dunbTpaumnsa npoToKon0B

3almTa OT BUPYCOB NMPOTOKOMOB NPUIOXKEHN 06ecneyrBaeTCs MOAy1eM CkaHMpoBaHma ThreatSense, B KOTOPOM
06befMHEeHbI BCe COBPEMEHHbIe MeTObl CKAHMPOBAHWS 416 BblSIBI€HUS BPEAOHOCHbIX NporpamMmm. KOHTpoib
OCyLLEeCTBAAETCS aBTOMATNYECKM BHE 3aBUCMMOCTU OT MCMOJ/b3yeMoro Beb-6pay3epa 1 novToBOro kKaneHTa. ing
NpOCMOTpa 3aWndpOBAHHOIO coeanHeHuns (SSL) BbibepuTe NyHKT @uabTpaums npoToKoaos > SSL.

MHTerpupoBaTb B CMCTEMY: BK/ItOYAET ApanBep GYHKUMOHANbHOCTY GUabTpaLmm NnpoTokonos ESET Endpoint
Antivirus.

BKAOUNTb GUNbTPALUIO COAEPXXMMOrO NPOTOKO/I0B YPOBHSA NPUIOXEHUIN: eC/IV 3TOT GNIAXKOK YCTAHOB/EH, BCE
OaHHble, 0BMeH KOTOPbIMM OCYLLEECTBAAETCA MO npoTokonam HTTP(S), POP3(S) u IMAP(S), byaeT npoBepsThCs
MOAY/IeEM CKaHMPOBAHMS A5 3aLLUMTbI OT BUPYCOB.

MPUMEYAHMUE. HaumHas c OC Windows Vista c naketom obHoBneHus 1 m Windows 7, 018 NpoBepKuM CeTeBbIX
NOAK/IHOYEHNA NCMONbB3YETCa HOBAs apxmTeKkTypa naatdopmbl duabTpauunmn Windows (WFP). Tak Kak B TEXHONOr K
nnatdopmbl dunbTpaumm Windows MCnonb3yroTCa 0Cobble MeTOAbI OTCNEXMBAHNS, CIeAyOLLMe NapamMeTpbl
HeA0CTYMHbI.

e MopTbl HTTP 1 POP3: MmapLpyTmsaums Tpadurka Ha BHYTPEHHWM MPOKCU-CePBEP OCYLLECTBASETCA TONbKO A1
noptos HTTP n POP3.

e MpunoxeHus, nome4veHHble Kak Be6-6pay3epbl M MOYTOBbIE KJIMEHTbI: HA BHYTPEHHUI NPOKCU-CEpPBEP
nepeHanpasnfaeTcs TONbKO TPaPUK NPUAOXKEHNA, MOMEYEHHbIX Kak 6pay3epbl M MO4YTOBbIe KIneHTbl (MHTepHeT n
3/IeKTPOHHas noyTa > duabTpauusa NpoTokosoB > KaneHTbl UHTepHeTa U 31eKTPOHHOM MOYThI).

e [opTbl N NPUIOXKEHUS, MOMEeYeHHble Kak Be6-6pay3epbl UM NOYTOBbIE KJIMEHTbI: MapLUpyTH3aumsa Tpadmka Ha
BHYTPEHHWNIM MPOKCU-CEPBEP OCYLLECTBAAETCS Kak A8 nopToB HTTP 1 POP3, Tak 1 A1 TPUAOXKEHWI, MOMEYEHHbIX
Kak 6pay3epbl Y MOYTOBbIE KINEHTHI.
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4.2.3.1 KnuneHTbl UHTEepHETa M 3/IEKTPOHHOM NOYTbI

MPUMEYAHME. HaumHasa c OC Windows Vista c nakeTom 06HoBaeHus 1 1 Windows 7, 411 NpoBepKu CeTeBbIX
NOAKTOYEHNIM UCNONb3YETCA HOBAsi apxuTeKkTypa naatbdopmbl duabTpaumm Windows (WFP). Tak Kak B TEXHOIOTA
nnatdopmbl dunbTpaumm Windows NCnonb3yoTcs 0Co6ble MeToAbl OTCIeXMBaHWA, pasaen KnmeHtbl UHTepHeTa m
3J1IeKTPOHHOM MOYTbI HELOCTYMEH.

B yC10BMsAX MepeHachiWeHHOCTN MIHTepHeTa BpeAOHOCHBIMKW NporpaMmMamMim 6e3onacHoe nocelleHne Beb-CcTpaHnL,
ABNAETCA BaXKHbIM aCnekKTOM 3allnTbl KOMMNbOTEPA. YA3BUMOCTU Be6—6pay3epOB M MOLeHHn4YecKkne CCblTku
NMO3BOISIKOT BPELOHOCHbIM MPOrpaMmamM He3amMeTHO NPOHMKATb B CUCTEMY. VIMEHHO NO3TOMY B MPOrpaMMHOM
obecneveHnn ESET Endpoint Antivirus OCHOBHOe BHMMaHMVe yaensetcs obecneveHunto 6e30nacHoCT v Beb6-6pay3epos.
Ka>kgoe npunoxkeHme, obpallatouieecs K CeTu, MOXeT H6biTb MOMeYeHO Kak Beb-6pay3ep. diaxok MMeeT ABa
COCTOAHUA.

e He ycTaHOBEH: COeANHEHNS MPUNOXKEHUN GUALTPYIOTCS TONBKO A4 YKAa3aHHbIX MOPTOB.
e YCTAHOBJIEH: CoOeANHeHMs Bcerga GunbTpyroTCa (ke eC1n 3a4aH APYroM NopT).

4.2.3.2 NcKNOYeHHble NPUI0XeHUs

[na NCKTIOYeHMS COeIMHEHNI Onpefe/ieHHbIX CETeBbIX MPUIOXKeHU 13 GUIbTpaLmMmM COAEPXKMMOrO BblAEINTE 1X B
cnuncke. CoeaMHeEHMA BblAeNEHHbIX MPUOXKeHW No npoTtokosnam HTTP/POP3/IMAP He byayT NpoBepATbCSA HA
Hanun4ve yrpo3. PeKOMeHAyeTCs UCMOJ1b30BaTb 3TY BO3MOXHOCTb TOIbKO AJ151 TEX MPUIOXEHWI, KOTOpble paboTaroT
HEKOPPEeKTHO, eC/Tn X COeLMHeHMA NPOBepATCA.

3anyck NpUNoXKeHNn 1 cy>b byaet 4OCTYNeH aBTOMaTUYeckn. HakmuTe KHOMNKy ,o06aBuTb, YTOObI BPYUHYIO
BbIGpaTh NpUIOXKEHME, OTCYTCTBYHOLLEE B CMUCKe GUAbTPALIUM MPOTOKOIOB.

@ ESET Endpoint Antivirus [T mesel

AononHnTeneHele HACTPONKH

-8 Komnerotep MpMNowEHUA, ANA KOTOPEIX OTKKDYEHE QB TPELMA NPOTOKONOE
EI. MHTEPHET W 3MEKTPOHHASA NoYTa [na BEIBPEHHELX NPUACKEHWA GUNETPaWA NpoToKonos (HTTP, POP3) ByaeT oTkMo4YeHa:
i:j:: E:‘:__Tr:::r: L::::;HT:T @C:\ngram Files\Internet Explorer jexplore. exe
E DURLTPALR MPOTOKONOE O E]C:‘Program Files\TechSmith\Snagit 10\TscHelp.exe
MICKIIHOUEHHEIE MPUNOKEHUSA [T] 125 € Wsers\petko\AppDatalLocal\Google Update\GoogleUpdate.exe
; MicknioueHHele IP-agpeca [T [ e ywindows \System32'LogonUlexe
S50 CIEEc: Windows\System32Ysass.exe
[ OfHoBNEHWE [l ﬁ%’c:\Windows\SystemSZ\msiexec.exe
-3 CnyelHele Nporpamts) O DC:‘I,Windows‘lSystemSZ‘l,services.exe
(-8 MHTepdelic [ = 2 \windaws \System32'svchost. exe

[ . C:\windows\System 32 winlogon. exe

i '@'DI{ ” OTHEHA ][I‘Iowomano
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4.2.3.3 WNckno4eHHble IP-agpeca

3anucy B Cnmncke agpecos byayT NCKIOYeHbl 13 GuabTpaumm COAEP>KMMOro NpoToKo10B. CoOeMHEHS NO
npoTokonam HTTP/POP3/IMAP, B KOTOPbIX y4aCTBYIOT BblbpaHHble agpeca, He byayT NpoBepATbCA HA Han4me
Yyrpo3. 3TOT napameTp peKOMeHAyeTCs UCNOb30BaTb TO/IbKO A1 3aC1Y>KMBAKOLLMX AOBEPUS apeCcoB.

Oo6aBuTtb agpec IPv4/IPv6: 5TOT napameTp no3BonseT fob6asnTb IP-aapec, AManasoH afpecoB UM Macky NoaceTum
yOANIEHHOW KOHEYHOW TOYKM, K KOTOPOW A0XKHO 6bITb MPUMEHEHO NPaBU/IO.

Yoanutb: yaaneHve BblaesIeHHbIX 3anucemn 13 cnmcka.

@ ESET Endpoint Antivirus [T [sal

AononHnTeNnsHbleé HACTPOWKH

Bl KomnbtoTep ALpEca, MOUIKIYEHHEIE M3 GUNETPALMK NPOTOKON0E
E|. MHTEPHET ¥ 3NEKTPOHHEA NOYTE BrifipaHHele IP-aapeca ByayT MCKMOYeHs! M3 GUALTPaEWAM NpoTokanos (HTTP, POR3):
[~ 3awmuTa noYToBoro KNMeHTa

H OwanasoH aapecos: 10.2,1.1-10,2.1.10
=51 @uneTpaLma npoToKonos MoaceTs: 192,168, 1.0 f 255.255,255.0
WcKAYeHHEIE MPUACHEHMA

i WaxnoyeHHsie IP-anpeca
E-E ssL
[ (%) OBHoEneHMe
-3 CnyebHsle nporpamms)
[+ MHTepdeic

SaWKTa A0CTYNE B MHTEpHET

LobaeuTe anpec IPv4 | - ] ’ YaanuTe ]

I '@'OI{ ” OTmMeHa ][I‘Iomoﬂl—lano

4.2.3.3.1 Jo6aBneHue agpeca IPv4

3Ta PyHKLUMSA NO3BOSAeT A06aBUTb |P-aapec, AMana3oH aapecoB UM Macky NoACeTU yaaIeHHOM KOHEYHOM TOUKN, K
KOTOPOW [OMXKHO 6bITb MPUMEHEHO NPaBuUI0. VIHTEpPHET-NPOTOKON Bepcin 4 (IPv4) — 3T0 ycTapeBLlas BepCus, Ho
OHa [10 CUX MOp LMPOKO NUCMOb3YyeTcs.

OTpaenbHbIN agpec: fobasnseT |P-aapec 0TAeIbHOMO KOMMbIOTEPa, 415 KOTOPOro AO/XKHO 6bITb MPUMEHEHO
npaswuio (Hanpumep, 192.168.0.10).

[OnanasoH agpecoB: BBeAMTE Ha4Ya/IbHbIM 1 KOHeYHbIN IP-aapeca, 4Tobbl 3a4aTb TeM CamMblM AManasoH IP-agpecos
(M HeCKOTIBKO KOMMbIOTEPOB), K KOTOPbIM CiefyeT NPUMEHUTb NpaBuno (Hanpumep, o1 192.168.0.1 1,0 192.168.0.99).

MopceTb: noaceTb (Fpynna KOMNbOTEPOB), 3a4aHHas IP-aapecomM 1 Mackon.

Hanpwumep, 255.255.255.0 — 370 Macka ceTu and npedukca 192.168.1.0/24, KOTOpbI 03HAYaET AMaNa30oH aApecoB OT
192.168.1.1 40 192.168.1.254.

4.2.3.3.2 [o6aBneHue agpecalPv6

3TOT byHKLMA NO3BONAET 106aBUTb IPV6-afipec, AMana3oH aapecos Uam Macky NoAcCeTU yaaNeHHON KOHEYHOM TOYKMN,
K KOTOPOW A0MXKHO 6bITb MPUMEHEHO MPaBWI0. OTO HOBENLLIAA BEPCUSA MHTEPHET-NPOTOKONA, 1 B ByayLieM oHa
3aMeHuUT 6osee CTapyto Bepcuio 4.

OTpenbHbIN agpec: fobasnseT |P-aapec oTAeIbHOMO KOMMbIOTEPa, 415 KOTOPOro AOXKHO BbITb MPUMEHEHO
npasuno (Hanpumep, 2001:718:1¢01:16:214:22ff:fec9:cab).

Mopcetb: MoAceThb (Fpynna KOMMNbIOTEPOB), 3af4aHHas IP-agpecom 1 mackom (Hanpumep, 2002:c0a8:6301:1::1/64).
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4.2.3.4 lNposepKanpoTtokoaa SSL

ESET Endpoint Antivirus no3soaisieT NpoBepsTb MHKANCYAMPOBaHHbIe B SSL NPOTOKO/1bl. MOXHO MCMOb30BaTb
pasinyHble PpeXXMMbl CKAHMPOBAHMA AN4 3aLUMLLEHHbIX SSL coeiMHeHS, NPU KOTOPbIX MCMONb3YIOTCS JOBEPEHHbIE
CepTUOUKaTbI, HeM3BECTHbIe CepTUPUKATbI UK CEPTUPUKATbI, UCKTOYEHHbIE U3 MPOBEPKM 3aLUMLLEHHbIX SSL
coeguHEHUN.

Bcerpga ckaHMpoBaTb MPOTOKO/ SSL: BbibepuTe 3TOT BapUaHT, YTO6bI CKAHMPOBATb BCE 3aLUMLLEHHble SSL
CoelMHeHM S 33 UCKOYeHVeM 3aLMLLEeHHbIX cepTuduKaTaMmm, NCKTKOYEHHbIMY 13 NPOBepKK. ECnn ycTaHaBamMBaeTca
HOBOE COeAMHEeHMe, NCMOb3YIOLLEe HEM3BECTHbIN 3aBePeHHbIV CepTUOUKAT, MOJIb30BaTENb HE MOAYUYNT
yBeAOM/IeHMs, & CAMO COeAMHEHMEe aBTOMATNYeCkn byaeT GunbTpoBaThCs. [py 4OCTYNE K CepBEPY C HEHAAEXKHbIM
cepTnUdMKaTOM, KOTOPbI MOMEYEH NO/1b30BaTe/1EM B KA4eCTBe JOBEPEHHOro (406aB/eH B CMNCOK A OBEPEHHbIX
CcepTUPUKATOB), COeIMHEHME CITUM CEPBEPOM pa3peLlaeTcs, a COAep>KMMOe KaHana cBa3n GuabTpyeTca.

3anpalwmrBaTb 0 HOBbIX CalTax (BO3MOXXHa HACTPOMKA UCK/IKOUEHUI): NPY BbIMOJIHEHWM BXOAA HA HOBbI
3aLUMLLEHHbI SSL canT (C HEM3BECTHBLIM CEPTUDUKATOM) Ha 3KPaH BbIBOAMUTCSA AMATOrOBOE OKHO BbI6Opa. STOT PeXMM
Mo3BONSAET CO3/aBaTh CMMUCOK CepTUDMKATOB SSL, KOTOPbIE BYAYT UCKTHOYEHbI M3 CKAHUPOBAHKA.

He ckaHupoBaTb NpoToKoa SSL: eCiv BbIOpaH 3TOT napameTp, nporpaMmma He byaeT CKaHMPOBaTb COeAMHEHUS MO
npoToKkosy SSL.

MpumMeHnTb co3aaHHbIE UCK/TIOYEHNS HA OCHOBE CepTUDUKATOB: AKTUBMPYET NUCMOJIb30BaHNE MPU CKAHNPOBAHUN
SSL-coeaMHeHUM NCKITIOYEH WM, YKA3aHHbIX B UCK/THOYEHHbIX 1 JOBEPEHHbIX cepTudmkaTax. [ns BKI0YeHms 3Toro
napametpa BbibepuTe Bcerpa ckaHMpoBaTb NpoTOKOAa SSL.

BnokuposaTb WMdppoBaHHOe coefUHEeHUEe C UCMOJIb30BaHMEM yCTapeBLUero npoTtokona SSL sepcum 2:
COoeAVHeHMS, NCNOob3yoLWMe 6oee paHHIOK BEPCUIO MPOTOKOA SSL, ByAyT aBToMaTmyeckm 610KMpOBaATbLCA.

4.2.3.4.1 Ceptudukartbl

[ns HopManbHOM paboThl 3aLLUMLLEHHbIX SSL-coeMHEHNA B 6pay3epax M MOYTOBbIX KMEHTax HeobXxoAnMo A06aBUTb
KopHeBoW cepTudmKaT ESET, spol. S r.0. B CMNCOK M3BECTHbIX KOPHEBbIX cepTudUrKaToB (M3aatenen). Moatomy
[0/1XKeH 6bITb aKTUBMPOBAH NapameTp JL06aBUTb KOPHEBOM cepTUGUKAT K U3BECTHbIM 6pay3epam. YCTaHOBUTE
3TOT GNAKOK, YTOObI aBTOMATUYECKN 06aBUTb KOPHEBOW cepTudmkaTt ESET B M3BeCTHble 6pay3epsbl (Hanpumep,
Opera, Firefox). lna 6pay3epoBs, UCMOJb3YOLLMX CUCTEMHOE XpaHUAULLEe cepTnudKrKaToB (Hanpumep, Internet
Explorer), cepTudukaTt nobaBngeTcs aBToMaThU4eckn. a9 yCcTaHoBKM cepTudurKaTa B Henoaaep kmsaemMble 6pay3sepsi
BblbepuTe MpocmoTpeTb cepTUdPUKAT > [LloNoNHUTENbHO > KonupoBaTb B paM/i..., a 3aTeM BPY4HYIO
MMMNOPTUPYWTE ero B bpaysep.

B HEeKOTOpbIX Ciyyasx cepTUdMKaT HEBO3MOXKHO MPOBEPUTb C MOMOLLBIO XPAHUAMLLA AOBEPEHHbBIX KOPHEBbIX
cepTudUKaToB CePTUDULMPYIOLLMX OPraHOB (Hanpumep, VeriSign). 3T 3Ha4uT, Y4TO Yy cepTudmKaTa cyLecTsyeT
CcobCTBEHHasa NOANNCL KAKOro-nnbo apyroro cybbekTa (Hanpumep, agMUHUCTpaTopa Beb-cepeepa Mnm HeboNbLLIOK
KOMMAHWNN) N NPUHATME peLleHns O BbiIbope Takoro cepTuduKata kak JOBEPEHHOr0 He BCeraa npeacraBnser
0NaCHOCTb. BONBLUMHCTBO KPYMHbIX KOMNAHWIM (Hanpumep, 6aHKK) MCNONb3YIOT cepTudmKaTbl, nognuncaHHblie TRCA.
EcnvycTaHosneH Gpaaxok 3anpawmBaTh A,eACTBUTENbHOCTb cepTudukara (no ymMoa4aHuio), Noab3osaTento byaer
NpeasiodKeHo BbIbpaTh AeNCTBMe, KOTOPOe C1eayeT NpeanpuHATb, KOrAa yCTaHaBAMBaETCs 3almndpoBaHHoe
coeanHeHve. Ha skpaH byaeT BbiBeAEHO AMAIOr0BOE OKHO AN Bbi6opa AeNCTBUS, B KOTOPOM MOXHO NPUHATH
pelleHme 0 TOM, YTO cnefyeT cAenath: MOMETUTb CepTUOUKAT Kak LOBEPEHHbIN UK KaK UCKIHOYEHHbIN. Ecan
cepTUdUKAT OTCYTCTBYET B CMNCKE XPAHWINLLA LOBEPEHHbIX KOPHEBbLIX CEpTUDMKATOB CEPTUDULMPYIOLLMX OPraHOB,
o515 0dOpMAEHMS OKHA MCMOMb3yeTCsA KPACHbIV LIBET. ECIM e cepTUdMKAT ecTb B 3TOM CUCKe, OKHO byaeT
0hOpPMAEHO 3eN€eHbIM LiBETOM.

MO>KHO BblI6paTh BapnaHT BaokMpoBaTb coeguHEHUS, UCNOJb3yOWMe cepTuduUKaT, YTobbl BCeraa paspbiBaTb
3aWndpoBaHHble COeAMHEHMS C CAMTOM, UCMOJb3YIOLLMM HENMPOBEPEHHbI cepTUdUMKaT.

Ecnn 3TOT cepTnUdmKaT HeAeUCTBUTENEeH UM MOBPEXAEH, 3TO 3HAYUT, YTO UCTEK CPOK AEUCTBUSA CepTUdMKaTa nian xe
NCNOJIb3yeTCa HeBepHOe COHCTBEHHOE 3aBepeHMe. B 3ToM aiydae pekomeHayeTcs 610KMpoBaTh COeANHEHNS,
NCNOJIb3YIOLLME AAHHBIV CepTUdMKAT.
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4.2.3.4.1.1 NoBepeHHble cepTUPUKaThl

B nonosiHeHMe K BCTPOEHHOMY XPaHUULLY AOBEPEHHbIX KOPHEBbIX CEpTUDMKATOB CepTUONLMPYIOLLMX OPraHoB, rae
ESET Endpoint Antivirus XpaHuT LOBepeHHble CepTUDUKATbI, MOXKHO TaKXKe CO34aTb COBCTBEHHbIN CMUCOK
[lOBepeHHbIX CepTUOUKATOB, AOCTYMHbIN B pa3aene [,onosHNTeNbHble HACTponku (F5) > UIHTepHeT U 31eKTPOHHas
noyrta > ®uabTpauus NpoToKkonos > SSL > Ceptudukarbl > [loBepeHHble ceptudukatbl. ESET Endpoint Antivirus
byneT NpoBepsATb COAEPKMMOE 3aLLNPPOBAHHBIX COEANHEHUI, UCMOb3Y S CEPTUPUKATBI U3 3TOTO CNNCKA.

[N yaaneHus BblAeNeHHbIX 3/TEMEHTOB U3 CMMCKA HAKMUTE KHOMKY YAANnuTb. YcTaHoBUTe dpiaxok MokasaTtb (nm
OBKAObI LUETKHUTE HY)KHbI CepTUdKNKAT), YTOObI BbIBECTM HA 3KpaH MHPOPMALMIO O BIBpaHHOM cepTudurKaTe.

4.2.3.4.1.2 UckntoyeHHble cepTUdUKaThl

B pa3gene «ckntodeHHbIe CepTl/Iq)I/IKaTbI» nepevyncieHsnbl CepTI/ICbl/IKaTbI, KOTOPpble CHNTAKTCA 6e3onacHbIMU.
CO,EI,ep)I(I/IMOE BaLIJl/I(prBaHHbIX COeAUNHEHMUIN, NCNON b3y LWNX CepTI/I(DI/II(aTbI M3 JAaHHOTI O CrnucKa, He 6y,c|,eT
NMpOBEPATHLCA HA Ha/IM4Ke Yyrpo3. PekoMeHAyeTCa UCK1H0YaTb TOIbKO Te BE6-CEDTI/I¢)I/II(aTbI, KOTOpble
rapaHTMPOBaHHO ABAAKOTCA 6e3onacHbIMU, a COeAUHEHME C X UCMOb30BAHNEM HE Hy>KOaeTcsa B npoBepke. Ang
yAaneHus BblAeNeHHbIX 3/1IeMEHTOB U3 CNnCKa HAXKMUTE KHOMKY YAanuTb. YCTaHOBUTE q)na>|<0|< MNokasaTb (I/I}'II/I
ABa>KAbIl WEeTKHUTEe H\/)I(Hbllz CepTI/Iq)I/II(aT), 4YTObbI BbIBECTU HA JKpaH l/IHq)ODMaLI,I/II-O (6} Bbl6paHHOM CepTI/ICbl/IKaTe.

4.2.3.4.1.3 WwudppoBaHHOe coeauHeHMne SSL

EC/IY KOMMbIOTEP CKOHGUIYPUPOBaH Ha CKaHMPOBaHKWe NpoToKo/a SSL, Mpy NOMbITKE YCTaHOBUTb 3allndpoBaHHOe
coeaunHeHme (C UCNob30BaHMEM HEM3BECTHOIO cepTudmKaTa) Ha IKpaH MOXeT 6biTb BbIBEEHO AMATOr0BOE OKHO,
npeasnaratoliee Bbi6paTb AeMCTBME. DTO AMANTOrOBOE OKHO COAEPXKUT CleayoLMe AaHHbIe: Ha3BaHMe NPUNOXKEHNS,
KOTOpOe yCTaHaBIMBAET COAMHEHME, M HAa3BaHME UCMOb3yeMOoro cepTudmKara.

ESET Endpoint Antivirus

LLindpposaHHOe coeguHeHMe SSL
[oBepeHHbIil cepTUdnKaT

MpunoxeHne, 3anNyLLUEHHOE HA NOKANEHOM KOMMBHITERE, NBITAETCA
YCTAHOBWTE CBASE N0 LKW poBaHHOMY kaHany S5L. Ecnn Heobroauma
npoeepka 3awndposanHoro Tpaduka, KnaccnduunpyiTe JaHHBIA
CEPTU KT Kak A0BEPEHHBIA,

Paccmarpueate cepTdinkaT y4aneHHOMo y3Na KakK J0BEPEHHBINT

Mpunoxenne: {2 Internet Explorer
Ceprudmkar: *.isstuba.sk

| fa | |%hascera| | Her
| B Weknroumms |

Ecnn cepTUdUKAT HE HAXOAUTCSA B XPAHWTVMLLE LOBEPEHHbBIX KOPHEBbIX CEPTUPUKATOB CEPTUDULIMPYIOLLIMX OPTraHOB,
OH CYUTAETCA HEHAAEXKHbBIM.
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ESET Endpoint Antivirus

LindpoBaHHoe coeguHeHne SSL
HeaoEBepeHHEIR cepTUdNKAT

MpunoxeHne, 3aNyLWEHHOE Ha NOKANBHOM KOMIBIOTEPE, NBITAETCA
YCTaHOBWTE CBAZE NO LW poBaHHOMY kaHany 55L. Ecan HeoBroguma
npoeepka 3awngposadHoro Tpaduka, KnaccuduunpyTe aHHBIA
CepTUgMKAT KakK A0BEPEHHBIN.

Paccmatpueats cepTUgMEAT YAANEHHOMD Y3N3 KaK J0BEQEHHBIAT

Mpunoxenne: @ Internet Explorer
Ceprudmkar:

| Ja | | % fa,eceraa | | Her
[ @ Wckntoumts |

Ons cepTUdUKATOB AOCTYMHbI CleayioLLme AeACTBUS.

[a: ceptudukar byaeT BpeMeHHO NOMeYeH KaK [LOBEPEHHbIN AJ15 TEKYLLEero ceaHca, Npu ciefytoLLer NomnbiTKe ero
1CMOJIb30BAHMSA OKHO C NpeaynpeXxaeHeM He BbIBOLUTCS.

[a, Bcerpa: cepTUPMKAT MOMEYAETCA KAK OBEPEHHbIN 1 A06aBNFETCS B CNIUCOK JLOBEPEHHbIX CEPTUGUKATOB, A5
KOTOPbIX OKHO NMpeaynpexaeHns He BbIBOAUTCS.

HerT: CepTI/I(Dl/IKaT NOMeYaeTCa Kak HeHaeXXHbI an4 TeKyLlero ceaHca, npun aieayrowmx nonbiTkax ero
MCMoJib30BaHUA HA 3KpaH 6y,D,ET BbIBE€AEHO OKHO npeaynpexaeHn4.

NCKNoUUTD: cepTUdUKAT 06aBNFETCS B CMUCOK UCK/TIOYEHHDIX, & AaHHbIE, KOTOpble NepeaalnTcs No 3TOMy
3aWndpOBAHHOMY KaHany, BOO6LLE He 6yayT NPOBEPATHCA.

4.3 O6HOBNEHUE NporpamMmmbl

PerynsapHoe obHoBneHne ESET Endpoint Antivirus — ny4diimin cnocob 4o6nTbCs MakCMManbHOMO YPOBHS
6e3onacHoCTM KoMnbtoTepa. Moaynb 06HOBNEHMSA NOAAEPXKMBAET akTyaNlbHOCTb MPOrpaMmbl ABYMS CNocobamu:
nyTeMm 06HOBNEHNS 6a3bl AAHHbIX CUFHATYP BMPYCOB U MyTEM OGHOB/EHNSI KOMMOHEHTOB CUCTEMBI.

Bbi6bpaB nyHKT O6HOBAEHME B I/TaBHOM OKHE MPOrpaMmMbl, MOXXHO MOAYHYUTb MHDOPMALMIO O TeKYLLEM COCTOSHUM
06HOBNEHMS, B TOM YMCe AATY W BpeMs MOCIe4HEro yCneLHO BbIMOTHEHHOrO OOHOBIEH WS, a TAKXKe CBeAeHMs O
HeobxoaMMoCTV 06HOBEeHNS. TakKe B OCHOBHOM OKHe yKa3biBaeTCsl Bepcus 6asbl AaHHbIX CUrHATYP BUPYCOB. TOT
YNCNOBOW MHAMKATOP NpeacTaBnseT cObom akTUBHYO CChISTKY HAa CTpaHuMLy Beb-camTta ESET, rae nepedmcnatoTcs Bce
CUrHaTypebl, o6aBeHHble Npy AaHHOM O6HOBNEHUN.

Kpome Toro, Bbl MOXeTe BpY4YHY0 3anycTnUTb 06HOBNeHMe — O6HOBUTb 6a3y AaHHbIX CUTHATYPp BUPYCOB.
O6HoBNeHWe 6a3bl AaHHbBIX CUFHATYP BMPYCOB M KOMMOHEHTOB NPOrpaMmMbl ABAAETCSA BAXKHENLLEN HYAaCTbto
obecneyeHns NOIHOM 3aWMTbl KOMMbIOTEPA OT 3/10HaMepPeHHOro Koaa. YaenmTte ocoboe BHMMaHME U3yYeHU o
KOH®UIryprpoBaHMSa 1 paboTbl 3TOro nNpouecca. Eciuv B npolecce yCTaHOBKM He BbI/1M yKa3aHbl CBeAEHNS O NTULEH3UN
(MMd Nonb3oBaTENS M NAPOJIb), UX MOXKHO BBECT M NPY OBHOBAEHWUN, YTOBbI MONYYUTb AOCTYMN K CepBEpaM
obHoBneHun ESET.

NMPUMEYAHMUE: Vima nonb3oBaTeNisi M Napo/ib NpefocTaBadoTCs KomnaHmen ESET nocie npuobpeTteHuns
nporpammbl ESET Endpoint Antivirus.
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ESET ENDPOINT ANTIVIRUS

OBHoBneHKE

COCTOAHWE 3aLUNTEI
ObHoBNeHNe

CKaHUpOEaHWe MK
@ OBHOBWTE Ba3y JaHHBIX CUITHATYD BMPYCOE (&

TR 3anycTute oBHOBAEHNE Mogyneil nporpamuel n Baskl 4aHHBIX CHTHATYR BUPYCOE.
MocnegHee ycnewHoe oBHoOBREHNE: 16. 4, 2012 13:30:54
Hacpoiika Bepcua Basbl ganHbix curHatyp empycos: 7057 (20120416)

CnykeBHbIe Nporpammbl

CNpaeka 1 NoALepIKKa

QX @ 6O R’

(eslE

MocnepHee ycnewHoe o6HOBIEHUE — AaTa NOC/eiHero o6HoBneHus. ClefyeT y6eaAnTbCs, YTO B 3ITOM MoJie yKkasaHa
HeAABHAA AaTa, MOCKObKY 3TO 3HAYMT, Y4TO 6a3a AaHHbIX CUrHATYP BMPYCOB akTyasibHa.

Basa gaHHbIX CUTHaTyp BUPYCOB: HOMEP BepChM 6a3bl AAHHbIX CUTHATYP BUPYCOB, TAKXKE ABASAIOLLMACA AKTUBHOMN
CCbINIKOW Ha Be6-canT ESET. DTy CCbIIKY MOXKHO HaXaTb, YTOHbI MPOCMOTPETh BCE CUTHATYPbl, 406aBAEHHbIE B
OAHHOM OBHOBNEHWN.

56



Mpouecc o6HOBNEHUS

Mocne HaxaTns O6HOBUTb 6a3y AaHHbIX CUTHATYP BMPYCOB HAYMHAETCA NPOoLEeCC 3arpy3ku. Ha skpaH byayT
BblBeZleHbl MHAMKATOP BbINO/THEHWS 3arpy3Kn 1 BpeMs 40 ee OKOH4YaHWS. YTo6bl npepBaTh Npouecc 06HOBIeHMS,
HaxxmuTe MNpepBaThb.

@ ESET Endpeint Antivirus EIE

ESET ENDPOINT ANTIVIRUS

OBHoENEHUE

CocToAHKe 33Tkl

O6HoBneHue

0 CraHupogaHue MK

. QO6HOBNEHWE 6a3bl AaHHLIX CATHATYD BUPYCOB

!:, OBHoBREHHE 54%
Mpouecc oBHoBNEHMA: 12651 kB /19477 kB

ﬁ Hactpoiika Wmn daiina: em013_32_n7.nup
Ocranoce epemenn (cex.): 21

% CnyxeBHble Nporpammel | Dpepears |

o Cnpaeka W Nojaep:kka

(esEl

BHMMaHue! B 06bI4HbIX 06CTOSATENBCTBAX NOC/I€ HOPMAZIbHOIO 3aBEPLLEHMS 3arpy3kM B OkHe O6HoBNeHUe byaeT
BbiBeZeHO coobLeHe O6HOBNEeHUS He TpebyeTcsa — yCcTaHOBIeHa Nnoc/sieHss 6asa faHHbIX CUTHATYp BUPYCOB.
ECn 3TOro coobuieHuns HeT, mporpamma ycrapena. [py 3ToM NoBbILWAETCS PUCK 3apaXkeHnsl. Heob6xoanmmo 06HOBUTb
6a3y AaHHbIX CUFHATYP BUPYCOB Kak MOXKHO CKOpee. B NpOTMBHOM Clyyae Ha 3KpaH byaeT BbiBeAeHO 04HO U3
cnenyoumx coobueHmnn.

Basa AaHHbIX CUTHATYyp BUPYCOB yCcTapena: 3Ta OWn6Ka NoABUTCA NOCIE HECKOIbKNX HeYAa4yHbIX MOMbITOK
06HOBUTb a3y JaHHbIX CUrHATYpP BUPYCOB. PEKOMEHOYETCsA MPOBEpUTh NapamMeTpbl 06HOBAEHWIA. Hanbonee yacTas
NPUYMHA 3TON OLUINEKN — HeMpaBWbHO BBEAEHHbIE AAHHbIE A4 aYTEHTUDUKALIMM UM HEBEPHO
CKOH®UIYPUPOBaHHbIE NApaAMET Dbl NOAKIYEHUS.
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MpeabiayLlee yBeAOM/IEHME CBA3aHO C ABYMS YKA3aHHbIMU HMXKE COOBLLEeHMAMM 06 owmnbKax npm 06HOBAEHUN (
Mpowusowna ownbka o6HOBIeHMSA 6a3 CUrHaTyp).

1. HeBepHbie UMs Nnosib3oBaTens u (UnM) NapoJsib: yKasaHbl HEMPaBUIbHOE MMS NO/Tb30BaTeNA U Naposb Npwu
HaCTpoVike 06HOBMEHMI. PEKOMEHyeTCs NPOBEPUTb AAHHbIE ayTEHTUDUKALMK. B OKHE «JOMONHUTENbHbIE
HacTpoWKm» (Bbi6epuTe NyHKT HacTpomKa B rNaBHOM MeHH0, MOC/1e Yero HaxkmmuTe MNeperTh K 4,0MONHUTENbHBIM
HaCTpOMKaM... in F5 Ha KlaBMaType) Coep KaTca pacllMpeHHble napaMeTpbl 06HOBMeHMS. BbibepuTte
O6HoBNeHUE > O6LMe B 1epeBe pacllMPeHHbIX NapamMeTpoB, YTO6bl BBECTM HOBbIE MM MO/1b30BaTENSA U NapO/b.

® ESET Endpoint Antivirus

I _i. COCTOAHWE 3aLLNTHI

Q CrkanupoeaHue MK

% CnyxeBHble Nporpammel

0 Cnpaeka n NOAAepKKa

ESET ENDPOINT ANTIVIRUS

OBHoBnEHNE

Mpousowna ownbka obHoBAeHNA Bas curHaTyp

O6HOoBNEHME Ba3bl JaHHLIX CUTHATYD BUPYCOB 33aBEPLLEHO C OWMBKOWA
HegepHele MA NoNE30EaTENA W (UAK) Naponk.

OBHoBWTE Basy A3HHBLIX CUTHATYP BUPYCOB

YeTpaHuTe Henonagky oBHoBREHNA

| oK |

(o ]

(es[zy

2. Mpowusowna owmn6Ka npu 3arpyske ¢pamnioB 06HOBIEHUI: BO3MOXKHASA MPUYMHA 3TOM OLLUMOKN — HEeBEpHble
napameTpbl NOAKIOYEHWNS K IHTepHeTY. PEKOMeHAYeTCs MPOBEPUTb HalNYMe NOAKIOYEHUS K IHTepHeTyY

(Hanpumep, NonNpobynTe OTKPbITh Nt0HOM Beb-canT B 6pay3epe). ECm Be6-CalT He OTKPbIBAETCS, BO3MOXHO, He
yCTaHOB/IEHO NOAKAOYEHWE K IHTEPHETY MK Ha KOMTMbIOTEpe BO3HUKIN Kakmne-n11bo npobaembl C NOAKAOHEHNEM
K ceTn. ObpaTuUTeCh K CBOEMY MOCTABLUMKY YCNyr MIHTepHEeTa, YTOo6bl BbISCHWUTb, eCTb 1Ny BAC aKTUBHOE
NoAK/oYeHne K VIHTepHeTy.

@ ESET Endpoint Antivirus

CocToAHKe 33Tkl

Q CranupoeaHue MK
@ OBHOENEHHE
# Hactpolika

% CnyxeBHble NporpaMmel

o Cnpaeka W Noaaepkka

ESET ENDPOINT ANTIVIRUS

OBHoENEHUE

Mpousowna ownbka o6HoBNEeHMA Bas cUrHaTYp

Q6HOBNEHWE Basbl AaHHLIX CUTHATYD BMPYCOB 3aBEPILEHO C OWWMBKON
Mponzowna cwmbra npu 3arpyske gainos oBHOBNEHKA,

OBHOBWTE Ba3y AGHHbIX CUTHATYP BUPYCOB

¥cTpaHuTE HENONaAKy 0GHOBAEHNA

[ oK J

(es[zy

58



4.3.1 Hactpouka o6HOB/EeHUM

MapameTpbl O6HOBIEHNI AOCTYMHbI B AepeBe [LonoHMUTeNbHble HACTPOMKM (K1aBuwa F5) B pasgene O6HoBeHUe >
O6wme. B 3TOM pazaene yKkasbiBaeTcs MHGOpMaLmst 06 MCTOYHMKAX OOHOBIEHWI, TaKkMX Kak cepBepbl OOHOBAEHWI U
[aHHble ayTeHTUdMKaLMm Ang HuX. [0 yMon4aHmIo B packpblBaroLwemMcst MeHto CepBep 06HOB/IEHUI BblGpaH
napameTp BblbupaTb aBTOMaTUYECKU, 06eCneynBatoLLmin aBTOMATNYECKYHO 3arpy3ky GarnnoB 06HOBAEHUM C
HanMeHee 3arpy>xeHHoro cepsepa ESET.

[na obecnedyeHms NpaBUIbHOM 3arpy3kn 06HOBEHNI HEO6XOANMMO KOPPEKTHO 3aA4aTb BCE 3TU NapaMeTpbl. Ecin
NCNoNb3yeTcss GanepBo/l, MporpamMmmMe A0/HKHO ObITb pa3pelleHo 06MeHNBaTbCS AaHHbIMM Yepe3 VIHTepHeT
(Hanpwumep, coeamnHeHWe No NnpoTokony HTTP).

® ESET Endpoint Antivirus

AdononHnTensHele HaCTPONKH

[l KomMnetoTep BribpanHHEli npodmng:

(- VHTEPHET M 3NEKTPOHHER NOHTA
OfHoENEHME

JononHuTensHo
-3 CnyrebHele NporpamMs

[ MHTepderc

[Moﬁ npodmne

| ree—

OBHOBMTE HECTPOIKK BRIDpaHHOr D Npodina
Cepeep oBHOBNEHMA:

[BhIEMDETh SETOMETHYECKH

v] ’HBMEHHT!:... ]

WMmMA nonbsoBaTens: MNaponb:
EAV-12345678 IITIT T T Y
(@ PerynapHoe ofHosneHue () TecTosoe ofHosneHue () OTnoMeHHoe ofHOBNEHWE
AoNonHUTENsHEIE HACTPOMKK obHoENEHIS:
OUWUCTUTD KL OBHOBNEHMI:

["]He oTofipakats yeenoMneHie of yonewHom ofHOBREHIM

] [ OTMeHa ] [I'Io YMONYEHMID ]

o

BblGpaHHbIN B JAHHbBIA MOMEHT NpOduab OBHOBIEHWI OTOBPaXKAETCS B pacKpblBAOLLEMCS MEHIO BblGpaHHbIN
npodunb. Haxxmute kHonky Mpodwuan, 4Tobbl CO34aThb HOBbIN MPOGUb.

CnunCoK AOCTYMHbIX CEPBEPOB 06HOBEHMIN MOXHO NMPOCMOTPETbL C MOMOLLbIO packpblBatoLerocs meHto Cepsep
o6HoBNeHUI. CepBep 0BHOBAEHNM — 3TO KOMMbIOTEP, HA KOTOPOM XpaHATCA daribl 06HOBAEHWUA. [pu
Mcnonb3oBaHMM cepBepa ESET cieayeT MCNonb30BaTh NapamMeTp no yMoa4aHunio BbibupaTb aBToMaTu4ecku. 19
[06aBneHMs HOBOTo cepBepa 06HOBMEHWI HAKMUTE KHOMKY M3MEHUTBD... B pasaene O6HOBUTb HACTPOMKMU
BblI6paHHOro npodunga, a 3ateM KHoOnky Jo6aBUTb.

Mpn NCNoNb30BaHUM TOKaNbHOTo HTTP-cepBepa, KOTOPbIW Tak)ke Ha3blBAETCS 3epKasioM, cepep 0OHOBAEHNN
L0J/DKeH BbITb yKasaH ciegyroLwmm 06pasom:
http://vma_komnbioTepa_mnu_ero_|P-agpec:2221.

Mpu MCNoNb30BaHUM NOKanbHOro HTTP-cepBepa c noaaep iKkou SSL, cepeep 06HOBAEHMIA AO/IKEH BbITb yKa3aH
aiefyowmm 06pasom:
https://nms_komnbtoTepa_nnuv_ero_IP-agpec:2221.

[nsayTeHTUdrKaLMm Ha cepBepax 0OHOBAEHNIN UCNOMb3YIOTCA UMS NOJIb30BaTeNS 1 MapoJ/ib, CO34aHHbIE U
OTnpas/ieHHble BaM Mocie Nokynku. MNpu UCnosib30BaHMM TOKAJIbHOTO cepBepa 3epkasia npoBepika 3aBNUCUT OT ero
KOH®Urypaumn. Mo ymonyaHumio npoBepka He TpebyeTcs, To eCTb Nons UMs nonb3osaTtens 1 Maposb ocTanTCs
NyCTbIMU.

TecTtoBble 06HOBMEHMS (NapamMeTp TecToBoe 06HOBJIEHME) — 3TO OOHOBIEHWS, KOTOPbIE Y>)KE MPOLL/IN BHYTPEHHEe
TecTMpoBaHue 1 B bamkanilee Bpema 6yayT A0CTYMHbI BCEM NMO/b30BaTENAM. [TPEUMYLLIECTBO UX UCMOJIb30BaHUS
3aK/1I04AETCS B TOM, YTO Y BaC NOSABAAETCA AOCTYMN K HOBEMLLMM MeToaaM 06Hapy>XeHns 1 ncnpaeneHnam. OaHaKo
Takue 0BbHOBIEHMS MHOTAA MOTYT H6bITb HEAOCTATOYHO CTabunbHbl M HE JOJ/DKHbI ncnonb3oBaTbCs Ha
NMPOM3BOACTBEHHbIX CEPBEPAX M PaboUMX CTAHUMAX, FAe HEOOXO0AMMbI MakCMManbHble paboToCNOCOOHOCTb U
CTabunbHOCTb. CNUCOK TEKYLLMX MOAY/1en AOCTYMNeH B pa3aene CnpaBka un nogaepxxka > O nporpamme ESET
Endpoint Antivirus. HeonbITHbIM MONb30BaTENSIM PEKOMEHYETCS OCTABUTb BblOPaHHbIM MO YMOAYAHMIO BApUAHT
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PerynsapHoe o6HoBAeHue. COTPYAHUKN KOMMNAHWM MOTYT BbibpaTb napameTp OTN0)XXeHHoe 06HOoBJiIeHMe. B TakoMm
cnyyae 6asbl AAHHbIX CUTHATYP BUPYCOB 6yayT 0OHOBAATHCSA C 0COHbIX CEPBEPOB C 334€PXKKOM He MeHee X 4acosB, T. e.
nocae Toro, Kak OHM ByayT NPOTeCTMPOBAHbI B peasibHbIX Cpefax v Mpu3HaHbl CTabUAbHbIMMN.

HaxXmuTe KHonky HaCTPOﬁKa... psaom ¢ lononHUTe/IbHble HaCTpOﬁKM o6HoBNEHUS, 4TOObI BbIBECTU Ha JKpaH
OKHO C paClUMpeHHbIMW NapamMeTpaMmn 0B6HOBNEHWMN.

Mpyn BO3HMKHOBEHMM NPOBIeM C 0BHOBIEHUAMUN HAXKMUTE KHOMKY OYUCTUTb..., YTOBbI yAANNTb COLEPXKMMOe Nankum
C BpeMeHHbIMU darnamm 06HOBNEH WM.

He oTo6paxaTtb yBegomM/eHme 06 ycrnewHOM 06HOBJIEHUM: OTK/1H04AET YBEAOM/IEHMS HA NAHe 3334 B NMPaBOM
HWKHEM YTy 3KpaHa. DTOT napameTp yA06HO UCMO/Ib30BaTb, eC/IM KAKOe-TMb0 NPUIoXKeHWe UKn urpa paboTaeT B
NOTHO3KPAHHOM pexkme. ObpaTuTe BHUMAHME, YTO PeXMM Npe3eHTauUmm OTKTHOHAET BCe YBELOMJIEHNS.

4.3.1.1 Npodunm obHoBNEHUS

Mpodunm 06HOBNEHMS MOXKHO CO34aBaTh A1 Pa3/INYHbIX KOHOUIYpaLMiA 1 3a4a4 06HOBNeHWs. Co3aaHve npodunen
06HOBNEHNS 0COBEHHO MOJIe3HO A/15 NO/b30BaTe1er MOBUbHBLIX YCTPOMUCTB, KOTOPbIE MOTYT CO34aTb
BCMOMOTaTebHbIM Npoduib B C1yyae, KOraa CBOMCTBA NOAKKOUEHWS K VIHTEepHETY peryaspHO MeHSTCs.

B packpbiBaloLLEMCA MeHIO BbIBpaHHbIV Npodub 0TO6paxaeTcs Tekywmii npodub. Mo yMoa4aHmio 370 Mon
npodunb. [1n4 co3aaHus HOBOro Npoduis HAKMUTe KHomky Mpodunu..., 3atem Jo6aBUTb... M BBeAUTE Hy>kKHOe UMs
npoduns. Mpu co3gaHnm HOBOTro NpoduIsS MOXKHO CKOMMPOBATL NapaMeTpbl K3 y>Ke CyLIeCTBYIOLLEro npoduns,
BbIGPaB ero B packpbiBaloWwemMcs MeHio KonvpoBaTb HACTponku npoduns.

B OKHE HACTPOMKMN NpOodMAA MOXKHO Bbi6paTh cCepBep 06HOBNEHWIN 13 CNCKA AOCTYMHbIX CEPBEPOB U A06aBUTb
HOBbI. CNIMCOK CEpBEPOB 06HOB/IEHMIA MOXHO NMPOCMOTPETb B packpbiBaroLLEMCA MeHt0 CepBep 06HOBAEHWUI. 119
[l06aB/IeHNA HOBOIO cepBepa 06HOBNEHWN HAKMUTE KHOMKY MU3MeHUTb... B pa3aesie O6HOBUTb HACTPONKU
Bbl6paHHOro npoduas, a 3aTemM KHonky ,06aBUTb.

4.3.1.2 [onojsiHUTe/ibHble HACTPOMKU 0BHOBNEHUSA

[19 IpOCMOTpa paclUMPEHHbIX MAPaMeTPOB 06HOB/IEHNS HAXKMUTE KHOMKY HAacTpOMKa.... PacluMpeHHble napameTpbl
06HOBNEHNA MO3BOJIAT HACTPOUTHL PEXXUM O6HOBNEHUSA, NPOKCU HTTP, IoKanbHyO CeTb, 3epKasio.

4.3.1.2.1 PeXXum o6HOB/IeHUS

Bkiagka Pexxmm o6HOBIEHUSA COLLePXKUT NapamMmeTpbl, 0THOCALWMECS K OBHOBAEHMAM KOMMOHEHTOB MPOrpaMmbl.
MporpaMmma no3BoaseT NpefonpefennTb ee NOBeAEHME B TeX C1y4asx, KOraa CTaHOBATCS OCTYMHbI 06HOBeHUS
KOMTMOHEHTOB.

O6HOB/IEHNS KOMMOHEHTOB MPOrpaMMbl AKTUBUPYIOT HOBblE GYHKLMN UTY BHOCAT U3MEHEHMS B y>Ke CyLLECTBYIOLLME.
3TO AENCTBME MOXET BbIMOJIHATHCA Kak B aBTOMATUYECKOM pexkrMe 6e3 BMeLLaTe/IbCTBA N0J1b30BaTEN S, Tak U C
yBefoMIeHneM. [Moc/ie yCTaHOBKM 06HOBIEHNS KOMMOHEHTOB MPOrpaMMbl MOXET NMOTpeboBaThCs Nepesarpyska
KOoMMbloTepa. B pazgene O6HOBEHME KOMMOHEHTOB NPOrpaMMbl AOCTYMHbI TPU OMUCAHHbIX Jasiee BApUaHTa.

e Hukorga He 06HOBIATb KOMMOHEHTbI NPOrpamMMbl; 06HOB/IEHNE KOMMOHEHTOB MPOrpaMMbl BbIMOMHATHCA He
6yAeT. 3TOT BapuaHT NOAXOANUT A1 CepBEPHOI YCTAHOBKM, MOCKO/IbKY CepBepbl 06bIYHO Mepe3anyckaloTcsa TONbKO
NPpU TEXHUYECKOM 0BCYXKMBAHUN.

e BbINoO/IHATb 06HOB/IEHNE KOMIMOHEHTOB NPOrpaMMbl, €C/IN J0CTYMHO: 06HOB/IEHWNA KOMMOHEHTOB MPOrpamMMbl
6yayT aBTOMATMYECKM 3arpy>aThCa U yCTaHaBIMBaTbca. O6paTuTe BHUMaHME Ha TO, YTO MOXET NoTpe60oBaThCs
nepesarpy3ska KoMmnbloTepa.

e 3anpocuTb NOATBEPXAEHME Nepes 3arpy3Koi KOMMOHEHTOB — BapMaHT Mo YMoa4aHuo. Monb3osaTento 6yaeTt
npeasaratbCsa NoATBEPANTb O6HOB/IEHNE KOMMOHEHTOB NPOrpaMMbl UIM 0TKa3aTbCs OT HEro, Koraa Takoe
06HOB/IEHMNE CTAHOBUTCA AOCTYTHO.

Mocne 06HOBMEHMSA KOMNOHEHTOB NPOrpamMMbl MOXeT 6bITb HEOH6XOAMMO Nepe3anyCcTUTb KOMMbIOTEp, YTOObI BCe
MoAynmn paboTanu NosIHOCTbIO KOPPEKTHO. B pa3aene Mepe3anycTUTb Noc/sie 06HOBIEHUS KOMIMOHEHTOB
nporpamMmbl MOXHO BbIGpaTb O[MH 13 NepevncieHHbIX Jasiee BApMaHTOB.

e Hukorpa He nepesanyckaTb KOMMbIOTEP: 3aMpOC Ha Nepe3arpy3ky He 6yaeT oTo6paxkaTbCs AaXke B TexX Ciyyasx,
KOT[1a 3TO HeOH6XO0AMMO. Bbi6MpaTh 3TOT BapMaHT He peKOMEHIYeTCs, Tak Kak KOMMbIOTep MOXeT paboTaTb
HEeKOPPEeKTHO A0 CefyoLWen nepesarpysKu.

e MpeasoXXUTb Nepesanyck KOMMbOTepa, ec/I He06X04UMO — NapamMeTp Mo YMOAYaHWo. Mocie 06HOBEHNS
KOMMOHEHTOB MporpaMmMbl ByAeT NpeaiaratbCsa nepesarpy3mTb KOMMbIOTEP.

e Ecin Heo6xo04MMO, Nepe3anycTUTb KOMNbOTEp 6e3 yBeJoM/IeHNSA: NOC/e 0OHOB/IEHNS KOMMOHEHTOB
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nporpamMMbl KOMMbIOTEP, 8TV 3TO HEO6XOAUMO, ByAET NepesarpyXeH.

NMPUMEYAHMUE. Hanbonee noaxoasmii BApUaHT 3aBUCUT OT KOHKPETHOM pabo4yer CTaHuuMmM, Ha KOTopow byayT
NPUMEHATHLCS NapameTpbl. He06X0AMMO MOMHUTbL O TOM, HTO CyLLECTBYET pasHMLA MeXAy pabovmMm CTaHUMAMN U
cepBepamu. Hanpumep, aBToMaTUYeCKMI Nepe3anyck cepBepa nocie 06HOBMEHMSA MPOrpaMMbl MOXKET NPUBECT U K
Ccepbe3HbIM Npobaemam.

Ecnu BbIGpaH BapmMaHT 3anpawmBaTth NOATBEPXKAEHUE Nepef, 3arpy3Koi 06HOBNEHUS, Ha 3KpaH byaeT BbiBELEHO
yBefoM/IeHNe, koraa byneT 4oCTynHO HOBOEe OBHOB/EHME.

Ecnu pasmep darna obHoBAeHMS 60/bLe 3HAYEHMS, YKA3aHHOTO B NapamMeTpe 3anpawmnBaTtb NOATBEPXAeHne,
ec/in pasmep o6HOB/IEHMSA NPEBbIWAET, HA dKpaH 6yAeT BbiBeAEHO YBEAOM/IEHNE.

4.3.1.2.2 Tpokcu-cepsep

[na noctyna Kk napameTpam HacTpOMKM NMPOKCU-CepBepa A9 KOHKPETHOro Npoduas OOHOBEHNI LLEeIKHUTE
OG6HoBJIeHUe B ilepeBe pacluMpeHHbIX napameTpoB (F5), a 3aTeM HOKMUTe KHOMKY HacTpomka... Cnpasa OT MyHKTa
[ononHuTenbHble HACTPOMKU 06HOBNEHUA. [epenanTe Ha Bknaaky Mpoken HTTP v BbibepuTe 04MH 13 Tpex
nepe4vncieHHbIX ganee BapmaHTOB.

e Mcnonb3oBaTtb o6uiMe napamMeTpbl NPOKCU-CepBepa
e He ucnonbsoBaTb NpoKcU-cepeep
o CoepuHeHne Yepes NpoKCcu-cepeep

Ecnn BbIGpaTh BapMaHT Mcnosb3oBaTh 06LMe NapaMeTpbl TPOKCU-cepBepa, byayT UCNOb30BaATHCA NApaMeTpbl
KOHPUrypaLmm NpoKkcu-cepeepa, yxke 3aaHHble B paszesie Cnyyke6Hble nporpamMmsl > Mpokcu-cepeep Aepesa
pacLUMpeHHbIX MapamMeTpoB.

BbibepuTe BapmaHT He ncnosib3oBaTh MPOKCU-CepBep, 4TOObI yKa3aTb, YTO He ByAeT NCNob30BaTbCS MPOKCU-
cepBep Ans 06HoBneHua ESET Endpoint Antivirus.

dnaxok CoeguUHeHUe yepes npokcu-cepeep 40J/1DKeEH ObITb yYCTaHOB/1EH B C1eAyoWmMX aiy4dasax.

e 1na 06HoBNeHMa ESET Endpoint Antivirus go/)keH MCNob30BaTbCsA MPOKCU-CEPBEP, OT/INYHBIV OT YKa3aHHOMO B
rnobanbHbix napamMeTpax (Cny>xebHble nporpamMmmbl > Mpokcu-cepeep). B 3TOM Ciyyae Hy>KHO yKas3aTb
napameTpbl: agpec (none NMpokcu-cepsep), NOPT A5 COEAMHEHNS, @ TaKKe NPy He06X0ANMOCTN UMS
nonb3oBaTtens 1 Napoib.

e He 6b111 3aaHbI 06LLMe napaMeTpbl MPOKCK-cepBepa, ogHaKko ESET Endpoint Antivirus byaeT nogkao4aTbes K
NpoKCU-CepBepy A5 NoSy4eHs 06HOBAEHUI.

e KomnbioTep noakatoyaeTca K MIHTepHeTy Yepes npokcu-cepsep. NapameTpbl 6epyTca u3 Internet Explorer B
npoLiecce yCTaHOBKM NPOrpamMmbl, HO MPU X U3MEHEHUW BNOCIeACTBUM (HanpumMmep, Npy CMeHe NOoCTaBLUMKA ya1yr
NHTepHeTa) Hy>KHO y6eanTbCs B TOM, YTO NapameTpbl NPOKCM HTTP BepHbI, B 3TOM OKHe. EC1M 3TOro He caenars,
nporpaMmma He CMOXeT NMOAK/I0YaATbCA K cepBepamM 06HOBIEHUN.

0 YyMOJTHaHMIO YCTaHOB/EH BapnaHT Mcnonb3oBaTb 06w me napaMeTpbl NPOKCU-cepeepa.

MPUMEYAHUE. laHHble ons ayTeHTUDUKALUMM, TakMe Kak UMS NoJIb3oBaTesNa 1 Naposb, NpeaHasHavyeHbl aas
[0CTyna K MpOKCU-CcepBepy. 3aM0IHATb 3TW M09 HEOOXOAMMO TOIbKO B TOM C/1y4ae, eI UMS M0/1b30BaTens n
napob Hy>Hbl. CegyeT 06paTUTb BHMMAHKWE Ha TO, YTO 3TW MO HE MMEKOT OTHOLLIEHMS K UMEHM NONb30BaTeN S U
naposto Anas nporpammHoro obecnederHmns ESET Endpoint Antivirus 1 A,o/KHbI 6bITb 3aM0J/IHEHBI TO/IBKO B TOM
cyyae, ey NoAKAOHEHWE K VIHTEPHETY OCYLLECTBAAETCA Yepe3 3aLUMLLEHHbIV NapoeM NPOKCK-CEPBEP.

4.3.1.2.3 MNopKno4YeHUe K 10OKa/IbHON CeTu

Mpv 06HOBNEHNM C TOKANIBHOTO CEpBepa MO/ yNpaB/ieHneM OnepaLmMoHHOR CUCTeMbI HA 6a3e NT Mo yMO4YaHNIO
TpebyeTca ayTeHTUPUKALMA BCEX CETEBbIX MOAK/IOHEHMI. Halle BCEro Y SIOKA/IbHOM YHETHOM 3aNncu CUCTEMbI
HEA0CTaTOYHO MpaB A4 A40CTyNa K nanke 3epkana (narnke, B KOTOPOW XpaHATCA KOMUK GainnoB 06HOBNEHNS). B 3TOM
Cyyae BBeAMTE MMS MOb30BATENd M NMapOo/ib B pa3fesne NnapaMeTpoB 06HOBIEHUS UIW YKKUTE CyLLECT BYHOLLY O
YYETHYIO 3aMKWCb, N0 KOTOPOI MpOrpaMmma CMOXKET MOAYYUTb JOCTYN K cepBepy 06HOBEHUI (3epKany).

[ns KOHOUIYpUPOBaHMA TaKOW YHETHOM 3aNncK nepenanTe Ha BKIaaKy JlokanbHasa ceTb. B pasgene MopgkatoyeHue
K IOKQ/IbHOW CETU AOCTYMHbI C1efyioLiMe BApMaHThI: YY4eTHas 3anucb cuctemMbl (Mo ymoavaHuio), TekyLwmm
nosib3oBaTtesib 1 YKasaHHbIN NOJib30BaTeNb.

BbibepuTe BapMaHT YyeTHas 3anmcb cMcTeMbl (MO YMOSYAHUIO), YTOObI MCMOb30BaTh 415 AyTeHTudurKaumm
YYETHYIO 3anncb CUCTEMbI. ECIV JaHHble ayTeHTUdKMKaL MM B I1aBHOM pasgesie napaMeTpoB OOHOBNEHUM He YKa3aHbl,
KaK MNpaBuI0, NpoLecca ayTeHTUPUKALMM HEe MPOUCXOAMT.
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[naToro 4to6bl MporpamMma UCnoib3oBana A ayTeHTUGUKALIUM YYETHYHO 3anuch, NOA KOTOPOW B AAaHHbIA MOMEHT
BbIMOJTHEH BXO/, B CUCTeMY, Bbi6epuTe BapuaHT TeKyLiui nosib3oBaTe/b. He0oCTaTOK 3TOro BapmMaHTa 3ak/itovaeTca
B TOM, YTO NMPOrpamMmMa He MOXXeT MNOAK/IIOYUTbCA K CepBepY 06HOBIEHWUN, €C/TU B IAHHbI A MOMEHT HU OAMH
M0JiIb30BaTe/b HE BbIMO/IHWA BXOL, B CUCTEMY.

Bbi6epuTe YKa3aHHbI NoJib30BaTeb, EC/IM HYXKHO YKa3aTb YHETHYIO 3aNncb No/ib30BaTeNa And ayTeHTUdUKaLmn.
STOT MeToA CneayeT UCMOob30BaTh B TeX C/1y4YasXx, KOraa HeBO3MOXHO YCTaHOBUTb COEAMHEHME C MOMOLLbIO YHETHOM
3anucn cnucTemMbl. O6paTUTe BHUMAaHME Ha TO, YTO yYKa3aHHasa yYeTHas 3anmcb fokHa 061aaaTh NpaBamMm Ha A0CTYN K
KaTasiory Ha JJIokalbHOM CepBepe, B KOTOPOM XPaHATCs haiibl 06HOBMEHWIA. B NPOTMBHOM C/ly4ae Nporpamma He
CMOXEeT YCTaHOBUTb COEANHEHME M 3arpy3nTb O6HOBIEHNS.

BHMMaHue: ECnum BblbpaH BapmaHT TeKyLwMia nonb3oBaTesib UM YKa3aHHbIA MNob30BaTesb, MOXET MPOU30OUTM
OLMOKa NPpU M3MEHEHNW YYeTHOM 3anmcK NporpamMmMbl. B r1aBHOM pasgene napameTpoB 06HOBAEHMS peKOMeHAyeTCs
yKa3blBaTb JaHHbIE 415 QyTeHTUOUKALMM B 10KAJIbHOW CeTU. B 3ToM paszene napameTpoB OOHOBEHNIN yKaXKMTe
OaHHble ayTeHTUdMKaumMm ciegyolwmm obpasom: nmMs_aomeHa\nonb3oBaTesnb (@ Ang paboyen rpynnbl
pabouas_rpynna\numsa) n naponb. Npu 06HOBAEHWM MO NpoToKoay HTTP C cepBepa N0Ka/IbHOW CeTU ayTeHTUdbmKaumm
He TpebyeTcs.

BbibepuTe napameTp OTKAOUYUTLCS OT CepBepa Noc/ie 3aBepLleHns 06HOBJIEHNS B TOM C/1y4ae, eCTv NOAKI0YeHMe
K CepBepy 0CTAeTCa akTUBHbIM MOC/1e 3arpy3k 06HOBIEHNI.

4.3.1.2.4 Co3paHue Konum o6HOBNEHUM, 3epKaso

ESET Endpoint Antivirus no3soaseT co34aeaTb KONUM GanioB 06HOBAEHUIW, KOTOPbIE MOTYT MCMNO1b30BaTbCA A1
06HOBNEHNS APYTUX paboymx cTaHuuMKM B ceTu. Co3aaHme «3epkanan (konmm dannos 06HOBNEHMI B TOKA/TbHOM
ceTu) — yA06HbIN CNOCob 1M36exaThb 3arpy3km OAHUX U TeX Xke 0OHOBIEHWNI C cepBepa MPOM3BOAUTEN S BCEMMU
paboynmm cTtaHumMsaMn. @anbl LEHTPaIM30BAHHO 3arpy>KatoTCs HA JIOKAJ/IbHbIW CepBep 3epKana, a 3aTem
PacnpoCTPaHSOTCA Ha paboyme CTaHLUMK. DTO NO3BOJISET M3bexaTb BO3MOXHOIr0 nepepacxoaa Tpapumka.
O6HOBIEHWE KITMEeHTCKMX paboumx CTaHLMI C 3epKasia ONTUMKM3MPYeT TpadumK B CETU 1 COKPaLLaeT 06bem
noTpebagemMoro nHTepHeT-TpadmKa.

MapameTpbl KOHOUIYpaLM TOKASIbLHOIO CepBepa 3epkKana MOXKHO HaUTK (Mocie 4ob6aBAeHNs 4eNCTBUTENbHOTO
JINLEH3MOHHOIO K/1K04a B MeHeXepe INLEH3WW, KOTOPbI pacnonoxXeH B pasgene «JonoIHUTe/ibHble HACT POMKY»
ESET Endpoint Antivirus), BOCNO/1b30BaBLUNCh pa3aenomM «JonoNHUTeNbHble HACTPOMKK OBHOBAEHUS». N9 4OCTYNA K
3TOMY pasfeny HaXMUTe Knaeuwy F5 1 BoibepuTe O6HOBIEHUE B iIepeBe paClLUMPEHHbIX MapaMeTpoB, MOC/1e Yero
HKMUTE KHOMKY HacTpomKa... paoM C MyHKTOM [LONo/IHUTe/IbHble HACTPOMKM 06HOBJIEHUS, A 3aTeM NepengunTe
Ha BKNaAKy 3epkano.

JononHuTensHEIE HACTRORKN

| Pexiam o6HOBREHWA I Mpotkew HTTP | NokansHaa ce‘rbl 3eprano |

Cozpam sepkano ofHOENEHWA
Loctyn k daiinam oGHoBNEHNA

MNepenasate ®ains! 0GHOBNEHWA C NOMOLLB
BHyTpeHHero cepsepa HTTP
Marka AnA $aitnos sepKana:

C:\ProgramData“\ESETVESET Endpoirt Antivirus\mimor

MmA nonesceatens: Mapenk:

’ LononHWTENEHEIE HACTRORKA... ]

»

[ ]

ESET NOD32 Antivirus (English, 32hit)
ESET Smart Securty (English, 32bit)
ESET NOD32 Antivirus (English, 64bit)
ESET Smart Security (English, 64bit)

[ OK ][ Omiena ]

Ha nepBOM 3Tane HaCTPOMKK 3epKasia Hy>KHO Bbi6paTh BapmaHT Co3aaThb 3epKasio o6HOBeHUS. [oc/1e 3Toro
CTAHOBSATCA AOCTYMHbI pyrie napaMeTpbl HACTPOMKM 3epKana, Takue Kak crnocob fAocTyna K dparnam 06HOBNEHUI U
nyTb K darnam sepkana.

MNepepaBaThb Ppansibl 06HOBIEHUS C MOMOLLbIO BHYTPeHHero cepepa HTTP: el 3TOT NapameTp akTUBMPOBaAH,
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dannbl 06HoBNEHUW ByAYT AOCTYMHbI NPOCTO MO NPOTOKOAY HTTP, MpuyeM MMs MoNb30BaTe st U Mapos/ib HE HYXKHbI.
[19 TOro 4To6bl HACTPOUTL AOMNO/THUTENbHbIE MAPaMeTpbl 3epKana, HAKMUTE KHOMKY JONOAHUTE/IbHbIE

HACTPOVIKW. ...

MpumeyaHue. HTTP-cepBepy Heobxoamma OC Windows XP c nakeTom 06HOBNeHMS 2 U bosiee NO3aHeN BEPCUM.

MeToAbl aKTMBaLMM 3epKkasia NoApo6HO ONMChIBAtOTCA B pasgene O6HoBaeHMe € 3epkana. [1oka YTo AOCTaTOUHO
3aMeTUTb, 4YTO CyLLEeCTBYeT ABa OCHOBHbIX METOAa A0CTYNAa K 3epKany: nanka ¢ dannamm o6HOBAEHUA MOXET ObITb
npeacTabneHa kak obulasa cetesas nanka unm kak HTTP-cepsep.

Manka, npefHasHavYeHHas ana xpaHeHus Gannos 0OHOBNEHUI A5 3epKana, yKkasbliBaeTcs B pasgene MNanka ans
dannos 3epkana. Hokmute Manka..., HTOObl HAUTW HYXKHYHO ManKy Ha 10KaIbHOM KOMMbIOTEPE WK B 06LLen
ceTeBoM nanke. ECAv Ang ykasaHHOW Mankm Hy>KHa aBTopur3aLms, aHHble ayTeHTUOUKALMN AO/DKHBI BbITb YKa3aHbl B
nonsx Mmsa nonbsoBartens v Maponb. EC1M BbiIbpaHHas nanka HazHa4YeHusa pacnonoXKeHa Ha CeTeBoM AMCKe Ha
KoMnbloTepe nof ynpasneHnem OCWindows NT/2000/XP, ykasaHHble UMS MO/1b30BaTeNa M Maposib AOIKHbI
NPpUHAAeXaTb NOb30BATEIO C NPaBAMM HA 3aMNWCh B YKA3aHHYIO Manky. ViMa nonb3oBaTens n naposib cienyet
BBOAUTb B popmate [lomeH/Monb3oBaTenb i Paboyas_rpynna/lonb3osartens. He 3abyabTe BBeCTU
COOTBETCTBYOLLME NAPO/IN.

ﬂpM HaCTpOI;IKe 3epKa/ia No1b30BaTe/1b TakXXe MOXKeT yKa3aTb A3blKOBble BepChKn, AN KOTOPbIX HY>)KHO 3arpy>kaTb
KON 0B6HOBIEHUI. TaKMe A3bIKOBbIE BepCcnn AO0J/1KHbI NoAAep>XMBaTbCA B HaCTOAWMIA MOMEHT cepBepoM 3epkKana,
CKOHq)l/IF\/pI/IpOBaHHbIM nosib3oBaTesieM. A3bIKOoBble BepCcn MO>XHO HaCTpPpOWUTb B CNCKe ,D,OCT\/I'IHbIe BepCcun.

4.3.1.2.4.1 O6HoOBNEeHMe Cc 3epKkana

CyLuecTByeT ABAa OCHOBHbIX METOAa HACTPOUKM 3epKaa: nanka ¢ damnamm 06HOBEHU MOXKET CyLLEeCTBOBATb Kak
obuada ceteras nanka nam kak HTTP-cepsep.

Hoctyn k parinam sepkana c NOMOLLbIO BHYTpeHHero cepsepa HTTP

OTO BapuaHT MO yMOYAHMIO, BbIOPAHHBIM B MpeABapUTebHO 3a4aHHOM KOHGUrypauum nporpamMmmbl. a4
obecneyeHns 4OCTyNa K 3epkany C nomoLlbio HTTP-cepepa nepenaunTe B pasaen [LonoaHUTe/bHble HACTPOMKU
o6HoBNeHus (BK1aaka 3epkano) 1 BbibepuTe BapnaHT Co3paTtb 3epkasio 06HOBAEHUS.

B pazaene [Lono/IHUTE/NbHbIE HACTPOMKMW BK1aA KM 3epKaao MOXHO yKka3aTh MopT cepBepa, Ha KOTopom HTTP-
cepBep byaeT NpUHMMATb 3aMpockl, a TAKXKE TUM ayTeHTUPUKaLmm, ncnonbyemom HTTP-cepeepom. 10 yMOA4aHMIO
NOpT cepBepa MMeeT 3HayeHe 2221. B napameTpe AyTeHTUdUKaLUS OnpeeniseTcs MeTos ayTeHTudukaumu,
NCNONb3yeMbIV ANa ocTyna K dannam o6HoBAEHUN. JOCTYMHbI YKa3aHHble HMKe BapuaHTbl. Hu4yero, OCHOBHOE 1
NTLM. 14 TOro 4Tobbl MCMNONb30BaTb KOAMPOBKY base64 1 yNpoLeHHY0 ayTeHTUDUKALMIO MO UMEHM
nonb3oBaTens v Naposto, Bblbepute OcHoBHoe. BapraHT NTLM obecnednBaeT WwndpoBaHMe 3a CHeT MeToaa
beszonacHoro wudpoBaHms. s ayTEHTUPUKALMM MCNONb3YETCS y4eTHAs 3anmcb NoJib30BaTeNs, Co3AaHHas Ha
paboyen CTaHUMK, KOTopas NpeaoCcTaBAseT 0b6Wmn 4OCTYN K darnam 0OHOBAEHUN. 3HAYEHWE MO YMOTHAHNIO —
Hud4ero. 3T0T BapmaHT gaeTt AocTyn K daniam 06HoBAeHWM 6e3 ayTeHTUPUKaLNN.

MpepynpexpeHne. ECN NNaHNPYETCs OpPraHn3oBaTh 4OCTYN K darnam 06HOBAEHWIM C moMoLpo HTTP-cepBepa,
nanka 3epkana fo/mKHa HaX0ANTbCA HA TOM XKe KOMMbIOTepe, 4To 1 3k3emnasap ESET Endpoint Antivirus, KOTopbiv ee
cospaer.

YT06bI MCNONb30BaTh HTTP-cepBep C Noaaep>Kkon npotokosaa HTTPS (SSL), npukpenuTte cBon paina Lenovku
cepTndPurKaToB (U1K CO34aNTe CAMO3aBePAOLLMIA cepTUPUKAT). JOCTyNHbI yKa3aHHble HUxKe Tunbl. ASN, PEM n PFX.
®annibl 06HOBIEHNI MOXKHO 3arpy>katb MO NpoTokony HTTPS, KoTopbi o6ecneynBaeT 4ONONHUTENbHbI YPOBEHb
3alWmThl. [pK ero UCnoJsib30BaHNM NPaKTNYECKM HEBO3MOXKHO OTCNeANTb NepeaaBaeMble CBEAEHNS U yYeTHbIe
JaHHble. [1ns napameTpa dann 3akpbITOro K/ko4a no yMOYaHWI0 YCTaHOBIEHO 3Ha4YeHe MHTerpupoBaHHbIn
(cooTBeTCTBEHHO, NapameTp Paia 3aKpbITOro Kto4a Mo YMOMYaHWIO HeakTMBeH). [Py 3TOM 3aKpbITbI K/HOY
ABNAETCS YaCTbto BbIOpAHHOTO darna Leno4vkm cepTUPrKaToB.
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JononHuTensHele HACTRPORKKW @

HTTP-cepeep
MopT cepeepa: AyTeHTrdMKaLA:
2221 |Her 7]

S5L ana HTTP-cepeepa

Tun cepTudMKaTa: DN LENoYKKH CEpTHMKETOE:
—
THN 3aKPLITOTO KNKOYa: DaEIAN 3aKPLITOrD KNKYa:

MoAKMOYEHWE K NOKANEHOA CETH

(@) YYeTHERA 33NMCch CMCTEMb (M0 YMONYEHHI)
() TekylwWid NoNb30BaTEND

() YKa3aHHbIA Nonb30BaTENL
Wma nonb3oBaTens: Mapone:

[7] oTkMIouMTBECR oT cepBEpE NoCnE 3aBEPLIEHMA 0BHOBNEHA

KoMNOHEHTEI NporpaMMel

[] OfHoBITE KOMAOHEHTEI MPOrPEMMEL ’ OBHOBNATE KOMMOHEHTBI ]

[ OK ][ OTtMeHa ]

Mocne 3aBepLUeHMs HACTPOMKM 3epKana cneflyeT BOCMO/1b30BaThCsl PabounMMUM CTAHUUAMUN U 06ABUTb HOBbIN CepBep
06HOBNEHWUA. [N 3TOr0 BbINOAHUTE CleaytoLLve AeACTBUS.

e OTKpoWTe pasaen [LlonoaHUTeNbHble HacTpouku ESET Endpoint Antivirus 11 BbibepuTe O6HOBNEHUE > O6Lme.
e HaXxmMuTe KHOMKY M3MEeHUTDb... CNpaBa OT packpbiBatoLleroca MeHto Cepsep 06HOBEHUI 1 [06aBbTe apec
HOBOIO cepBepa B 04HOM M3 YKa3aHHbIX H/Ke GOopMaToB.
http://IP_agpec_HoBoro_cepsepa:2221
https://IP_agpec_HoBoro_cepsepa:2221 (Npu UCNO/b30BaHMM SSL)
e BbibepuTe 406aBNEHHbIN CEPBEP M3 CMMCKA CEPBEPOB OH6HOBAEHWMN.

[ocTyn K 3epkany yepes o6LMIA CUCTEMHDIN pecypc

CHavana HeoHx0AMMO CO34aTh O6LLYO MAMNKy HA TIOKAJIbHOM UM CETEBOM YCTPOMUCTBe. MNpu CO34aHNM Nankm 4as
3epkana HeobxoAMMO NpefoCTaBMTb MpaBa Ha 3aMmncb NOb30BATEN0, KOTOPbLIN ByaeT pasmeLLats B Hen hanbl
06HOBNEHWN, 1 MPaBa Ha YTEHMe BCEM MO/b30BaTeNAM, KOTOpble byayT nonyyaTb o6HoBNeHms ESET Endpoint
Antivirus 13 nanku sepkana.

Janee Heo6X04MMO yKasaTh CNocob f4ocTyna B pasaene JonoJIHUTeNbHbIe HACTPONKIM 06HOBJIeHUS (BK1aAKa
3epkano), cHas pnaxok MepesasaTtb $paisibl 06HOBMEHUSA C NOMOLLbIO BHYTPeHHero cepsepa HTTP. 3TOT BapuaHT
BK/IFOYEH MO YMOJTHAHMIO MOC/E YCTAHOBKM MPOTrpaMMbi.

Ecnm obulas nanka pacrnosiodkeHa Ha ipyromM KOMMbloTepe B ceTh, Heobxo4MMO yKasaTb AaHHble ayTeHTduUKaLmm
Ans poctyna Kk Hemy. ina aToro oTkpouTe B ESET Endpoint Antivirus pasgen lononHUTeNbHble HACTPOMKM (F5)
Bbi6epuTe BeTBb O6HOB/IEeHMe > O6Wwue. HakmnTe KHOMKy HacTpomnka... v nepenante Ha Bk1aaky JlokasbHas CeTb.
STOT NapameTp aHanorn4eH NCnoab3yeMomy A5 OOHOBeHUS M ONMCaH B pasaene NoAkaYeHre K 10Ka/IbHOW CeTu.

Mocne OKOHYaHMA HACTPOMKM 3epKasa YKaXKUTe Ha paboumx CTaHLUmMax agpec HOBOrO cepeepa O6HOBEHWM B
dopmarte ||[UNC-MIMA_KOMMbIOTEPA\MYTb. 3TO AeNCTBME MOXKHO BbINOJHUTL C1efyowmymM 06pasom.

e OTKpoOnTe pazaen «JononHuTenbHble HacTporkm» ESET Endpoint Antivirus n Bbibepute O6HoBNeHMe > O6wue.

e HaxXmute KHOMKY N3MEHUTb... pSAOM C CepBepOM 0OHOBMEHNS 1 f0baBbTe HOBbIN B popmaTe \\UNC-
NMA_KOMMbIOTEPA\MYTb.

e BbibepuTe BHOBb A00aBNEHHbIN CEpBEP M3 CNUCKA CepBEPOB OOHOBAEHWI.

NMPUMEYAHMUE: [Ins KOppeKkTHOM paboTbl NyTh K Nanke 3epkana Ao/KeH 6bITb ykasaH B dopmaTte UNC. O6HOBNEHMS
C COMOCTaB/IEeHHbIX CETeBbIX AUCKOB MOTYT He paboTaTb.

MocnegHn pasgen KOHTPOMpYyeT KOMMOHEHTbI Mporpammbl (PCU). Mo yMO4aHWIO NOCe 3arpy3ky OHW FOTOBbI A8
KOMMPOBAaHMS Ha NOKasbHOe 3epkasio. Ecin yctaHoBneH Gaxkok O6HOBAATb KOMMOHEHTbI MPOrpaMMbl, HE HY>KHO
BbibMpaTb NapameTp O6HOBAATb KOMMOHEHTDI, T. K. 4OCTYMHble Gpanibl aBTOMATUYECKM KOMMPYIOTCA HA TIOKAJIbHOEe
3epkano. JonosIHUTeNbHble CBeAeHMUss 06 06HOBNEHWM KOMMOHEHTOB MPOrpaMMbl CM. B pasgene Pexxum 06HoBneHuMS.
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4.3.1.2.4.2 YcTpaHeHune npo6nem npu o6HOBAEHUN C 3epKana

B 60/1bLIMHCTBE C/ly4aeB NpobaemMbl MpyM 06HOBEHUM C CepBepa 3epkaa BO3HUKAKOT B CBA3U C OAHOWN UK
HeCKONbKMMW U3 C1eAYIOLMX MPUYMH: HEBEPHOE yKa3aHe napamMeTpoB Nnanky 3epkana, HeBepHble AaHHble
ayTeHTUdUKaLUMM A5 NANKK 3epKana, HeBepHble NapamMeTpbl Ha paboymx CTaHLMSX, KOTOPbIE MbITAOTCA 3arpy>kaTb
dannbl 06HOBMEHWM C 3epKana, a TaKXKe pa3InNYHbie COYeTaHMS STUX NMPUYMH. Hidke NpuBeeH KpaTku 0630p
Hanbosiee YaCTO BO3HUKAOLLMX NMpobeM npm 06HOBEHMM C 3epKana.

Own6ka npu nogkatodeHnn ESET Endpoint Antivirus kK cepsepy 3epkaja: 06bI4HO MPOUCXOAUT NPU yKa3aHUM
HenpaBWbHbIX AAHHbIX CepBepa 0OHOBIEHMI (CETEBOIO MYyTK K Manke 3epkana), C KOTOpOro paboyue craHumm
3arpy>karoT 06HOBAEeHMA. 19 NpoBepKM NAnNKmM HOKMUTE KHOMKy Myck B cucteme Windows, BbibepuTe BbIMOAHUTD,
BCTaBbTe MMS MNANKM U HKMUTE KHonKy OK. Ha 3kpaH AOMXKHO 6bITb BbIBEAEHO COAEPXMMOE ManKu.

Mpwu nonbiTke 06HoBNeHns ESET Endpoint Antivirus 3anpalivMBaer uMs NnoJjib3oBaTens U NapoJsib: BEpOSTHasA
NPUYMHA 3aK/THOHAETCA B TOM, YTO BBEAEHbl HEBEPHbIe AaHHble ayTeHTUdUKaLmm (MMS NONb30BaTeN A M Mapo/ib) B
pasgene o6HOBAEHUI. VIMS NONb30BaTeN s 1 Napob UCMOJb3YHOTCA AN4 4OCTYNA K cepBepy OO6HOBNEHWI, C KOTOPOro
BbIMNOIHAETCS OBHOBNEHME NpOorpaMmMbl. Y6eamTech, YTo AaHHble ayTeHTUPUKALMM YKa3aHbl BEPHO M B MPaBWIbHOM
dopmaTte. Hanpumep, JomeH/VIMa_nonb3oBaTtens nan Paboyvas_rpynna/MMs_nosib30BaTens B COMeTaHum C
COOTBETCTBYHOLWMM NaposaeM. ECiv cepsep 3epkana AOCTYMNeH BCEM yYaCTHMKAM CETU, 3TO He 03HaYaeT, YTo y Ntboro
NnoJIb30BaTesNd eCcTb K HeMy AOCTyn. MNapamMeTp «Bce y4acTHUKM» 03HA4YaeT TO, YTO nanka gOCTYNHa BCeM
nosb30BaTeNsIM AOMEHA, a He TO, YTO NpeaoCTaBadeTCs 4OCTyn 6e3 aBTopuM3aumn. B peynbTaTe, ey nanka
[O0CTYMHA BCEM YYACTHUKAM, BCE XXe He0HX0AMMO yKa3aTb JOMEHHOE MS M0/1b30BaTeNS M MAP0/b B HACT POMKaX
obHOBNEHMUS.

Owwubka npu nogkntoyeHmun ESET Endpoint Antivirus kK cepeepy 3epkana: NoAK/AO4YeHME K MOPTY, YKazaHHOMY A4
poctyna K HTTP-Bepcum 3epkana, bnokmpyeTcs.

4.3.1.3 OTKaT 06HOBJ/IeHUH

Ecnu Bbl NpefnonaraeTe, YTo nocieHee 06HoOBMeHWe 6asbl AAHHbBIX CUFHATYP BUPYCOB HECTABUIBHO UK
NOBPEXAEeHO, Bbl MOXETE BbIMOJAHUTb OTKAT K NpeAblAyLLen Bepcmm, a TalKe OTKIOUNTb H06ble 06HOBEHMS 3a
BbIGpPaHHbI Nepuos BpeMeHU. KpoMe Toro, Bbl MOXETe BK/TKOUNTb paHee OTKJTK0YeHHble 0BGHOBEHMS.

ESET Endpoint Antivirus no3Bo/isieT BbIMOIHATb pe3epBHOE KOMMPOBAHME 1 BOCCTAHOBEHME (TaK Ha3biBaeMbI OTKAT)
6a3 JaHHbIX CUrHATYP BUPYCOB. YTOObI BKIKOUYNTb CO34aHME X CHUMKOB, YCTaHOBUTE Gpaaxkok Co3paaTb CHAMKU
dannos o6HoBIeHUI. B none KonM4yecTBO CHAMKOB B JIOKaJIbHOM CUCTEME yKa3bIBAETCS KOIMYECTBO CHUMKOB
6a3bl JAHHbIX CUTHATYP BUPYCOB, XPAHALLMXCA B GAnNI0BOMN CUCTEME TOKA/IbHOTO KOMMbOTepa.

Mocne HaXkaTusa KHOMKM OTKaT (J,onoJHUTeNbHble HACTpoKKku (F5) > O6HOBIeHME > [LONO/IHUTENbHO) B
packpblBalOLLEMCA MeHIO MPUOCTAHOBUTb O6HOBJIEHUSA BbIGEPUTE MPOMEXKYTOK BPEMEHM, HA KOTOPbIN ByaeT
MpUOCTaHOBIEHO 06HOBEHME 6a3bl JaHHbIX CUTHATYP BMPYCOB U MOAY/1EM MPOTrPaMMbl.

MpHMOCTEHOBMTE 0OHOBNEHWA: [Ha 48 u, v]

Orkat daiinoe oBHoBNEHNA

Ecnu NogTEEPAWTE ONEPALMID B 5TOM AMEN0rOB0M OKHE
AyAeT BbINONHEH OTKAT MOAYNEN NporpaMMel 1M Dasel
A&HHBIX CHrHATYP BMPYCOE A0 CaMOro CTaporo ACCTYNHOo
CHUMKAE, KpOME TOro, Ha YKasaHHoE BpeMA (MM Ao
BKTHBALMM BpY4HYID) ByayT NpHocTaHoBNEHE!
oBHoBNEHMS,

[ O ][ OTMeHa ]

YT106bI perynsapHble 06HOBIEHMS MOXKHO H6b110 BO3OOHOBUTbL TO/IbKO BPY4HYIO, BbibepuTe BapraHT [0 oT3biBaA.
MoCKONbKY OH NOABEpraeT CMCTeMy OMaCHOCTU, ero He peKoMeHAYyeTC s UCMOJ1b30BaTb.

Mocne oTkaTa KHOMKa OTKAT 3aMeHAeTCS Ha Pa3pewwnTb 06HOBAEHUSA. Ha NPOTS)KeHUW NePUOAA BPEMEHM,
BbIGPAHHOMO B packpblBalOLLEMCS MEHIO «BpeMs», 06HOBIEHNS He MPOU3BOAATCS. [porpamMma BO3BpaLlaeTcs K camomn
CTapow Bepcmm 6a3bl AaHHbIX CUTHATYP BMPYCOB, KOTOPAs XPaHUTCA B KAYeCTBE CHMMKA B hanioBO CUCTEME
JTOKa/IbHOrO KOMMblOTEpA.

Mpuwmep. MNMpeanonoXmm, nocnegHen Bepcum 6asbl AaHHbIX CUFHATYP BMPYCOB NPUCBOEH HOMep 6871. Bepcuin 6870 n
6868 XpaHATCA B Ka4ecTBe CHUMKOB. TalkoKe y4TeM, YTO Bepcuns 6869 He 3arpy>keHa, nockobKy, Hanpumep,
KOMMbOTEpP A0JIF0 Obi/1 BbIKIOYEH. ECin B none KonnM4yecTBo CHUMKOB B JIOKJ/IbHOM CUCTEME BBECT M 3HAYEHNE 2 1
HaXkaTb KHOMKY OTKaT, MporpaMma BepHeTCs K Bepcumn 6868 6a3bl aHHbIX CUTHATYP BUPYCOB. DTO MOXET 3aHATb
HeKoTOopoe Bpems. YTObbl NpOBEPUTL, MPOM3BEAEH 1N OTKAT K NpeAbiAyLLen Bepcun, B rnaBHOM okHe ESET Endpoint
Antivirus oTkponTe pasgen O6HoBAEHME.
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MapameTpbl KOHOUIYpPaLMKN TOKANbHOIO CepBepa 3epkasna CTaHOBATCA AOCTYMHbI Nocie 4obaBneHns
LeVCTBUTETbHOTO JIULLEH3MOHHOIO K/T1tH04a B MeHeKepe ANLIEH3NW, KOTOPbIV pacnofioXKeH B pasaene
«JlononHuTeNbHble HacTponkmy ESET Endpoint Antivirus. Eciv paboyas CTaHLmMa MCNOb3yeTcs B KaYeCTBe 3epKkana,
nepep Co34aHnemM KOnum 06HOBAEHWI HY>XXHO MPUHSTb YC10BUS NOC1eAHEN BEPCUM TNLEH3MOHHOMO COrNaLlleHms ¢
KOHEYHbIM N0/a1b30BaTe/ieM. OTO TpebyeTcs, MOCKO/IbKY B XOA4Ee AAHHOMO NpoLecca M3MeHaTCa danbl, KOTopble
NCNONIb3YIOTCA AN9 06HOBAEHUS APYTUX PABOYMX CTAHLNN B CETU. MNPU HANMYNM HOBOW BEPCUM TNLEH3UOHHOMO
COrnalleHns ee yU10BMS MOXKHO NMPUHATb B AMAZIOFOBOM OKHe, KOTOpOe NosBASeTCA Ha 60 cekyHA. YTobbl caenatb
3TO BPYYHYO, HAXKMUTE KHOMKY HacTpomrkKa... B pasaesne JinueHsnm Ha PCU 3Toro okHa.

@ ESET Endpoint Antivirus

AdononHnTensHele HaCTPONKH

-l KomnetoTep OTKaT oBHOBNEHKS
- VIHTEDHET W 3NEKTPOHHEA NoYTa
OfHoENEHME

Co30a8Th CHUMKM (DaRnoB obHOBNEHWA

Obwme KonW4ecTBo CHUMKOE B NOKaNBHOH CUCTEME: 2 =
55 Crynebrase mporpares S —
----- PaEinel KypHana
..... Mpokou-cepsep Tuensin Ha PCU
""" . THuEHS M MUP-thaiink!, oMASHWKE KONMPOBEHWA Ha SEPKano:
----- ol KapaHTuH
----- MAEHAPOBLLMK

----- YaaneHHoe aAMMHUCT PHPOBaHWE
----- 3alMTE ADCTYNE K CETH

----- MNpeaynpexaeHis W YEEA0MNEHMA
----- ESET Live Grid

----- CHCTEMHBIE 0BHOBNEHMA

----- JuarHocTuka

- MHTepdelic

I I@'OI{ I[ OTMeHa ][I‘Iowonl—laﬂmo

4.3.2 Co3paHue 3aaa4 o6HoBeHUSA

O6HOB/IEHWE MOXHO 3anyCTUTb BPYYHYHO, HAXKaB OBHOBUTb 633y AaHHbIX CUTHATYP BUPYCOB B OCHOBHOM OKHE,
KOTOpOe NosBAseTcs nocie Bbibopa nyHKTa O6HOBMEHUE B I/TaBHOM MEHIO.

O6HOBMNEHMA TAKOKE MOXHO BbIMOJIHATb KAk 3ar/1aHMPOBaHHY0 3a4a4y. 19 KOHOUrypmpoBaHMs 3anaHNPOBAHHOM
3a4a4m nepengmTte B pasgen CnyxxkebHble nporpaMmmsl > MaaHMpoBLWMK. 10 ymondaHumto B ESET Endpoint Antivirus
AKTUBMPOBAHbI YKAa3aHHbIE HKE 334a4N.

e PerynapHoe aBTomaTunyeckoe ob6HoBNEeHUE
e ABTOMATM4YecKoe 06HOBJIeHUE nocie YCTAHOBKU MO EMHOIro coeguHeHus
e ABTOMATMUeCcKoe O6HOBJIEHUE NOC/ie BXO4A Mo/Ib30BaTeNs B cucTemy

Kaxxayto 3apa4y 06HOBAEHNSA MOXKHO M3MEHUTb B COOTBETCTBUM C KOHKPETHbIMW TpeboBaHnaMU. Kpome 3a4a4 no
YMOJTHAHMIO MOXXHO CO34aTb ApYrue 334341 OOHOBAEHNS C M0/1b30BaATENbCKUMM HACTPOMKaAMU. JONONHUTeNbHYO
NHbOPMALMIO O CO3AAHMM N HACTPOMKe 33434 O6HOBAEHMS CM. B pasgene [11aHMPOBLIMK.
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4.4 CnyxebHble nporpamMmmbl

B MeHto Cny)xe6Hble MporpamMmbl NepeyncieHbl MOAY/TN, KOTOPbIe MO3BOASAT YNPOCTUTb NPOoLecc
aAAMVUHNUCTPUPOBAHMSA NPOrpaMmMbl U COAEPXKAT AO0MOHUTENIbHbIE BO3MOXHOCTM aAMWUHUCT PUPOBAHNSA /19 OMbITHbIX
noJsib3oBaTesien.

® ESET Endpoint Antivirus EIE

ESET ENDPOINT ANTIVIRUS

ChysebHble nperpammel

COCTOAHKWE 2aLLMTHI

CnyxebHble nporpamMmmbl

CkaHupoeaHue MK

D Dainsl XypHana MNnaHMpoBWKMEK

OBHOBNEHKE MocnegHan zannce: 16. 4, 2012 KonMuecTBo 2annaHUpoBaHHEIX

13:56:47 3anau: b
Hactpolika | CTAaTUCTMEA 3a10MTHI ﬂ KapaHtuH
“ CTaTWCTWEE No yrposam Konuuecten oBbekTos,

CJ'I)I'X_EEHHE nporpammel NoMELLEHHBIX B KEF]EHTHH:].

M MoHWUTOpUHT ESET SysInspector
Cnpaeka w nogaepxka ! J

Painocean cHcTema KonuyecTBo CHUMKOE COCTOAHKMA

QX B @0 R

kemnetotepa: 0

a 3anyleHHbIe NPOLECCh
WH$ropmaumna o penyTaumm,
npeaoctasnaeman ESET Live Grid

MpeaocTaeuTs dGain 4na o ESET SysRescue

daHan3a CDEﬂETb KOMO3KT- W CK EEEpHﬁHDI’D

AHanus B nabopatopun ESET BOCCTAHDEIEHNA

»

B 3TOM MeHto NpeacTaBfeHbl ciefytoLme cykebHble Mporpammbl.

o Dannbl XXypHana

e CTATMUCTMKA 3aLLUNTbI

e HabnwogeHue

e 3anyllleHHble NpoLecchl
e [1N1aHVPOBLUMK

e KapaHTuH
e ESET Syslnspector

MpepocTtaBuTb pamn ana aHanmsa: No3BOASET OTMNPaABUTb NOA03PUTENbHbBIN Al Ha aHaNM3 B BUPYCHYHO
nabopatopwuto ESET. lnanoroeoe OKHO, OTKPbIBAKOLLEECS MPU UCMOJIb30BAHMUN 3TON QYHKLMN, ONMNCAHO B pa3aene
Otnpaska ¢annoB Ha aHaIU3.

ESET SysRescue: 3anyck macrtepa co3gaHuma ESET SysRescue.



4.

4.1 dannbl XypHana

®annbl XypHana coaepat MHGOPMALMIO O BXKHbIX MPOrPaMMHbIX COBbITUSX M NPeAoCTaBAAOT CBOAHbIE CBeAEHMS
06 06Hapy>KeHHbIX yrpo3ax. BegeHue >xypHana saBiSeTCA BKHENLWM 31eMeHTOM aHanm3a, 0OHapY>KeHNUs yrpo3 m
yCTpaHeHus Henonagok. OHO BbINOHAETCA B QOHOBOM pexunMe 6e3 BMellaTenbCTBa Nob3osaTtens. JaHHble
COXPaHAKTCA B COOTBETCTBUM C TEKYLLMMM NapameTpammn CTeneHn getaamsaumm xxypHana. NpocmaTtpusaTb
TeKCTOoBble Co0bLeHMa 1 hansibl KypHaa, a TalkKe apXMBMUPOBATb UX MOXHO HEMOCPeACTBEHHO B cpefe ESET
Endpoint Antivirus.

® ESET Endpoint Antivirus =]

ESET ENDPOINT ANTIVIRUS

& CayweBHele nporpammel » Gaiine xypHana

COCTOAHWE 2aLUMTHI -
Parnbl KypHana

CKaHWpOEaHue MK

HKypram: [DﬁHEpy)KEHHbIE)I‘I’pO3bI -
OBHOBNEHWE Epema M... 0... ma Bupyc Aei... Mon... WG ope
16.4, 2012 ... 3a.. daiin  C\Users\petkao... Eicar TecT daiina petk.. CoBbITi
Hanpoﬁka 16.4, 2012 ... 3a.. fann  C\Users\petko...  Eicar Tect dadna petk.. CoBbITi
16,4, 2012 ... 3a. tdann  C\Users\petko.. Eicar Tect dpaina petk.. CoBbITie
16,4, 2012 ... 3a..  dadn C\Users\petko.. Eicar Tect danna petk.. CoBemm

CnykeBHbIe Nporpammbl

CNpaeka 1 NoALepIKKa

QX H@ 0O R

4 mn 3

Tun bTRALWA OTKNHIYEHS

| DuneTp.. || OmeaounTe duneTp |

O OTkpbITe B HOBOM OKHE

Mony4nTb 4OCTYN K paniam xypHana MOXHO 13 ITIAaBHOr0 OKHA NPOrpaMMbl C MOMOLLbIO KOMaHAbl Cny>Ke6Hbie
nporpamMmbl > daiibl XXypHana. Belbepute Hy >KHbIN TUM KypHANa B PaCKpblBakOLLLEMCS MeH0 XKypHan. [JoCTyrMHbl
yKa3aHHbIe HUKe XKYPHabI.
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O6Hapy>XeHHbIe yrpo3bl: XXypHaa yrpo3 COAEPKUT NOAPOOHYO MHOOPMALMIO O 3apaXKeHUAIX, 0BHAPY>KEHHbIX
moaynamu ESET Endpoint Antivirus. Pernctpupyetcs nHbopmaums 0 BpeMeHu 06HapY>KeHWs, Ha3BaHWe Yrpo3bl,
MeCTO 0BHapy>KeHUs, BbIMOJIHEHHbIE AEUCTBUSI M UMS MO/1b30BaTeNS, KOTOPbIN HAXOAWNCSA B CUCTEME MPpU
06Hapy>XeHUW 3apaXkeHnst. [IBax bl LWeKHUTE 3anmcb XKypHana aas npocMoTpa NnogpoOHOro coaep>XUmMoro B
OTAe/IbHOM OKHe.

Cob6bITNA: B )KypHane CObbITUN PErNCTPUPYHOTCS BCE BaXKHbIE AEeNCTBMS, BbIMOIHSEeMble MporpaMmmon ESET
Endpoint Antivirus. OH coaep>XuT MHGOPMALMIO O COBBITUSAX N OLIMBKAX, KOTOPble MPOM30LLIN BO BpeEMS paboThl
nporpammbl. OH A0O/IKEH MOMOraTb CUCTEMHbBIM 3AMUHNUCTPATOPaM M MNOb30BaTeNAM pellaTb Npobiembl.
3avactyto nHbopMaLms, KoTopas COAEPXKUTCS B 3TOM XYPHae, OKasblBaeTCs BECbMa NOMe3HOW Npu peLleHmnm
npo6aem, BO3HUKAKLLMX B paboTe MporpaMmbl.

CKaHMpoBaHMe KOMMbIOTEpPA: B 3TOM OKHe 0TO6paKatoTCs pe3y/ibTaTbl BCEX BbIMOHEHHbIX BPYYHYHO UK
3an1aHNPOBAHHbIX ONepaLni CKaHMPOBaHUS. Kaxaas CTpoka COOTBETCTBYET OA4HOM MpOBepKe KOMMbOTepa.
YT106bI MONYYMUTE NOAPOOHYI0 MHOOPMALMIO O TOM UM MHOW ONepaummn CKAHUPOBAHUSA, ABKAbI LLETKHUTE
COOTBETCTBYHOLLYHO 3aMMUCh.

CucTema npeaoTBpaLLEeHMsl BTOPXXEHUIA Ha Y3e/: COIePXKMT 3anncu O KOHKPETHbIX NpaBuiax, KoTopble 6binu
noMeyeHbl 1718 perncTpaumm. NMpoToKo NoKasbiBaeT NPUIOXKEHNE, KOTOPOE Bbi3BasiO ONepauuio, pesyabtart
(6b110 MPaBMIO pa3peLleHo UK 3anpeLLeHo) U MMs CO3AaHHOTo Npasuna.

KOHTpO/b YyCTPOMCTB: COAEPXKUT CMUCOK NOAK/TOUYEHHbIX K KOMMbIOTEPY CbeMHbIX HOCUTENEN 1 YCTPONCTB. B



YKypHaJie perucTpmpytoTcs TONIbKO T€ YCTPOWCTBA, KOTOPbIe COOTBETCTBYOT NPaBW/y KOHTPO/S. B MpOTMBHOM
C/lyyae B XXKypHasie He CO3[4at0TCs 3anncK O HUX. TakxKe 34eCb 0TOBpaXkatoTCa Takme CBeAeHUS, Kak TN yCTPOMCTBA,
CEPUNHBbIM HOMEP, Ha3BaHKe NOCTaBLUMKA 1 pa3mMep HOCUTens (Mpu ero Hanudnn).

YT106bI CKONKMPOBATL B bydep obMeHa MHPOpMaLMo 13 N1060ro pasaena >KypHana, BblAEUTE HYXKHYHO 3aMncb U
HaXKMUTe KHonKy KonupoBaTtb unu knaeuwm CTRL + C. 119 BblAeNeHMS HECKOTbKUX 3anMCeN MOXHO NCMNO1b30BaTb
Knasumwuy CTRL n SHIFT.

LLlen4oK No 3anmcy NpaBomr KHOMKOW MbILUW BbIBOAUT HA 3KPAH KOHTEKCTHOE MEHH. B KOHTEKCTHOM MeHHo AOCTYMHbI
nepeynciieHHble HUXKe napameTpbl.

e ®unbTpPOBaTbL 3aMUCU TOMO XKe TUNA: NOU1e aKTMBALMM 3TOro GunbTpa byayT NOKasaHbl TONbKO 3aNUCKU OAHOMO
TUna (ANarHoCTM4Yeckne, NpeaynpexaeHns nT. 4a.).

e ®dunbTpoBaTh.../HalTU...: ICNONBb30BAHNE OAHOM U3 3TUX KOMAHZ, BbIBOAUT HA 3KPaH OKHO dunbTpauums
)KYpHana, B KOTOPOM MOXXHO 334aTb KpUTepun GUAbTPaLUN.

e OTKAOUYNTb PUABLTP: YOANATCSA BCe NapaMeTpbl GuabTpa (CO34aHHbIE, KAk OMMCAHO BblLUe).

o KonupoBaTb Bce: KonupyeTtcs MHbopmMaLma 060 BCex 3anmcsix, MpUCyTCTBYIOLLMX B OKHE.

e Ypanutb/Ypannutb Bce: yaana0TCA BblAE/IEHHbIE 3annCU UK BCE 3aMNCU B OKHE; A1 3TOM0 AENCTBUS HY KHbI
npasa agMUHUCTpaTopa.

e DKCMOPT: 3KCNOPT MHOPMALMM 0 3anmncsx B Gamnn B dopmate XML.

e MpOKpPYTUTb XXYPHAN: 3TOT GADKOK CIefyeT OCTABUTb YCTAHOBIEHHbIM, YTO6bI MCNOb30Basach aBTOMATMYecKas
NPOKPYTKA CTapbIX XXYPHANOB, a HAa 3KPaH B OKHe daiibl XXy pHaa BblBOAWIUCE aKTUBHbIE XXYPHAbI.

4.4.1.1 O6cnyXXmnBaHue XXypHana

KoHpurypaumo parnos xypHana ESET Endpoint Antivirus MOXXHO OTKPbITb M3 F1aBHOIO OKHA MpOrpamMMbl.
Haxxmute Hactponka > MepenTu K AOMONHUTE/IbHbIM HACTPOMKAM... > Cny>KebHble nporpammbl > danbl
XXypHana. Pasgen «darbl XkypHanan UCNonb3yeTcs 415 HACTPOMKM YyNpaBieHUs XXypHanamu. Mporpamma
aBTOMATUYECKM yaanseT ctapble dansibl )XypHanoB, YTOObl C3KOHOMUTb AMCKOBOE NPOCTPAHCTBO. 14 dpannos
XKypHana MOXKHO 3a4aTb NapaMeTpbl, YKa3aHHbIE HKE.

ABTOMATUYECKM YAANATb 3aNUCU cTaplue, YeMm (A H.):: 3an1cy B XKypHase CTapLue yKa3aHHOro KOJIMYecTBa AHen
6yayT aBTOMATMUYECKM YAANEHDI.

ONTUMMU3NPOBATb palJibl XKYPHAIOB aBTOMATUYECKU: eIV 3TOT GPNIAXKOK YCTAHOBEH, Balbl XXKypHaIoB byayT
aBTOMaTN4eCckn gedparMeHTMPOBaATHLCA B TEX C1y4asX, KOrAa npoueHT dparMeHTaunmy NpesbIwaeT 3HaYeHme,
yKaszaHHoe B napameTpe EC/iM KONM4eCcTBO HEMCO/Ib3yeMbiX 3anMcen nNpeBbiwaeT (%).

HaxkmnTe ONTUMMU3NPOBATL cerYac, YTobbl 3anyCTUTh AedparmeHTaumio Garnnos >KypHaaos. Mpur3TOM yaanaoTCs
BCe MYCTble 3aMnncy KYpHaIoB, YTO Y/yYLIAeT NPON3BOAUTENbHOCTb M CKOPOCTb 06paboTKM XKypHaIoB. Takoe
y/ydLlleHne 0CO6EHHO 3aMETHO, eC/TN B XKYPHAIax COAEPXKUTCSA 60/1bLLIOE KOJTUMYECTBO 3arnuncem.

MuHMManbHas cTeneHb AeTanusauum XXypHana: onpeaenser MMHUMA/bHbIA YPOBEHb AeTaNM3aLMM 3aMnCer o
CcobbITUSAX.

e lnarHocTukKa: pernctpmpyetcs nHGopmaums, Heobxoanmas aas TWATeIbHOW HACTPOVIKM MPOrpaMMbl, a TaKXKe
BCe NepeyncieHHble Bbllle 3arnncu.

e NHbOpMaLMOHHbIE: 3aNK1CbIBATCSA MHPOPMALMOHHbIE CO0BLLEeHMS, B TOM YMcie coobLLeHns 06 yCnewHom
BbINMO/IHEHNM OOHOBEHNS, @ TAKOKE BCE MepeyncIeHHbIe BblLle 3arnmcu.

e MpenynpexaeHus: 3an1cbiBaeTcs MHPOpMaLms 060 BCeX KPUTUYECKMX OLUMBKAX M NpeaynpeXxaeHNsIX.

e OWKBKM: perncTpmpyetca nHdopmauma 06 owmbKax 3arpy3km GarmnoB U KpUTUHECKMX OLLMBKAX.

o Kputunueckue: permctpmpyroTCs TOIbKO KpUTUYecKkme owmnb KM (OLIMOKIM 3anyCKa 3aLmThl OT BUPYCOBU T. M.).

BbibepuTe BapMaHT BK/IKOYUTb TEKCTOBBIA MPOTOKOJ A/19 XPaHEH WS XXYPHA/IOB B Apyrom popmate pannos be3

MCnoJsib30BaHUA QQEII;I}'IOB XKVpHana.

e Tun: ecin BbI6paTb OB6bIYHBINA GOPMAT, dXXypHAJTbl Oy AYT XPAHUTbCSA Kak TEKCTOBbIe Galbl C pa3aenmutensaMmm-
3HaKamu Tabynaumn. Ecnm Boi6pate BapmaHT CSV, TO >KypHanbl byayT XpaHUTbCA Kak Garbl C pasgenurensmu-
3anaTbiMK. B ciyyae Bbibopa napameTpa CobbiTre >KypHanbl 6yayT XpPaHUTbCA B XKypHane cobbitnm Windows
(KOTOPbIN MOXHO OTKPbITb C MOMOLLbIO CPeACTBA MPOCMOTPA COBbITUI HA NAHEeNN yNpaBaeHuns), a He B danne.

e LleneBow KaTanor: Mecto, B KOTOpPOM ByayT coxpaHeHbl Gpannbl (ToNbKo A1 ¢opmaTo «Ob6bIYHbIN/CSV).
Kaxxabl pasgen >xypHana umeeT cO6CTBeHHbIN Gann C npefonpeaeneHHbIM MeHeM (Hanpumep, virlog.txt ans
paszena O6Hapy>KeHHble yrposbl B parnnax >kypHasna B ciyyae, eciv >KypHaabl COXPaHATCA B popmaTte 06bI4HOTO
TekcToBoro danna).

KHoMKa YAANUTb XY pHa UCMOb3yeTCa A1 OYUCTKM BCEX COXPAHEHHDbIX )KYPHA/IOB, KOTOPbIE B JAHHbIA MOMEHT
Bbi6paHbl B packpblBAOLLEMCA MEHIO TUM.
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4.4.2 TnaHUpoOBLWMUK

MAaHMpOBLUMK YyIPaBASET 3an1aHMPOBAHHbBIMM 33Ja4aMU M 3aNyCKaeT MX C MpeABapuUTe/ibHO 3a4aHHbIMU
napameTpamu 1 CBONCTBAMM.

MepenTi K N1AHUPOBLLUMKY MOXXHO M3 F1aBHOrO OKHA nporpaMmmbl ESET Endpoint Antivirus, OTKpbIB pa3aesn MeHto
Cny>xe6Hble nporpamMmbl > MAaHNPOBLULUK. MAAHNPOBLLUK COAEPXKUT NOAHbIN CMUCOK BCEX 3aM/1IaHMPOBAHHbIX
3a[a4 1 CBOMCTBA KOHOUrypaumm, Takme Kak npeaBapuUTenbHO 33[jaHHble 4aTa, BPeMS U MCNOAb3yeMblii Npoduib
CKaHMpoBaHM4.

MNaHMPOBLUMK NpeaHa3HaYeH A48 N1aHMPOBaHMA BbIMOJHEHWS C1eyoLLIMX 3aa4: 06HOBAeHMe 6a3bl AaHHbIX
CUTHAaTYp BMPYCOB, CKAaHMPOBaHWe, MpoBepKa Galios, UCMONHAEMbIX MPK 3anycke CUCTEMbI, U 06CYXKMBAHME
KypHana. 106aBnaTb M yAanaTb 3a4a4v MOXXHO HEMOCPeACTBEHHO B F1aBHOM OKHE M1aHNPOBLLMKA (KHOMKM
[06aBUTb... U YAANUTD B HUXKHE YacTN OKHA). C MOMOLLbH KOHTEKCTHOMO MEH0 OKHa MNaHMPOBLLMKA MOXKHO
BbINMO/IHUTb CIeAytoLLMe AeNCTBUA: OTOBPaXKeHne Noapo6HON MHGOPMALIMK, BbIMOTHEHWE 334a4M HEMEAJIEHHO,
fo06aB/ieHe HOBOW 3aA4a4M 1 yaaneHue CyLWecT By LN 3aaa4m. Mcnonb3yinTe GaaxkKn B HaYane KaXkaom 3anucu,
4TO6bl AaKTMBMPOBATb UM OTK/IHOUMTb COOTBETCTBYIOLLME 3a1a4M.

@ ESET Endpoint Antivirus ===

ESET ENDPOINT ANTIVIRUS

& Cmykebrble nporpammel » [naHnposwmk

COCTOAHWE 3aLUNTEI

MNnaanupoBwmk

0 CranupoeaHue MK Hma 3agaqa Bpema sanycka MapameTpel MocnegHuin a...
Relatorios d... OBonokMEaHW.. 3ajada 6y4eT B.. HeT ocobeix ma.., 16.4,201213:1..,
i QOBHOBNEHWE Atualizacdo ... OBHOBNEHWE, 3afaqa 6y4eT 6. Her ocoBeix na.. 16.4.201213:1..

Atualizar au... OBHOBNEHKWE, MogemHoe coe... HeT ocoBhbIx Na...

[T Atualizar au O6HoBNEHWE, Exog none3oea.. HeT ocoBeix na..
ﬁ Hactpolika Iniciar auto... TMNpoeepka dai.. Bxog nonssoea.. 16. 4, 2012 13:3...
Iniciar auto.. TMpoeepka ¢ad.. YCNewHoe 06H.. 16.4,201213:3...

% CnykeBHbIE NporpaMmel

o Cnpaeka 1 NoAgaepxka

C MoMOLLBHY I'IF]EEDH KA3EMLUA MEILLW MOXHO OTEDBITE KOHTEKCTHOE MEHHD Eblﬁ-pEHHDI’D
FNEMEHTA.

| OoBasuts.. | o

O OTkpbITE B HOBOM OKHE

[To yMON4aHUIO B N1IaHUPOBLLUKE OTOGDa)KaI-OTCFI aleapyrouwme 3anjiaHMpoBaHHbIe 3a4a4n.

O6cny>XXxuBaHue XXypHana

PerynsapHoe aBTOMaTnyeckoe o6HOB/eHME

ABTOMaTMyeckoe o6HOBJIeHME NOC/ie YCTaHOBKU MOAEMHOI0 CoeMHeHUs

ABTOMaTMYeckoe 06HOB/IEHME NOC/1e BXOAA NOJib30BaTeNs B CUCTEMY

ABTOMaTM4Yeckas nposepka ¢pansioB Npu 3anycke cMcTemMbl (NOC/1e BXOAA NO1b30BaTe S B CUCTEMY)
ABTOMaTM4Yeckas npoBepka ¢aisioB Npu 3anycke cUcTemMbl (MOcIe ycnewHoro o6HoBAeHMS 6a3bl JaHHbIX
CUrHATYp BMPYCOB)

[naToro 4to6bl UI3MEHUTbL NapameTpbl 3aMJ1aHMPOBAHHbIX 33434 (Kak onpefeneHHbIX M0 YMOJTHaHWUIO, TaK U
NO/b30BaTENbCKMX), LLLE/TKHUTE NPaBOM KHOMKOW MbILLM HY>)KHYO 33134y U BbibepuTe B KOHTEKCTHOM MEHIO KOMaHAy
WN3MEHUTbD... WU BblAeNuTe 334a4y, KOTOPY0 HEOHBXOANMO M3MEHWUTD, A 3aTEM HAKMUTE KHOMKY U3SMEHUTb....

Job6aBneHne HOBOWM 3a4auun

1.
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2. BbibepuTe Hy>KHYIO 33434y B PACKPbIBAOLLEMCSA MEH!O.

JoGasuTe 33834y
3aNNEHUPOSEHHERA 33084
‘3&130( BHELHEMD NPUNIOKEHA A ]
CBcmy*MeaHKe *ypHana

[NpoBEpKa $ainoE, MCNONHASMED MPW S3MYCKE CUCTEME
Coz0aTe CHUMOK COCTORHWA KOMME TEpa
Cranvposaqmve MK no tpefosanuo

OBHoEneHue

[NpoBepKa NocnedHei BEPCKN NpOrpaMMel

LononHTENEHEA MHPODMELAA O NNEBHWDOBAHA S303Y. ..

< Hasan i [Oanee > ] [ Omvera ]

3. BBegute M4 3agaym u BbI6EDMTe O4WVNH 13 peXXNMOB BpeMeHW BbINMOJTHEHNS.

OpHOKpaTHO: 334a4a byeT BbIMO/IHEHA OAHOKPATHO B YCTAHOB/IEHHYIO AATY U BpEMS.

E>xepqHEBHO: 331242 Oy eT BbIMOMHATLCS Pa3 B CYTKM B yKa3aHHOE BpeMS.

Mpun onpeaeneHHbIX yCAoBUAX: 3a4a4a byaeT BbIMOIHEHA MPY BO3HUKHOBEHWM YKA3aHHOTO COObITUS.
foBaenTe 3agauy

HazeaHue sanaun:

Sajaya

Zanyck zagaun
@ QpHokpatHo
() MHorokpaTHo
() Exeanesto
(") ExexenensHo

() Tpw oNpeAenEHHBEDE YCNOBNRE

[T He sanycxats sanavy. cnu KoMMs0TEp NWTAETCA 0T BaTapeu

[ < Hazan ” Hanee = ] [ CimmeHa ]

4. B 3aBUCMMOCTU OT BbI6DaHHOFO B npeablgyLiem NEeNCTBUM pe>XXrma BpeMeHU BblIMOJTHEHWSA Ha SKPaH 6y,EI,ET
BbIB€JEHO OAHO M3 CeayiWmnx ANa1oroBblX OKOH.

OpHOKpaTHO: 334a4a byeT BbIMO/HEHA OAHOKPATHO B YCTAHOB/IEHHYIO AATY W BpeMS.
MHorokpaTHO: 33/1a4a 6yAeT BbINOMHATHCS PEryaspHO Yepe3 yKa3aHHbI MPOMeXyTOK BpeMEHMU.
E>xeqHeBHO: 334342 6yeT MHOTOKPATHO BbIMOIHATHCA KaXKAble CYTKW B yKa3aHHOE BpeMs.
E>xeHep,enbHO: 334,34 6y4eT BbINO/IHATLCSA B BbIOPAHHbIV IeHb Hele/TN B yKA3aHHOEe BpeMS.

5. Ecnm 3apaya He morna 6biTh BbIMOJ/IHEHA B OTBEAEHHOE e BpeM4, MOXXHO YKa3aTb, KOraa 6y,EI,ET npeanpuHATa
aenyrolas nonbiTKa 3anycka 3aga4n.

e JKAaTb 40 C1eayioLlero HaMmeyeHHOro MOMeHTa
e BbINOMIHUTBL 3a4a4y Kak MOXHO CKOpee

e BbINOMHUTD 334a4y HEMeL/IeHHO, eU1M BpeMs, NpoLuejLlee C NoU1eAHero 3anycka, NpeBbiCUI0 YKa3aHHbIN
WNHTepBas (B Yacax).

6. Ha nocnegHem aTane npegoCTaBiseTCss BO3MOXHOCTb MPOCMOTPETb MHMOPMALMIO O MAAHMUPYEMOM 3a[a4e.
Haxmute FOTOBO /19 MPUMEHeHMS 3a4a4M.

MHorokpaTHO: 334a4a byaeT BbINO/HATLCA PEryaspHO Yepes yKasaHHbIM NPOMEXYTOK BpeMeHM (B Yacax).

E>xeHepenbHO: 33a4a 6\//J,ET BbINOTHATbCA OANH N1 HEeCKOJTbKO pa3 B Heae1to B YKa3daHHble AHW N BpeMS4.
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HzmenuTes 3aaauy @

Zapaya Gbina sannaHUpoBaHa.
Cfsop sannaHMpoBaHHEE 33Aa4
Wima sanauw:
ABToMaTWYECKDE OBHOBIIEHWE MOCNE YCTAHOBKW MOLEMHOrD COBMMHEHWA

Tun sapawa:
OfHosneHWe.

JanycTus sapavy:

MogemHoe coeguHeHwe © HMemepretom VPN [poHokpaTHo B Yac Kak Makcumym).

eiicTEnA, NPEANPHHUMEEMEE B CMYY3E, ECNM 33434a He
¥ B onp H0E EpEMA:
3apava He ByneT BeinonHeHa.

ZanycTMTE 3a0ayy C YKa3aHHEIMW NapamMeTpamMi

’ < Hasan ][@'.?EKOHHHTR:;] [ Cmvexa

4.4.2.1 Co3paHue HOBOW 3a4a4un

Ong co3paHvs 3a4a4m B NAaHNPOBLUMKE HAXKMUNTE KHOMKY ﬂosaBVITb... Unn lwenkKHmTe npaBoﬁ KHOTKOW MbILUU U
Bbl6epl/ITe B KOHTEKCTHOM MeHI0 KOMaHAay ﬂ,OGaBVITb.... ﬂ,OCTyI’IHO MNATb TUMOB 3a4au.

e 3anycK BHELHEero npuaoXXeHns: njiaHMpOBaHME BbIMOJIHEHUS BHELLHErO NpUI0XKeHMS.

o O6Cny>XMBaHMe XXypHana: B Gamnax xypHana Takoke COAepXKaTcst 0CTaTKM yAaneHHbIX 3anmcer. OTa 3aga4a
perynspHo onTMMKM3MpyYeT 3anmcn B darnax xxypHana ans 3dpekTnBHoM paboThl.

o MpoBepka $pannos, NCMNOHAEMbIX MPU 3aNyCcKe CUCTeMbl: MpoBepka GannoB, UCMOMHEHNE KOTOPbIX pa3peLleHo
npu 3anycke nin BXxoAe nosib3oBaTesisi B CUCTEMY.

e Co3pgaTb CHUMOK COCTOSSHUS KOMMblOTEpa: Co34aHme CHMMKA COCTOAHUS KoMMbtoTepa B ESET Sysinspector, ansd
KOTOPOro cobuparTca NoApo6HbIe CBeAeHNS O KOMMOHEHTaxX CUCTeMbl (Hanpumep, Apansepax, NPUIOXKeHMsIX) 1
OLLeHMBAETCS YPOBEHb PUCKA A1 KXKA0TO UX HUX.

e CKaHMpoOBaHMe KOMIblOTepa: CKaHMPOBaHME GanoB 1 NanoK HA KOMMbIOTepe.

e O6HOBJ/IEHME: NIAHMPOBAHME 334a4M 0OHOB/IEHMS, B paMKkax KOTOpOW 06HoBNSeTCA 6a3a AaHHbIX CUTHATYP
BMPYCOB 1 MPOrpaMmMHble MOAYW.

Mocko/bky 06HOBJIEHME — O/1HA M3 CaMbIX YaCTO UCMOJb3YeMblX 3aM1aHNPOBAHHbBIX 33[a4, HUXKE OMMCaHO
pnobasneHue 3a8a4v o6HOBEHUS.

B packpblBatoLLemMcs MeHIo 3aniaHMpoBaHHasa 3agava Bbi6epute nyHKT O6HOBAEHUe. HaxkmuTe KHomnky [anee u
BBeAMTE Ha3BaHWe 3a4a4n B Nosie HasBaHMe 3agaum. Boib6epuTe 4acToTy BbIMOMHEHNA 33A4a4K. [OCTYMHbI YKa3aHHbIe
HMKe BapMaHTbl. OQHOKpaTHO, MHOrokpaTHo, ExxeaHeBHO, ExxeHegenbHO 1 Mpy onpegeneHHbIX YC10BUAX.
YcTaHoBuTe dnaxok He 3anyckaTb 3aa4y, eC/iv KOMNblOTep NUTaeTca oT 6aTapen, YTo6bl CBECTU K MUHUMYMY
noTpeb/ieHne CUCTEMHbIX PECYpPCOB, KOraa HOyTOYK paboTaeT OT akkyMyaaTopa. B 3aBUCMMOCTM OT YKa3aHHOM
4acToThbl 3anycka 6yayT 3anpoLLeHbl Pa3iNyHble NapameTpbl 06HOBIEHNA. 3aTeM YKaXKUTe, Kakoe AeiCTBue cieayeTt
npeanpuvHMMAaTb, 1M 3a/la4a He MOXKET BblTb BbIMO/IHEHA B YCTAHOB/IEHHOE BpeMsa. [JOCTYMHbI cieaytolime
BapMaHTbl:

e )XKpaTtb A0 cnepyoLero HAMeYeHHOro MOMeHTa

e BbINO/MHMTb 334a4y Kak MOXHO CKopee

e BbINO/IHUTb 33424y HEMEAJ/IEHHO, eC/11 BPeMs, NMpoLlea L ee C NOC/efHero 3anycka, NpeBbICU/I0 YKAa3aHHbIN
MHTepBas (MHTEPBA/l MOXHO YKa3aTb C MOMOLLbO napamMeTpa « MUHUMAbHbIA UHTEPBAT MEXY 3aa4ammn).

Ha cneaytolem 3Tane oTo6paykaeTcs OKHO CBOAHOM MHPOPMALMKM O TeKYLLEr naaHupyemMon 3agade. MyHKT
3anycTuUTb 3a4a4y C yKasaHHbIMM NapaMeTpaMm [0/KeH 6blTb aBTOMATUYECKM BbiBpaH. HaxkmuTe KHomnky FoToBo.

Ha 3kpaH 6yaeT BbiBe4eHO AMANOrOBOE OKHO, B KOTOPOM MOXHO BblI6paTh Npoduau, UCnonb3yemMble ais
3aniaHMpOBaHHOM 3aaa41. MOXKHO BbI6paTb OCHOBHOW MPpOdU/Ib M BCMOMOraTe1bHbIN, KOTOPbIN byaeT
MCNONb30BaTbLCS, eC/IN 33434y HEBO3MOXKHO BbIMO/IHUTb C MPUMEHEHMEM OCHOBHOMO Npoduns. MoaTBepanTe
HacTpoWKK, HaxaBs KHoMKy OK B okHe Mpoduamn o6HoBAeHUSA. HoBas 334a4a NOSBUTCS B CMCKE CYLLECT BYOLLMX
3anlaHNPOBAHHbIX.
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4.4.3 CTaTuUCTUKA 3aLUUTbI

[na npocMoTpa garpaMmebl CTaTUCTUYECKMX AAHHbBIX, CBA3AHHbIX C MOAY/ISIMM 3awwmTbl ESET Endpoint Antivirus,
HaXXMUTe Cny>XebHble nporpamMmmbl > CTaTUCTUKA 3aLLMUTbI. BbibepuTe MHTepecyoLWwmi BaC MOy /b 3aLLMTbI B
packpbiBatoLWwemMcst MeHo CTaTUCTMKA, B pe3ybTaTe Yero Ha 3kpaH byaeT BbiBeAeHa COOTBETCTBYOLWAS AMarpamMmma
nnereHga. ECiv HaBeCTV ykasartesib MbllW HA 3/IEMEHT B JIereHe, Ha guarpamme oTob6paszaTcs AaHHbIe TOTbKO 418
3TOr0 3/1eEMEHTA.

® ESET Endpoint Antivirus EIE

ESET ENDPOINT ANTIVIRUS

4 CmyweBHele nporpammel » CTaTucTika

COCTOAHWE 3aLWNTEI
CraTUCTMKA

CKaHWpOEaHue MK
Cratncruka: [SamnTa OT BMPYCOE W WNWOHCKWY NPOrpamm v]

OBHOBNEHNE
Ipadurk CTATUCTMKM ZALMTEI OT BUDYCOE M WNWOHCKMX NPOTrpamMm
HacTpoiika

B KonnuecTeo 3apaseHHbR oGbekTos 20 (0,06 %)
[ KonnyecTeo o4NLLEHHBbIX 0B BEKTOE 0 (0,00 %)

ChyxeGHele mporpammbl B KonnuecTeo HesapameHHeix ofeektoe 35851 (99,94 %)

CNpaeka 1 NoALepIKKa

QX H @ O R

Becero: 35871

CraHnpyemMblid obbexT: CihUsers\petko\AppDatat Local\Microsoft\Windows
‘\Explererithumbcache_sr.db

CratncTuka cobupaerca o 16. 4. 2012 13:38:10 CépocuTte

[oCTynHbI Ciegylolme CTaTUCTMYeckme amarpamMmmei.

e 3aliMTa OT BUPYCOB U LUMMUOHCKUX NPOrpaMMm: 0TO6paXKeHMe KOMMYEeCTBa 3apadKeHHbIX M OUNLLEHHbIX 06bEeKTOB.

e 3awmTa pannoBor cucTemMbl: OTOBpaKEHME TONbKO 06BEKTOB, CYUTAHHbBIX 13 HaIOBOMN CUCTEMbI UK
3anmncaHHbIX B Hee.

e 3alMTa MNOYTOBOrO K/IMEHTA: 0TO6PaKEHME TONIbKO 06BEKTOB, OTMPABEHHbIX UM MOAYYEHHbIX MOYTOBbIMMN
KAVNEHTaMMU.

e 3awmTa focTyna B MHTepHeT: 0TO6paXkeHe TONbKO 06BbEKTOB, 3arpy>KeHHbIx Be6-6pay3epamu.

rNopa, CTaTUCTUYECKMMU/ AMarpaMMamMm MOKa3aHo oblLiee KOAMYeCTBO MPOCKAHNMPOBAHHbLIX 06BEKTOB, MOCAeAHUI
MPOCKAHNPOBAHHbIN 06BEKT N MeTKa BpEMEHU CTATUCTUKN. HaxkmmnTe C6pocC, YTO6bI yAANUTb BCHO CTATUCTUYECKYHO
nHopmaymio.
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4.4.4 HabnwopeHue

YT06bI MPOCMOTPETb TEKYLLY aKTUBHOCTb GaIoBOM CUCTEMDI B rpadunyeckom Buae, Bolbepute CayxkebHbie
nporpammbl > HabatogeHue. B HWKHeM 4acTmn AnarpamMmMbl HAXOAMUTCS1 BpEMEHHast LUKana, Ha KOTOpOM 0To6paxaeTcs
aAKTUBHOCTb GaI0BOM CUCTEMbI B PEXMME peasibHOro BpeMeHM 3a BblOpaHHbI BpeMeHHOW MHTepBan. Ans
N3MEHeHVs MHTepBasia BpeMeHn HaxxmuTe Lar B 1... B NpaBOM HWKHEM YTy OKHa.

® ESET Endpoint Antivirus EIE

ESET ENDPOINT ANTIVIRUS

4 CayweBHele nporpammel » HabnwogeHue

COCTORHWE 2aLUMTEI
MoHuTopuHr

CKaHWpOEaHue MK

JefcTena: [AKTMBHocrb $afA0B0M CUCTEME -

QBHoBNEHNE
Mpaduk akTMEHOCTM GaRNoBOR CUCTEMBI

HacTpoiika e

CnyefHele nporpammel e

QX #H @ O R

CNpaeka 1 NoALepIKKa

16. 4. 2012 13:30r45 164 2012 13:33:21

B OBbem CUNMTaHHBIX 4aHHBIX Lar: 1 cexynga (nocnegue 10 munyT)
B OBbem 33N1UcaHHbIX 4aHHBIX

[loCTYMNHbI YKa3aHHble HUXKE BAPUAHTbI.

e Llar:1cekyHaa (nocnegHue 10 MUHYT): AnarpaMmMa 0OHOBAAETCS KXKAYHO CEKYHAY, BPEMEHHAs WKana
oxBaTblBaeT nowiefHme 10 MUHYT.

e Llar:1MuHyTa (NnocnepHue 24 yaca): AMarpaMma 0O6HOBASETCA KKAYIO MUHYTY, BDEMEHHAA LLKa/ia 0XBaTbiBaeT
nocnegHue 24 vaca.

e Lar:14ac (nocnegHum mecsu): Avarpamma obHOBAAETCSA KaXKAbIM Yac, BpEMEHHas LKaia OXBaTbIBAET NOCIeHUI
MecsILL.

e Lllar:14ac (BbI6paHHbIN Mecsl): AMarpammMa 0O6HOBASETCA KKAbIM Yac, BpeMeHHas LWKana 0XBaTbliBaeT
nocinegHune X mecsLes.

Ha BepTuKanbHOM O/ rpadmKa akTUBHOCTU $aIOBOM CUCTEMbI OTMeYaoTCs MPOYMTaHHbIe (CUHUM LIBET) U
3anmcaHHble (KpacHblM UBeT) AaHHble. O6a 3HaveHuns nsmepaoTcs B Kb (knnobavtax)/MB/I'b. ECiv HaBeCTw ykasaTenb
MbILUW HA MPOYNTAHHbIE MW 3aMMUCaHHbIe AaHHbIe B IereHe Noj AnarpamMmmMon, Ha rpadumke 0Tobpazarcsa AaHHble
TOJIbKO AN BbIBPAHHOMO TUMNA aKTUBHOCT .

74



4.4.5 ESET Sysinspector

ESET Syslnspector — 3T0 NpuaoXeHMe, KOTOpPOe TLWATe/1bHO NpoBepseT KOMMbKTep 1 coburpaeT nogpobHble
CBeLleHVs O KOMMOHEeHTaxX CUCTeMbl, Takme KaKk YyCTaHOB/IEHHble ApanBepbl U NPUNOXKEHUS, CETEeBble NOAK/TIOYEHNS U
BKHbIE 3aMM1CK peecTpa, a TakKe OLLeHVBAET YPOBEHb PUCKA 415 KKAOr0 KOMMOHEHTA. 3Ta MHbOopMaums cnocobHa
NOMOYb ONpefennTb NPpUYKMHY NOA03PUTENbHOM0 NOBEAEHUS CUCTEMbI, KOTOPOE MOXKET HbiTb CBSA3aHO C
HeCOBMECTMMOCTbIO MPOrpaMMHOrO UK annapaTHOro obecneyeHms Unm 3apaxeHmem BpefLoHOCHbIMY
nporpaMmmMamu.

B okHe SysInspector oTobpaXkatoTCs TakMe AaHHbIe O CO3A4aHHbIX XKypHanax.

Bpewmsi: BpeMs co34aHuMs XKypHana.

KoMMeHTapui: KpaTKni KOMMEHTApUIA.

Monb3oBaTesnb: MMS NOb30BATEN S, CO3AABLUEr0 XYPHAs.
CocTosiHMe: COCTOSIHME CO3aHWNs XXypHana.

JOoCTynHbl NnepedncieHHble ganee OEeNCTBUS.

e CpaBHWUTb: CpaBHEHWE [BYX CYLLECTBYOLLMX XXYPHAJIOB.

e Co3AaTb.... CO3[aHMe XypHana. JoXXANUTeCb OKOHYaHKMA co3aaHns XXypHana ESET Sysinspector (B nonie CoctosiHMe
noKkasaHo «Co34aH»).

e YAanunTb: yaasieHne BblAeIeHHbIX )XYPHAIOB U3 CMUCKA.

B KOHTeKCTHOM MeH!o, KOTOpOe OTKpbIBaeTCH, et/ LWEeNTKHYTb I'IpaBOIh KHOMKOW MbILLW OAWH U HECKOTbKO
BblAe/T1eHHbIX X)XYypHa/10B, AOCTYMNHbI NepedyncieHHble HKe nencreug.

e MokasaTb: OTKPbITUE BbIAENEHHOM0 XXypHana B ESET Sysinspector (QHaforMyHO ABOMHOMY LLENYKY).
e Yoanutb BCe: yaaneHme BCEX XKYPHAOB.
e DKCMOPT.... 3KCMOPT XXypHana B damn nim apxme B popmarte XML.

4.4.6 ESET Live Grid

ESET Live Grid (chegytowee nokoneHme ESET ThreatSense.Net) — 3T0 paclumpeHHas cnctema CBOEBPEMEHHOTO
0bHapy>KeHus, 3alMLLAI0LIASA OT BHOBb NMOSBSIOLLMXCA YrPO3 HA OCHOBE penyTaLmn. 3a cHeT NOTOKOBOW Nepesayn B
peXkMme peasnbHOro BpeMeHun nHbopmaumm ns obnaka supycHasa nabopatopus ESET nogaep >kmBaeT akTyasibHOCTb
CpeaCcTB 3alWMTbl A4 obecrneyeHns NOCTOSAHHOM 6e30MacHOCT . [ob30BaTeb MOXET NPOBEPATH penyTaLmio
3anyLeHHbIX NpoLeccoB 1 Gan/ioB HEMOCPeACTBEHHO B MHTepderce MporpaMmbl UK B KOHTEKCTHOM MEHH0,
bnarogaps vemMy CTaHOBUTCS AOCTYMNHA AONONHUTEeNbHAs MHGopmMauma 13 ESET Live Grid. CyulecTByeT ABa BAapMaHTa
paboThl.

1. MO>XXHO NPpUHATH peLleHure Ha BtoYaTh ESET Live Grid. ®yHKLMOHANBHOCTb MPOrpamMMHOro obecnevyeHuns npu
3TOM He OrpaHMUMBAETCS, M NOb30BATE/b BCE PABHO MOJYHAET HAWIYYULLYIO 3aLUUTY.

2. Mo>HO ckOHOUrypmposatb ESET Live Grid Tak, 4To6bl 0OTAPaBAsiaac aHOHUMHAS MHGOPMALMS O HOBbIX Yrpo3ax u
dannax, cogep kalimx HeM3BeCTHbIM MOKa ONacHbIY Ko4. Pani MoXKeT ObITb OTNpaeneH B ESET and TwarenbHOro
aHanm3a. VMdyyeHume 3T1x yrpo3 noMo>KeT KOMMaHuy ESET 06HOBUTL cpeacTBa 06HAPYXXEeHWS yrpos.

ESET Live Grid cobupaeT o koMnbloTepax nosib3oBaTesien MHbopMaLmio, KOTopas CBA3aHa C HOBbIMMA
06HapY>KEHHbIMW yrpo3amMm. 3TO MOXET 6bITb 06paseLl, koaa uan konus danna, B KoTOPOM BO3HMUK/IA yrpo3a, NMyThb K
Takomy danny, ero ums, A4ata v Bpems, UM NpoLEecca, B paMKkax KOTOpPOro yrpo3a nosBuiack Ha KOMMbIOTEPE, 1
CBefleHns 06 onepaumoHHON CUCTEME.

Mo ymon4vaHuto nporpamma ESET Endpoint Antivirus oTnpaenseT NoAo3puTesnbHble Garbl B BUPYCHYHO
nabopatopwuio ESET ans TwaTenbHOro aHanmsa. Beceraa nckntoyarotcs Gamnbl C onpeaeneHHbIMm paclunpeHnsMu,
TakMMm Kak .doc u .xIs. Takoke MOXHO A06aBUTb Apyrie pacluMpeHnst, ey NOAUTMKA Baller OpraHm3aLnmm
npeanucbiBaeT UCK/TFOYEHME 13 OTMPaBKK.

MeHto HacTpownkm ESET Live Grid no3BonsieT BOCNO/1b30BaTbCA PAAOM NapamMeTpoB A5 BKIOYEHNSA M OTKOYEeHMS
cncteMbl ESET Live Grid, KoTopas Cy)KUT 419 0OTNpaBKM NOA03PUTENbHbIX GaraoB M aHOHMMHOWM CTaTUCT UYeCKom
nHdopmaumm B nabopartoputo ESET. 3T napameTpbl LOCTYMHbI Yepes AepeBo pacClUMPEHHbIX MapaMeTpoB B pa3aesne
Cny>xe6Hble nporpamMmmbl > ESET Live Grid.

MpuHaTb yyacTme B ESET Live Grid : Bi/1t04YaeT nam oTkIoHaeT cuctemy ESET Live Grid, koTopas cayxut ang
OTNPaBKM NOA03PUTENbHbIX GarOB M AHOHUMHOM CTAaTUCTNYECKOM MHOpMaLmm B nabopatoputo ESET.

He oTnpaBasATb CTaTUCTUKY: YCTAHOBUTE 3TOT GIaXKOK, ecin cucteme ESET Live Grid He cieayeT OTApaBaaTh
aHOHUMHYIO MHGOPMaLMo O KOMMblOTepe. DTa MHbOpPMaLMA CBA3aHa CO BHOBb 06HAPY>KEHHbIMM YrpO3amMm U MOXKET
cofepyaTb UMS 3apaXkKeHns, MHbOpMaLMIO O AaTe M BpeMeHn o6Hapy»eHuns, Bepcum ESET Endpoint Antivirus,
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MHOpPMaLMIO O BEPCUM ONEPALIMOHHOW CUCTEMbl KOMMbKOTEPA M MapaMeTpax MecTononoXeHus. O6bI4HO
crarucTmika nepefaertcs Ha cepsep ESET oavH nnw Asa pasa B AeHb.

He oTnpaBaaTb ¢paiibl: NoA03pUTENIbHbIE hansibl, COAEPXKUMOE WU NMOBEAEHNE KOTOPbIX HAMOMMHAET 3apaXkeHue,
He oTnpaBnaoTca B ESET Ha aHanm3 cpeacTBamm TexHonorum ESET Live Grid.

[ ononHUTeNbHbIE HACTPOMKM.... OTKPbIBAETCS OKHO C Aa/IbHENLWMMM napameTpamu ESET Live Grid.

Ecnn anctema ESET Live Grid ncnosib3oBanach paHee, HO 6bla1a OTK/I0YeHa, MOMyT CyLLeCcTBOBaTb MakeTbl AAHHbIX,
npefHasHa4eHHble 415 OTNPaBKW. DT nakeTbl 6yayT oTnpasneHbl B ESET npun nepBov BO3MOXKHOCTU Aaxe noaie
BbIK/TOYEHMS CUCTEMBI. [TOC1e 3TOr0 HOBble NaKeTbl CO34aBaTbCs He byayT.

4.4.6.1 Mopo3sputenbHble panbl

Ha Bnagke dannbl paclumpeHHbIx napameTpoB ESET Live Grid MOXHO CKOHOUIYPUPOBATb, KaK yrpo3bl 6yayT
OTNPaB/SATbCA B BMPYCHYtO nabopatoputo ESET Ha aHanus.

Mpwn 06HApY>KEHWUM NOAO3PUTENBHOTO Panaa ero MOXKHO OTNpaBnTb B 1abopatoputo ESET Ha aHanm3. Ecim aTo
BpeAOHOCHOE NpUIoXKeHne, MHPOpMaLmMs 0 HeMm byaeT BKAKOYEHA B cieaytolee 06HOBIEHNE CUTHATYP BMPYCOB.

®UNbTP UCKTIIOYEHUA: 3TOT BaPUAHT MO3BONAET UCKTKOYMUTb M3 OTMNPaBKM OnpeaeneHHble haiabl U nanku.
MepeyncieHHble B 3TOM crivcke dannibl HUKOTAA He 6yayT nepeaasatbcs B ESET Ha aHanms, aaxe eciv OHK coaepkaTt
NoA03PUTENbHbIN KOA. Hanpumep, MOXeT 6blTb MOME3HO UCKOUYUTb Gaisibl, B KOTOPbIX MOXET NPUCYTCTBOBATb
KOHbMAEHUMANbHAA MHPOPMaLMA, TakMe Kak IOKYMEHTbI 1 3/1eKTPOHHbIe TabnnLbl. Dainbl Hanbonee
PaCNpOCTPaHEHHbIX TUMNOB (.dOC M T. M.) UCKIHOHAOTCA MO YMONYAHWNIO. MPK XKeaHUM MOXKHO AOMONHATb CUCOK
NCK/TKOYEHHbIX hannos.

Baw appec 3/1eKTPOHHOM No4Tbl (Heo6a3aTeIbHO): MOXKHO OTNPABUTb 3pecC 3/1eKTPOHHOM MNOYTbl BMecTe C
noAo3puUTeNbHbIMK hannamm, 4Tobbl cneumanmctel ESET Mornm o6paTuTbCs K Bam, eCiuv Ang aHanmsa notpebyercs
LONonHUTeNbHaa MHGopmMauma. MimenTe B BUAY, HTO KOMNaHns ESET He oTnpaBniseT OTBeTbl MO/b30BaTeNIM 6e3
HeobxoaAMMOCTU.

B 3TOM pasgene Taioke MOXHO Bbl6paThb, byayT 1n Gansbl 1 CTAaTUCTUYeCKas MHGOPpMaLMS OTNPaBAATHCS C MOMOLLLIO
ESET Remote Administrator nan HenocpeacTBeHHO B ESET. YTo6bl mof03puTenbHble hansibl U CTaTUCTUHecKas
NHbOPpMaLMA rapaHTUPOBAHHO AOCTaBNANUCL B ESET, BoibepuTe nyHKT CpeacTBamMu yaanaeHHoOro
AAMUHUCTPUPOBAHNSA UIUN HerocpeacTBeHHo B ESET. B TakoMm ciy4ae OHM 6yayT OTNpaBaATbCsA BCEMU
[OCTYMHbIMKM cnocobamu. Mpu oTnpaske NOAO3PUTEbHbIX GANNOB M CTATUCTUKN CPeACTBaMM yAANIEHHOMO
AAMUHNCTPUPOBAHUSA AaHHbIE AOCTABNSAOTCS HA COOTBETCTBYIOLMIM CepBep, C KOTOPOro OHM 3aTeM NepeaatoTCs B
BMpYCHble 1abopaTtopum ESET. Ecav Bbi6paTh BapraHT HenocpeacTseHHo B ESET, Bce nofo3puTesbHble hanibl U
cratucTnyeckas nHbopmaumsa byayT OTNPaBAATbLCS B BUPYCHYHO labopaToputo ESET npsiMo 13 nporpamMmbl.

YcTaHoBuTe GNadkoK BecTur xxypHan, 4Tobbl CO34aTh XXYpHAN CObbITUI AN perncTpaumm GakTos OTnpaskm Gannos u
CTAaTUCTNYECKOW MHPOPMaLMK. B )kypHan cobbiTum 6yayT BHOCUTbLCA 3aNNUCU NPY KKA0M oTrpaske Gannos Unm
CTaATUCTUKMN.
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4.4.7 3anyweHHble npoLecchbl

B pasgene «3anyLieHHble NpoLecchl» 0TOBPAXKAKTCS BbIMOJIHAEMbIE HA KOMMbIOTEpe NPOrpaMmMbl UK MPOLLECChI.
Kpome TOoro, oH no3BosisieT ornepaTrBHO W HEMpPepbIBHO yYBeAOM/IATb KOMMaHWMio ESET 0 HOBbIX 3apaXkeHnax. ESET
Endpoint Antivirus npegocrtasnseT nogpobHble CBeAeHMs O 3anyLeHHbIX NpoLeccax A5 3aWmnTbl MOib30BaTenen ¢
NOMOLLbIO TexHonormm ESET Live Grid.

® ESET Endpoint Antivirus =] (23]
ESET ENDPOINT ANTIVIRUS

€ CayweBHele NporpamMmel * 3anyLUeHHbIE NPOLECTh

COCTORHWE 2aLUMTEI
3anyl.l.l‘EHHhIE npoueccobl

cKaHHpOBEHHE Mk B 3Tom okHe DTDﬁpE)KEETCH CAWCOK 3aNyLUEHHBIX NpOUEccoB W A0N0AHWTENEHEA I."IHdJDFIMELI,I."IH
n3 ESET Live Grid, ¥kasbiBaeTcA ypoBEHb PUCKE ANA KEHACTD NPOLECCE, 3 TAKKE KONMYECTED
MNoMAEZ0EATENEN 1 EpPEMA, KOrga OoH Db MIHAYANEHD DGHEP)QKEH.

OBHOBNEHNE

Mpouecc ¥ KOAWY.. = BPEMA 06.. | MMA NPUADKEH...
Hactpoiika - [m7smss.exe (] i) 2Zroganazag  Microsoft® Windao.., «

[m T csrss.exe (] i) 2rogaHasag  Microsoft® Windo...

- [m |wininit.exe (] hi) 2roganazag  Microsoft® Winda... |-
Cn)rxeﬁthe nporpamml . winlogon.exe [] ﬁﬁ 2roganazag  Microsoft® Windo...

- [m7services.exe (] i) 2roganazag  Microsoft® Windo...

3 mecaua Hazag Microsoft® Windo...

QX #H @ O R

CNpaeka M NoAaepkKa [mIsm. exe ) fiv) 2 roga Hasag  Microsoft® Windo...
-.[m7swchast.exe (] i) 2roganazag  Microsoft® Windo...
ﬁi vbhoxservice exe [] ﬁ} 3 Mmecaua Hasag Oracle VM VirtualB...
-[m7spoalsv.exe (] hi) 1 rog Hasag, Microsoft® Windo...
[m7taskhost.exe ] i} 2roganazag  Microsoft® Windo., _

| o P - R 1 wmmren immmn EilaTilln Comane
Paiin: c\windows\system32\lsass.exe
Pazmep dakna: 220 kB
Onucanme dadna: Local Security Autherity Process
Haseanue komnanmm: Microsoft Corporation
Bepcua daiina: 6.1.7600.16915 (win7_gdr1111156-1506)
Wma npogywra: Microsoft® Windows® Operating System

O OTkpbITe B HOBOM OKHE

(es=y

Mpouecc: msa 06pasa NnporpaMmmbl UM NPOLLECC], 3aMyLLEHHbIX B HACTOSLLMA MOMEHT Ha KOMMbtoTepe. 15
NPOCMOTPA BCEX 3amnyLLUEeHHbIX Ha KOMMbOTepe NpoLeccoB Tak)ke MOXKHO UCMO1b30BaTh AncneTyep 3aga4q Windows.
[ucneTyep 3a4a4 Takoke MOXKHO OTKPbITh, LEeKHYB NMPaBOM KHOMKOW MblLIM B MyCTOM 06/1aCTM Ha MaHenn 3a4ay,
nocsie Yyero BbI6paB NyHKT «AMcneTyep 3a4a4y», UK XKe BOCNO1b30BaBLUNCL coveTaHmeM Knasumw CTRL + SHIFT + ESC.

YpoBeHb pucka: B 601blMHCTBe C1yyaeB ESET Endpoint Antivirus u TexHonorus ESET Live Grid npucsamsaroT
obbekTam (pannam, npoueccam, pasgesaM peectpa u T. M.) YypOBHM p1cKa Ha OCHOBE HABOPOB 3BPUCTNHECKMX
NpaBw1, KOTOPbIE M3YYaOT XapaKTepUCTUKM KDKAOr0o 06beKTa 1 3aTeM OLEHMBAIOT BEPOATHOCTb X BPEAOHOCHOMN
[eAaTenbHOCTU. Ha 0OCHOBe Takoro 3BpUCTUYECKOTO aHa/IM3a 06bekTamM NprUCBamMBaETCsl YpOBEHb pUCKa oT 1 —
6e3onacHo (3eneHbln) 4,0 9 — onacHoO (KpacHbIi).

MPUMEYAHMUE. 3BeCTHbIe NPUIOXEHUS, MOMeYeHHble Kak 1 — 6e3onacHo (3eneHbliin), TOYHO SBIAOTCS
6e3onacHbIMK (BHECEHbI B «Be/bl» CMMCOK) M MCKTOYAt0TCA NPUY CKAHNMPOBAaHWK, 61aroaaps Yemy yckopsieTcs
CKaHMPOBAHMe KOMMbKOTEPa Mo 3anpocy UK 3awmta GarnnoBOm CUCTEMbI B PEXMME peasbHOro BpeMEHM.

KonnuyecTBo nosb3oBaTeNen: KOAMYeCTBO Nob30BaTeNen 4aHHOM0 NPUNOXKEHMS. 3Ta MHPOpMaLMsa cobrupaeTca
TexHonoruem ESET Live Grid.

BpeMs o6Hapy>XeHusa: Bpems, npollejliee C MOMeHTa 06HapyKeHUs NpuioXkeHua TexHonorven ESET Live Grid.

MPUMEYAHUE.EChn o5 npUnoXKeHUs BblbpaH ypoBeHb 6€30NacHOCT M HEVM3BECTHO (OpaHKeBLIN), OHO He
0643aTeNbHO ABNMSETCS BPeAOHOCHOM NporpaMmMon. O6bIYHO 3TO MPOCTO HOBOE MpUNoXeHne. ECK Bbl He YBEpPEeHb! B
6e30MacHOCTM Kakoro-nmMbo ganna, ero MoXKHO OTNPaBUTb Ha aHanu3 B BMPYCHyto nabopatoputo ESET. Ecnuv dann
OKaKETCSA BPeAOHOCHLIM NMPUAOXKEHNEM, HeobxoaMMas Ana ero obHapyeHua MHbopmMauus byaeT BkItoYeHa B
nocneayoLme obHOBAEHNS.

MMs NpUI0XEHUSA: KOHKPETHOE MMS MporpamMmMbl UK NpoLiecca.

OTKprTb HOBOe OKHO: CBeieHWSA O 3anyLeHHbIX npoueccax 6y,£l,yT OTKPbITbl B HOBOM OKHe.



Ecnin BbIGpaTh onpeaeneHHOe NpUIoXKeHe BHU3Y, OyAeT BbiBeAEHA yKa3aHHas Hdke nHdopmMaums.

e ®ann: pacnonoxeHue NPUIOXKEHNS HA KOMMbOTepe.

Pasmep ¢anna: Pasmep danna B Kb (kmnobamtax) nnv Mb (Merabantax).

OnucaHne ¢panna: xapakTepUCTUKK Pania Ha OCHOBE ero ONMCaHKA B ONepaLnoHHOM CUCTEME.
Ha3BaHue KOMNaHUW: Ha3BaHMe NOCTABLUMKA UM MPpoLecca MpUIOXKEeHUS.

Bepcusa ¢panna: nHpopmauus, npefocTaBeHHas n3gatenemM npuaodxkeHus.

MMs npoayKTa: MMs NPUIOXKEHUS U/ HAMMEHOBAHME KOMMAHUK.

MPUMEYAHUE. Takxe Bbl MOXKETE NMPOBEPUTH penyTaLmo Ganios, KOTOPbIE He ABASKTCA 3anyLLEHHbIMMN
nporpaMmmamMm Uam npoueccamn. a4 3TOro NoMeTbTe Hy>KHble Garbl, WEeAKHUTE UX NPaBOW KHOMKOM MbILUN U B
KOHTEKCTHOM MEHI0 BblbepUTE NapameTpbl PaclunpeHHble pyHKLUK > MpoBepuTb penyTauuto gaisia c NoMoLLbio
ESET Live Grid.

® CranwpoeaTe nporpammci ESET Endpeint Antivirus I

-

PaclumpenHbie dyHELMK ®  Ouncrka daiinoe

Oteviit v programu » WMzonuposate daiin

Mepepate daidne gna aHanuza..
Sdilet s 3 ) )
MpoeepuTe penyTaunte daina ¢ nomowero ESET Live Grid

Obnovit pfedchozi verze

4.4.8 KapaHTUH

KapaHTWH NpefHasHa4veH B NepBYo 04epeab 415 M30/18UMKn 1 6€30MaCHOr0 XpaHEHMS 3apaskeHHbIX GannoB. ®ambl
cneayeT NoMeLaTh Ha KapaHTUH, eCTU UX HENb3A BbITEYNTb UK 6e30MacHo yAAUTb 1MB0 eCIM OHM OTHECEHDI
nporpammown ESET Endpoint Antivirus K 3apa)eHHbIM Mo OLNOKe.

MOMECTUTb Ha KapaHTUMH MOXKHO /1t0601M dans. PekoMeHAYeTCa NOMeLaTb Ha KApaHTUH daribl C NOA03PUTENbHON
aKTUBHOCTbIO, KOTOPbIE, TEM He MeHee, He 06HAPY )KMBAKOTCA MOAY/IEM CKAHUPOBAHMSA 3aLUMTbI OT BUPYCOB. Darbl
Ha KapaHTMHE MOXXHO OTMPaBUTb B BUPYCHYO NabopaToputo ESET Ha aHanms.

® ESET Endpoint Antivirus [-=-] =25
ESET ENDPOINT ANTIVIRUS

4 CmyxebHele nporpammbl * Kapantind

COCTOARHWE 3aLUNTEI

KapaHtuH
CraHnpoeaHue MK Bpema Mma 06bekTa Paz... MpruKHa Ka..

16,4, 2012 ... http:y/’www.eicar.org/download/ei... 184 Eicar Tect dhaiina 1
16.4, 2012 ... Ch\Users\petko\Desktop\eicar com... j !
KapaHTuH...

QGHOENEHNE

- BoccranoBute
Hactpoiika

BoccTaHOBWTE M MCKAOYNTE M3 CKAHMPOBAHWA
BoccTaHoBUTE B...

CnyxefiHble Nnporpammsl
¥aannTe W3 KapaHTHa Del

Cnpaeka 1 NoAgaepxka MNepegate Ha ananus

QX # @ O R

€ | T 3

C MO MOLL B I'IpEEDﬁ KN3EHMLUW MEILLKY MOXHD OTKPBITE KOHTEKCTHOE MEHHD Eblﬁ-pEHHDI'D
INEMEHTA.

| Kapawtun.. | | Boccranoswts

O OTkpeITE B HOBOM OKHE

MHdopmaumio o dannax, mMoMeLLeHHbIX Ha KAPaHTUH, MOXHO NMPOCMOTPeTb B BUAe Tabaunupbl, coaepiallen AaTy 1
BpeMs noMelleHma dania Ha KApaHTUH, MyTb K ero MCXOAHOMY PACNONIOXKEHNIO, ero pasMep B 6anTax, MpuynHy
nomMelleHns panna Ha KapaHTUH (Hanpumep, 06bekT AobaBneH Noab30BaTENEM) M KOMYECTBO Yrpo3 (Hanpumep,
eC/IN apXMB COAEPXKUT HECKOIbKO 3apadkeHUI).
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MomeweHne ¢pannoB Ha KapaHTUH

Mporpamma ESET Endpoint Antivirus aBToMaTmyeck noMeLLaeT yaaneHHble Ganibl Ha KapaHTUH (eCTN 3TOT
napameTp He Hbl1 OTMEHeH NoJsib30BaTesieM B OKHe npeaynpexxaeHns). Mpu skenaHnm nto6om Nof03puUTeNbHbI Garnn
MOXXHO MOMECTUTb Ha KAPAHTMH BPYYHYIO C MOMOLLBIO KHOMKM KapaHTUH.... [1p1 3TOM UCX0oAHas Konusa danna He
yoansetcs. lng3Toro Takoke MOXHO BOCMO1b30BaTbCA KOHTEKCTHBIM MEHHO, LLe/TKHYB MPaBOW KHOMKOW Mbl LUK OKHO
KapaHTuH 1 Bbi6paB NyHKT KapaHTuUH....

BoccTaHoB/1IeHUEe U3 KapaHTUHA

darnbl, HaxoAAWMeca Ha KApaHTUHe, MOXKHO BOCCTAHOBUTb B UCXOAHOM MecTe. 18 3Toro npefHasHadeHa GyHKLMS
BOCCTaHOBUTb, JOCTYMNHAs B KOHTEKCTHOM MEHI0 OKHa KapaHTUHA. Ecnuv dann nomedeH Kak noTeHUmanbHo
HeXxenaTenbHas NporpaMmMa, CTaHOBUTCS aKTUBHbIM NapamMeTp BoCcCTaHOBUTb M UCKJIHOUYUTb U3 CKAHUPOBaHUS.
[lonoNHUTeNbHY0 MHDOPMALLMIO 06 3TOM TUME NPUIOXKEHMS CM. B [10CCapun. KOHTEKCTHOE MeHI0 COAEPXKUT Takxke
dYHKLUMIO BOCCTAHOBUTD B..., KOTOpas N0O3BO/ISET BOCCTAHOBUTbL dai B MecTe, OTIMYHOM OT UCXOLHOTO.

NMPUMEYAHUE: ECin nporpamMmMa noMecTnia He3apakeHHbln Gani Ha KapaHTMH MO OLMBKe, CKIoYMTe 3TOT dann
13 CKAHMPOBAHMA NOC/1e BOCCTAHOB/IEHMSA 1 OTNPaBbTe ero B U1y>)Kby NoaAep>KKM KTMeHTOoB ESET.

OTnpaBka ¢annia ns KapaHTUHa

Ecnn Ha KapaHTMH NoMelleH Gains, yrpo3a B KOTOPOM He pacno3HaHa nporpamMmon, nnmn Gamn HeBepHO
KBaNMOULMPOBAH KaK 3apaXkeHHbI (HanpuMmep, B pe3y/ibTaTe OWmbKM 3BPUCTUHECKOTO MeTOAA) U U30/TMPOBAH,
nepenanTe Garn B BUPYCHY0 nabopatoputo ESET. YTobbl 0TNpaBUTb Garmn 13 KApaHTMHA, LWEeNKHUTE ero npasom
KHOMKOW MbILWN 1 BbibepuTe NyHKT MepepaTb HA aHaNus.

4.4.9 OtnpaBka ¢pannoB Ha aHann3

[nanorosoe 0KHO OTMNpaBkK GanoB NO3BOASET OTNPaBUTb dann B ESET Ha aHanms. a9 4oCTyna K 3TOMY OKHY
Bbi6epuTe CnyXke6Hble nporpammbl > MpepocTtaBuUTb pann gasa aHanausa. Npm o6Hapy>XKeHMM Ha KOMMbOTepe
darna, NposSBAAOLLEr0 NOAO3PUTENbHYIO aKTUBHOCTb, EF0 MOXXHO OTMPaBUTb B BUPYCHYtO labopaTtoputo ESET. Ecnum
darn okakeTcs BpegoHOCHbIM NPUAOXKEHUEM, HeEOBXoaMMasn Ana ero 06HapyKeHUs MHPopmMaLmsa byaeT BKAOYeHa B
nocneayoume o6HOBNEHMS.

[pyrnm cnocobom OTNpaBKM SIBASETCA 3N1eKTPOHHAaa noyta. Ecim 3ToT cnocob Ans Bac yaobHee, 3aapxmBupymnTe
dannbl c nomoupto nporpaMmmbl WIinRAR mav WInZIP, 3awmtnte apxms napoaem «infected» n oTnpaebTe ero no
afgpecy samples@eset.com. [MOMHUTE, YTO TeMa NUCbMA AOJI)KHA OMMUCbIBATb MPpobaemy, a TeKCT AO/KEH COAEPXKATb
KaK MO>XXHO Bosiee noHy0 MHGopMaumio o darne (Hanpumep, agpec Beb-canTa, C KOTOPOTo OH OblsT 3arpy>KeH).

MPUMEYAHMUE. Mpexae 4em oTnpaensaTb damn B ESET, ybeamutecs B TOM, 4TO NpobemMa COOTBETCTBYET OA4HOMY U3
cnefyroLwmMx Kputepues:

o bann coBceM He 0OHapyYXMBaeTCH;

o bann HenpaBW/IbHO 06HAPY>KMBAETCS KaK yrpo3a.

OTBeT Ha NoA06HbIM 3anNpocC byaeT OTNpas/aeH TObKO B TOM Jlyyae, e noTpebyeTcs 4ONONHUTEeNbHAs
nHopmayms.

B packpbiBatoLLemMcsi MeHto MpuyuHa oTnpaBku ¢panna Boibepute HaMbonee NOAXOAALLLEE ONUCAHMUE CBOErO
Co0obLLeHNS.

e Mopo3putenbHbIv pann,

e JloxkHOoe cpabaTbiBaHUue (Parn Npr3HaH 3apaXXeHHbIM, XOTS He ABASeTCs TAKOBbIM);

e 1 ipyroe.

®dann — nyTb K Ganny, KOTOPbIM Bbl HAMEPEHbI OTNPaBUTb.

Appec 31eKTPOHHOW NMOYTbI: apec 0TnpaBnseTcs B ESET BMecTe C N0A03pUTENbHBIMW haniamMm 1 MOXeT
NCMOb30BaTHCA A1 3aNpoca AOMOHUTEIbHOW MHOPMALLMK, HeOHXO0AMMON AN aHaNM3a. YKa3biBaTb aapec
31eKTPOHHOM MNOYThl Heob653aTeNbHO. OCKOMbKY KKAbIN AeHb HA cepBepbl ESET NOoCTyNaroT AeCSTKM Thicsd Gannos,
HEeBO3MOXXHO OTMPaBUTb OTBET Ha KXKAbIM 3anpoC. Bam OTBETAT TONbKO B TOM C/1yyae, eV ANng aHanmsa
noTpebyeTcs 4LONONHUTeNbHAsA MHbGOpMaLNS.
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4.4.10 lpeaynpexnaneHna n ysegomMaeHuns

ESET Endpoint Antivirus nogaep>xv1BaeT OTNPaBKy COOOLLEHWI 31eKTPOHHOM MNOYTbl NP BOSHNUKHOBEHWUM COOBITUN C
33, aHHOM CTeneHblo AeTanm3aumm. YTobbl BKIHOYUTL 3TY GYHKLMIO M aKTUBMPOBATb OTMPaBKy COOHLLEHMN,
yCTaHOBUTE GAaKOK OTNpaBAATb YBEA,0M/IEHUS M0 3/1IeKTPOHHOM MouyTe.

@ ESET Endpoint Antivirus

AononHnTeneHele HACTPONKH

[+ KomnetoTep MpeaynpexaeHHs W YEEA0MIEHHS

MHTEPHET W 3NEKTPOHHER NOYTa
7~ OBHoEneHMe
-3 CnyxebHble Nporpanmsl

OTNpEENATE YBEAOMNEHWA N0 INEKTPOHHOA NOYTE
SMTP-cepeep:

----- WaElANLl #ypHana localhost
----- Mpokoi-cepeey
npo peep AyTeHTHdMKEWAA Ha SMTP-cepeepe
----- MLEHZMA
. Wma nonb3oBaTens: MNaponk:
----- A KapaHTuH
..... MnaHpoBLLMK admin ssssssene
----- YAENEHHOE 3AMMHACTPHPOBEHME An Aa
C OTNPEEMTENS: C MONYYaTENN:
----- 3aWKTa A0CTYNa K CBTH pe pa pe Y
..... MpeayrpexkaeHs H YBEAOMAEHHA notifications @compary.com admin@company.com
----- ESET Live Grid
..... CUCTEMHBIE 0BHOBNEHMS OTNpEENATE YEEAOMNEHWA HA KOMMBIOTEPE! B NOKANEHOR CETH CPEACTEAMH CyKOE!
----- JuarHocTuka Messenger
- MHTepdelic OTNRAENATE YEEAOMIEHHA Ha CNEAYHIWKE KOMNEHITERE! (HEPES SanATYHI )
IHTEpEaN OTAREEKH COOBLLEHHE (Cek, 1t 60

MUHMMENEHER CTENeHL AETaNK3ELMA ]i"BEILOMﬂEHMﬁ:

[I’benwmewm&m v] W3HEHTE GopHMaT. ..
JWarHocTHYECKHE
WHi ELMOHHBIE

e
OLMBKM [ OTHEHS ] [I‘Io YMONYEHAKD ]
KpuTHdeckmre

SMTP-cepBep: SMTP-cepBep, UCNOb3yeMbl 4151 OTMPaBKX YBeAOM/TEHNN.
MpumeyaHue. ESET Endpoint Antivirus He nogaep>uBaeT SMTP-cepBepbl, UCNOb3yHOLMe WindpoBaHme SSL/TLS.

AyTeHTUdunkauma Ha SMTP-cepBepe: ec TpebyeTcs ayTeHTUdMKaLMsa Ha SMTP-cepBepe, yKaxuTe
OenCTBUTEbHbIE MMSA NMOb30BaTeN s M NAPOJib ANS AOCTYNA K HEMY.

Appec oTnpaBUTens: B 3TOM MoJie YKa3blBAETCS aApec OTNpaBUTeNs, KOTOPbI ByaeT 0To6paXkaTbCsl B 3aronoBKe
nMcem C yBeLOMJIeHNEM.

Appec nony4yaTens: B 3TOM MoJie yKasblBAETCSA aipec Nosy4aTens, KOTopbi ByaeT 0TO6paxaTbCs B 3aros10Bke
NMceM C yBeLOMJIEHNEM.

OTNpaB/ifAiTb YBeAOM/IEHMS HA KOMIMbIOTEpbI B JIOKAJIbHOW CeTU CcpeacTBamMu ciyx6bl Messenger: ecnm
YCTAHOBUTb 3TOT GNAKOK, yBeAOMIeHMs ByayT OTNpaBAATbCA HA KOMMbIOTEPbl B TIOKa/IbHOW CETU C MOMOLLbHO
cny>K6bl coobueHn Windows®.

OTnpaBnsATb yBeAOMIEHUA HA C/iefyioLiMe KOMMbIoTepbl (Yepes 3ansaTyio): BBEAUTE MMeHa KOMMbOTEPOB, Ha
KoTopble 6yayT OTNPaBAATbLCA YBEAOMIEHNS C MOMOLLBIO C1YXK6bI CO0bLLeHUA Windows®.

MHTepBan oTnpaBKU COO6LLEHUN (CEK.): A1 I3MEHEeHWNS UHTepBana Mexay YBeAOMIeHUSIMU, OTNPaBAsieMbIMU MO
NIOKaNIbHOWM CeTU, BBeAUTE HeOHXOAMMOe 3HaYeHNe B CeKyHAAX.

MuHMManbHas cTeneHb AeTannsaumnmv yBegoMIeHUA: onpeaesseT MMHMMabHbIN YPOBEHb AeTann3aunm
yBeAOMJIEHWNI, KOTOpble C1eayeT OTNpaBasaTh.

MN3MeHnTb popmMarT.... 06MeH AaHHbIMU MeXAay NporpaMMon 1 yaaneHHbIM N0b30BaTE/IEM U CUCTEMHbBIM
aOMUHUCTPATOPOM OCYLLECTBASETCA NOCPeACTBOM 3/IEKTPOHHOM MOYTbI UM yBEeAOM/TIEHWUI B TOKA/IbHOW CETU
(cny>x6a coobuieHmn Windows®). ®opmaTt npeaynpexxaeHuin 1 yBeaoMIEHNIA, YCTAHOBEHHbI MO YMOYaHWIO, byaeT
onTuManeH B 60/1bLINHCTBE C1y4aeB. B HEKOTOPbIX C1y4Hasx MOXKET NOHAA06UTbCSA M3MEHUTb GOpMAT COOBLLEHNN.
[Ona3Toro HaxmmuTe N3meHnTb dopmar....
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4.4.10.1 ®opmaT coobueHunmn
B 3TOM OKHe MOXHO HAaCTpOUTb GOpMaT COOBLLEHMI O COOBLITUAX, OTOOPAKAIOLLMXCS HA YAANEHHbBIX KOMMbIOTEpax.

MpeaynpexaneHns 06 yrpose 1 yBegoMIEHUS MO YMOTHAHWIO UMEKOT npegonpeaeneHHbln dopmar. MI3MeHsTb 370T
dopmaT He pekoMeHayeTca. OAHAKO B HEKOTOPbIX Cy4asax (Hanpumep, Npy HAINYUK CUCTEMBI
aBTOMAaTM3MPOBAHHOM 06PabOTKM 3/1eKTPOHHOM MOYTbI) MOXET MOHAA06UTbCS M3MEHUTb GOpMAT COOBLLEHNIA.

KntouyeBble c10Ba (CTPOKM, pasfeneHHble CMBOIOM %) B COOBLLIEHNN 3aMeLLAKTCa peasibHOM MHdOopMaLmMen o
COBbITUN. [IOCTYMHbI C1eAyHOLLME K0YeBble C10Ba.

e %TimeStamp%: nata v Bpemsa cobbiTus.

e %Scanner%: 334eMCTBOBAHHbI MOAY/Tb.

e %ComputerName%: nms KOMMNbOTEPA, HA KOTOPOM MPOMU3OLLIO COBbITHE.

e %ProgramName%: nporpamMmma, co34aBLuasi npeaynpexaeHue.

o %InfectedObject%: nma 3apaxxeHHOro Gamnna, COobLWEHNA U T. M.

o %VirusName%: naeHTUOULMPYIOLLME AAHHbIE 3apaXKeHMS.

o %ErrorDescription%: onuncaHme cobbITUS, He MEIOLLLEro OTHOLLEHUS K BUPYCaM.

KntouyeBble cnoBa %InfectedObject% 1 %VirusName% 1cnonb3yTCA TOIbKO B NpeaynpexaeHunsax 06 yrposax, a %
ErrorDescription% — TO/1bKO B COOHLLEHNSAX O COBbITUAX.

Mcnonb3oBaTb CMMBOJIbI MeCTHOro asnipaBuTa: NnpeobpasoBaHme COOHLEHMI C UCMOIb30BaHNEM KOAMPOBKM ANSI
Ha OCHOBE perroHanbHbiX NapameTpos Windows (Hanpumep, windows-1250). ECM He yCTaHaBAMBaATb 3TOT GIAXKOK,
coobuleHre byaeT NpeobpasoBaHo C UCMOJIb30BaHUEM 7-6UTHOM KoaupoBky ACSII (Hanpumep, «a» byaeT
nNpeobpasoBaHo B «a», A HEM3BECTHbIE CUMBOJIbI — B «?»).

Mcnonb3oBaTb MECTHYO KOAUPOBKY CUMBOJIOB: coobllieHMe 6yaeT npeobpasoBaHo B dopmat Quoted Printable
(QP), B KOTOpOM MCMONb3YytOTCA 3HakM ASCII, 4TO NO3BO/IAET NpaBUIbHO NepeaaBaTh CUMBO/Ibl HALMOHANbHbIX
andaBUTOB MO 3/1EKTPOHHOW MoyTe B 8-6UTHOM dpopmate (2éidu).

4.4.11 O6HOB/IEHUSA CUCTEMDbI

®yHKUMA 06HOoBNEeHMA Windows ABNAeTCA BAXXHOW COCTABNSAOLLEN 3aLIMTbI MONb30BaTENEN OT BPeAOHOCHbIX
nporpamm. Mo 3ToM NpuyinHe 06HoBAeHMsa Microsoft Windows cieayeT ycTaHaBnMBaTb Cpasy nocie NosBAeHNS.
MporpammHoe o6ecneyeHme ESET Endpoint Antivirus yBeaomnaseT nonb3oBaTens 06 0TCyTCTBYOLWMX O6HOBEHMSX B
COOTBETCTBUM C BbIGpaHHbIM YPOBHEM. [JOCTYMHbI C1€AYHOLLE YPOBHMU.

e be3 06HOBIEHNIA: He byAeT npeanaraTbCs 3arpy3nTb 06HOBNEHMS CUCTEMDBI.

e Heobs3aTenbHble 06HOBAEHUSA: ByAeT NpeanaratbCs 3arpy3nTb OOHOBMEHMS, MOMEYEHHbIe Kak MMEeLLME HU3KMIA
1 60s1ee BbICOKMW NpUopuTeT.

e PekoMeHp0BaHHble 06HOBIeHUS: ByaeT npeanaraTbCs 3arpy3nTb 06HOBAEHMS, MOMEYEHHbIe KaK MMeroLLme
06bIYHbIV 1 HONEee BbICOKMIA MPUOPUTET.

e Ba)kHble 06HOBIeHUSA: bByaeT npeasaratbCs 3arpy3nTb 0OHOBAEHMS, MOMEYEHHbIe KAk BaXHble 1 nMmetoLme bonee
BbICOKMI MPUOPUTET.

e KpuTnyeckmne o6HOBIEHMS: MO/1b30BaTENO ByAET NpeanaraTbCs 3arpy3nTb TObKO KpUTUYECKe 06HOBIEHMS.

19 cOXpaHeHMa 3MeHeHMn HaxXMUTe KHonky OK. Moc/ie npoBepkum cTaTyca cepeepa 06HOBNEHWUI HAa 3KpaH byaeT
BbIBe,EHO OKHO «O6HOBNEHNSA CUCTEMbI», MO3TOMY AdHHbIE 06 06HOBEHMN CUCTEMbI MOTYT 6bITb HEAOCTYMHbI
HENOCPeACTBEHHO NOC/IE COXPAHEHUS N3MEHEHW.

4.4.12 AnarHocCTUKa

DYHKLUMS AMATHOCTUKM GOPMUPYET aBapuiiHble AaMrbl NPUAOXKeHWs npoueccoB ESET (Hanpumep, ekrn). Ecin
NPONCXOAMUT cOOM NpunoxeHmsa, GopMupyeTcs amn NamMmaTi. OTO MOXKET MOMOYb pa3paboTyMKaM BbIMOAHATb
OT/IaAKY M YCTPaHATb pa3nunydHble npobnembl ESET Endpoint Antivirus. CywecTByeT ABa TMna 4aMMoB.

e MonHbIM gaMn NAMATU: PErUCTPUPYETCS BCE COAEPXKMMOE CUCTEMHOW NaMSTH, KOTAA HEOXXMAAHHO NpekpallaeTcs
paboTta npunoxeHus. MoAHbINM AaMN NAMATU MOXET COAEPKaTb AaHHbIE MPOLLEeCCOB, KOTOPbIE BbIMOTHANNCH B
MOMEHT CO34aHMsa amna.

e MuHMApamMn: perucTpmpyeTca caMblii Masiblh 06beM NoAe3HOM MHGOPpMALMKM, KOTOPAs MOXET NOMOYb BbISIBUTb
NPUYNHY HEOXXMAAHHOTO CO0S MPUAOXKEHWA. DTOT Tmn dharna gamna MoxeT 6bITb yA0OHO CNONb30BaTb, eC/IU
MEeCTO Ha AMCKe OrpaHMyeHo. O4HAKO OrpaHNYEHHbI 06beM BI/TKOYEHHOW B HEr0 MHOOPMALMM MOXKET He
NO3BONIUTb MPW aHANM3e TaKOro Gamina 0BHAPYXKUTb OWNBKN, KOTOPbIE He Bbl1V Bbl3BaHbl HEMOCPEACTBEHHO
NOTOKOM, BbIMO/THSABLUMMCS B MOMEHT BO3HUMKHOBEHWSI MPO61eMbl.

e YcTaHoBuTe koK He cozpaBaTtb gamn namMmaTu (MO YMOMHAHWNIO), UTOObI OTKIOUUTL 3TY QYHKLMIO.
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LleneBowm KaTajor: KaTasior, B KOTOpOM byaeT co3aaBaTbCs Aamn npu cboe. HkMmuTe OTKPbITb Nanky..., YTobbl
OTKPbITb 3TOT KaTa/IOr B HOBOM OKHEe MPOBOAHMUKA.

4.4.13 JlnueH3um

B BeTBM JIML,EH3UM MOXKHO YNPaBAATb IMLEH3MOHHBIMW KTto4amum ana ESET Endpoint Antivirus v opyrmx
nporpaMmMHbIX NpoayKkToB ESET, Takmx kak ESET Remote Administrator v npo4ue. MNMocne noKynkn 1MUeH3MOHHbIE
KKOUM LOCTABNAOTCA BMECTe C UMEeHEeM MO/b30BaTena 1 napoaem. Ytobbl f,06aBUTb/yBANUTDL TNLEH3UOHHbIN
KHOY HKMUTE COOTBETCTBYHOLLYO KHOMKY B OKHE MeHeayKepa AvLeH3nn (JluueHsum). MeHeaxxep MNLEeH3nM MOXHO
OTKPbITb Yepes AepeBOo pacClUMpPEeHHbIX NAapaMeTpoB B pasaene Cny>kebHbie nporpaMmmbl > JIMLLEH3UN.

@ ESET Endpoint Antivirus

AdononHnTensHele HaCTPONKH

(-l KoMnbtoTep A=

WMHTEPHET M 3NEKTPOHHEA NOYTE E
~ MpoayxT Bnaneneu Kon... Hcredenu...
- ObHoEnEHME e

E,gc CrysebHele nporpamMes ESET NOD32 Antivirus Business E... ESET 10 2.1, 2013
----- Dalinel KypHana

..... Mpokov-cepeep

----- TnugHzMm

----- . KapaHTuH

----- MAEHAPOBLLMK

----- VAaaneHHoe aAMMHUCTPHPOBaHUE
----- 3alMTE ADCTYNE K CETH

----- MNpeaynpexaeHis W YEEA0MNEHMA
----- ESET Live Grid

----- CHCTEMHBIE 0BHOBNEHMA

----- JuarHocTuka

[+ MHTepdeic

LobaeuTe... Yaanute JaKkazaTb...

[ oK i[ OTHEHA ][I‘Iowonl—laﬂmo]

JINUEH3VOHHbBIV K104 NpeacTaBnseT cobon TekcToBbIn dan, cogepkalimm nHGopMaumnio 0 NpnobpeTeHHoOM
npoAayKkTe: Bnagenew AULEeH3Nn, KONNYeCTBO TNMLEH3UM M AATA OKOHYAHWSA CPOKa AenCTBUS.

B okHe meHemkepa NILLEH3U MOXKHO 3arpy3nTb M NpoCMOTpeThb cogep>KMmMoe TMUeH3NOHHOTO K/1Ko4a, Ha>kaB
KHOMKY [06aBUTb..., MOCIe Yero Ha JKpaH 6yﬂ,8T BblBeeHa COOTBETCTBYOWAS MHPopMauus. Ang Toro 4YTOObI
VAAUTb q>a17|n bl TNLLEH3UW U3 CMIACKA, BbIABINTE UX U HAXKMUTE YAA/IUTD.

Ecim CpoOK ,EI,EVICTBI/IFI NNUEH3VMOHHOI0 K/1to4a UCTeK N Bbl XOTUTE NPpOASTUTL JTINMLUEH3UNIO, HAXKMUTE KHOMKY 3akasaTb...,
nocsne 4vyero Bbl FIEPEVI,EI,ETE B HAll MHTEPHET-Mara3uH.

4.4.14 YpaneHHoe agMUHUCTPpUpOBaHMe

ESET Remote Administrator (ERA) — 3To none3Hoe cpeacTBO, UCMOJIb3yeMOe A4 YNpaBAeHNS MOTNTUKON
6e30MacHOCTM 1 NoyYeHMsa 06LLIMX CBeAeHMI 0 bezonacHoCTK ceTu. OHO 0CO6EeHHO NO1e3HO B 6O/bLUINX CETSX.
CpepnctBo ERA He TONbKO NOBbILAET YpOBEHb 6€30MacHOCTU, HO 1 0biervyaeT aaMUHUCTpurpoBaHune ESET Endpoint
Antivirus Ha KIMeHTCKMX pabo4mx CTaHLMAX. B TaKOM pexxmme MOXKHO yCTaHaBAMBATb M KOHPUIYpUpOBaTh
NporpaMmbl, MPOCMATPMBATb dKypPHasbl, 3aM1aHNPOBATb 331a41M MO OOHOBAEHMIO, 334a4M MO CKAHMPOBAHWUIO U T. 4.
[na obmeHa gaHHbeiMmn Mmexxay ESET Remote Administrator (ERAS) n npoayktamm obecneyeHns 6e3onacHoCcTm ESET
HY>KHO MPaBUAbHO BbIMONHUTb KOHGUIYPUPOBaHME HA 06EMX KOHEYHbIX TOYKaX.

MapameTpbl y4ATEHHOr0 aAMUHUCTPUPOBAHMA AOCTYMHbI 13 F1AaBHOrO OKHAa NporpaMmmbl ESET Endpoint Antivirus.
Haxxmumte HacTtponka > MNepenTu K J,0NOIHUTE/IbHbIM HACTPOMKAaM... > Cay)kebHble nporpamMmbl > YaajieHHoe
aAMUHUCTpUpOBaHUe.
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@® ESET Endpoint Antivirus

AononHnTeneHele HACTPONKH

- KomnstoTep ¥AaneHHoe agMAHMCTPUPOEaHNE

&8 VHTEpHET M 3MeKTPOHHERA NoYTa MoaknourTecA K ESET Remote Administrator Server
(% OfHoBneHWe

El?{ CrmyeBHbIE MporpanMs! WMHTEpBaN MEXAY NOAKMOYEHUAMM K CEPBEPY (MUH.): 10 =
----- DaEANEl KypHana
----- Mpokou-cepsep COcHOBHOM cepeep |ﬂono..r|HMTenhthﬁ CEpEED |
----- NuEH3 M
..... [ Kaparmn Adpec cepeepa: MopT:
..... MAEHUPOBLLMK 10.0.1.1 2222

----- YAaNeHHoe a4MUMHUCT PUPOBaHME

_____ SalWMTa 4OCTYNA K CETH JocTyn K cepsepy yAanNeHHOro 34MUHWCTPHPOBEHWA 3aLUMLLEH Napanem

----- MpeaynpexraeHHa 1 YEEAOMAEHNS Mapan:

----- ESET Live Grid LLLL LI L]

----- CUCTEMHEIE 0BHOBNEHMA

..... IMarHOCT MRS HUKOr & HE NOAKMKYETECA K CEPEEDY MO HESALWLEHHOMY COEAMHEHHIO

- MHTepdelic

[ '@'DI{ ][ OTHEHS ][I‘Io \monuano]

AKTUBUPYUTE yAANEHHOE afiMVUHNCTPUPOBaHME, YyCTaHOBMB Gaaxok MopkaouuTbea K cepsepy Remote
Administrator Server. lNNodie 3TOro CTaHyT AOCTYMHbI OCTa/IbHbIe OMUCAHHbIe Aasee NapaMeTpbl.

MHTepBan Mexay noakaveHUssMuU K cepBepy (MMH.): 3TO 3HaYeHMe OnpeaenseT, Kak 4acTo NpoayKT obecneveHms
6esonacHocTm ESET byaeT nogkatodaTbcsa K ERAS ana nepenaym aHHbIX.

«OCHOBHOM cepBep», «[0NO/IHUTE/bHbIA cepBep». 06bIYHO JOCTATOYHO CKOHOUIYPUPOBATb TO/IbKO OCHOBHOW
cepBep. ECM B ceTU HECKONbKO cepBepoB ERA Server, MOXHO Takxe A06aBUTb JOMONHUTENbHOE MOAKIOYEHME K
Lpyromy, onoaHUTeNbHOMY cepBepy ERA Server. OH 6yAeT UCNo/b30BaThCsA Kak pe3epBHOE pelleHKne. To ecTb B TOM
cnyyae, eI OCHOBHOWM CEpBEp CTAHET HeAOCTYMNeH, NnporpaMma ESET aBToMaTnyeckm 06patmTcsa K
ZlONoNHUTEeNbHOMY cepBepy ERA. BnocneacTBmm oHa 6yeT NbiTaTbCA BOCCTAHOBUTb MOAK/IOHYEHME K OCHOBHOMY
cepBepy. [Mocne BOCCTaHOBMEHMSA 3TOI0 NOAKI0YeHMS pelleHne ESET ang obecneyeHns 6e30nacHoCTu
NepekItoYnTCa 06paTHO Ha OCHOBHOW cepeep. HacTpoika AByx Npodunen cepeepa yaaneHHoro
aAMUHUCTPUPOBAHNA — HamMbosee yauHoe peLleHne A1 MOBUIbHbBIX KIMEHTOB, KOTOPbIE MOAKIYAKTCA K CepBepy
Kak 13 10Ka/IbHOM CeTU, TaK 1 Yepes MIHTepHeT.

Appec cepsepa: ykaxute nnv DNS-ums, nnm IP-agpec cepsepa, Ha KOTOpOM paboTaeT cepBep yAaIEHHOTO
aaMuUHUCTpupoBaHMa ESET.

MopT: B 3TOM MO/e yKa3biBAETCA MpeABaPUTEIbHO 33jaHHbIV MOPT CepBepa, MCMOAb3yeMbl 415 MOAKTOHEH WS,
PekomeHAyeTCs He U3MEeHSATb MOPT MO YMONYAHWUIO (2222).

MHTepBan mexay noakatoyeHnsaMm K cepsepy (MMH.): 4acToTa, C KOTOpow nporpamma ESET Endpoint Antivirus
nogkntovaerca K ERA Server. ECiv ycTaHOB/IEHO 3HadYeHme O, aHHble OTNPaB/IATCA KKAble 5 CeKYHA,.

JocTyn K cepBepy yAaNeHHOro agMMHUCTPUPOBAaHNA 3alUMLLEH NAapo/ieM: NO3BOJ1SeT BBECTW Napo/ib AN
nogkntouyeHna K ERA Server, eciv 3To He06X04MMO.

Hwukorpa He noaKAO4YaTbCs K cepBepy Mo He3aLWULWEeHHOMY COeMHEHUIO: YCTAaHOBUTE 3TOT GJIaXOK, YTObbI
3anpeTuTb NOAKIOYeHMe K cepBepaM ERA Server, Ha KOTOpPbIX BK/TKOYEH AOCTyn 6e3 ayTeHTudumkaumm (cm. ERA
Console > NMNapameTpbl cepBepa > besonacHOCTb > BkAOUYUTb focTyn 6e3 ayTeHTUPUKaLUU AN KIINEHTOB).

HaxxmuTe kHonky OK, 4To6bl NOATBEPAUTb BHECEHME M3MEHEHUIA, N MPUMeHUTe napamMeTpbl. ESET Endpoint Antivirus
byaeT ncnonb3oBaTh 3TV MAapaMeTpbl A8 noakatodeHns K ERA Server.
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4.5 UHTepdenc

B pazgene UHTepdenc MoXkHo KOHOUryprpoBaTb NOBeAEHMe rpaduyeckoro nHTepderca noab3oBaTens
nporpammbl.

CnomMoupo C}'Iy)I(EGHOI;I nporpamMmmbl rQaQVII(a MOXXHO M3MEHUTb BHELLUHWI BUA, nporpamMmmbl M NCroNb3yeMble

3pdeKThI.

MyTem HaCTpOI7II(l/I rnapamMmeTpoB B pa3gene [1peaynpexxaeHnsa v yBegoMeHNA MOXKHO U3MEHUTb MoBeLeHne
I'Ipeﬂ,\/I'IDE)KLI,EHVIVI 06 O6Hapy)I(EHHbIX yrpo3ax " CMCTeMHbIX \/BE,EI,OM]'IEHI/IPI. VX MOYXHO HAaCcTpOUTb B COOTBETCTBKMU CO
CBOMMMU I'IOTpe6HOCTF|Ml/I.

ECnv nprHATHL pelleHre 0 TOM, YTO HEeKOTOopble yBeAOMIeHNA He LO/IKHbI OTO6pa)KaTbCFI, OHU 6\//1\/T NPpUCYyTCTBOBATb
B 061acTV CKPbIThlIe OKHA YBEAOMAEHWM 34ECh MOXKHO NMpOBEPUTb NX COCTOAHME, MPOCMOTPETb AOMNOJTHNTE/IbHbIE
csegeHna nnnyaannTb NX N3 AaHHOTO OKHaA.

[nsa obecneveHns MakCMMaibHOr0 yPOBHS 6€30MacHOCTM MPOrpaMMHOro o6ecrneveHns MOXKHO NpefoTBpaTUTb
HeCcaHKLMOHNPOBAHHOE N3MEeHeHMe, 3aLLMTMB NapaMeTpbl NapO/eM C MOMOLLBIO CTy>KeGHOM NporpaMMel [apameTpbl

aocryna.

LLlen4yok no BbiAeNeHHOMY 06BbEKTY MPaBOM KHOMKOW MbILLUM OTKPbIBAET KOHTEKCTHOE MEH0. 9Ta BO3MOXKHOCTb
NO3BO/ISIeT MHTErpUpOBaTh 3/IeMeHThl ynpasneHus ESET Endpoint Antivirus B KOHTEKCTHOE MEHH0.

PeXxnum npeseHTaumm y,EI,O6EH 019 Nonb3oBaTenen, KOTOpble XOTAT paGOTaTb CNpUNOXeHNAMMN, HE OTBJ1eKaACb Ha
BCMAblBakOLiMe OKHA, 3al/laHMpOBAHHbIE 3a4a4U N Nt06ble KOMMOHEHTHI, KOTOpble MOTYT 3arpy3nTb npoueccop u
OonepaTtnBHYKO NaMATb.

4.5.1 'padpuka

MapameTpbl MHTepdenca nonb3osatens B ESET Endpoint Antivirus no3BoA[l0T HACTPOUTb paboYyto cpeay B
COOTBETCTBUWN C KOHKPETHbBIMW TpeBOBaHMAMMN. DTU NapaMeTpbl AOCTYMNHbI B BeTBM UHTepdelic > Mpaduka aepeBa
paclMpeHHbIXx NapameTpoB ESET Endpoint Antivirus.

B pazgene dnemeHTbl nHTepdenca cenyet cCHATb Gaakok Fpaduryeckmum nHTepdenc nonb3oBaTens, ecim
rpaduryeckme 31eMeHTbl CHKAKT NPOU3BOANTENbHOCTb KOMMbIOTEPA WM Bbl3blBAKOT ApYrie Nnpobiembl.
paduyeckmii MHTepPEnc Takke MoXKeT OblTb HEOHXOAMMO OTK/THOUNUTb MOb30BaTENSIM C 0C/1ab/IEHHBIM 3pEHNEM,
MOCKONbKY OH MOXeT KOHOIMKTOBATb CO CMeLMabHbIMU MPUNOXKEHUSMW, UCMOb3yeMbIMU A5 PaboThl €
0TOBpaXKaeMbiM Ha 3KpaHe TEKCTOM.

[AnsToro utobbl OTKIOYNTL 3acTaBky ESET Endpoint Antivirus, cHuMuTe diaxok NokasbiBaTb 3aCTaBKy Mpwu
3anycke.

EcnnycTaHoBneH dnaxok MokasbiBaTb NOACKA3KM, NPV HABEAEHMM YKA3aTe/ s MblLlUM HA 3/IEMEHT yNpaBieHns
0TObpaXKaeTcs ero KpaTkoe onucaHue. Npu yctaHoBneHHOM daakke BbiI6paTb aKTUBHbIA 3/IEMEHT yrpaBJ/ieHUs
cucTtema byaet BblAensiTb 1060 3/IeMEHT, B AAHHbIM MOMEHT HaXOAAWMNCS B aKTMBHOW 06/1aCTU KypCopa MblLLN.
BblAeNEeHHbI 3N1eMEHT aKTUBMPYETCS HAXKATUEM KHOMKM MbILUW.

0N YMEHbLLEHNA UK YBETUYEHNA CKOPOCTN aHUMUPOBAHHbIX 3bdEKTOB yCcTaHoBUTE GiaXkok Mcnosib3oBaTb
AHUMaLMIO 1 NepemMecTmTe Nosi3yHok CKOpOCTb B/1IEBO WM BMPaBo.

[naToro 4tTo6bl MCNOIB30BATH AHUMMPOBAHHbIE 3HAYKM /19 OTOBpaXKeHNs X043 BbINOJHEHMS Pa3/INYHbBIX OnepaLmm,
ycTaHoBuTe Gpnakok Mcnonb3oBaTb aHMMALUIO NPU OTO6paXKeHNM X0A,a BbINOJIHEHUS .

Ecnn nporpaMmma gosikHa BOCNpOM3BOAUTb 3BYK NP BO3HUKHOBEHUW BXKHOTO COBBLITUS, YCTAHOBUTE GIXKOK
Mcnonb3oBaTb 3BykU. O6paTuTe BHUMAHMWE, YTO 3BYK ByAeT BOCNPOM3BOAUTLCSA TO/IbKO TOMAQ, KOrAa CKaHMpOBaHMe
KOMMbIOTEpPA BbIMOJHSAETCS UM 3aBEPLUNIOCh.
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@® ESET Endpoint Antivirus

AononHnTeneHele HACTPONKH

(-l KoMnetoTep WHTepderic
@8 VIHTEpHET W 3NEKTPOHHEA NoYTa INeMEHTLI MHTEpdElica

-8 . .

& Ofrosnerwe ] rpadwiecart uiTepderic

‘3{ CnywebHble Nporpamtsl

-8 WrTepdeic MoKasblBaTh 3ACTABKY NPU 3anyoKe

; MoKasbiBaTh NOACKAZKK

MpeAYNpeskAeHa 1 YBEAOMNEHIA [ BrifipaTh aKTWBHLIT SNEMEHT YPAENEHIMA
CKpbIThIE AHanori coobuerii
HacTpoika aocTyna 3 I

KOHTEKCTHOE MeHD
s PEXMM MpEZEHTALMN

MNENoNb308aTh GHHUMALIID
CKOpOCTE - - = +
MEronb30BaTh GHMMALIK MW 0TORPEKEHMN XOAa BhINOAHEHHA

Mcnonb30BaTe 38YKKU

[ '@'DI{ ][ OTHEHS ][I‘Iowonuano

4.5.2 TpeaynpexaeHusa u yseaomMieHuns

Pasgen MpepynpexaeHns v yBegomneHns okHa MHTepdenic faeT BO3MOXKHOCTb CKOHOUIYpMpOBaTh, Kakmm
obpasom B ESET Endpoint Antivirus o6pabaTbiBatoTCs npeaynpexaeHns 06 yrpo3ax n CMCTeMHbIe YyBeAOMIEeHUS
(HanpumMep, co0bLLEeHMS 06 yCNeLHOM BbIMOMHEHWM 0BHOBIEHNI). 34eCh TalkOKe MOXKHO HAaCTPOUTb Bpems
O0TOBpaXKeHMA N yPOBEHb MPO3PaYHOCT M YBEAOMJIEHNI Ha MaHenn 33434 (MPUMEHSETCS TO/TbKO K CUCTeMaM,
NoALEeP>KMBAKOLLMM YBeAOMIEHNS HA MaHenu 3a4a4).

MepBbi NYHKT — OTO6paXkaTb NpeaynpeXxaeHns. ECv 3ToT GAaXKOK CHAT, OKHA nNpeaynpexaeHuns He by oy
BbIBOAMTbCS HA IKpaH. Takomn Noaxop ciefyeT UCNob30BaATh TONbKO B HEG0IbLLOM KONMNYECTBe 0CObbIX CUTyauuii. B
60/1bLLMHCTBE C/1y4YaeB PEKOMEHYeTCA OCTABUTb /11 3TOr0 NapaMeTpa 3HaYeHMe Mo YMOJTHAHMIO (BI/THOYEH).

[naToro 4to6bl BCM/bIBAKOLLME OKHA 3aKPbIBA/TUCh aBTOMATMYECKN MO UCTEYEHUM ONpeaeneHHOro Nepmoaa
BPEMEHM, YCTAaHOBUTE PJIAKOK 3aKpblBATh AUANOMNM COOBLLEHNA aBTOMATMYECKU NO ucteveHnm (cek.). ECin okHo
npenynpexaeHns He 6yaeT 3aKpbiTO NMOJIb30BATE/IEM, OHO 3aKPbIBAETCA aBTOMATMYECKM Yepe3s yKa3aHHbI N
NMPOMEXYTOK BPEMEHMU.

YBeAoMIEeHNA Ha paboyeM CTOJe 1 BCT/TbiBatoLLMe MOACKA3KM NpeaHa3HaYeHbl TObKO A1 MUHGOPMUPOBaHUS U HE
TpebytoT y4acTuna nonb3osaTend. OHM 0To6paxkarnTca B 061aCTV yBeAOM/IEHWIM B MPABOM HUXKHEM Yy SKpaHa. [ns
TOr0 YTO6bI AKTUBMPOBATb YBEAOMIEHWSA HA paboyeM CTose, yCTaHoBUTe Giakok OTo6paXkaTb yBeaoM/IeHNs Ha
pa6ouem cTone. bonee NoApo6HbIE NapaMeTpbl, TAKME Kak BpeMs 0TO6paXKeHMs U Npo3padvHOCTb OKHa
YBEAOMIEHWNIA, MOXXHO M3MEHUTb, HaXaB KHOMKY HaCTpOUTb yBeA,oMIeHuUS.... 114 NpeaBapmuTelbHOro NpocMoTpa
YBEOM/IEHWNIA HAXXMUTE KHOMKY MpocMoTp.

[naToro 4to6bl HACTPOUTL BpeMst 0TOOPAKEHMA BCMJbIBAKOLLMX NMOACKA30K, akTUBMPYIMTEe NapameTp OTo6paxaTb
NnoACKasKM Ha NaHenu 3afay B TeyeHue (cek.) 1 BBeAMTe Hy>XKHOEe 3HaUYeHMe B PACMOI0KEeHHOE PALOM MnoJie.
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@® ESET Endpoint Antivirus

AononHnTeneHele HACTPONKH

[+--H8 KomneloTep MpeaynpexaeHis 1 yBELOMNEHNA
@ VHTEPHET W 3MEKTPOHHERA NoYTa OKHO NpeaynpexxaeHia
Qy O6HoBNEHME OKHD NPEAYNPEXAEHUA NOABNAETCH MPM 0DHAPYHEHM BUDYCE MM HEDDXDAMMOCTH
[H- % CnysebHele NporpatMsl EMELIATENLCTEA NoNbI0BATENA
E|- WHTepdelic OTobparaTe Nped ynpesrasHa
; Tpadwka

MpeaynpexacHUa W YEEA0MNEHS Luanorn coobuiennit

CKpBITEIE AMANOTH COOBLLERII AManory, NpefHasHEYEHHEIE ANA 0ToBPEHEHUA KOPOTKMY Co0BLLEHWIA MNKM BONPOCOS.

HacTpaiika aocTyna
KoHTEKCTHOE MeHia
s PEXMM MpEZEHTALMN

-

3aKpLIBaTE AMAN0rK CooBlLeHHA aBTOMaTHYECKKM No McTedeHud (cex.): 120

WHTEpPaKTHEHbIE YEEAOMNEHMA M BTUNEIEAMOLLME MNOACKAZKH

Mo yMONYEHMK MHTEPEKTUEHEIE YEEAO0MNEHMA 0TODPEMAEIOTCA B NPABOM HIDKHEM Yriy
3KP&EHE B CUTYaLMAX, HE TPeBYIoWMK BMEaTENbCTES NONb30BATENS.

OTofipa#aTe yEEAOMASHWA Ha palioyen cTone [ HaCTPOMTE YEEAOMAEHUA. ..

OTobpakaTh NOACKA3KN HA NEHEMW 33034 B TedeHue (cex.): 10 =

-

D OTOEDE)KETIJ YEEAOMNEHWA TONBKD NpK HEoDX0AMMOCTH BMEWETENLCTBE NONb30BATENA

MpH BEINOAHEHMMA NPUACIKEHMIA B NONHO3KPEHHOM DEXMME 0TOBPEKATL TONEKO
YEEAOMNEHWA, TPEDYIOWME BMEWATENLCTES NONBI0EATENS

[ JoNoNHHTENBHBIE HACTPORKK. .. ]

[ '@'DI{ ][ OTHEHS ][I‘Io \monuano]

MapameTp OTO6paXkaThb yBeA,0M/IEHUSA TOJIbKO NPYU HEO6XOAMMOCTU BMeLLIaTeNbCTBA MN0J1b30BaTeNd M03BO/SeT
BK/1HOYATb 1 OTK/1O4ATb OTOBpAKEHWE NPeayNpexXaeHUI U YBeAOMIEHNI, KOTOPbIe He TPebYIOT BMeLLATebCTBA
nonb3oBaTend. YcraHoBuTe Gpiadkok Mpu BbINOIHEHUU NPUIOXXEHUN B MOTHO3KPAHHOM peXuMe 0To6paxaTtb
TOJIbKO YBeA0M/IeHUs, Tpebyolme BMeLLaTeIbCTBA M0J1b30BaTes, YTOObI 3aMpeTUTb BCE HEMHTEPAKTUBHbIE
yBeLOM/IEHNS.

HaxkmuTe JoNOAHUTENbHbIE HACTPOMKMU..., YTOObI MeperTun K paclluMpeHHbIM NapamMeTpam npeaynpexaeHnii n
yBe[,0OM/IEHU.

4.5.2.1 [lonosiIHNTe/IbHble HACTPOMNKM

B packpbiBatoLLEMCS MeHIO MUHMMAabHaA AeTanumsanmnsa otobpaXkaemMblX CO6bITUM MOXHO Bbi6paTb Ha4a/1bHbIl
YPOBEHb CEPbE3HOCT M NpeaynpexaeHnin U yBeaoM/TeHNIM, KOTOpble cieayeT oTo6paXaTh.

e lnarHocTmKa: perncTpmpyeTcs nHGopmaums, Heobxoanmas aas TWATEIbHOW HACTPOVIKM MPOrpaMMbl, a TaKXKe
BCE NepeyncIeHHble BblLLe 3anncu.

e NHOpMaLMOHHbIE: 3aM1CbiBAOTCS MHPOPMALIMOHHbIE COOBLLEHMS, B TOM YMCie CO0bLLEHNS 06 yCnewHoMm
BbIMOJIHEHNUN O6HOBNEHMS, A TAIOKe BCE MepeYvnc/IeHHble BblLle 3anmcu.

o MpepynpexpaeHus: 3anncbiBaeTca MHGopmMaLms 060 BCeX KPUTUYECKMX OLUMBKAxX 1 NpeaynpeXXKaeHnsX.

e OWMBKM: perncTpmpyetca nHdopmauma o6 owmbKkax 3arpyskm Garmnos U KPUTUHECKMX OLLMOKAX.

o KpuTnueckune: peructpupytoTCs TONbKO KPpUTUYECKMe OLINMOKM (OLLIMBKK 3anyCKa 3almTbl OT BUPYCOBU T. .).

MocneaHW napameTp 3TOro pasgesna no3BosfgeT CKoHOUrypUpoBaTh, KTO UMEHHO AO/IXKEH MoyYaTb YBeAOMIEHUS B

MHOTIOMO/1b30BaTE/1bCKOM cpepe. B none B MHoronosib3oBaTe/NbCKUX CUCTEMax OT06pa)KaTb yBegomMmneHnsa ans
noJib3oBaTesif YKa3blBAETCA NO/1b30BaTE b, KOTOprVI 6y,EI,ET nony4atb CMCTEMHbIE N MPpOoYMe YyBEAOMJTEHUNA, eCNN
OAHOBPEMEHHO MOXXET ObITb MOAKNOYEHO HECKONBbKO Nob30oBaTenen. OB6bIYHO 3TO CUCTEMHbIV UK CETEBOW
AAMNHUCTPATODP. oTa CI)\/HKLI,I/IFI 0COBEeHHO noJsiesHa ans TePpMWHAJTbHbIX CEPBEPOB NpW yU10BNA, HTO BCE CNUCTEMHbIE
yBegoOMIEHNA OTNPaBIdAl0TCAd aAMUHNCTPATOPY.
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4.5.3 CKpbITble OKHa yBeAOMJ/IEHUN

Ecnv ong o4HOro 13 MOKa3aHHbIX paHee OKOH yBeAOM/IeHUA (NpeaynpexaeHuin) 6bia BolbpaH napameTp He
NnoKasbIBaTb 3TO COO6LLEHUE, JAHHOE OKHO MOABUTCS B CMUCKE CKPbITbIX OKOH YBeAOMJIEHWI. [IeCTBUS, KOTOpPbIe B
HaCTOALLMM MOMEHT BbIMO/THSAOTCA aBTOMATUYeCKM, 0TObpaxkatoTca B cTonbLe € 3aronoskom MNoaTeepaunTs.

MNMokasaTb: NpeaBapuUTe/ibHbIA MPOCMOTP OKOH YBEAOM/IEHUI, KOTOPbIe CeNYac He 0TO6paKaOTCA U /1 KOTOPbIX
CKOHGUIypMpOBaHO aBTOMATUYECKOe AeNCTBUE.

YpaanuTb: yaaneHve 31eMeHToB M3 cnincka CKpbiTbie AManorosbie OKHa. Bce OKHa yBeOMIEHWNI, yAaNeHHble 13
cnucka, cHoa byayT oTo6paXkaTbCs.

4.5.4 HacTtpoika gocTtyna

[ina obecneveHms MakcMManbHOM 6e30MacHOCTM KOMMbKOTEPA HY>KHO, YTOBbI MporpaMmmHoe obecneveHme ESET
Endpoint Antivirus 661710 NpaBUaIbHO CKOHOUIYPUPOBAHO. HeKBANTNPULIMPOBAHHOE M3MEHEHME NapaMeTpPOB MOXKET
NPUMBECTU K MOTepe BaXHbIX AAHHbIX. DTOT NapaMeTp pacnosioxeH B NoAMeHo HacTporka goctyna pasgena
NHTepdenc B fepeBe pacllMpeHHbIX NapameTpoB. /15 npefoTBpalleHUs HeCAaHKLMOHUPOBAHHOTO M3MEHEHMS
napametpbl ESET Endpoint Antivirus MOXHO 3aLUMTUTb NapoJiem.

@® ESET Endpoint Antivirus

AononHntensHble HACTPOWKKN

-l KomnetoTep MapaMeTphl AoCTYNa
i VIHTEPHET W 3NEKTPOHHES NOYTa 3alMTE YCTEHOBOYHBIX NaPaMETPOE

(% ObHoBREHME MOdKHO 3SWMTMTE NEPONEM NAPEMETPEI OT HEXENATENEHOMD M3MEHEHWA
-3 CnywelHeie nporpatmsl NONb30BATENAMA,
=N | peeit
= : Virmepeeric MNapaMeTpbl He 3alMLLEHb] NaponeM,
Mpadika
MpeaynpexaeHus U yBELOMIEHNA [7] 3awmTiTs NapameTpel naponem
CK.prTbE Axanori coobieHri [ HacTpoiika napons...
HacTpoika aocryna

; KOHTEKCTHOE MEHID
o P MpEsEHT AL

MNpaBa nonb30BaTEnA
[ANA M3MEHEHWA HEKOTOPLIX NapPaMETPOE MOrYT NoTpefoBaTECA NPaBa aAMMHUCTPETOPE.

B TpebyeTcsa NonHe Habop NPas aaMWHWCTPETOPE ANA OrPEHHYEHHEIX YYETHEIX
3aNMCeEl aOMMHUCTPETOPE

MoKasbIEaTE AMANOrOE0E OKHO EPEMEHM CKMOAHWA 3aMTEI

I '@OI{ I[ OTMeHa ][I‘Io woﬂl—lano]

MapameTpbl 3aLLULLEHDbI MAPOJIeM: BK/1H0YaeT WK OTK/1H0YaeT 3amTy NnapaMmeTpoB nporpamMmmbl. YCTaHOBUTE AN
CHUMUTE 3TOT q>na>|<0|<, YTOObI OTKPbITb OKHO HaCTpOl;IKM napon4.

[N yCTaHOBKM WU M3MEHEHWS Napons A5 3alUMT bl MapaMeTpoB HAKMUTe HacTporka napons....

TpebyeTcs NosHbIV HA60p NpaB agMUHUCTPATOpPA AJ/1S OrPpaHUYEHHbIX YYETHbIX 3anMcen agMUHUCTpaTopa:
YyCTaHOBUTE 3TOT PAKOK, YTOObI NPY M3MEHEHWM ONpee/ieHHbIX NapaMeTPOB CUCTEMbI TeKYLLLeMY MOb30BaTesNto B
a1yyae, eJin y TAKOro NOMb30BaTeN s HET NpaB aAMUHUCTPATOPA, Npeaaaranocb BBECTU MMS M NAposb
AAMUHUCTPATOPA (QHANOMMYHO KOHTPOJIO YYeTHbIX 3anucer B Windows Vista). K usmeHeHnsim 0THOCUTCA
OTKJ/IHOYEHMEe MOAY1eN 3aLUNTbI.

MokasbiBaTb AMANOrOBOE OKHO BpEeMEHU OXXUAAHUSA 3aLWUTbI: €11 3TOT GIAXKOK YCTAHOB/IEH, MPU BPEMEHHOM
OTKJTIOYEHMM 3aLMTbI Hepe3 MEHI0 MporpaMmbl nu pasaen ESET Endpoint Antivirus > HacTpownka Ha 3KpaH byaet
BblBeAeHO cneumasbHoe OKHO. PackpbliBatoLleeca MeHo Nepuoa BpeMeHu B OKHe BpeMeHHO OTK/TI0UYUTb 3aLUTy
npeAcCTaBasgeT TOT Nepmo BpEMEHU, Ha KOTOPbIN ByayT OTK/IOYEHbl BCe BbIOpaHHbIE YaCTM 3aLLMUTbI.
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4.5.5 MeHio nporpamMmmbl

HekoTopble Hanbonee BaxkHble GYHKLMM 1 MApAMETPbl LOCTYMHbI B I/1IABHOM MEHO MPOrpaMMbl.

[o][E@ ][]

MaKkcHmanbHaA zawmTa

YacTo ncnonssyemele
= COCTOAHWE 33LUNTEI

=% CratucTuka

'@ BpemeHHo OTKAKYNTE 3aLLMTY
JononHUTENEHBIE HACTRORKMN..

Daline xypHana

CEpocHTE HACTPOHKK MaKETa OKHA

0 nporpamme

YacTo ncnonb3lyemble: Ha IKPaH BbIBOAATCS Hanbonee 4acTo ncnonb3yemble Yyactu ESET Endpoint Antivirus. K HAM
MO>XHO BbICTPO NEPenTm Yepes MeHI0 NPOrpaMmbl.

BpemMeHHO OTK/IIUYMTb 3aLUTY: HA IKPaH BbIBOAMTCS ANANIOFOBOE OKHO C MOATBEPXKAEHMEM. B HEM MOXHO
OTKJ/THOYUTb 3aLUMTY OT BMPYCOB W WMNOHCKWX MPOrpaMm, KOTOpas npefoTBpallaeT BpeAOHOCHbIe aTakn Ha
KOMMbIOTEP, KOHTPOAMPYS dannbl, 06MeH faHHbIMM Yepe3 VIHTEPHET 1 31eKTPOHHYI0 MOYTY. EC/IM yCTaHOBUTb
dnaxok bonblue He 3afaBaTh 3TOT BOMPOC, 3TO CO06LEeHNe 6O/bLLE HE MOABUTCS.

3awwTa oT BMPYCOE M LUNMOHCKUX NPOrpamMm [-£3

BPEMEHHO OTKAKOUMTE 3EWMTY OT BMPYCOE W LWMHMOHCKWX Nporpamm?
- e

Oa ] [ Het ]

[7] Bonbwe He 3anasEaTe 3TOT BoMpoC

B packpbiBaroLLemMca MeHio Bpems yKasbiBaeTcd nepuros BpeMeHu, Ha KOTopoe 6V,CI,ET MOTHOCTbKO OTK/IKOYEHAa 3allnTa
OT BUPYCOB U LUMMUOHCKNX MPpOrpamMmMm.

BpemMeHHD OTKNHOYNTE 33LLIMTY

Bpema: [ 10 MyHYT vl

BpEMEHHD OTHNKOYEET 3aWKMTY Ha BeIDPaHHEIR NepuoL
BpeMeHM. MoCTOAHHD OTKMMOYMTE 3AWWMTY MOHHO,
BOCMONbL30BABWNCE PACUMPEHHEIMK NAPAMETPaMK,

i QK ] [ O1meHa ]

[onoNHUTeNbHbIE HACTPOMKMW.... YCTAHOBUTE 3TOT GJIAXKOK A1 MpOoCcMOoTpa AepeBa JLono/HUTENbHbIe HACTPOMKMU.
Tak>)Ke CyLLEeCcTBYIOT M Apyrue cnocobbl OTKPbITh e, Takme Kak HavkaTue Knasuwm F5 Unm ncnoib3oBaHne MeHo
HacTtpowka > NeperT K J,0NONHUTENbHBIM HACTPOMKAM....

dannbl XXypHana: danabl KypHana cogepyaTt MHdopMaLmio 060 BCeX BaXKHbIX MPOrpaMMHbIX COBbITUSX U
npenocTaBnsatoT 0bLme cBegeHMs 06 0O6HApY>XKeHHbIX Yyrpo3ax.

C6pocUTb HACTPOMKM MaKeTa OKHa: /19 okHa ESET Endpoint Antivirus BOCCTaHaBAMBAKOTCA pasMep U NMoI0XKeHMe
Ha 3KpaHe Mo yMOJTHAHUIO.

O nporpamme: oTo6paXkeHne CUCTEMHOM MHDOpMaLMK, CBeAEHMI 06 yCTaHOBIeHHOM Bepcun ESET Endpoint
Antivirus u moaynax nporpammbl. Taloke 34ecb NokasaHa AaTa OKOHYaHMS CPOKa AeUCTBUS TNLEH3NN. B HUXKHeN
4acTM OKHa NpeacTasneHa nHpopmayms 06 onepayyoOHHOM CUCTEME U CUCTEMHbIX pecypcax.
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4.5.6 KOHTEKCTHOE MeHIo

LLlenyok no BblAeeHHOMY O6'bEI(Ty I'IpaBOl7I KHOMKOW Mbl LI OTKPbIBAE€T KOHTEKCTHOE MEeHIO. B3TOM MeHt0
nepevyncieHbol BCe NpMMeHMbIe K O6'b€I(T\/ KOMaHAbl.

dnemeHTbl yrnpaeaeHms ESET Endpoint Antivirus MOXHO MHTErpMpoBaTb B KOHTEKCTHOE MeHH0. bonee aeTanbHas
HacTpomMKa 3TUX GYHKLMA BbINOHAETCA B lIepeBe pacllMpeHHbIX NapaMeTpoB, B pa3aenax UHTepdenc >
KOHTeKkCcTHOe MeHI0.

NHTerpupoBaTbh C KOHTEKCTHbIM MEHIO: MOXXHO MHTErpnupoBaTh 3/1eMeHTbl ynpaeneHmnsa ESET Endpoint Antivirus B
KOHTEKCTHOE MEHIO.

® CkaHupoeate nporpammci ESET Endpoint Antivirus

PaclumpenHbie dyHELMK b | @ Ouucrka paiinoe

Oteviit v programu 3 Mzonupoeate daiin

MNepegats dainel 4na aHaAM3a...
Sdilet s 3 p @

MpoeepuTe penyTaunte daina ¢ nomowero ESET Live Grid

Obnovit pfedchozi verze r

B packpbiBatoLLLeMCs MeHIO TUM MEeHI0 AOCTYMHbI C1eAyoLLMe BApUaHTbI.

e MonHoe (cHa4ana CKaHMPOBAHME): aKTUBALMSA BCeX QYHKLMA KOHTEKCTHOMO MEHHO; B I/TAaBHOM MEHIO MOSIBUTCS
nyHKT CKaHupoBaTb nporpammown ESET Endpoint Antivirus.

e MonHoe (CHa4ana 0YMCTKA): AKTMBALMS BCEX PYHKLMA KOHTEKCTHOMO MEHHO; B I/TAaBHOM MEHIO MOSBUTCS MYHKT
OuuncTnTb Nporpammon ESET Endpoint Antivirus.

e TO/IbKO CKaHUpPOBAaHME: B KOHTEKCTHOM MEHIO MOSIBUTCA TONbKO NYHKT CKaHMpOBaTb nporpammon ESET
Endpoint Antivirus.

e TOJIbKO O4MUCTKA: B KOHTEKCTHOM MEHIO MOABUTCA TOMIbKO NMYHKT OYUCTUTB nporpammMon ESET Endpoint
Antivirus.

4.5.7 PeXuUM npe3eHTauuu

Pe>xxum npeseHTaumm — 370 Cb\/HKLI,Mﬂ ONnaTex, KTo CTpeMnTcd n3bexkaTb Kaknx-nmbo nepepbiBOB B pa60Te
nporpaMmMmHoro obecneyeHVsa M OTBAEKAKOLLMX OT A BCM/bIBAKOLLMX OKOH, a TAKXKE XKeNaeT CBeCTU K MUHNMYMY
Harpy3Kky Ha npoueccop. Pexxum npeseHTaumm Takoke MOXKHO UCNOJ1b30BaTb BO BpeMs4 I'Ipe3EHTaLI,l/Il71, KOTOpble HENMb34
npepbiBaTb AeATeNbHOCTbIO MOAY14A 3aLWMTbl OT BUPYCOB. [Py BKIKOYEHUN 370N CDVHKLI,VIVI OTKMTHO4YaKTCA BCe
BCMblBakoLlMe OKHa, a pa60Ta NJIQHNPOBLLMKA MOSTHOCTbIO OCTAaHABIMBALTCA. 3aLLMTa CUCTEMbI MO-MNPeXKHeMy
pa60TaeT B CDOHOBOM peXxmnwme, HO He Tpe6yeT Kakoro-nmbo BMeLlaTenbCTBa Co CTOPOHbI NO/Ib30BAaTENSA.

Bbl MOXKETe BI/THOUUTb WU OTKIKOYUUTb PEXXMM NPe3eHTaL MM B I/TaBHOM OKHe MporpaMmbl, Bbibpas NyHKT HacTponka
> KomMmnbloTep, a 3ateM — BkOUMTb B paszesnie PeXXUM npeseHTaLMm AOCTYNEeH B AepeBe PaCLUMPEHHbIX
napameTpos (F5). YTobbl akTMBMPOBAThL €ro, pa3BepHuUTe pasgen UHTepgeinc, Boibepute PeXXUmM npeseHTaLmum 1
yCTaHoBUTE GKOK BKAOUMTb PeXXMM npeseHTauun. Biitovas pexxnm npeseHTaumnmy Bbl NOABepraete CUCTemy
yrpo3se, N03TOMY 3HAYOK COCTOSIHWNS 3aLLUMTbI HA MaHe I 33[,a4 CTaHeT OPaHXKeBOro LBeTa, YTOObl TeM CaMbIM
npeaynpeauTb Bac. Taloke 3TOT 3HAYOK HapsAY C OPaHXKEBOM HAAMMUCHIO PEXKMM Npe3eHTaLmMm BIJTHOYeH NOSBUTCA B
FNaBHOM OKHe NporpamMmel.

Ecn ycTaHoBUTh GAXKOK ABTOMATUUECKU BK/OYATbh PeXXMM Npe3eHTau v npu BbiNOJIHEHUU NPUIOXKEHUN B
NOJIHO3KPaHHOM peXxunmMme, PeXkimM npe3eHTaumm 6yaeT BKIOYATbCS NPU 3anycke Kakoro-nbo nNpuaosKeHms B
MOJTHO3KPAHHOM PEXMME 1 aBTOMATMUHECKM BbIK/HOYATHCSA MOCTE BbIXOAA 13 TAKOTO NMPUTOXKEHNS. DTO 0COBEHHO
yA06HO, TN PeXXM Mpe3eHTaunmn Hy>KHO BKTIOUYUTb Cpasy Mocie 3anycka Urpbl, OTKPbITUA Kakoro-nnb6o
NPUIOXKEHUS B MOJSTHOIKPAHHOM PEXMME UK Havana paboTbl C Mpe3eHTauumen.

Tak>ke MOXXHO YCTaHOBUTb cbna>|<0|< ABTOMaTM4YeCKU OTKIIoYaTb PeXXUM npeseHTauum yepes X MMUH 11 yKasaTb
BpeM4a (3Haqu|Ae no ymoa4aHumto —1 MI/IHyTa). OTa BO3MOXHOCTb UCMOJI b3yeTCAd, e pe>kum npe3eHTaunm Hy>KeH
TOJ1IbKO Ha onpepgesieHHoe BpemM4, No OKOHYaHMM KOTOPOTo ero aieayet aBToMatmnyeckn OTKJTKO4HNTb.
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5. 0149 onbITHbIX NONb30BaTe/1en

5.1 HacTtpomnka npokcu-cepsepa

B 60/1bLLUMX NOKANbHbIX CETAX MOAKOYEHME KOMMbIOTEPOB K VIHTepHEeTY MOXET OCYLLEeCTBAATbLCSA Yepe3 NpoKCK-
cepBep. B3TOM cnyyae HeO6X0AMMO 334aTb ONMUCAHHbIE HUXKE MapaMeTpbl. ECIM 3TOro He caenatb, MporpamMma He
CMOXKeT 06HOBAATbLCSA aBTOMaTMYeckn. B ESET Endpoint Antivirus HacT ponKy NpoKCU-CcepBepa MOXHO BbIMOJIHUTb B
[OBYX pa3HbIX pasgenax Aepesa pacluMpeHHbIX NapaMeTpoB.

Bo-nepBbIX, NapaMeTpbl MPOKCU-CEPBEPA MOXXHO KOHGUIYPUPOBaTb B pasaesne [JonoAHUTENbHbIE HACTPOMNKY,
[OCTYMHOM Yepe3 Cayrke6Hble Mporpammbl > NMpoKcu-cepBep. HacTponka NpokCcW-cepBepa Ha 3TOM YpOBHe
NO3BONSAET 3a/1aTb €ro napameTpbl An5 nporpaMmmsl ESET Endpoint Antivirus B uesioM. OHM UCMO/b3yHOTCA BCEMU
MOZYNAMMU NPOrpamMMbl, KOTOPbIM TpebyeTca NOAKIOYEHNE K VIHTEPHETY.

19 HACTpOMKM NapaMeTpoB NPOKCU-CEPBEPA HA 3TOM YPOBHE yCTaHOBUTE haxkok Mcnonb3oBaTh NpoKCcU-cepeep,
a3aTem BBeAUTe afpec NpoKkcu-cepeepa B nose Mpokcu-cepeep, a TaKXKe yKaKUTe HOMep ero noprta B
COOTBETCTBYIOLLEM NOSE.

Ecnn TpebyeTtcs ayTeHTUdMKALMSA HA MPOKCK-CepBepe, yCTaHoBUTe dnaxxok Npokcu-cepeep Tpebyet
ayTeHTUMKaLMK, A 3aTeM YKDKMUTE NMS M0J1b30BaTeNs 1 Naposib B COOTBETCTBYOLWMX NOASX. HOKMUTE KHOMKY
HanTtu npokcn-cepBep, 4TOObI aBTOMATUYECKM ONpefennTb NapaMeTpbl MPOKCU-CepBepa U MOACTABUTb UX. byayT
CKOMMPOBaHbI MapameTpsbl, ykasaHHble B Internet Explorer.

NMPUMEYAHMUE. OTa GyHKLUMS HE NO3BOMSET NOAYYUTb AaHHbIE ayTeHTudnKaumm (MMa Noab30BaTeNs M Naposib), UX
nosb3oBaTe/b O/KEH yKa3aTb CAMOCTOATE/bHO.

MapaMeTpbl NPpOKCK-CepBepa Tak)Ke MOXKHO HACTPOUTb B paclUMPEHHbIX NapamMeTpax 06HoBAeHNs (BETBb
O6HoBNeHUue fepeBa [oNo/IHUTENbHbIE HACTPOMKUN). DTV NapameTpbl MPUMEHSAIOTCA K KOHKPeTHOMY Npoduito
OBHOBNEHNS 1 PEKOMEHAYIOTCSA A1 HOYTOYKOB, KOTOPbIE YacTo MOJly4atoT 06HOBMEHMA CUrHATYP BUPYCOB M3 pasHbIX
NCTOYHUKOB. [I/1 MOJIy4YeHUs AOMONHUTENbHbIX CBEAEHUI 06 3TUX NapameTpax cM. pasfen AononHUTeNbHble
HACTPOVIKM OBOHOBNEHMS.

5.2 UMnopT 1 3KCnopT napamMeTpoB

VIMNOPT 1 3KCNopT KoHdUrypauum ESET Endpoint Antivirus MOXXHO BbIMOTHNTb B pasaene HacTpowmka.

M onsumnopTa, n Ana 3kcnopTa ncnonb3yrotcs damnbl B opmate XML. IMOOPT M 3KCNOPT YAOOHbI, eC1M HY>KHO
CO34aTb pe3epBHYO KOMWIO TekyLlen KoHburypaumm ESET Endpoint Antivirus 4ns gasbHenwero Ucnoib30BaHKs.
DKCNOPT NapaMeTpoB TaIOKe MOoJie3eH, e/ HEOHBXO4MMO MCNO/b30BaTb Bbl6paHHY 0 KoOHGUrypaumo ESET Endpoint
Antivirus Ha HeCKONbKMX KOMMbtoTepax. Aas31oro gamn XML MOXKHO 1erko UMNOPTUPOBATb A5 MepeHOCa HYXKHbIX
napameTpos.

MMnopTnpoBaTh KOHGUIrypaLmo HECT0XHO. B r1aBHOM OKHe NporpaMmMbl BelbepuTe nyHKT HacTporka > UMnopT u
3KCMOpT NapaMeTpos..., a 3aTeM — KOMaHay IMnopTupoBaTtb napameTpsbl. BBeante nyTh K danay KOHGUrypaumm
NN HAKMUTE KHOTIKY ..., YTO6bI BbIOPATh HY>)XHbIN Gann KOHGUrypaLmm, KOTOpbIN ciegyeT UMNOPTUPOBATb.

Mpoueaypa 3kcnopTa KOHGUIYpaLMmM MOX0Xa Ha ee MMMNOPT. B r1aBHOM MeHIO BbibepuTe NyHKT HacTpowka >
MMMNopT 1 3KCNOPT NapaMeTpoB.... BoibepuTe GyHKUMIO DKCNOPT NapamMeTpoB v BBeauTe Umsa ¢panna ans danna
KoH®Urypaumm (Hanpumep, export.xml). C NOMOLLbIO MPOBOAHMKA BbI6EpUTE MeCTO Ha KOMMbIOTEpe 415 COXPaHeHM
darna KoOHbuUrypaumm.

MmnopT n 3KkcnopT napaMeTpos @

Tekywan KoHpurypawa ESET Endpoint Antivirus moxeT Beime
cox¥paHeHa B daine gopmaTa XML 1 npi HeoDXo4MMOCTH
BOCCTAHOBNEHE NOIHE,

WMMRopT W 3KkcnopT
() MMNOpTHPOBATE NapamMeTpsl

(@) SKCNOPTMPOBATE NapaMeTpsl

Mma dakna:
F:\export.xml E

[ QK ][ OTmeHa ]
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5.3 CouyeTaHUS KJ1aBULL

Hwke NnpeacTaBaeH CNMCOK COYEeTAHM KaBMLL, KOTOPble MOXHO MCMO/1b30BaTh Npu paboTe c ESET Endpoint

Antivirus.

Ctrl+ G

Ctrl+1

Ctrl+ L
Ctrl+ S
Ctrl+ Q
Ctrl+ U

Ctrl+R

OTK/IOYeHMe rpaduryeckoro nHTepdenca nonb3oBaTens B
nporpamme

nepexop Ha ctpaHuuy ESET Sysinspector

nepexog Ha CTpaHuLy Gannos XxypHana

nepexoz Ha CTpaHuLy NIaHMPOBLLMKA

nepexo Ha CTpaHuLy KapaHTMHA

BbIBO/Z, HA 3KPaH AMA/IOrOBOIr0 OKHA, B KOTOPOM MOXHO 334aTh UMS
noab30BaTeNs M NapoJib

BOCCTAHOB/IEHME PA3MepPOB OKHA M ero NoJI0XKeHUs Ha 3KpaHe no
YMOJTHAHUIO

[ns6onee ynobHom HaBuraumm B nporpamme obecneyeHms 6e3onacHoCcTn ESET MOXKHO MCNOMb30BaTb C1eaytoLme
COYeTaHMS KNABULL.

Fl
F5
BBepx/BHu3

TAB
Esc

BbI30B CrpaBKM

BbI30B AOMNO/IHNTE/IbHbIX MapaMeTpoB

nepexop Mo 3/ieMeHTam B Nporpamme

pa3BopayMBaHMe y3aa AepeBa pacluMpeHHbIX NapameTpoB
CBOpayMBaHue y3/1a AepeBa paclliMpeHHbIX MapaMeTpoB
nepemMeLleHme Kypcopa no okHy

3aKpbITUE aKTUBHOIO AMAN0roBOro OKHa

5.4 KomaHpHasd cTpoka

Mogay b 3awmTbl oT BUpYcoB ESET Endpoint Antivirus MoXeT 6bITb 3anyLLeH 13 KOMAHAHOW CTPOKM BPYYHYHO (C
MOMOLLbK KOMaHAbI «ecls») Mam B MakeTHOM pexxmme (C noMoLLbto panna BAT-panna). Micnonb3oBaHue Moayns
CKAHWPOBAHWNSA KOMaHAHOW CTPOKM ESET:

ecls [ IAPAMETPH..] ®ANJEHL .

CnepytoLve napameTpbl M apryMeHTbl MOTYT UCMOJ1b30BATbCA MPU 3arycke ckaHepa no TpeboBaHMo 13 KOMaHAHOM

CTPOKM.

MapameTpbl

/base-dir=MATMKA 3arpy3ntb Moaynu u3 MAMKU

/quar-dir=rMArMnKA MAMKA KapaHTWHa

/exclude=MACKA NCKTIOYNTb 13 CKAHMPOBaHUS Gamnbl, cooTBeTCTBYOWMe MACKE
/subdir CKAHWPOBATb B/IOXKEHHbIE Nanku (Mo yMOIYaHUIO)

/no-subdir He CKaHMPOBAaTb B/IOXKEHHbIe Manku

/max-subdir-level=YPOBEHb MaKkcMManbHas cTeneHb BAOXEHHOCTM NanoK A5 CKAHUPOBAHMS

[symlink C1e10BaTb MO CUMBOJINYECKUM CCbl/TKaM (M0 YMOIYAHUIO)
/no-symlink nponyckaTb CUMBOJIMYECKME CCbI/TKU

/ads cKkaHmpoBaTb ADS (Mo ymoi4aHumio)

/no-ads He ckaHupoBaTb ADS

/log-file=®AN BbIBOA, XXypHana B ®AN/

/log-rewrite nepe3anuncbiBaTh BbIXOAHOM Gann (M0 yMOHaHMIO 106aBAATb)
[/log-console BbIBO/, >KyPHaa B OKHO KOHCOM (MO YMOTHAHMIO)
/no-log-console He BbIBOAMWTb >KYpHa B KOHCO/b

/log-all PerncTpmMpoBaTh Taloke He3apaXkeHHble Ganbl

/no-log-all He perncTpmpoBaTh HesapaxKeHHble danabl (MO YMOHYAHMIO)
/aind noKasblBaTb MHAMKATOP paboThl

/auto CKaHMPOBAaHMEe 1 aBTOMAaTMYeckas 04MCTKA BCEX JIOKANbHbIX AMCKOB

MapameTpbl MOAY NS CKAHUPOBAaHMUA

[files
/no-files
/memory

CKaHMpoBaTb Ganabl (MO YMOMYAHNIO)
He cKaHMpoBaTb Gannbl
CKAHWPOBATb NaMSATb
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/boots

/no-boots

/arch

/no-arch
/max-obj-size=PA3IMEP

/max-arch-level=YPOBEHb
/scan-
timeout=OrPAHMNYEHWE
/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

rtp

/no-rtp
/adware
/no-adware
/unsafe
/no-unsafe
/unwanted
/no-unwanted

/pattern

/no-pattern

/heur

/no-heur

/adv-heur

/no-adv-heur
[ext=PACLLUMNPEHWA
/ext-exclude=PACLLMPEHIA

/clean-mode=PE>)X\M

/quarantine
/no-quarantine

O6wme napameTpbl

/help
/version
/preserve-time

Kopbl 3aBepLueHus

0

1

10
50
100

CKaHMPOBAaTb 3arpy304Hble CEKTOPbI

He CKaHWPOBATb 3arpy304Hble CEKTOPbI (MO YMOAYAHMIO)

CKAHMPOBATb apXMBbI (MO YMOJTHAHMIO)

He CKaHMPOBaTb apXVBbl

CKaHWPpOBaTb dansbl, TONbKO eTN UX pa3Mep He npesblwaeT PASMEP B Merabamntax
(mo ymonyaHuto O = 6e3 orpaHnyeHnin)

MaKCcMMasibHasa cTeneHb BI0XKeHHOCTM apXMBOB AJ/151 CKaHUPOBaHUA

CKaHMpOBaTb apXmMBbl He bonee ykaszaHHoro B OFTPAHMYEHWI konnyecTBa CekyHA,

CKaHMPpOBATb Ganbl B apxmeax, TONbKO eU1N UX pa3Mmep He npesbiwaeT PASMEP (no
yMosi4aHunto O = 6e3 orpaHn4eHmnin)

CKaHMpoBaTb Ganabl B CAaMOpPaCNakoBbIBAKLLMXCA APXMBAX, TOJIbKO eIV X pasMep He
npesbliwaetT PASMEP B Merabamtax (mo ymondaHumto O = 6e3 orpaHuyeHnin)
CKaHMPOBATb Ganbl 31EKTPOHHOM NOYTbI (MO YMOMHYAHUIO)

He CKaHMpoBaTb Gawrbl 3/IEKTPOHHOM NOYTbI

CKAHWPOBATb NOYTOBbIE ALLUMKM (MO YMOTHAHMIO)

He CKaHMPOBaTb NMOYTOBbIE ALUMKMN

CKaHMPOBATb CaMOpacnakoBbIBAKLLMECS aPXMBbI (MO YMOIYAHWIO)

He CKaHMpOoBaTb CaMOpacnakoBblBalOLLMECH apXMBbI

CKAHWPOBATb YNAKOBLUMKM (MO YMOJTHAHMIO)

He CKaHMPOBaTb YMaKOBLLMKN

CKaHMPOBaTb peKksaMHble/WNMOHCKMe/onacHble NporpamMmbl (Mo YMOTHYaHWIO)

He CKaHMPOBAaTb Ha Ha/TM4KMe peksIaMHbIX/LUMMOHCKMX/0NACHbIX MPOrpamMm
CKaHMPOBATb Ha HaMYMe NOTEHLMANBbHO OMACHbIX MPUI0XEHUI

He CKaHMPOBAaTb Ha HaNMYMe NOTEHLMANBHO OMACHbIX MPUAOXKEHWNI (MO YMOAYAHMIO)
CKAHMPOBATb Ha HaNMYMe NOTEHLMANBHO HeXXeNnaTeabHbIX MPUIOXKEHUN

He CKaHMPOBATb Ha HaIMYMe NOTEHLMANIbHO HEXeNaTeNbHbIX NPUAOXEHUN (N0
YMOTHaHNIO)

MNCMO01b30BaTb CUrHATYPbI (MO YMOAYAHMIO)

He MCNOoNb30BaTb CUMHATYPbI

BK/THOYUTb 3BPUCTUHECKUI aHATN3 (MO YMOTHYAHUIO)

OTK/TIKOUNTb IBPUCTUHECKNIN aHAN3

BK/TIOYUTb paCLUMPEHHY0 3BPUCTUKY (MO YMOJTHAHMIO)

OTK/HOUYNTb paCLLMPEHHYIO 3BPUCTKY

CKaHWPOBaTb TONbKO Gannbl ¢ PACLUMPEHNAMM, ykazaHHbIMW Yepes ABOETOuUMe
NCKOYNTb U3 CKaHMpoBaHua dannbl ¢ PACLUMPEHUAMMN, ykazaHHbIMUY Yepes
fBoeToume

ncnonb3oBaTb PEXKMM 04ncTKM A5 3apaXkeHHbIX 06 beKToB.

BO3MOXXHbI ClegytoLLme BapyaHTbl: HET, CTaHAapTHas (M0 YMOMYaHMIO), TLLATebHas,
Hambosiee TWaTeNnbHas, yoaneHue

KOMMPOBATb 3apaXXeHHble Gansibl, eI OHM OYULLEHbI, B KAPAHTUH

(LOMONHUTENbHO K AEVCTBUIO, BbIMOTHAEMOMY NPU OUUCTKE)

He KOMMPOBATb 3apaXkeHHble Garnsibl B KAPAHTUH

MoKasaTb CrpaBKy W BbIATH
NnokKasaTb CBeZleHUS O BEPCUM U BbINTU
COXPaHUTb NMOC/IEAHIOK OTMETKY O BpeMEeHM 0CTyNa

Yyrpo3 He 06Hapy>XeHo

yrpo3a o6Hapy»KeHa 1 o4umLLeHa

HeKoTopble Ganbl He yAa0Cb NPOCKAHMPOBATb (MOMYT ObITb Yyrpo3amu)
yrpo3a HangeHa

owmnbKa

NMPUMEYAHMUE. 3HaueHve Koaa 3aBepLueHus 6osblue 100 03Ha4vaeT, 4To dhani He Bbl1 NPOCKAHMPOBAH M MOXET

6bITb 3apakeH.
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5.5 ESET Sysinspector

5.5.1 BeBepeHue B ESET Sysinspector

ESET SysInspector — 3T0 NpUIOXEeHNEe, KOTOPOE TLATE/IbHO MPOBEPSAET KOMMbIOTEP M OTO6paXKaeT CO6paHHble
[aHHble B MOHATHOM BuAe. MpeAcTaBnseMble JaHHble, Takme Kak MHGOopMaums 06 yCTaHOBEeHHbIX ApariBepax v
MPUNOXKEHWSAX, CETEBbIX MOAKIOHEHMAX N BXKHbIX 3aMMCAX PEECTpa, MO3BOIAT ONPEAeNUTb NPUYUHY
NOA03PUTENIbHOMO MOBEAEHWS CUCTEMbI, KOTOPOE MOXET 6biTb BbI3BAHO HECOBMECTUMOCTbIO MPOTrPaMMHOro UAn
annapaTHoro o6ecrnevyeHns Uan 3apakeHMem BpefoHOCHbIMY MPOrpamMMami.

CyulecTByeT ABa CNocoba BOCNO1b30BaTbCA NpunokeHnem ESET Sysinspector. Bo-nepBbiX, MOXXHO OTKPbITb
MHTerpupoBaHHyto B ESET Security Bepcuto, a, BO-BTOPbIX, 3arpy3mTb CAMOCTOSTENbHYO Bepcuto (Sysinspector.exe)
becnnatHo c Beb-camta ESET. Obe Bepcum aHanoOrmyHbl Mo CBOUM QYHKLMSAM U UMEKOT OL4MUHAKOBbIE 3/IEMEHTbI
ynpae/ieHns NporpamMmMon. EANHCTBEHHOE OT/IMYMe 3aK/TH0HAeTCA B TOM, KaK OCYLLEeCTB/ISeTCA yrpasieHne
pesynbTatamu. M oTaenbHas, U MHTerpyMpoBaHHAs BePCUM MO3BONSAKOT 3KCMOPTUPOBATb CHUMKM CUCTEMbI B Garin B
dopmate XML 1 coxpaHsaTb ero Ha gucke. O4HAKO MHTErprUpOBaHHAas BEPCUS TaIOKe AAeT BO3MOXKHOCTb XPaHUTb
CHUMKW CUCTeMbl NPAMO B pasgene CnyxxebHbie nporpammbl > ESET Sysinspector (3a nckntodeHmem ESET Remote
Administrator).

[avte ESET Syslnspector HeKOTOpOe BpeMs Ha CKaHMPOBAHME KOMMbOTepPa. OTOT NPOLECC MOXKET 3aHSATh OT
10 cekyHA A0 HECKOMbKMX MUHYT B 3aBUCMMOCTM OT KOHOUrypaumm o60pyaoBaHMs, onepaumoHHON CUCTEMbI U
KOJTNYeCTBA YCTAHOB/TIEHHbIX HA KOMMbIOTEPE MPUIOXKEHWNN.

5.5.1.1 3anyck ESET Sysinspector

YT106bI 3anycTuTh ESET Syslnspector, 4OCTaTO4YHO BbINOAHUTb dann Sysinspector.exe, 3arpy>eHHbl € Beb-canTa
ESET.

rNofaoXamTe, noka nporpaMma npoBepseT CUCTEMY: 3TO MOXKET 3aHATb HECKOIbKO MUHYT B 3aBUCUMOCTW OT
060pyA0BaHNA 1N COBMPAEMbIX AaHHbIX.
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5.5.2 UHTepdenc nonb3oBaTesisi M paboTa B NpUI0KEHUN

[N ACHOCTM rNaBHOe OKHO pPasfie/ieHo Ha YeTbipe pa3fena: BBEPXY HAXOAATCSA 3/IEMEHTbI YpaB/ieHNs MporpaMMon,
C/1leBa — OKHO HaBMraumm, Crpaea no LeHTpYy — OKHO OMMCaHMS, a CNpaBa BHU3Y — OKHO NOApPO6GHbIX CBeAeHUI. B
pazgene «COCTOAHME XypHaia» yKazaHbl OCHOBHbIE MApaMeTpbl XXypHana (Mcnonb3yembln GuabTp, TUN GuabTpa,
ABNAETCA IV XKyPHAN Pe3y/ibTaTOM CPABHEHUA U T. [1.).

@ [Generated] - ESET Syslnspector [F=R[ESE~>=
darin~ [depesov Coucokw Cnpaskaw
ESET SYSINSPECTOR
Detail: E} Filtering: (@jmmmmrrm—m— Fine Find: [ Find |
(Risk Level 1-8) L J
Status Section: 3anyuensbie npoueccsl b SMss.exe
".L Mpougcc MyTe FID Mma nonesoea., =

s CETEBBIE NOAKNHIYEHNA

|#| BamHbie 3anuck peectpa 3anyweHHbIE NPOLLECCH!

@ CnywEn » Netinné procesy systému 0 E
-6l Apaitseper b System 4
@ Kputruyeckne dains e — e

(® 3agaum NNaHMPOBILWKA CHCTEME

e e » [B5] csrss.exe 336
i) [i]; Ceegenuns o daiine ¥ [m7] wininit.exe 372
i@ O nporpamme » [B7] csrss.exe 384
L4 . winlogon.exe 424
b [17] services.exe 452
» [B5] Isass.exe 460
¥ [ Ism.exe 468
» 8] swvchost.exe 583
¥ §% vboxservice.exe 652 -

< | e 2

[ cAwindows\system32\smss.exe

SHAL AZ1B43A5DEA06543ED36BTEGEATSCSES2B7IDDST -
NMocnegnes spena 3anuck  2009,/07/14 03:14 E
Bpema cozganma 2009/07/14 01:11
Pasmep daina 69632
Log Status OnwucaHwe daina Windows Session Manager Al
Currentlog:  [Genersted] L] | . " m | »

5.5.2.1 DnemeHTbl ynpaBjeHNsa NporpaMmmon

B 3TOM pasgene onmcaHbl BCe 3/IeMEHTbI YNpaBAeHMs NporpamMmMon, 4ocTynHble B ESET Sysinspector.

dann

Ecnn HaxkaTb Pam, TO MOXHO COXPAHUTb AAHHbIE O TeKYLLEeM COCTOSHUN CUCTeMbI 151 X NOCeAyOLEro n3yyeHuns
WM OTKPbITb paHee COXPaHEHHbIN XXypHan. ECV naaHMpyeTcs onybanKoBaTb XXypHa, A/15 ero co3gaHus
pPeKoOMeHAYEeTCS UCMOb30BaTh MYHKT MeHI0 MoAXoAUT A1 OTNPAaBKMU. B 3TOM C1yydae 13 XypHana nckioyaercs
KOHPUAEeHUMaNbHas MHDOPMaLMA (MMS TeKyLLero noab3oeaTens, UM KOMMNbIOTepa, UMs JOMeHa, Npasa TeKyLLero
nonb30BaTens, NepemMeHHble cpefbl U T. M.).

MPUMEYAHME. YT06bl MPOCMOTpPETb COXPaHEHHbIe paHee oTyeTbl ESET Sysinspector, 4OCTaTOYHO NPOCTO
nepeTalinTb 1UX B r1aBHOE OKHO MporpamMmmsl.

[epeso

Mo3B0OSET Pa3BepHYTb UM CBEPHYTb BCE Y3/1bl, @ TAKXKe IKCMOPTMPOBATb BblJeeHHbIe pa3fesbl B CLieHapum
Cny>K6bl.

Cnucok

CopepXXuT GyHKLUMM, 0bieryatroLLme HaBMraL Mo No NporpamMmMe, a Takoke npoyme GyHKLMK, Takme Kak momcK
nHdopmaumm B IHTepHeTe.

CnpaBka

Cofep>XuUT cBefleHUs O MPUIOXKEHNN U ero CIDVHI(LI,MFIX.
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Moppo6bHoCcTHn

STOT NnapameTp BAMAET Ha MHHGOPMALMIO, BbIBOAMMYIO B IJTAaBHOM OKHe, YTO06bI npolie paboTaTth C Her. B 0OCHOBHOM
peXXMMe MONb30BaTeNto AOCTYNHA MHOPpMaLMS, HeobxoAMMas A1 MOUCKA pelleHn CTaHAAPTHbIX NpobaeMm,
BO3HMKAIOLLMX B cUCTeMe. B pexxmume «CpefiHee» MporpamMma oTobpaykaeT pexxe UcnoJib3yemble cBefeHuns. B pexnme
«MMonHoe» ESET SysInspector BbIBOAUT HA 3KPaH BCO MHGOPpMALMIO, HEOHXOAMMYIO A5 peLleHNs CaMblX
HeCTaHAApPTHbIX Npobniem.

dunbTpauuns 3/1IeMeHToB

®dunbTpaLms 3/1eMeHTOB 04eHb YA06Ha A/15 Momncka NoA03pUTeNbHbIX GaNI0B UK 3anncert peecTtpa, CyLLecTByoLLMe
B cucTemMe. C MOMOLLBHIO NOM3YHKA MOXHO GUIbTPOBATb 3/IEMEHTbI MO UX YPOBHIO pUCKa. EC/IM MOI3yHOK YCTaHOB/EH
B KpariHee NeBOe NoJioXeHue (ypoBeHb pucka 1), 0TobpaXkaroTcs BCe 31eMeHThl. [py nepemelLeHnn NoA3yHKa BNpaso
nporpamma 6ynet oTGUNbTPOBbLIBATb BCE 3/IeMEHTbI C YPOBHEM PUCKA, MEHBLLIMM TeKyLLero ypoBHS, Y BbIBOAUTb Ha
3KpaH TOJIbKO Te 3/1eMeHTbl, YPOBEHb NMOA03PUTENIbHOCTM KOTOPbIX Bbille AAHHOMO YPOBHSA. EC/IM NON3YHOK
HaxoAWUTCs B KpanMHeM MpaBOM MOJIOXKEHUW, MpOrpamMmMa 0To6pakaeT TOJIbKO Onpese/ieHHO BpeLOoHOCHbIe
3/1EMEHTHI.

Bce 3nemMeHTbI, MMetoLLme YypOBeHb pUCKa OT 6 40 9, MOryT NpeacTaBAsTb yrpo3y Ans 6e30nacHOCTn. ECiv Bbl He
ncnosiblyeTte Kakme-nmbo pelleHns no obecneveHnto 6e3onacHocTu ESET, pekoMeHayeM NpoCKaHMpoBaTh
KOMMbIOTEP C MOMOLLbtO ESET Online Scanner nocie HaxoXaeHus I0ObIX Taknx 31eMeHTOB nporpammon ESET
Syslnspector. ESET Online Scanner aBnseTcs 6ecnaatHoOM C1y>K60Mm.

MPUMEYAHWE. YpoBeHb puCKa 3/IeMeHTa S1erko onpeaenaetcd nyTeMm CpaBHeH s LiBeTa 3/1eMeHTa C LLBETOM Ha
MON3YHKE YPOBHEN PUCKOB.

Mouck

[TOMCK MOXXHO MCNOJ1b30BaTh A4 6bICTpOFO Haxo>xaeHna onpegesieHHOro aJjieMeHTa no ero Ha3BaHMK MM 4acTu
HasBaHWs. PesynbTaThl nomncka OTO6pa)KaI'OTCFI B OKHe OnncaHun4.

Bo3spaTt

C NoMOLLbIO CTPENOK HA3aA M Briepes MOXKHO NepexoauTb B OKHe OM1caHMs K paHee 0TOHBpaxkeHHOM MHbOopMaLmu.
BMecTo KHOMOK Nepexoaa Hasaz v Brepes MOXHO MCMo/b30BaTh kaaBuLly Backspace v npobern.

Pa3pen coctossHUA

OTo6paxaeT TEKYLLNIA y3en B OKHe HAaBUIraLuu.

BHMMaHume! DieMeHTbl, BblAe/IeHHbIe KPACHbIM LBETOM, IBSOTCA HEM3BECTHBIMW, MO3TOMY NpOrpaMmma nomMeyaet
MX KaK MOTEeHLMANbHO OMnacHble. EC/TM 3/1eMEHT BblAe/1eH KpaCHbIM, 3TO HE O3HA4aeT, YTO COOTBETCTBYOWMIM dann
MO>XHO yaanuTb. MNepen yaaneHmem ybeamtech, 4To dansibl 4ENCTBUTENBHO ONACHbI UIN HE SBASIKOTCS
HEobXoANMbIMU.

5.5.2.2 Hasurauusa s ESET Sysinspector

ESET Syslnspector pacnpegensieT MHGOPMAaLMIO pa3HbIX TUMOB MO HECKOIbKMM OCHOBHbIM pa3geniam, Ha3blBaeMbIM
y3namu. a4 Toro 4tobbl NOAYYUTb AONONHUTENbHbIE CBEAEeHNS O KAKOM-/TNMHO0 y3/1e (eC/1M TAKOBbIE eCTb),
pasBepHUTE ero A5 NpoCMOTPa BIOXKEHHbIX Y3710B. 18 TOro YTo6bl OTKPbITh MW CBEPHYTb Y3€/, ABAXKbI
LLeSIKHUTe Ha3BaHWe y31a UM HAOXXKMUTE 3HAYOK # UK B PSAOM C ero HassaHvem. [pu nepemMeLleHnm no
[OPEBOBUAHOW CTPYKTYPE Y3/10B B OKHE HABUTALMM O KXKAOM M3 HUX AOCTYMHbI Pa3/IMYHbIe CBeAeHUS, 0TObpaxaemble
B OKHe onuncanHus. MNMpu nepexoe K KOHKPETHOMY 3JIEMEHTY B OKHE OMMUCAHWNS LONONHUTE/IbHble CBeAeHNs 06 3TOM
3/IeMeHTe MOXHO MPOCMOTPeTb B OKHEe NOAPO6HbIX CBeAEeHWN.

HwKke onuncaHbl rNaBHble y3/1bl B OKHE HAaBUraL MM M OTHOCALLMECS K HAM CBeAEHMSI B OKHAX OMMUCAHWA U NOAPOOHOM
NHOpMaLMK.
3anyuweHHble NpoL,eccbl

STOT y3e/ COAEePXUT CBEAEHWNS O MPUMIOXKEHWAX U MPOLECCAX, BbIMOJIHAEMbIX B MOMEHT CO34aHNS XXypHana. B okHe
OMNCAHUS MOTYT HAaXOAUTbCSA JOMONHNTE/IbHbIE CBEAEHMS O KKAOM M3 NMPOLLECCOB, HAaNpUMep Ha3BaHUs
AVHAMUNYECKUX BUBIMOTEK, UCMOJTb3YEMbIX MPOLECCOM, U UX MECTOHAXOXAEHWE B CUCTEME, HA3BaHMe NMOCTaBLIMKA
NPUNOXKEHWS, YPOBEHb pUCKa darinam T. .

B okHe I'IOD,DO6HOPI MHbOPMaLMKM coaepKaTcsa 4ONOJIHUTENbHbIe CBeAEeHUS 06 3nemeHTax, Bbl6paHHbIX B OKHEe
OonncaHuA, Takme Kak pasmep q3a17|na NN ero XsL.

MPUMEYAHME. Jltob6as onepaLmoHHas cMcTema COCTOUT U3 HECKOJTbKMX BXKHbIX KOMMOHEHTOB A4pa, KOTOpble
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NMOCTOSIHHO BbIMOHAOTCSA M 06ecneyrBatoT paboTy 6a30BbIX MPUHLMANATBHO BKHBIX GYHKLWM APYIUX
MOb30BaTENbCKNX MPUTOXEHNIW. B onpeaeneHHbIX Ciydaax nyTh K pananam Takmx NpoLeccoB otobpaxaetca B ESET
Sysinspector c cumBonamum «\??\» B Ha4ane. T CUMBOJIbI 0H6ecrnevymBatoT ONTUMM3ALMIO A0 3aMyCcKa TakMX MpOoLEeccoB
N C TOYKM 3pEHUSI CUCTEMBI IBAAIOTCS 6e30NacHbIMMU.

CeTeBble NoaK/lOYEeHUSA

B OKHe onmcaHns nepeyncieHbl MpOLECChl Y MPUIOXKEHMUS, KOTOPble 0BMeHNBAOTCA AaHHbIMW Yepes CeTb Mo
NPOTOKOY, BbIOpaHHOMY B OKHe HaBurauuu (TCP nnn UDP), a Takke yaaneHHble aapeca, C KOTOPbIMU 3TH
NPUNOXKEHNA YCTAHABNMBAIOT COeAMHEHNA. TakxKe MOXHO nNpoBepuUThb IP-aapeca DNS-cepseposB.

B okHe noapobHOM MHOOpPMaLMM COAEPXKATCA AONONHUTENbHbIE CBeAEHNS 06 31eMeHTax, BblIbpaHHbIX B OKHE
onmncaHms, Takme Kak pasmep dania niam ero x3u.
Ba>kHble 3anncu peectpa

COLl.ep)KI/IT Cnncok onpepeneHHbIX 3anucen peecTtpa, KOTOpble 4acTo ObIBAKOT CBA3AHbI C pasiIMyYHbIMK npo6nema|v|m B
caiMcTeMe, Takme Kak 3anncun, 3agatoline aBTomMmaTmyeckn 3arpyrkaemblie nporpamMmmebl, 06BbeKTbl Moayna noaaep>KKn
obo3peBatensamT. m.

B OKHe onmcaHus Takke MOryT BbITb Nepedmncienbl Gannbl, CBs3aHHble C HEKOTOPbIMW M3 3TUX 3anmncen. B okHe
noApOOHbIX CBeAEHWNI MOXKET BbITb MpeAcTaBneHa 4ONOHUTeIbHAs MHPOpMaLUS.

Cnyx6bl

B OkHe onmncaHms nepevmciensl Ganbl, 3aperucT pyupoBaHHbie B KadecTBe c1y>k6 Windows. B okHe Noapo6HbIX
CBEAEHWNIM MOXKHO YBMAETb CMOCO6 3anycka c1y>Kbbl, @ TakxKe MPOCMOTPETh onpeae/ieHHyo MHbopMaumio o Ganne.
OpanBepbl

CnuCcoK ApaniBepoB, YCTaHOB/IEHHbIX B CUCTEME.

Kputnueckme pamnbl

B OKHe onmMcaHns 0TO6paXkaeTCsa COAEPXKMMOE KPUTUHECKM BAXKHbIX GarioB 0nepaLmoHHON cucTembl Microsoft
Windows.

3apauu N1IaHNPOBLLMKA CUCTEMDI

Conep XXUT CNUCOK 33aY, 3anyckaemblX MNAaHUPOBLLMKOM 3aaaHn Windows B yKa3zaHHOE BPeEMS UK Yepes 3aaHHble
NHTepBasibl.

NHdopmaumsa o cucteme

Conep>mnT nogpobHble cBefeHnss 06 060pyA0BaHUM M MPOrpaMMHOM obecredeHunm, a Takke MHPOopMaLmio 0
33[,aHHbIX MepeMeHHbIX Cpe/bl, MpaBax MoAb30BaTeNS U XKyPHANAX CUCTEMHbIX COBbITUN.

CBepeHus o panne

CnMCoK BaXKHbIX CUCTeMHbIX dannos 1 GarnnoB B nanke Program Files. B okHax onucaHma v noapobHbIX CBeAeHUI
MOXeT 0TOBbpaxkaTbCs AONONAHUTENbHASA MHPOPMALNS O HUX.

O nporpamme

MHdpopmaums o Bepcum ESET Syslnspector 1 cnnMcok Moayaen nporpammei.

5.5.2.2.1 CoyeTaHusa KnaBulLl

Hwke NpeACTaBNeH CMMCOK COYETAHWUIA KNABULL, KOTOPbIE MOXKHO MCMO/Ib30BaTb Npu paboTe ¢ ESET Sysinspector.

dann

Ctrl+ O OTKPbITWME CYLLECTBYHOLLIEro XypHana

Ctrl+ S COXPaHEeHMe CO34aHHbIX XKypHanoB

Co3paTtb

Ctrl+ G Co3[aHue CTaHAAPTHOIO CHUMKA COCTOSIHUS KOMMNblOTEepa

Ctrl+ H CO34aHMe CHUMKA COCTOSIHMSA KOMMbOTepa, B KOTOPOM MOXET ObITb 3aperucTpmpoBaHa

KOH®UAeHUMANbHAs MHOOpMaLMA
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dunbTpauuns 3/1IeMeHTOB

1,0 6e3onacHble 3/1IeMeHTbl, 0TOBPaXKAKOTCS 3IEMEHTbI C YPOBHEM pUCKa OT 140 9
2 6e3onacHble 3/1IeMeHTbl, 0TOBPaXKAKOTCS 3/1eEMEHTbI C YPOBHEM pUCKa OT 2 40 9
3 H6e3onacHble 3/1eMeHTbl, 0TOBPaXKAKTCS 3/IEMEHTbI C YPOBHEM pUCKa OT 3 40 9
4,U HeM3BeCTHble 3/IeMeHTbl, 0TOHPaXKAOTCS 3/1EMEHTbI C YPOBHEM pUcKka OT 4 10 9
5 HeM3BeCTHble 3/IeMeHTbl, 0TOH6PaXKAIOTCS 3/1EMEHTbI C YPOBHEM PUCKA OT 5 10 9
6 HEW3BECTHbIE 3/1IEMEHTbI, 0TOHPAXKAKTCSA I1eMEHTbI C YPOBHEM pUCKA OT 6 40 9
7,B OMacHble 3/1eMeHTbl, 0TOBpaXakTCA 3/IeMEeHTbI C YPOBHEM pUCKa OT 7 40 9

8 OMacHble 31eMeHTbl, 0TOHBpaXXatTCA 3/IeMeHTbl C YPOBHEM pUCKa OT 8 40 9

9 OMnacHble 3/1eMEeHTbl, 0TOBPAXKAKOTCS 3/IeMeHTbl C YPOBHEM pUcCKa 9

- NMOHWMXKEeHMe YPOBHSA pucka

+ MOBblLLEHVEe YPOBHS pUCKa

Ctrl+9 BbI6OP pexknma GuabTpaLmm, paBHbIN UK 60/1ee BbICOKMIA YPOBEHb

Ctrl+ 0O BbI6OP pexknma GunbTpaumm, TONbKO paBHbI YPOBEHb

MNMpepcraBneHne

Ctrl+5 MpOCMOTP MO NPOV3BOAUTENAM, BCE MPOU3BOANTENN

Ctrl+ 6 NpPOCMOTP MO NPOM3BOAUTENSAM, TONbKO Microsoft

Ctrl +7 NMPOCMOTP MO MPOU3BOAUTENAM, BCE APYTMe NMPOU3BOAUTENN

Ctrl+3 0TOb6paXKeHMe NOTHbIX CBeAEeHN

Ctrl+2 0oTOb6paXkeHMe CBeAEeHWI CpeHel CTeneHmn NogpobHOCTH

Ctrl +1 OCHOBHOW BUA,

BackSpace nepexop Ha O4MuH wWar Hasaz

Mpoben nepexoj Ha OAVH Lar Brnepej,

Ctrl+wW pa3BopaymBaHue fepesa

Ctrl+ Q CBOpa4MBaHme fepeBa

Mpoune 3nemMeHTbl yNpaB/ieHns

Ctrl+T nepexoj K UCXOAHOMY MeCTOMOJIOXKEHWNIO 3/1IEMEHTA NOC/Ie ero BblAe/1eHNS B pe3y/ibTaTax nomcka

Ctrl+P 0TOb6paXKeHMe OCHOBHbIX CBeAEHWIM 06 3n1emMeHTe

Ctrl+ A 0TOb6pakeHMe BCeX CBeAEHWM 06 3/1emeHTe

Ctrl+ C KOMMPOBaHWe AepeBa TeKyLLEero 3feMeHTa

Ctrl + X KOMMPOBAHWE 3/1IEMEHTOB

Ctrl+ B NMOWCK CBEAEHMI O BblIOpaHHbIX Ganiax B IHTepHeTe

Ctrl+ L OTKPbITKE NAMNKK, B KOTOPOM HAXOANTCS BblAeNEHHbI dann

Ctrl+R OTKPbITME COOTBETCTBYIOLLEN 3aMncK B peakTope peectpa

Ctrl+ 2 KOMMPOBaHWe NyTu K Garny (ecm 3n1eMeHT CBA3aH C hanaom)

Ctrl+F nepexoj B NoJie nomcka

Ctrl+ D 3aKpbITWe pe3ynbTaToB MOMCKA

Ctrl+E 3anycK cueHapums cyobl

CpaBHeHue

Ctrl+ Alt+ O OTKPbITME NCXOAHOMO MM CPABHUBAEMOTO C HUM >KypHana

Ctrl+ Alt+ R OTMEHa CpaBHEHMS

Ctrl+ Alt +1 0TOHpaKEHMe BCEX 3/IEMEHTOB

Ctrl+ Alt+ 2 0TOH6paKeHMe TONbKO A0OABAEHHbIX 3/TEMEHTOB, B XXypHa/ie 0TOH6PaXKatOTCA TOMbKO 3/IEMEHTbI 13
TeKyLLero >xypHana

Ctrl+ Alt+3 0TOHpaKeHMe TOMbKO YAANEHHbIX 3/1EMEHTOB, B X)KypHane 0TO6paXKatoTCs TONbKO 3/1EMEHTbI U3
npeablAyLero xypHana

Ctrl+ Alt+4 0TOH6paKEHME TObKO 3aMeHEHHbIX 3/1eMeHTOB (B TOM Yncie Gannos)

Ctrl + Alt+ 5 0TOHpaKEHME TOMbKO PA3NNUNN MeXAY XKy PHaNamm

Ctrl+ Alt+ C oTobpaxeHne cpaBHEHMS

Ctrl+ Alt+ N OTOHpaKEHME TeKyLLEro XKypHana

Ctrl+ Alt+ P OTKPbITME NpeablAyLLEro KypHana

PasHoe

Fl NPOCMOTP CNpaBKu

Alt+F4 3aKpbITUe MporpamMmmbl

Alt + Shift+ F4  3akpbiTve nporpammebl 6€3 BbIBOAA 3anpoca
Ctrl + | CTaTUCTMKA XXypHana



5.5.2.3 CpaBHeHue

C NnomMoLLbO GYHKLMM CPABHEHMS NMOJ1b30BATE/b MOXKET CPABHUTb [1Ba CYLLECTBYOLLMX XKypHANa. Pe3ybTatom
BbIMOJ/IHEHWNS 3TOM KOMAaH/bl ABNAETCA HABOP 3/IEMEHTOB, HE COBMAAAIOLLMX B 3TUX XYpPHANax. DTO No3BoseT
OTCNIEeXMBATb U3MEHEHWA B CUCTEME, YTO YA06HO, HanpuMep, 418 06HapY>KeHUS AeATeIbHOCTM 3/IOHAMEPEHHOTO
Koma.

Mocne 3anycka NpUIOXKEHNE CO343eT HOBbIM XXYPHas, KOTOPbIN OTKPbIBAETCS B HOBOM OKHe. [111 TOro 4tobbl
COXPaHUTb XXypHan B Gamn, B MeHto Dann Bbibepute NyHKT COXpaHUTb XXy pHaa. CoxpaHeHHble Ganbl >XypHanoB
MOXXHO BMOC1eACTBMM OTKPbIBATb M MPOCMATPUBATh. YTOObI OTKPbITb CYLLECTBY WM XXYPHa, B MeHt0 dann
Bbi6epuTe NyHKT OTKPbITb XXYPHa. B r1aBHOM OkHe nporpamMmmbl ESET Sysinspector B Kaabli MOMEHT BPEMEHM
0TOHpaXKAETCSA TONBKO OAMH XXYPHAS.

MpenMyLLecTBO CPAaBHEHMA BYX >KYPHAOB 3aK/1K04AETCs B TOM, YTO MOXKHO O[JHOBPEMEHHO NPOCMAaTpPUBATh
aKTVBHbI B AAHHbI MOMEHT >KyPHas 1 COXPaHEHHbIM B haiin XypHas. [na CpaBHEHWS XXypPHAOB B MeHio dainn
Bbi6epuTe NyHKT CPaBHUTD XY PHAJIbl 1 BbINMONHUTE KOMaHAy Bbli6paTb ¢pain. Boi6paHHbIi XxypHan 6yaet
CPaBHMBATbCA C aKTMBHbIM XXYPHA/IOM B /TaBHOM OKHE NMpOorpammbl. B CpaBHUTEIbHOM XypHasie 0To6paxaroTca
TONbKO pa3NnNyma Mexay 3TUMM ABYMS XKypHanamu.

MPUMEYAHMUE. Mpwn cpaBHeHWM ABYyX GannoB XXypHaN0B B MeHto dann Bbibepute NyHKT COXPaHUTb XXYPpHan 1
COXpaHWUTe XXypHan kak Gann B popmate ZIP. B pesynbTate byayT coxpaHeHbl 06a darna. Ecim Takom dann
BMOCIeACTBUM OTKPbITb, COAEP KaLLMecs B HeM XXy pPHasibl CPaBHMUBAKOTCH aBTOMATMYECKN.

HanpoTumB 0To6paXkeHHbIX 31emMeHTOB ESET Sysinspector BbIBOAUT CUMBOJIbI, 0603HAYaloLLMeE pa3nngms Mexay
CpaBHVBAEMbIMU XXypHanamu.

JNleMeHThbl, MOMeYeHHble CIMBOJIOM «-», MPUCYTCTBYKOT TOJIbKO B aKTUBHOM >KypHasie, HO OTCYTCTBYHOT B OTKPbITOM
XKypHane, CKOTOPbIM OH CpaBHMBaeTCA. D/ieMeHTbl, OTMeyeHHble 3HaKOM +, eCTb TOJIbKO B OTKPbITOM >KypHaie n
OTCYTCTBYHOT B aKTUBHOM.

OnwcaHme BCeX CUMBOJIOB, KOTOpPble MOTyT OTO6pa)KaTbCFI HaNpoTWMB 3/71eMEHTOB

e + HOBOE 3HaYeHue, OTCYTCTBYET B MpeablayLlemM XypHase

pasfen ApeBOBUAHON CTPYKTYPbl COAEPXXUT HOBbIE 3HAYEHNS

e - yAa/eHHOoe 3Ha4YeHne, MPUCYTCTBYET TO/IbKO B MpeAblAyLLeM XypHae

e = pasgen ApeBOBUAHON CTPYKTYPbl COAEPXUT yAA/TIEHHbIe 3HAYeHUS

e = 3HayeHue Unm Gann Bblav N3MEHEHDI

e [@ pasfen ApeBOBUAHOM CTPYKTYPbl COAEPXKUT U3MEHEHHbIE 3HAYeHNS UNu Gannbl
e uYDPOBEHb PUCKA CHU3W/ICS, TO eCTb Obl/ BblLLE B MpeablAyLLeM XKypHane

e 7 YPOBEHb PMCKA MOBLICUICA UK BbIST HUXKE B MpeablAyLei Bepcum XkypHana

B cnewumanbHOM pasgesie B IEBOM HVDKHEM YI/1y OKHA 0TO6PpaXKaeTCs onmcaHme Bcex CMMBOJIOB, a Tak)Ke Ha3BaHMS
CPaBHMBAEMbIX XXYPHA/OB.

CoCToaHWe 3anMcH

Tyl 3oy pHa [Cozganc]

Npessyayus xypran: Sysinspector-LOG- 110725- 1042 xmi [3arpyesa-Z1P]
Cozeseme: [PezyasTaT paEHesnE]

CpaBHWTE NEreHabl 3HaAYK0E *
+ Nofizenssre ofbes Oofzenerroe ofbema & BETHY

= ¥panennui ofuesr Yoanessme ofbemy 3 BETEY

% ¥ganennni Sain Jofaeressmie Wi JLansHREe

N CocmoRmme Suind NOHKHERD ofibexTul B BETHE

A ComoRHRe SuA0 NOELILEHD ¥aznewnme SETs B BETHE

Jt0601 CpaBHUTEbHbIN XXyPHAM MOXHO COXPaHUTb B Gal U OTKPbITb €ro Mo3xe.

Mpumep

Co3panTe 1 COXpPaHUTE XKyPHan, CoAep Xalmn NCXOAHY0 MHGOPMAaLMIO O cucTeMe, B Gana C Ha3BaHWEM
«npeablaywmn.xmi». Mocne BHeCEHNS M3MEHEHWI B CUCTEMY OTKponTe ESET Syslinspector n gamte npuaoXKeHuto
BO3MOXXHOCTb CO34aTb HOBbIV )KypHan. CoxpaHuTe ero B Garna C Ha3BaHMeM TeKyLmn.xml.

YTObbl OTCNEAUTb Pa3ANYMA MEXAY STUMKN ABYMS SKypHanaMu, B MeHo ®@amn Boibepute NyHKT CPaBHUTD XXYPHaJIbI.
MporpaMmma co3aact CPaBHUTENbHbIN XKYPHa, COAEPIXKALLMI PA3AUUYUAMN MEXY CPABHUBAEMbIMM.

TOT >ke pe3yabTaT MOXHO MOYYUTb C MOMOLLBIO C1eAYIOLMX NAPAMETPOB KOMAHAHOW CTPOKM:
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Syslsnpector.exe Tekywmin.xml npeablgywmm.xml

5.5.3 MapameTpbl KOMaHAHOM CTPOKU

B ESET SysInspector MOXXHO GOpMMPOBAaTb OTHETbI U3 KOMAHAHOW CTPOKW. 119 3TOrM0 MCMOJIb3YHOTCS NePeYMUC/IEHHbIe
HW)Ke napameTpbl.

/gen CO34aHMe XXypHana HenocpeaCTBEHHO M3 KOMAHAHOM CTPOKKM 6e3 3anycka rpadunyeckoro nHrtepdenca
no/sib3oBaTens

/privacy co3aaHme XxypHana 6e3 Bi/ItoYeHNst B Hero KoHbuaeHumanbHo MHGopmMaumm

/zip COXPaHeHMe XXypHana HemocpeaCTBEHHO Ha AUCK B OKaTOM danne

[silent CKPbITWE MHAKMKATOPA BbIMOJIHEHNA NPU CO3aHNM XKypHana

/help, /? oTObpaXkeHme cBefeHUM 0 NapaMeTpax KOMaHAHOW CTPOKK

Mpumepbl

YT06bl OTKPbITb ONpeAeneHHbIN XXypHal HeNOCpeACTBEHHO B Hpay3epe, BOCNOAb3yUTeCh ey oLen KOMaHA0M:
Sysinspector.exe "C:\KNMeHTCKUA_ypHaa.xml"

YT106bI CO3AaTb XXYypHAN B TEKYLLEW Nanke, BOCMNOb3yNTech Cieaytollen KOManaon: Sysinspector.exe /gen

YT106bI CO34aTb XXypHAN B ONpeaeeHHON nanke, BOCNONb3ynTech cieaytollen KoMmaHaon: Sysinspector.exe /gen="c:
\nanka\"

YT106bI CO3AaTh XKypHaN B ONpeaeseHHoW Narnke 1 B onpeaeneHHoM danne, BOCNOb3yUTeCh C1eayoLLen KOMaHO0W:
Sysinspector.exe /gen="c:\nanka\HoBbIV_>xypHan.xml"

YT706bI CO34aTb XXYpPHA/, U3 KOTOPOro UCKTOYEeHA KOHOUAEHUMANbHAA MHGOPMALMS, HEMOCPEACTBEHHO B OKATOM
davne, BOCMONb3yNTECh CJIeAyIOLLEeN KOMAHAO0W: Sysinspector.exe /gen="c:\HOBbIV_>ypHan.zip" /privacy /zip

YT06bI CpaBHUTbL ABA XXYPHANA, BOCMOb3yNTECh C1eyHoLLen KoMaHaomn: Sysinspector.exe "Tekywmn.xml" "McxoaHbI .
xml"

MPUMEYAHMUE. Ecnn Ha3BaHKWe danna nam nankm COAep>KMT npoben, 3To Ha3BaHWe He0bX0ANMO 3aK/THOYUTH B
KaBbIYKMW.

5.5.4 CueHapui ciyx6bl

CueHapui cy>kbbl — 3TO MHCTPYMEHT, KOTOPbI MOMOTraeT noab3osatensm ESET Sysinspector nerko yaanstb
He>xenarenbHble 06beKTbl C KOMMbOTepa.

CueHapuit c1y>x6bl NO3BOASET LEIMKOM WM YaCTMYHO 3KCMOPTUMPOBATh XypHan ESET Sysinspector. Mocne skcnopTta
No/1b30BaTe/b MOXET MOMETUTb HeXXenaTesibHble 06beKTbl 415 yAaNeHNs. 3aTeM MOXHO 3anyCTUTb CLleHapum C
OTpefaKTMPOBAHHbLIM XXYpPHANOM AN yAaNeHUs TOMeYeHHbIX 06beKTOB.

CLI,eHapl/IVI CJ'I\/)K6bI 019 N0Nb30BaTeNen, UMEKLMX OMbIT B ANATHOCTUKE KOMMbOTEPHbIX CUCTEM.
HEI(Ba}'IVIQJl/ILI,l/IpOBaHHOE BHECEHME N3MEHEHUNIM MOXKET npmBecTn K NOBpeXXaeHno OI'IepaLJ,VIOHHOVI CNCTEeMbI.

Mpumep

MpY HANNYNKX NMOLO3PEHNS O 3aPAKEHNN KOMIMbIOTEPA BUPYCOM, KOTOPbIV HEe 0BHAPYXKMBAETCS MPOrPaMMON 3aLLUTbI
OT BUPYCOB, MOXHO BbIMOJIHUTb OMMCAHHbIE AaNlee yKa3aHWs.

e 3anyctuTte ESET Syslnspector 1 co3ganTe HOBbI CHUMOK CUCTEMBI.

e BblaennTe NepBblv 31eMeHT B pasfene 1esa (B APEeBOBUAHOM CTPYKTYpeE), HXMUTe Knasumwy Shift, a 3atem
BbibepuTe NoCnefHUM 3NeMEHT, YTOObI MOMETUTb BCE 3NIEMEHTbI.

o LllenKHUTE BblAe/IeHHble 06beKTbl MPaBOM KHOMKOWM MbILUM M B KOHTEKCTHOM MEHHO BbibepuTe NyHKT
DKCNopTUpPOBaTb BbiGpaHHble pasaesibl B CLLeHapui C/lyX6bl.

e BblaesieHHble 06beKTbl OyaAyT 3KCMOPTUPOBAHbI B HOBbIV XXy PHaI.

e [lanee cnefyeT HanboJsiee BaKHbIW 3Tan Bcer npoueaypbl. OTKPOMTE CO34aHHBIN XXYPHA U M3MEHUTE aTpUBYT «-»
Ha «+» /15 BCEX 06BEKTOB, KOTOPbIE HYXKHO YAANUTb. Y6eauTech, YTO He MOMeYeHbl HUKAKMe BaXKHble Gansibl nin
06BeKTbl OnepaunoHHOM CUCTEeMbI.

e OTKpomnTe ESET Syslnspector, nepenanTte B paaen ®amn > 3anyCcTuTb CLLeHapUM CyXX6bl 1 BBEANTE NYThb K
CBOEMY CLIeHapuio.

e HaxxmuTte kHonky OK, 4Tobbl 3anyCTUTb CLLEHApUN.
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5.5.4.1 Co3paHue cueHapueB CyX6bl

[naT0ro 4tobbl CO34aTb CLEHAPUN, LLETKHUTE MPABOM KHOMKOW MblLK II0601 06beKT B 4PEBOBUAHOM MeH!O (B
JIeBOW NaHen) raBHOro okHa ESET Sysinspector. B KOHTeKCTHOM MeHIO BbibepuTe KOMaHay DKCNopTUpoBaTh BCe
paspenbl B cCLeHapui cayX6bl N1 DKCNOPTUPOBATb BbIGpaHHble pa3zesibl B CLLeHAPUM C/TYXX6bl.

MPUMEYAHMUE. CueHapum c1y>K6bl Heb3s 3KCMOPTMPOBATL BO BPEMS CPABHEHMS [iBYX >KYPHANOB.

5.5.4.2 CTpyKTypa cueHapus cayxXx6bl

MepBas cTpoKa 3aro/0BKa CLIEHApUs COAEPXKUT AAHHbIE O BEPCMM Moy A (ev), Bepcun rpacdmyeckoro nHtepdenca
nonb3oBaTend (gv) v Bepcum xxypHana (Iv). 3T JaHHble MO3BONSAIT OTCIEXMBATb M3MEHEHWS B dalisie B popmaTe
XML, ncnonb3yeMoM 4715 co3aaHnsa cleHapus. OHM NpeaoTBpaLllaoT NoABAEHME HECOOTBETCTBUIN Ha 3Tane
BbIMO/IHEHNS. DTY YaCTb CLIEHAPUS U3MEHSATb He C1eayeT.

OcTanbHoe coep>kMmoe darna pasbuto Ha pasaenbl, 31eMEHTbI KOTOPbIX MOXHO peAaKTMpPOBaTh. Te U3 HUX,
KOTOpble A0MXKHbI 6bITb 06paboTaHbl CLieHapWeM, CieayeT NOMeTUTb. /18 3TOro CUMBOJ «-» Nepes, 31eMeHTOM
HY>KHO 3aMEHUTb Ha CUMBOJT «+». Pazaenbl OTAENAOTCS APYr OT Apyra nycron CTPoKoW. Kadkablii pasaen nMmeet
COBCTBEHHbIN HOMEP 1 HAa3BaHMe.

01) Running processes (3anyLeHHble NPOoL,ecchbl)

B 3TOM pasgene coaep>XMTCa CMMCOK MPOLLeCCOB, 3anyLeHHbIX B cMcTeme. Kaxablin npouecc naeHTnduumnpyeTcs no
UNC-nyTun, a Takke no xaw-koay CRCI6, 3ak1t04eHHOMY B CUMBO/Ibl 3B€3404KM (¥).

Mpumep.

01) Running processes:

- \SystemRoot\System32\smss. exe *4725%*

- C:\Windows\system32\svchost. exe *FD08%*
+ C:\Windows\system32\module32. exe *CF8A*
[...]

B faHHOM npumepe BblaeneH (MoMeyeH CUMBOJTOM «+») mpouecc module32.exe. Mpuy BbIMOIHEHWM CLLEHAPUSA 3TOT
npouecc 6yaeT 3aBepLueH.

02) Loaded modules (3arpy>xeHHble Moaynn)

B 3TOM pasgene nepedmcieHbl UCMOAb3yeMble B JAHHbIA MOMEHT CUCTeMHbIe MOAYN.
Mpumep.

02) Loaded modules:

- c:\windows\system32\svchost. exe
c: \windows\system32\kernel32.dl1l

+ c: \windows\system32\khbekhb. d11

- c: \windows\system32\advapi32.dll

[...]

B naHHoM npumepe mogynb khbekhb.dll nomeyeH cumBOIOM «+». [1pU BIMOIHEHWM CLLEHAP WS MPOLECChI,
NCNOIb3YIOLLME AAHHBIV MOAY /b, PACMO3HAOTCA M 3aBepLIAK0TCS.

03) TCP connections (MoakntoyeHns no TCP)

OTOT pa3fes COAEp>XUT AaHHble O CYLLEeCTBYOLMX NoaKkIto4eHnax no TCP.

Mpumep.

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK. EXE

- Listening on *, port 135 (epmap), owner: svchost.exe
+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds), owner
System

[...]

Mpw 3anycke cLeHapus 0O6Hapy>KMBaeTCa Bnagesnel, cokeTa moMeYeHHbIX NoakatodeHmin no TCP, mocie 4yero cokeT
OCTaHaBMBAETCS, BbICBOOOXKAASA CUCTEMHbIE Pecypcbl.
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04) UDP endpoints (KoHe4Hble Touku UDP)
OTOT pasfen CoaepXXmnT MHPOpMALMIO O CYLLECTBYHOLLMX KOHEYHbIX To4kax UDP.
Mpumep.

04

c

DP endpoints:

.0, port 123 (ntp)

0, port 3702

.0, port 4500 (ipsec-msft)
0, port 500 (isakmp

+

o O O o —
o O O O

[...

— O O O O

[Tpn BbINO/THEHNM CLLeHapUs onpefenseTcs BiageseL, coketa noMevyeHHbIX KOHe4YHbIX Todek UDP, nodie yero coket
OCTaHaB/1MBaeTCA.

05) DNS server entries (3anucu DNS-cepBepa)
OTOT pasfen COAepXMUT MHPOpMaLMIO O TekyLler KoHdurypaumm DNS-cepsepa.
Mpumep.

05) DNS server entries:
+ 204.74.105. 85

- 172.16.152.2

[...]

[Tpn BbINO/IHEHWMM CLLeHapUsi NOMeYeHHble 3anncy DNS-cepBepa yoangoTcs.

06) Important registry entries (Ba>kHble 3annucu peecTpa)

OTOT pasfen COAEepPXUT MHPOPMALMIO O BaXKHbIX 3anncsax peecTpa.
Mpumep.

06) Important registry entries

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd. exe

- IgfxTray = C:\Windows\system32\igfxtray. exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate. exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack. com/

[...]

lijBHﬂOﬂHEHMMCMEHapMQHOMEQEHHHe3aHMCM6yﬂyTyﬂaﬂeHbLCBQﬂQHbH(O-Da3pﬂﬂHbMA3HaHeHMﬂN|MﬂM)Ke
6yﬂyTBOCCTaHOBHEHbIMX3HaquMﬂrK)yMOﬂanMD.AEQCTBMﬂ,HpMMeHﬂeMme<KOHKDETHbMA3aHMCﬂM,3aBMCﬂTOT
KaTeropunm mn 3Ha4eHma 3anncn peectpa

07) Services (Cnyx6bi)
DTOT pasfen COAEepP>XKUT CMUCOK CNY>KO, 3aperncTpupoBaHHbIX B CUCTEME.
Mpumep.

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state: Running,
startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll, state: Running,
startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state: Stopped,
startup: Manual

[...]

anBHHOHHEHMMCHEHapMﬂHOMeHEHHHeCﬂyM6H,aTaKMEBCe3aBMCMﬂM€OTHMXCﬂyM6bI6yﬂyTOCTaHOBHEHbIM
yAaneHbl.

08) Drivers (4 paniBepbl)

B 3TOM pasaesie nepeyncieHbl YyCTaHOB/IEHHbIE ApaBEpbI.
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Mpumep.

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\system32
\drivers\adihdaud. sys, state: Running, startup: Manual

[...]

Mpwr BbINOHEHWM CLIEHAP WS OCTAHABAMBAKOTCA BblOpaHHbIe ApanBepbl. YUYTUTE, YTO HEKOTOpPbIE ApanBepbl He
MO3BOJIAIOT OCTaHaB/IMBATbL Ceb4.

09) Critical files (KpuTuuyeckue ¢arnbi)

OTOT pasfen COAepXnUT MHbopmMaumio 0 darnax, KpUTUHeCK He0bXo0ANMbIX A1 NPaBUAbHON PaboTbl
onepauMoHHOM CUCTEMBI.

[Mpumep.

09) Critical files:

* File: win. ini

- [ fonts]

- [ extensions]

- [files]

- MAPI=1

[...]

* File: system. ini

- [ 386Enh]

- woafont=dosapp. fon
- EGA80WOA. FON=EGA80WOA. FON
[...]

* File: hosts

- 127.0.0.1 localhost
- ::1 localhost

[...]

JIn6o BbIbpaHHbIe 31eMeHTbl ByayT yaaneHsl, Tnbo 6yayT BOCCTAHOBAEHbI UX UCXOAHbIE 3HAYEHUS.

5.5.4.3 BbinosiHeHUe cueHapueB C/yX6bl

MNMomMeTbTe BCe HY>XHble 06beKTbl, COXPAHUTE U 3aKPOMTe CLeHapUI. 3anyCTUTe U3MEHEHHbIN CLeHapun
HenocpeacTBeHHO 13 r1aBHOr0 okHa ESET Sysinspector C NOMOLWb0 KOMaHAbl 3anyCTUTb CLLeHapUM CTy>K6bl B MEH!O
«®avnn. Mpu OTKPBITUKM CLeHapUs Ha 3KpaH byaeT BbiBeAeHO cnefytoLlee coobLueHme: «BbIMOMHUTD CLLeHapui
cnyXx6bl "%Scriptname%%"?» [Mocne NoATBEPXKAEHMA MOXKET MOSBUTHCS elle 0AHO NpeaynpexaeHue, coobliatroLlee o
MONbITKe 3anycka HenoANMCaHHOIro cLeHapus. 14 Toro 4tobbl 3anyCTUTb CLEeHapU, HAKMUTE KHOMKY 3anyck.

B AManoroBoM okHe 6yaeT NOATBEPXK/AEHO YCreLHOe BbiMOoIHEHWE CLieHapus.

Ecnn cueHapuii yaanocb 06paboTaTh TObKO YacTUYHO, HA 3KPaH ByAeT BbIBEAEHO AMAOrOBOE OKHO C TaK1M
coobuleHreM: «Cu.eHapui cay>K6bl HACTUYHO BbINoJIHEeH. MpocMoTpeTb OTYeT 06 owKn6Kax?» [114 TOro YTobbl
NMPOCMOTPETb MOJIHbIA OTHET 06 OlWMBKAX, B KOTOPOM MEpPeYnC/IeHbl OnepaLmm, HAKMUTE KHOMKy [a.

Ecnu cueHapum He Bbl1 pacno3HaH, Ha 3KpaH byaeT BbIBEAEHO AManoroBOe OKHO C Tak1MM CO0bLLeHMeM: «Bbl6paHHbI
cueHapui cnyxx6bl He NoAnucaH. BoinosHeHMe HeNoANMMCAHHbIX U HEM3BECTHbIX CLLeHapUeB MOXET NPUBECTU K
NOBPEXAEHUIO A aHHbIX HA KOMMblOTepe. BbIMONHUTDb CLLeHapUiA U BCe A,eACTBUA?» DTO MOXKET BbITb CBSA3aHO C
HeCcooTBETCTBMSAMM B CLieHapuK (MOBPeXAEH 3aro/I0BOK, MOBPEeXAeHO HazBaHMe pa3gena, NponylieHa nycras
pasgenuTenbHasa cTpoka uT. A4.). BaTom ciyvae oTkponTe damn cueHapus U cnpasbTe OLWNOKN UAKN CO34aNTe HOBbIN
CueHapumn c1yxobbl.
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5.5.5 YacTto 3apaBaemMbie BOMNpOChI

TpebyloTca v gnda 3anycka ESET Sysinspector npaBa agMMHUCTpaTopa?

XoT4a ansa3anycka ESET Sysinspector npaBa agMUHUCTpaTopa He TpebytoTcs, HEKOTOpbIe 13 COBMpaeMbIX 3TUM
NPUIOXKEHMEM JAHHBIX LOCTYMHbI TO/IbKO A8 yYeTHOW 3anncm agMUHUCTPATopa. 3anyck Nog y4eTHOW 3anmncbio
06bIYHOr0 MOJIb30BAaTENA WA NOMb30BATENSA C OFPAHNYEHHBIM LOCTYNOM MPUBEAET K COOpy MeHbLero obbema
OAHHbIX O CKCTemMe.

Co3paeTt nm ESET Sysinspector ¢painn xxypHana?

ESET Syslnspector MoXkeT co34aTb Gans xypHana ¢ KOHQUrypaumen cnctemol. 18 COXpaHEeHUS TAKOro »KypHana
BbI6epuTe B rIaBHOM MeHio KoMaHay ®ann > CoXpaHUTb XY pHaN. )KypHanbl coxpaHaoTca B dopmaTe XML. Mo
yMOSIHaHMo Gannbl coxpaHaTcs B nanke USERPROFILE%\Mown gokymeHTbI\ B hana c umeHem «Sysinpsector-%
COMPUTERNAME%-ITMMAA-Y4MM.XML». MNepen coxpaHeHrem darna kypHana MOXXHO U3MEHUTb ero
MeCTOMOJIOXKEeHME U Ha3BaHVe.

Kak npocMmoTpeTb ¢ain xxypHana ESET Sysinspector?

[na npocmoTpa kypHana, co3gaHHoro B ESET Sysinspector, 3anyctute nporpamMmy 1 BbibepuTe B 1aBHOM MEHIO
KoMaHay ®ann > OTKpbITb XXYpHan. Darnbl >kypHana Takke MOXXHO NepeTackmBaTb B OKHO MNpuaoxeHusa ESET
Sysinspector. Ecnum Bbl HacTo npocMaTpmBaeTe dannbl XxypHana ESET Sysinspector, pekoMmeHayeTcst Co34aTb Ha
paboyem ctone apnbik gns anna SYSINSPECTOR.EXE. Mocne 3Toro npocMaTpurBaemble darsibl MOXKHO NPOCTO
nepeTackmMBaThb Ha 3TOT ApJbIK. M3 coobpaxkeHumin bezonacHocT B OC Windows Vista/7 MOXKeT 6bITb He pa3peLleHo
nepeTackmMBaTh 3/1IEMEHTbI MeXAY OKHAMM, UMEIOLWMMM pa3Hble NapaMeTpbl 6€30MacHOCT .

[ocTynHa nu cneunoukauus gns ¢popmarta pansioB XypHana? CywecTByert v naket SDK?

B HacTosfllee BpeMs HU crieymdurkaums darna kypHana, Hu naket SDK HegoCTynMHbl, MOCKO/IbKY MpOrpamMma Bce eLle
HaXxOAMTCSA HA CTaann pa3paboTku. BO3MOXHO, Mbl BbIMYCTUM MX MOC/IE BbIXOAA KOHEYHOW BEPCUM MPOTrpaMMbl B
3aBMCMMOCTM OT OT3bIBOB MOJIb30BAaTENEN U HA/TNYNS MHTepeca.

Kak ESET Syslnspector oueHuBaeT puck ornpegenieHHoro oé6bekta?

B 6onbluimHCTBe cnyyaes ESET Sysinspector npucsameaet obbektam (dharnam, npoLeccam, pasaenam peectpa mT. n.)
YPOBHM PUCKA, NCNOb3y S HABOPbI 3BPUCTUYECKMX NPABWA, KOTOPbIE M3Y4aloT XapakTepUCT KN KKAOro 0bbekTa 1
3aTeM OLeHMBAKOT BEPOSITHOCTb UX BPeAOHOCHOIO AeNCTBMS. Ha OCHOBE Takoro 3BPUCTMHECKOro aHanmsa ob6bekTam
npucBamBaeTCs ypoBeHb pucka oT 1 — BesonacHo (3erneHbin) 4,0 9 — onacHo (KpacHbein). B maHenn Haeuraumm ciesa
pasfenbl OKPALUMBAKOTCSA B pasHble LBETa B 3aBUCMMOCTM OT CAMOTO BbICOKOTO YPOBHS PUCKA COAEPXKALLUMXCS B HUX
06BbeKTOoB.

O3Ha4vaeT /iu ypoBEeHb PUCKA «6 — HEU3BECTHO (KPaCHbIN)», YTO O6BEKT ABASETCS ONacHbIM?

AHanm3 ESET Syslnspector He rapaHTUPYET, YTO KaKOM-TMH0 06BEKT ABNSETCS BpeAOHOCHbIM. Takas OLeHKa A0/HKHA
BbIMOIHATHCSA CNEeLnanmcTom no 6esonacHocTu. MpunoxeHue ESET Sysinspector pa3paboTaHo 4151 Toro, 4Tobsl
cneumanmct no 6e30nacHOCTM UMeN BO3MOXHOCTb BbICTPO OLEHUTb, Kak/e 06beKTbl CUCTeMbI CiefyeT U3YUNUTb U
NpOBEPUTb MX HEOBbIYHOE MOBeAEHME.

3auem ESET Sysinspector B xoae paboTbl nogkatoyaercs K UHTepHeTty?

Kak n MHOTve npunoxeHus, pewweHne ESET Sysinspector nognmcaHo umdpoBOM NOAMUCHIO («kCepTUPUKATOMDY),
KOTOpas rapaHTMpyeT, YTo n3gatenemM AAHHOO NPOrpaMMHOro obecneyeHms ABnSeTCs KOMMNaHusa ESET v OHO He
6b1710 M3MeHeHO. N9 NpoBepKM cepTUdMKaTa onepaLMoHHas CMCTemMa CBA3bIBAETCS C LLEHTPOM CepTUdmKaLmm,
4TO6bI NOATBEPANTb NOANMHHOCTb M3A4ATENS NPOrpaMMHOro obecrneveHmns. 3To HOpMasibHOe NOoBeAEeHMe BCex
nporpamm c umdposbiMu nognucsmmn B OC Microsoft Windows.

YTo Takoe TexHosorusa Anti-Stealth?

TexHonorusa Anti-Stealth o6ecnevmsaeT 3pdekTnBHOE OO6HAPYXKEHWE PYTKNTOB.

Ecnn cucTema aTakoBaHa 3/10HaMEepPEHHbIM KOAOM, KOTOPbIN BeAeT cebsa Kak pyTKUT, MO/b30BaTe/b MOABEPraeTcs
PUCKY MOTEPU WM XULLEHMA [AaHHbIX. Be3 cneumanbHOro MHCTpYMeHTa 418 60pbbbl C pyTKUTaMM 0BHAPYXXUTb MX
NPaKTUYECKM HEBO3MOXHO.

MouyemMy nHoraa B ¢pamnax, noMmeyeHHbIx Kak «fognucaHo MS», B 3anncu «HasBaHue KOMNaHUU» CTOUT
HasBaHWe Apyrov KOMNaHMn?

Mpuv nonNbITKe MAEHTUGULMPOBATHL LMGPOBYO NOANNCL UcnonHgemoro danna ESET Sysinspector cHavana nposepseT
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Hann4me B panie BCTPOEHHOM UMPpPOBOM noanucu. MNMpu ee obHapy>keHun hana NpoBepsaeTCs C MOMOLLbIO 3TOW
nHopmaumm. B npoTrBHOM cyyae ESI HaumHaeT nomnck cootTeeTcTBytowero CAT-danna (B karanore 6e30nacHoCcTn %
systemroot%\system32\catroot), B KOTOpOM COAep>KaTcs cBefeHns 06 obpabaTbiBaeMOM UCNoNHAeMOM danne. Ecim
cooTBeTcTBYOWMM CAT-hann HangeH, ero um1dposas noanuce byaeT NpyMeHeHa B MpoLecce NpoBepKn
ncnonHsemoro danna.

Mo3TOMY MHOMAA B HEKOTOPbIX dhaniax c noMeTKom «MoanncaHo MS» nmeeTca Apyras 3anmcb 0 Ha3BaHWN KOMMNAHWK.
Mpumep.

B OCWindows 2000 ecTb npunoxeHuve HyperTerminal, koTopoe HaxoauTca B nanke C:\Program Files\Windows NT.
McnonHaembln dann NpunioxeHusa He nMeeT LndpoBOM NOAMMUCK, OAHAKO nporpamma ESET Sysinspector nomeyaet
€ro B Ka4yecTBe NoAMNMCaHHOTo Koprnopaumen Microsoft. NMpUYMHOM 3TOMY CTYXKUT CCblnika B danne C:
\WINNT\system32\CatRoot\{F7/50E6C3-38EE-11D1-85E5-O0CO4 FC295EENsp4.cat, KoTopasi ykasbiBaeT Ha dann C:
\Program Files\Windows NT\hypertrm.exe (OCHOBHOM UCNONHSIEMbIV Gann npunoxeHma HyperTerminal), a dann sp4.
cat umeeT umMdpoBsyo noanncb Microsoft.

5.5.6 ESET Sysinspector kak yactb ESET Endpoint Antivirus

AnsToro utobbl OTKpbITL ESET Sysinspector B ESET Endpoint Antivirus, B MeH0 Cay>ke6Hble nporpamMmbl Bbibepute
nyHKT ESET Syslnspector. B okHe ESET Sysinspector ncnonb3yeTcs cMcTemMa yrnpasieHus, aHa0rMyHas Ton, KoTopas
NMPUMEHSETCA B OKHaX XXYPHa/OB CKAHMPOBAHUS KOMMbIOTEpPa U 3an1aHMpOBaHHbIX 334a4. /19 BbINOJIHEHWS BCEX
onepawmi CO CHUMKaMM CUCTeMbl (CO34aHMe, MPOCMOTP, CPaBHEHMe, yAaNeHNe 1 3KCMOPT) 4OCTAaTOYHO O4HOMO NN
OBYX LLETYKOB Mbl LLW.

OkHO ESET SysIinspector conep>ut OCHOBHble CBeAeHMSA O CO34aHHbIX CHUMKAxX COCTOSHMSA, Takye KaKk BpemMs
€034aHNSA, KpaTKUM KOMMEHTapUin, MMS CO34aBLLIEr0 CHUMOK MOb30BaTe/s U COCTOSIHME CHUMKA.

[na cpaBHeHWs, CO34aHUS N yAaNeHUst CHAMKOB UCMOJb3YOTCA COOTBETCTBYHOLLME KHOMKW, PACMOJIOXEHHbIE B OKHe
ESET SysInspector nof cncKOM CHUMKOB. 3TU GYHKLMM TaKOKe MOXHO BbI3BaTb M3 KOHTEKCTHOIO MeHto. ns
NPOCMOTPA BbIBPAHHOIO CHMMKA CUCTEMbI UCMOJ1b3YeTCs KOMaHAA KOHTEKCTHOro MeHto MokasaTb. YTo6bI
3KCMNOPTUPOBATb BblAENEHHbI CHAMOK B a1, LLEKHUTE ero NpaBov KHOMKOW U BbiI6epuTe B KOHTEKCTHOM MEHH
NMYyHKT DKCMOPT....

[anee npuBeneHo noapobHoe onucaHme oCTYMHbIX GYHKLMNA.

e CpaBHWUTb: MO3BOJISET CPABHUTb ABa XXypHana. O1a GYHKUMS yO0OHA, eIV HY>)KHO HAWTW Pa3InNgms Mexxay
Tekywym 1 6osee cTtapbiM >KypHanom. 19 CpaBHeEHMS HEOH6X0AMMO BbI6paTh ABa CHUMKA COCTOSHMS.

e Co3aaTb.... CO3AaHMe 3anmcun. Mepea co3gaHmMeM 3anmncm HY>KHO BBECT M KPATKNM KOMMEHTApUI K HeW. XO4,
co3aaHuns GopMUpPyeMOro B AaHHbIM MOMEHT CHUMKA OTObpakaeTcs B cTonbue CocTosiHMe. Bce yyke Co3aaHHble
CHUMKU UMEeIT COCTOAHMe Co3aaHo.

e Ypanutb/Ypanutb BCe: yaaneHune 3anmcen n3 Crnmcka.

e DKCMOPT.... COXPAHEHWE BblAeNeHHOM 3anncK B ann B popmate XML (Takke ecTb BO3MOXKHOCTb CO34aHMUA
33aapXx1BMPOBaHHOW BEpCUN).

5.6 ESET SysRescue

ESET SysRescue — 3TO yTuUAUTA A1 CO3[@aHMA 3arpy304HOro AMCKa, CoAep Kalllero oaHo 13 peweHnt ESET Security
(ESET NOD32 Antivirus, ESET Smart Security nnm aaxe HeKOTOpble NPOAYKTbl A9 CEPBEPOB). [N1aBHbIM
npenmMyLlectsoM ESET SysRescue sBnseTca 70, 4To nporpamma ESET Security paboTaeT He3aBUCUMO OT
OnepaLMOHHON CUCTEMbI KOMMbIOTEPA, UMest MPWY 3TOM A0CTYN K XeCTKOMY AUCKY U BCen GarnnoBomn cucteme. 310
NO3BONSAET yAANATb TAKME 3apaXKeHUs, KOTOpble B 00bIYHOM CUTyauum (HanpumMep, Npu 3anyLLeHHOW onepaunoHHOM
cmMcTeMe U T. M.) yAanuUTb HEBO3MOXKHO.
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5.6.1 MuHumMmanbHbie Tpe6oBaHUSA

ESET SysRescue paboTaeT B cpefie npefycraHosku Microsoft Windows Bepcmm 2.x, CO34aHHOM Ha ocHoBe Windows
Vista.

Cpepa npeaycraHoBky Windows SBASeTCS YacTbo 6ecniaTHOro naketa aBToMartmyeckom ycraHoBkm Windows
(Windows AIK), nosTomy nepeg cosgaHmem komnakT-gucka ESET SysRescue (http://go.eset.eu/AlK) Heobxoanmo
ycraHoBuTb Windows AIK. Mockonbky noaaepykka cpeabl npeaycraHoBkn Windows orpaHnymMBaeTcs ee 32-
pa3pagHoM Bepcren, Heo6XoANMMO UCMOb30BaTh 32-pa3paaHbl YCTAHOBOYHbIM NakeT ESET Security npw co3gaHnm
ESET SysRescue B 64-pa3psaHbix onepaunoHHbiX cnctemax. Cpeacreso ESET SysRescue noggep>kmsaet naker
Windows AlK Bepcumn 1.1 1 6onee No3gHMX.

MPUMEYAHME. Mockonbky pazmep Windows AlK npesbiwaeT 176, 4na3arpy3ky 3TOro naketa Tpebyetcs
BbICOKOCKOPOCTHOE MHTEepHeT-coeuHeHVe.

CpepnctBo ESET SysRescue foctynHo B coctase ESET Security Bepcnn 4.0 1 6051ee NO34HUX.

Moppep>XxnBaemble onepaL,MOHHbIE CUCTEMDI

e Windows 7

e Windows Vista

e Windows Vista c nakeTom o6HOBEHUA 1

e \Windows Vista c nakeTom o6HOBIEHUSA 2

e Windows Server 2008

e \Windows Server 2003 c nakeToMm obHoBeHMa 1 ¢ KB926044
e Windows Server 2003 ¢ naketom 06bHOBAEHUS 2

e Windows XP c nakeTom o6HoBeHunsa 2 ¢ KB926044

e Windows XP c naketom ob6HoBneHNA 3

5.6.2 Co3paHue KOMMNaKT-A4MCKa aBapUNHOIro BOCCTaHOBJ/IEHUSA

YT06bI 3anycTmTb MacTep ESET SysRescue, BbibepuTe B MeHto Myck > Mporpammbl > ESET > ESET Endpoint
Antivirus > ESET SysRescue.

Ha nepBom 3Tane mMacTep onpegensieT Hamdme B CUCTeMe yCTaHoBAeHHOro naketa Windows AlK n nogxoaswero
019 C034aHMS 3arpy304HOr0 HOCUTENS YCTPOMCTBA 3anncn. Ecnm nakeT Windows AlK He yCTaHOB/IEH HAa KOMIMbOTepe,
YCTAHOBJ/IEH HEerMpaBW/IbHO WM MOBPEXAEH, MaCTep NpeasioXUT YCTAHOBUTb 3TOT NAKeT UKW BBECTU MyTb K Narke ¢
Windows AIK (http://go.eset.eu/AlK).

NMPUMEYAHMUE. Mockonbky pasmep Windows AlK npesbiwaet 1 b, 415 3arpy3km 3T0ro nakera rpebyerca
BbICOKOCKOPOCTHOE MHTEepHeT-COeAMHEeHMe.

Ha cneayiollem 3Tane npeasiaraeTcsa Bbi6patb HOCUTENb A5 pa3MelleHms Ha Hem dannos ESET SysRescue.

5.6.3 Bbibop o6bekTa

MomMmnmMo KoMnakT-ancka, DVD-aucka n USB-ycTponctBa, ESET SysRescue Takxke MOXXHO COXpPaHUTb B ani obpasa
ancka ISO. Bnoaneacreunm 3ToT Gana ¢ 06pasom ISO MOXHO 3anmMcaTb Ha KOMAAKT- v DVD-AWCK MAKM MCNOb30BaTb
ero Apyrum cnocobom (Hanpumep, B BUpTyanbHow cpege VMware nnu VirtualBox).

Ecnun B kKayecTBe LeeBOro Hocmutensa 6bi10 BolbpaHo USB-ycTponCTBO, 3arpy3ka C Hero MoXkeT He paboTaTtb Ha
HEKOTOPbIX KOMMbIOTepax. HekoTopble Bepcum BIOS MoryT coobLuaTb 0 Hann4mm npobaem npm obmeHe gaHHbIMK
mexay BIOS n gncnetyepom 3arpysku (Hanpumep, B Windows Vista), B pe3y/ibTaTe Yero 3arpyska 3aBepLuaeTcs
caefyowmMm coobuueHnem 06 owmbke:

file : \boot\bcd
status : 0xc000000e
info : an error occurred while attemping to read the boot configuration data (ommbka OPY NONBITKE UYTEeHMUS KOHQ

Mpy NOABNEHUM 3TOI0 COOBLLIEHNS pEKOMEHAYETCS BbIGPATb B KA4YECTBE HOCUTEN S KOMMAKT-ANCK BMecTo USB-
yCTpPOMNCTBA.
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5.6.4 [MapameTpbl

Mpexxae 4em NpucTynartb K co3paHnio ESET SysRescue, macTep yCTaHOBKM BblIBEAET Ha SKpaH napamMeTpbl
KOMMNUAALUMM Ha nociegHem 3Tane macrtepa ESET SysRescue. VIX MOXHO U3MEHUTb, HaXkaB KHOMKY U3MEHUTb....
JOoCTynHbI cneayiolye napameTpbl.

e [lanku

[MpoTMBOBMPYCHas Nnporpamma ESET

JononHUTeNnbHO

MHTEepHeT-npoTOKON

3arpy3oyHoe USB-yCTPONCTBO (KOoraa B ka4ecTBe 06bekTa BbibpaHo USB-yCcTponcTBO)

e 3anucbiBatoLlee yCTPOUCTBO (KOrAa B KadecTBe 06bekTa BbIbpaH ANCKOBOA KOMMAKT- Uan DVD-AMCKOB)

KHonka Co3paTh byaeT HeakTUBHA, eIV He yKa3aH YCTaHOBOYHbIW NakeT MSI nan Ha KOMMNbloTepe HEeT peLleHni
ESET Security. YT06bl BbIOpaTb YCTAHOBOYHbIN NAKET, HAXKMUTE KHOMKY U3MEHUTb 1 nepenante Ha BKAAAKY
MpoTuBOoBMpyCcHasa nporpamma ESET. ECv He BBECTU MMSA NMOJSIb30BaTeN A M Napoib (UI3MeHUTb >
MpoTuBoBMpycHasa nporpamma ESET), kHonka Co3paTth Takoke byaeT HeakTMBHaA.

5.6.4.1 Nanku

Manka BpeMeHHOro XxpaHeHUs — 370 pabo4uni katanor ana Gannos, HEOOXOAUMbIN AN KOMAUAAUMM ESET
SysRescue.

Manka ISO — 3T0 nanka, B KOTOPYH COXPAHAETCA MNOyYeHHbI daia I1SO nocie 3aBepLleHNs KOMIUAALUMN.

B cnucke Ha 3TOM BK1aZIKe NepeYnciieHbl BCe SI0KaIbHbIe 1 COMOCTAB/IEHHbIE CeTeBble ANCKM C yKa3aHWeM AOCTYNHOro
Ha HUX MecTa. ECiM Kakne-TO M3 MOKa3aHHbIX MarnokK pacrnosiaratoTcsa Ha Auncke, rae cBo6O4HOIro MecTa He0CTaTOuHO,
pekoMeHAyeTCs BbI6paTh APYrom AMCK, HAa KOTOPOM MecTa 60/iblie. B MPOTUMBHOM C/ly4ae HeL0CTaTOK CBO6OAHOIO
MecTa npmBeeT K JOCPOYHOMY 3aBEPLUEHWIO KOMMUAALMN.

BHeLHMe NpuIoXKeHN: MO3BOASET yKa3aTb AOMOJHUTE/IbHbIE MPOrpaMMbl, KOTOpbIe 6yAYT BbIMOJHATLCA U
yCTaHaB/IMBaTbCA NOUIe 3arpy3km c Hocmtena ESET SysRescue.

BK/1IOUYNTDb BHELWWHUeE NPUI0XeHUs: No3BOIAeT 006aBUTb BHELLIHWE nporpamMmmsbl B KOMNUAALUNO ESET SySRESCUE.

Bbi6paHHaa nanka: nanka, rae pacnosioXeHbl NMporpamMmMmsbl, KOTopble cieayeT A06aBnTb Ha Anck ESET SysRescue.

5.6.4.2 TpoTnBoBupycHas nporpamma ESET

Mpwu co3gaHnm komnakT-guncka ESET SysRescue MOXKHO BbIbpaTb O4MH U3 ABYX NCTOYHMKOB dannos ESET gna
KOMnungTopa.

Manka ESS/EAV: dannbl, y>ke coaep kallmecs B nanke, B KOTOPYHO yCTaHOBEHO pelueHme ESET Security.
dann MSI — dbannbl, KOTOpble cOAep KaTCa B yCTaHOBOYHOM darine MSI.

[anee MOXHO 06HOBUTb MECTOMO0XeHe nup-dannos. O6bIYHO CeayeT Bbi6MpaTh BapMaHT Mo yMmonyaHuio ESS/
nanka EAV/MSI-¢ain. B HeKOTOPbIX CTyHasx MOXXHO Bbi6paTh CO6CTBEHHYO NanKy 06HOBAEHUI, Hanpumep,
4TO6bI MCNOMb30BaTh 6OEE CTAPYIO UM HOBYHO BEPCMIO 6a3bl JaHHbIX CUFHATYP BUPYCOB.

B KayecTBe UCTOYHMKA MMEHM NOJ1b30BaTe/IA U naposaa MO>XXHO MCNO/1b30BaTb OAVH M3 ABYX C1eAYOLWNX BAPMAHTOB.

YcTaHoB/1eHHas nporpamma ESS/EAV: nms nonb3oBaTeNis M NapoJ/ib KONUPYOTCS M3 YCTAHOBIEHHOMO peLleHus
ESET Security.

OT nonb3oBaTens: MM MoJsib30BaTes g M NapoJib BBOAATCA B COOTBETCTBYIOLLME TEKCTOBbIE MON4.

NMPUMEYAHME. Mporpamma ESET Security Ha komnakT-gucke ESET SysRescue o6HoBngeTca nmbo yepes MHTepHeT,
nnbo m3 pewenuns ESET Security, yCTAaHOBAEHHOTO HA KOMMbIOTEPE, HA KOTOPOM 3anyCcKaeTcsl KOMMaKT-AncK ESET
SysRescue.
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5.6.4.3 [lononHuUTe/bHble NapamMeTpbl

Ha Bknagke JOMoAHUTENIbHO MOXXHO ONTUMM3MPOBATb NapameTpbl KoMnakT-Ancka ESET SysRescue B COOTBeTCTBUMN
C 06beMOM OMepaTVBHOM NAMATY KOMMbOTepa. YToObl 3anmcaTb COAEPXKMMOEe KOMMAAKT-AMCKA B ONepaTmMBHYHO
namsTb (O3Y), BbibepuTte BapuaHT 576 Mb 1 6onblue. Ecin BbiGpaTh NyHKT meHee 576 MB, npu paboTe cpesbl
npeaycraHoBku Windows 6yaeT NOCTOAHHO MPONCXOAUTb 0bpaLleHne K KOMNAKT-AUCKY BOCCTAHOBIEHMS.

B paspene BHewHme gpaniBepbl MOXXHO BCTABUTb AparBepbl A9 KOHKPETHOro 060pyaoBaHua (06bIYHO 4151 CETEBOMO
afanTepa). XoTs cpega npegycraHoBky Windows ocHoBaHa Ha OC Windows Vista ¢ naketom 06HOBAeHWA 1, KOTopas
noaAep>KmMBaeT caMmoe pasHoobpasHoe 060pyaoBaHMe, MHOTrAA 060pyAOBaHME BCE XKe He paCcno3HaeTcs. B3Tom
cyyae Hy>kHo byaeTt 4o6aBuTb ApariBep Bpy4dHyto. [lo06aBuTb Apameep B Komnuaaumio ESET SysRescue MOXKHO AByMS
cnocobamu: Bpy4yHyto (KHoMka [,o6aBUTb) 1 aBTOMATMYeCkM (KHOMKa ABTO nomck). MNpu fobaeneHmm gpameepa
BPYYHYO HEOOXOAMMO yKa3aTb NyTb K COOTBETCTBYOLWeMyY INF-darny (B TOV »e nanke AOIKEH HAXOAUTLCS U SYS-
dawmn). B a1yyae aBToMaTmyeckoro 4o6asneHns apameBep HaX0ANTCS B ONepaLMOHHON CUCTeMe AAaHHOro KOMMboTepa
aBTOMATUYECKN. PeXKMM aBTOMATNYeCKOr0o A0HaBNeHMS peKOMeHAYeTC s UCMOJ1b30BaTh TOIbKO B TOM C/lyyae, eciu
cpencTBo ESET SysRescue yCTaHOB/IEHO HA KOMMbOTEpe C TakOW Xe CETeBOW KapToK, Kak 1 Ha KOMMbOTepe, Ha
KOTOpOM 6bl1 co3aaH aAnck ESET SysRescue. Mpu co3ganHum gmucka ESET SysRescue apaneep nobasnsertcs B
KOMMUIALKWIO, MO3TOMY MOJ1b30BATE/0 BMNOCIEACTBUM HE MPUXOLNTCS ero UCKaTb.

5.6.4.4 NHTepHeT-npoTOKON

B 3TOM pasgene MOXXHO KOHGUIyprpoBaTb 63a30BYH0 MHPOPMALMIO CETU M HACTPamMBaTb NpeaBapUTeNbHO 3a4aHHble
NOAK/IHOYEeHUs noCne BbinosHeHnsa ESET SysRescue.

BbibepuTe ABTOMaTMYeCKUM YacTHbIM IP-agpec, 4To6bl nony4vatsh IP-agpec aBTomaTmyeckn ¢ cepeepa DHCP.

JIn6o e 370 ceTeBoe NOAK/TOYEHME MOXET MCMNOMb30BaTh 3a4aHHbIN BPYYHYIO IP-aapec (Taikoke Ha3blBaeMbl i
cTatndecknm IP-agpecom). BeibepuTe BapraHT Ocobbli, YTO6bl KOHPUIYPUPOBaTb COOTBETCTBEHHbIE NapamMmeTpbl IP.
Ecnv BbIGpaTh 3TOT BApMaHT, HY>KHO yKasaTb IP-aapec 1 (414 TOKaNbHbIX CETEMN U BbICOKOCKOPOCTHbIX MOAKTHOHEHWN
K IHTepHeTy) Macky nopcetun. Beegnte agpeca OCHOBHOIO M AOMNONHUTENBHOIO cepBepoB DNS B nosns
MpepnouTnTenbHbi cepeep DNS 1 [lononHuTenbHbIN cepBep DNS.

5.6.4.5 3arpy3o4yHoe USB-ycTponcTBo

Ecnu B KayecTBe Le/IeBOro HocuTens 6bi10 BbibpaHo USB-yCTpoONCTBO, Ha BK1aAKe 3arpy3o4Hoe USB-ycTponcTBO
MOXXHO yKa3aTb OAMH M3 AOCTYMHbIX USB-HOCUTenen (ecin 4OCTYNHO HeCKONbKo USB-yCTponcTB).

BbibepuTe Hy>KHOe YCTPOMCTBO, HA KOTOPOe By aeT yCTaHOBNAEHO NpunoXeHne ESET SysRescue.

BHMMaHme: BoibpaHHoe USB-ycTponcTBO byaeT oTdhopMaTrpoBaHo Npu co3aaHum ESET SysRescue. Bce gaHHble Ha
3TOM YCTPOWCTBE ByAyT yAaNeHbl.

Ecnn BbIGpaTh BapmaHT bbicTpoe dopmMaTupoBaHue, To Npy GopmMaTmpoBaHum byayT yaaneHbl Bce Gpannbl U3
pasfena, Ho AMCK He ByaeT CKaHMPOBATLCA HA HAJTNYME MOBPEXAEHHbIX CEKTOPOB. MICMONb3yUTe 3TOT BApUAHT, ecu
USB-yCTpomcTBO yyke GOpMaTMPOBaNOCh paHee 1 Bbl YBEPEHbDI, HTO OHO He MOBPEeXAEHO.

5.6.4.6 3anucb

Ecnu B KayeCTBe Le1eBOro HoCuTesn s BbibpaH KoMNakT- uam DVD-AKCK, Ha BKAaAKe 3anmcb MOXKHO 334aThb
OOMONTHUTE/IbHbIE NapaMeTpbl 3anmncu.

Yaanutb ¢pann ISO: ycTtaHoBUTe 3TOT GIAKOK, HTOObI YAATUTb BpeMeHHble Ganbl ISO nocie co3aaHusa KOMMNaKT-
avcka ESET SysRescue.

YpaneHue paspelueHo: 3TOT NapaMeTp N03BOJISET CAeNaTb BbIOOPp MeXay O6bICTPO 1 MOHOM OYMUCTKOM AnCKa.
3anucbiBatoLee yCTPOUCTBO: BbIbepuTe ANCKOBOA, KOTOPbIN ByAeT MCMOb30BaTbCS 415 3aMUCK.

MpepynpexaeHue. OTOT NapameTp YCTAHOB/IeH N0 YMOJI4aHWIO. MNpy MCNOJIb30BaHUM Nepe3anycbiBaeMoro
KOMMaKT- nan DVD-Amcka Bce AaHHble Ha HeM ByayT CTepThl.

B pasznene «HocuTenb» ykasaHbl CBeAEHUS O ANCKe B AUCKOBOLE.

CKOpOCTb 3annucum: Bbl6epl/ITe HY>KHYH CKOPOCTb M3 packpblBatoLLeroca MeHw. Mpu Bbl60pe CKopocCTh Heob6xo4MMO
VHUTbIBATb BO3MOXXHOCTW 3aruncCblBarOLLErO \/CTDOPICTBa N TUM KOMNakT- nan DVD-aucka.
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5.6.5 Pab6oTa c ESET SysRescue

Ana 3 deKTUBHOro NCNONb30BaAHMS aBAPUMHOMO BOCCTAHOB/IEHUSI C KOMMNAKT- 1 DVD-AnckoB nnmn USB-ycTponcTs
HeobxoAMMO 3arpy3nTb KOMMbIOTEP € 3arpy304HOro HOCUTENS, HA KOTOPOM YCTaHOB/IEHO cpeacTBO ESET SysRescue.
Mopsapok 3arpysku HacTpamsaeTcd B BIOS. Takyke Ha 3Tane 3arpy3ku KOMnbioTepa MOXKHO MCMNOJIb30BaTb MEHIO

3arpy3Kkm; 06bIYHO OHO Bbl3bIBAETCS C MOMOLLLIO KAaBuLw FO—F12 B 3aBUCMMOCTM OT BEPCUN MATEPUHCKOM NAaThbl U
BIOS.

Mocne 3arpy3Kkm € 3arpy304HOro yCcTpomncrTea byaeT 3anyuieHo peweHme ESET Security. Mockonbky cpeactso ESET
SysRescue ncnosib3yeTcs NKLb B 0COObIX C1ydasx, HEKOTOPbIe MOAYM 3aLWMTbl M QYHKLMX NPOrpaMMbl, UMeRLLMecs
B CTAHAAPTHOW Bepcum ESET Security, He Hy>XHbl, @ MOTOMY MX CMNCOK Cy>KeH A0 GYHKLUMM CKAHUPOBaHUS
KOMMbIOTEPA, O6HOBJIEHUS 1 HEKOTOPbIX Pa3fe/loB HACTPOUKMU. BO3MOXHOCTb OOHOBAATL 6a3y AaHHbIX CUTHATYP
BMPYCOB IBNSETCS CAMOW BaXXHOW PyHKUMen ESET SysRescue, pekoMeHayeTcs 06HOBUTb NpOrpamMmMmy, Npexzae 4em
NPUCTYNaTb K CKAHNPOBAHWIO KOMMbIOTEPA.

5.6.5.1 Ucnonb3oBaHue ESET SysRescue

MpeanonoXmMm, YTO KOMMbOTEPbI B CETU BbI/TN 3apakeHbl BUPYCOM, KOTOPbIN BHOCUT M3MEHEHUS B UCMOTHAEMble
dannbl (.exe). ESET Security MOXeT O4MUCTUTb BCe 3apakeHHble dhalnbl, KpoMe explorer.exe, KOTOPbI HEBO3MOXHO
O4YUCTUTb AaXKe B 6e30MacHOM pexkiMe. DTO CBA3aHO C TeM, YTo explorer.exe, 6yayun OAHUM N3 BAXKHENLLIMX
npouecco Windows, 3anyckaeTca Takke 1 B 6e3onacHoM pexkume. ESET Security He CMOXKeT BbIMOAHUTb HUKAKNX
OENCTBUIA C GaNIOM, 13-3a HEro OH OCTAHETCS 3aPAXKEHHbBIM.

B Takom cnTyaumm MOXKHO MCnoab3oBaTb ESET SysRescue an4 peweHunsa 3Ton npobnemsl. Cpeactsy ESET SysRescue
He HY>)KHbl HUKAKMe KOMMOHEHTbI ONepaLMOHHOM CUCTEMbl KOMMbIOTEPA, @ MOTOMY OHO MOXeT 0bpaboTaTb
(04ncTuTb, yaanuTb) Ntobon Gamn Ha ancke.
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6. Fnoccapun

6.1 Tunbl 3apaxeHUn

Mof 3apaxeHnemM NOHMMAEeTCst BpeAOHOCHAsi MPOrpamMma, KOTopas NbiTaeTCst MPOHUKHYTb HA KOMMbKOTEP
noab3oBaTens u (MAn) NPUYMHUTbL EMY Bpej.

6.1.1 Bupychbl

KOMMbtOTEPHbIV BUPYC — 3TO PparMeHT 3/T0OHAMEPEHHOI0 KOAA, KOTOPbI [06aBNAeTCs B Ha4ano Uin KoHel, hpannos
Ha KoMMbloTepe. Ha3BaHKe 6bi10 BbIGpaHO 13-3a CXOACTBA C 6MONOTMYECKMMIM BUPYCaMM, Tak KAk OHU UCMOJTb3YIOT
MOXOXKMe MeTO/ibl A/15 PACNPOCTPAHEHNS C KOMTMbIOTEPA Ha KOMMblOTep. YacTo TEPMUHOM «BUPYC» HEBEPHO
0603Ha4aloT Ntobble TUMbI yrpo3. OAHAKO NOCTEMNEHHO OH BbIBOAUTCA U3 YNOTPEBIEHNS, U HA CMEHY eMy MPUXOANT
60/1ee TOYHbIM TePMUH «BPeAOHOCHasA NporpaMmman.

KoMMbloTepHble BUPYCbl aTAKyOT B OCHOBHOM UCMOHAEMbIe haibl U LOKYMEHTbI. KOMMbIOTEPHbIN BUPYC
bYHKUMOHMPYET CiefyowmmM cnocob6oM: Noc/ie 3amycka 3apaXKeHHOro daiiaia Bbl3biBAETCA M BbINOTHAETCA
3/10HAMEPEHHbIV KOZA. OTO MPOUCXOAMNT [0 BbINOHEHWS UCXOLHOMO MPUTOXKEHNS. BMPYC CNOCO6eH 3apasnTb Bce
dannbl, Ha 3aNncb B KOTOPbIE Y MNO/Ib30BATENA €CTh NPaBa.

KoMnbtoTepHble BUPYCbl MOTYT 6bITb pa3HbIMW MO LeSISIM U CTeneHn onacHoCTU. HeKOTOpble 13 BUPYCOB 0CO60
onacHbl, Tak Kak MOTyT LiesleHanpaBaeHHO yaanaTh danbl C KecTkoro ancka. C Apyroi CTOpOHbl, HEKOTOPbIe BUPYChI
He MPUYUHAKT HMKAKOTo Bpeda. OHW NPOCTO pa3ApadkaloT NO/b30BaTENSA U AEeMOHCTPUPYIOT BO3MOXHOCT U CBOUX
aBTOpOB.

Ecnm BalW KOMMbIOTEP 3apaXkeH BUPYCOM, KOTOPbIN He YAAeTCS O4YUCTUTb, OTNPaBbTe COOTBETCTBYOLWMe hanbl B
nabopatoputo ESET ans nsyyeHums. B psae ciyvaes 3apaxkeHHble Ganibl U3MEHSKOTCS HACTOIbKO, YTO MX HEBO3MOXHO
O4YUCTUTL. B TaKOM Clyyae nx Hy>KHO 3aMeHATb YNCTbIMU KOMUAMMN.

6.1.2 Yepsu

KoMnbtoTepHble YepBM — 3TO COAEPIKALLME 3/I0HAMEPEHHbIN KO MPOrpamMmMbl, KOTOPbIE aTakyoT r1aBHbIe
KOMTbIOTEPBI 1 PACMPOCTPAHAOTCA Yepes ceTb. OCHOBHOE pas/inime Mexay BMpYyCcaMmm 1 YepBAMM 3aK/THOHAETCS B
TOM, 4TO YEPBU MOTYT PacrnpoCTPaAHATHCA CAMOCTOSATEbHO, TAK KAK OHM HE 3aBUCAT OT 3apaXkeHHbIX GariioB nim
3arpy304HbIX CEKTOPOB. YepBI PACipOCTPAHSIOTCA, UCMOJb3Y S AAPECHYIO KHUTY MOJIb30BATENS U YS3BUMOCTU B
cucTemMe 6e30MacHOCTU CETEBbIX MPUTOXKEHUI.

[To3TOMY 4YepBM HAMHOIO 60o/1ee NoABMXKHbBI, YeM KOMMNbIOTEpPHbIe BUPYCbl. bharogaps LUI/IDOKOVI nonynapHoOCTn
MHTepHeTa OHM MOTYT pacrnpoCTPaHATLCS MO BCEMY 3eMHOMY LLUAPY 3a CYUTAHbIE Yacbl UKW AaXKe MUHYTbI nocie
3anycka. 3Tta CNOCOBHOCTb 6b|CTDO CaMOCTOATEJIbHO pennmumpoBaTbCda AeaetT 4YepBu H6os1ee onacHbIMK, YeM apyrue
TWMbl BpeAOHOCHbIX MpOrpaMm.

[leiCTBYIOLLMI B CUCTEME YepBb MOXET AOCTABUTb MHOXECTBO Hey106CTB NO/Ib30BaTEN0: OH MOXET yAANATb
dannbl, CHAXATb NPOU3BOANTENBHOCTb CUCTEMbI UM laXke OTK/OHaTb Apyrne nporpamMmel. o cyTy KOMMbOTEPHbI
4yepBb MOXET CIYXKMUTb B KAYeCTBe «TPAHCMOPTHOrO CPpeACcTBan 415 APYrUX TUMOB 3apaXxeHUI.

EC/in KOMMbIOTEp 3apaXkeH YepBEM, PEKOMEHAYETCS YAA/TUTb 3apaXkKeHHble Gansibl, MOCKOIbKY OHM C 60/bLLOMN
BEPOSTHOCTbIO COAEPYKAT 3/T0HAMEPEHHbIN KOZ,.

6.1.3 TposHCKue nporpamMmmbi

VIcTopryeckm TpOSHCKMMM NpOrpaMmmMamMm HasblBaam Takow Knacc yrpo3, KOTOpble MNbITATCA MaCKMPOBATbCA MO,
nosiesHble NporpaMmmMbl, TeM CaMblM 3aCTaB/1g4 NO/Ib30BaTeN [ 3anyCckaTb UX.

Tak Kak 3Ta Kateropusa secbma LWMpPoOKa, ee 4acto pa36v|Bar0T Ha HECKOJ1bKO nop,|<aTerop|/||7|.

e 3arpysymMK— BpefOHOCHAs NPOrpaMmma, CnocobHas 3arpy>kathb Apyrve yrpo3bl n3 MIHTepHeTa.

o Dropper— Bpef0HOCHas NporpamMma, KoTopas npefHasHayeHa a1 3apakeHuns KOMMNbiOTEPOB APy MK
BPeAOHOCHBIMM MPOrpaMMamMm.

e Backdoor— BpesfoHoCHas nporpaMmma, KoTopas 06MeHUBAETCS AAHHBIMU CO 3/T0YMbILLIEHHWUKAMM, MO3BOJISS UM
NOJIYYUTb JOCTYM K KOMMBIOTEPY U KOHTPO/b HAZ, HUM.

e KnaBuaTypHbIA WNMOH — NpOorpamMma, KoTopas pernmcTpupyeT BCe, YTO NOJ1b30BaTe b HAbMpAET Ha K1aBmaType,
M OTMNPABASAET 3TY MHOOPMALMIO 3/10YMbILLTEHHUKAM.

e MporpaMma p,03BOHa — BpelOHOCHAA NMPOrpaMmMa, KoTopas npefHasHadeHa aas noakao4eHms K Homepam ¢
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BbICOKNMU TApUHBIMU MAAHAMM, @ HE K MOCTaBLLMKY UHTEPHET-YC1YT Nob3oBaTens. Mpun 3TOM No/b30BaTeb
NPaKTNYECKN HE MOXKET 3aMETUTb, YTO CO3[4aHO HOBOE NOoAK/ItoYeHWe. MporpamMMbl 403BOHA MOTYT HAHeCTV Bpes,
TOJIbKO MO/1b30BaTEN M MOAEMOB. K CHACTbIO, MOZIEMbI Y>KE HE pacnpOoCTpaHEeHbl CTO/b LUMPOKO, KAk PaHblLLe.

EC/IY Ha KOMMblOTepe 06Hapy KeH Gans, KnaccuPULMPOBaHHbIN Kak TPOAHCKAsA NporpaMma, peKoMeHayeTcs yaanuTb
ero, Tak Kak OH C 60/1bLLIO BEPOATHOCTbO COAEPKUT 3/1I0HAMEPEHHbIN KOZ,.

6.1.4 PYyTKWTDI

PYTKUTOM Ha3blBaeTCA BpeJOHOCHAA NporpaMmMa, KoTopas npefoCcTaBseT 3/10yMblLIEHHUKAM NOJHbIA A0CTYN K
KOMMbIOTEpY, He MPOABAAA NPM 3TOM CBOEro NPUCYTCTBMA B cUcTeme. Mocne nofyyYeHns 4octyna Kk cucteme (06b14HO
NyTeM UCMO/1b30BaHMA ee YA3BMMOCTEN) PYTKUTbI UCMOJb3YIOT GYHKLMM ONEPaLMOHHOM CUCTEMbI, YTO6bI M36exaTb
o6Hapy»XeHWsa NporpamMmMHbIM 06ecrneyeHem 3almTbl OT BUPYCOB: UCMOb3YOTCA MEXaHM3Mbl MAaCKMPOBKMN
npoueccos, GannoB 1 AaHHbIX CUCTEMHOTO peecTpa. Mo 3ToM NPUYNHE UX aKTUBHOCTb HEBO3MOXHO 06HAPY>KUTb
CTaHAAPTHbIMM METOAAMM NPOBEPKM.

CyLLecTByeT ABa YPOBHS 06HAPYXXEeHMS, Hanpas/eHHbIX Ha 60pbOy C pyTKUTaMU.

1. OB6Hapy>KeHue Npu NoNbITKe MPOHMKHOBEHWS B CUCTEMY. VX eLle HeT B CUCTeMe, TO eCTb OHU He akTMBHbI. MHoruve
CUCTEeMbl 3aLLUMTbI OT BUPYCOB CMOCOBHBI YCTPAHUTb PYTKUTbI HA 3TOM YPOBHE (MpW yCU10BUN, YTO OHU
[enCcTBUTeNbHO 0BHApY>KMBAKOT Takme dhanbl Kak 3apaXkeHHble).

2. ObHapy>eHe Npu NOMbITKe CKPbITbCS BO BpeMsi 06bI4YHOW NPOBEPKU. B pacnopskeHun nonb3osatenen ESET
Endpoint Antivirus ecTb npenMyLLecTBa TexHonorum Anti-Stealth, KoTopas no3BossieT 06HAPYXUTb U YCTPAHUTb
AKTUBHbIE PYTKUTbI.

6.1.5 PexknamHbie nporpamMmmbi

Mon pexnaMmHoM NporpaMmMon MOHNUMAETCA MPOrpaMMHOe 0becrneyeHne, CyLEeCTBYOLLEE 32 CHET peKIambl.
MporpaMmmebl, 4EMOHCTPUPYIOLLIME MOb30BATENIO PEKIAMHbIE MATEpUasbl, OTHOCATCA K 3TOM KAaTeropuun. PeknamHble
NPUNOXKEHMS HaCTO aBTOMATMUYECKM OTKPbIBAKOT BCMJIbIBAKOLLME OKHA C peksaMor B BeH-6pay3epe Uiv U3MEeHSAIOT
[OMALLHIOW CTPaHMLy. PeksiaMHble MporpaMMbl HYacTo pPacnpoCTPAHAKOTCS B KOMMJIeKTe ¢ 6ecnnaTHbIMM
nporpamMmMamu. 3To NMo3BOJIAET UX CO34aTeNaM NOKPbIBaTb pacxoAbl HA pa3paboTky nose3HbIX (Kak npasusio)
nporpamm.

Camu no cebe peknamMHble NporpamMmmMbl He OMacHbl, HO OHWM pa3gpa>karoT nosb3oBaTenen. ONacHOCTb 3ak/1t04aeTCs B
TOM, 4YTO B peK1aMHbIX MporpamMmmax MoryT ObITb peann3oBaHbl AOMNOJTHUTE/IbHbIE CD\/HKLI,I/II/I CneXxxeHusa, nogobHo
LUMMOHCKMM NMporpaMmMam.

ECnM Nonb3oBaTe/b pellaeT UCMob30BaTh 6eCnIaTHbIA NMPOrpaMMHbIA MPOAYKT, eMy CTOUTb YAEIUTb 0coboe
BHMMaHWeE yCTAHOBKEe MpOrpaMMbl. Halle BCero nporpamMmma yCcTaHOBKM NpeaynpexaaeT 06 ycTaHoBKe
[OMONHUTENbHON PEKNaMHOI NPOrpamMMbl. 3a4acTyo NO1b30BaTe/lb UMEET BO3MOXHOCTb OTKA3aTbCs OT €ro
YCTQHOBKM M YCTAHOBUTb HEOBXOAMMYO MPOrpammy 6e3 peknaMmHOW.

HekoTopble NporpamMMbl Heslb3s YCTAaHOBUTb 6e3 peksiaMHbIX MOAY e NMB0 UX GYHKUMOHANBHOCTb ByaeT
OorpaHuyeHa. OTo NPUBOAMUT K TOMY, YTO peksiaMHas nporpaMmMa 4acto noJiyyaeT fOCTYMN K CUCTEME HA «3aKOHHbIX»
OCHOBAHMAX, Tak Kak NMoJib30BaTesb Aas COrflacke Ha ee yCTaHOBKY. B 3TOM C/lyyae yylle nepecTpaxoBaTbes. B
CNyyae 06Hapy>KeHMsa Ha KoMMbloTepe danna, KnaccuduLMpoBaAHHOTO Kak pekaMHas NporpaMma, peKoMeHayeTcs
yAANUTb ero, Tak Kak OH C 60/1bLLION BEPOATHOCTbIO COLEPXKNT 3/TOHAMEPEHHbI KOA,

6.1.6 LUnNunoHcKMe nporpamMmbl

K'3TOWM KaTeropmm OTHOCATCS BCE NPUIOXKEHNS, KOTOPble OTAPABASIOT NYHYIO MHOpMaLMio 6e3 BegomMa 1 cornacms
Bnagenbua. LLINMoHCK1e nporpamMmbl NUCMOMb3YIOT GYHKLMM CTEXEHUS N8 OTNPABKU PA3IMYHOM CTATUCTUHECKON
NHPOpMaLMK, TAaKOW KaK CMMCOK MOCELLeHHbIX Be6-CanTOoB, aapeca 3/1eKTPOHHOM MNOYTbI U3 aApeCcHbIX KHUM
nosb30BaTesN st UM HAbMpaembln Ha KNaBMaType TeKCT.

ABTOPbI LUMMOHCKMX MPOrpaMM yTBEPXKAAIOT, YTO 3TU TEXHOOTMIN CIY>KAT A9 U3yHeHns TpeboBaHNM M MHTEepecoB
no/sib30BaTeien M NO3BONAIOT CO34aBaTb pekjaMHble MaTepuanbl, 6onee COOTBETCTBYIOLLME LIe/IeBOM ayANTOPUN.
Mpobaema 3aK1t4aeTCsi B TOM, YTO HET YETKOM rPaHMLbl MeXay NOAe3HbIMU 1 BpeAOHOCHbBIMU NPUTOXXEHUSAMU, U
HMKTO He rapaHTUPYET, 4TO nosy4yaemas MHpopmMaums He 6yaeT NCnob3oBaHa BO BpeA,. JaHHble, MONyYeHHble
LWIMMOHCKUMMW MpOrpaMmmMamm, MOryT COAEPXKaTb 3alUMTHbIe Koabl, PIN-koAbl, HOMepa c4eToB U T. 4. LUNnoHckme
NpOorpamMmMbl HaCcTO MOCTABAAOTCA B KOMMIEKTe C 6ecnaaTHbIMY BEpCUSAMM NPOrpamMmM CaMUMK UX aBTOPAMM C LIEbIO
NoNy4YeHUs 4OXOA0B AU CTUMY/IMPOBAHKMSA NPOAAXK MPOrpamMmMHOro obecneyeHmns. 4acTto nosib3oBaTenemn
NHOOPMMUPYIOT O HATMYUM LNNOHCKMX MPOrpamMmM BO BpeMS yCTAHOBKM OCHOBHOWM MPOrpamMMbl, HTO6bI MOOLWPUTb MX
K Ip1o6peTeHnto NAaTHOW BeEpCUNA.
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MprmepamMmm XOpoLLO N3BECTHOro 6ecniaTHOr0 NMPOrpaMMHOro obecneyeHms, BMeCTe C KOTOPbIM NOCTaBsSeTCs
LUMMOHCKOE, MOTYT CNYXUTb KAVEHTbl NUPUHIOBbIX (P2P) ceTen. Mporpammbl Spyfalcon v Spy Sheriff (1 mHoruve
OpYrne) OTHOCATCA K 0CO60M NOAKATErOpmnn LUMNOHCKMX NPOrpaMmm. YTBEPXKAAETCs, YTO OHWM NpeaHa3HayeHbl 419
3aWNTbI OT LWMMOHCKMX MPOrpaMM, HO HA CAMOM [e/1e OHU CaMU SIBASOTCA TAKOBbIMU.

B ciyyae o6Hapy»keHMs Ha KoMMNbloTepe darna, knaccuduLmMpoBaHHOMO Kak LMMOHCKAsA NporpaMmMa, peKoMeH1yeTcs
YAANNTb €ro, Tak Kak C BbICOKOW BEPOATHOCTbIO OH COAEPKMUT 3/1I0HAMEPEHHbI KOA,

6.1.7 MoTeHUMaNbHO OoNacHble NPpUIOXKEeHUSA

CyLecTByeT MHOYXXECTBO HOPMasibHbIX MPOrpamMm, NpefHasHa4YeHHbIX 418 YNpOoLWeHna agMUHUCTpUPOBaHNSA
NOAK/TFOYEHHbIX K CeTW KOMMbOTEPOB. O4HAKO 3/10YMbILLUTEHHUKM MOTYT MCMNO/b30BaTh UX 15 MPUYMHEHWS Bpeaa.
MporpammHoe obecneveHre ESET Endpoint Antivirus no3BonsieT 06Hapy»KMBaTb TakMe Yrpo3bl.

B Ka4eCTBe NOTEHLLMa/IbHO OMACHbIX NPUOXEHUI BbICTYNaeT HOPMaibHOE KOMMEepYeckoe NporpaMmmMHoe
obecreyeHune. B 3Ty KaTeropuo BXOAAT Takme Nporpammbl, Kak CpeAcTBa yAAeHHOM0 A0CTYNa, MPUAOXKeHNUs 418
B3/10Ma Napo/ier 1 KNaBmaTypHble WNNOHbI (MPOrpamMMbl, 3aNMCbIBAKOLLME HAKATMSA KNABMLL Ha K1aBuaType).

EC/IM NOTeHUMaNbHO OMNacHoe NpuoXKeHe 06Hapy KeHo 1 paboTaeT Ha KOMMbloTepe (HO MNo/1b30BaTeNb He
yCTaHABNMBAN €ro), ciefyet 06paTuTbecs K aAMUHUCTPATOPY CETU MW YAANUTb MPUIOXKEHME.

6.1.8 lNoTeHUMaNbHO HeXenaTesibHble NPUI0XEHUSA

MoTeHuManbHO HeXXenaTesibHble MPUJIOXKEHUS He BCeraa aBasTCa BPeAOHOCHbIMW, OAHAKO MOMYT HEraTUBHO
NOBAMATb HA MPOU3BOAUTENBHOCTb KOMMbIOTEpPA. OBbIYHO 4151 YCTAHOBKM TAKMX MPUIOXKEHWI 3aMpallmMBaeTCs
cornacve nosib3osarens. ocie ux yCTaHOBKM NOBEAEHME CUCTEMbI M3MeHSAeTCs (MO CPaBHEHWMIO C TeM, KAk OHa Bena
ceba 40 YCTAHOBKM 3TUX NPUNOXKEHUI). Hanbonee 3aMmeTHble 3MEHEH S NepevncieHbl ganee.

e OTKPbIBAOTCA HOBbIE OKHA, KOTOPbIe He MOSABAANMCH PaHee (BCM/IbIBAOLLME OKHA, pekaama).
AKTVBUPYIOTCS M BbIMOTHAOTCA CKPbITble MPoLecchl.

MoBbILLAeTCA YPOBeHb NOTPebeHNs CUCTEMHbBIX PecypCoB.

MosSBNAOTCSA U3MEHEHWNS B pe3yibTaTax Nnomcka.

MpunoXxeHne 06MeHMBAETCS AAHHBIMW C yAANIEHHBIMU CEPBEPAMMU.

6.2 DnekTpoHHas nouTta

DN1IeKTPOHHAs MoYTa AB/ISIETCA COBPEMEHHbIM CPeCTBOM 06LLEeHMS, KOTOPOe NPUMeHSEeTCs BO MHOrMX o6aactax. OHa
OT/INYAETCSA TMHKOCTBIO, BbICOKOW CKOPOCTBIO M OTCYTCTBMEM MOCPEAHWKOB W Cbirpasia K/KOYeBYO posib B
pacrnpocTpaHeHun MHTepHeTa B Ha4ase 90-X rof0B NpoLLIOro Beka.

K coxaneHuio, BC1eACTBME BbICOKOTO YPOBHA aHOHUMHOCT M 3/IeKTPOHHAs NoYTa U IHTepHeT OCTaBaioT
MPOCTPaHCTBO A/19 He3aKOHHbIX AeNCTBUM, TakMX Kak paccbisika cnama. K cnamy OTHOCATCA HexenaTe ibHble
peKkaamHble 06bABEHNS, MUCTUPUKALIMA 1 COOBLLEHWS, MpefHa3HaYeHHble 415 pachipOoCT paHeHNs Bpe4oHOCHbIX
nporpamm. [loctaBnseMble MNo/b30BATEN0 HEYA06CTBA M OMACHOCTb YBETMYMBAIOTCA 13-3a TOFO, YTO CTOMMOCTb
PaCChbTKN MUHUMA/bHA, @ B PACNOPSKEHNN aBTOPOB CNamMa eCTb MHOXECTBO CPe/iCTB A1 MOJTyYeHMs HOBbIX aApecoB
3/1eKTPOHHOM MoYThbl. Kpome TOro, KoNIM4ecTBO 1 pasHoobpasme cnama CUbHO 3aTPYAHSAIOT KOHTPO/b Had HUM. Yem
[0/bLLIE UCMO/b3YEeTCA aAPec 3/1eKTPOHHOW MOYThI, TEM Bbille BEpOATHOCTb TOM0, YTO OH NoMafeT B 6a3bl JaHHbIX,
NCroib3yemMble A8 paccblikM crama. BoT HeKOTOpble COBETbI, MOMOTatoLLmMe M36exaTb 3TOro.

e [10 BO3MOXXHOCTU He pa3meLlanTe CBOM aapec 3/1eKTPOHHOW NOYThl B IHTepHeTe.

e [laBalTe CBOM aapec TONbKO TeM, KOMY MOSTHOCTbtO AOBepseTe.

e ECNM BO3MOXHO, He UCMOJIb3ynTe pacnpoCTpaHeHHbIe CJ10Ba B KAYeCTBe NCEBAOHNMOB (YeM C/TOXKHee MCEeBAOHMM,
TeMm TpyAHee oTUIeANTb aapec).

e He oTBeYanTe Ha MOYYeHHbIN CaMm.

e byabTe OCTOPOXKHbI MpY 3anoHeHn GopM Ha Beb-canTax (0COBEHHO eC/iv OHWM COAEP>KAT MYHKTbI TUNA «/[1a, 8 Xo4y
noay4YaTb MHPOPMALMION).

e Icnonb3ymnTe «Cneunanm3mpoBaHHble» aapeca 31eKTPOHHOW NOYTbl (HanpuMep, 3aBeauTe OANH aapec ana paboTsl,
ApYyron ans obweHms C 4py3baMn U T. 4.).

e Bpems OT BpeMeHN MeHanTe aapec 31eKTPOHHOM MOYThI.

Mcnonb3ynte kakoe-nmnbo pelleHve A5 3alUmThbl OT cnama.
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6.2.1 Pek/1aMHble 06bAB/EHUA

Pexnama B VIHTepHeTe ABASeTCA O4HUM 13 Hanbosiee 6ypHO pa3BMBAOLLMXCA BULOB peksaMbl. Ee npermyLLecTBamm
ABNATCA MUHUMA/IbHbIE 3aTPaThl M BbICOKAA BEPOSATHOCTb HEMOCPeACTBEHHOT O 0bLLeHUs Cc noTpebuTteneM. Kpome
TOro, COOBLLEHNSA AOCTABASIOTCA NPAKTUYECKN MTHOBEHHO. MHOTMe KOMMAHUW UCMOb3YIOT 3/1EKTPOHHYIO MOYTY B
KavecTBe 3PHEKTUBHOIO MAPKETUHIOBOIO MHCTPYMEHTA A1 O6LLEHMS CO CBOMMM CYLLECTBYOLWUMU 1
NOTEeHUMANbHBIMU KITMEHTAMMN.

OTOT BUL, peknambl ABNgeTCcd HOpMaZbHbIM, TakK KaKk I'IOTDEGI/ITE}'II/I MoryT ObITb 3anHTepecoBaHbl B MoJiy4eHUN
I(OMMED‘-IECKOVI l/IHC])OpMaLI,I/II/I O HEKOTOPpbIX TOBapax. O4HaKO MHOTMe KOMMAaHMM 3aHUMaKTCst MaCCOBbIMM
paccbliKaMn HeXKenaTe/1bHbIX KOMMep4YeCKnx CcoobuWeHnN. B Takmx caiydaax peksiama no 3)'I€KTDOHHOI7I noyre
BbIXOAWUT 3a rpaHnLbl 4ONYCTUMOTO, U3TU coobueHms Kl'laCCl/Iq)I/ILI,I/Ipy}OTCFI KaK crnam.

Konmn4ecTBO HeXenaTenbHbIX COOOLLEHWI y>Xe Ctano I'IDO6I'I€MOPI, M NPpU3TOM HUKaKUX NMPN3HAKOB ero CokpatllueHuns
He HabntopaeTcs. ABTOPbI HeXXenaTebHbIX COOOBLLEHMI HYacTo NbITAOTCA BblAaTh Cram 3a HOpMaJibHble coobueHms.

6.2.2 Muctudukauyum

MUCTUUKALMEN HA3IBAETCA T0XKHAA MHPOPMALMA, paCnpoCTpaHaoLWasnca Yepes MIHTepHeT. O6bIYHO
MUCTUOMKALMM PACChINAIOTCA MO 3/1EKTPOHHOM MOYTE UM C MOMOLLbIO TaKWUX CPeAcTB 06ueHms, kak 1ICQ 1 Skype.
Co6CTBEHHO COOBLLEHME YACTO NpeACTaBNAeT CO60M WYTKY UM FOPOACKYIO IEreHay.

CBs3aHHbIE C KOMMbIOTEPHbBIMU BUPYCaAMU MUCTUDMKALMM HAMPaBAEHbl HA TO, YTOObI BbI3BATb B MOJlyYaTenax cTpax,
HeyBePEHHOCTb N MHUTENbHOCTb, NO6YXKAas X BEPUTb B TO, YTO «HE NOAAAILWMNIACA 06HAPY>KEHMIO BUPYC» yaanaeT
nx darnbl, KpageT NApoan UK BbIMOMHSAET Kakne-nnbo Apyrue KpariHe HexxenaTesbHble AeNCTBUS C KOMMbOTEPaMMU.

HexkoTopble Muctudmkaumm paboTaroT, Nnpeanaras noayyarenism nepediaTb COO6LIEHME CBOVUM 3HAKOMbIM, 3a CHET
4ero yBenmymBaeTcst Macltab muctndurkaumm. CyLecTByoT MUCTUMKALMK, KOTOPble NepeaatTcs Yepes
MOBunbHble TenedOoHbl, MUCTUGUKALMK, NPeACTaBAAOLMe CO60M MPOCbOLI O MOMOLUM, MPeaS0XKEeHMS MONYYUTb
[eHbr v 13-3a rpaHnupl, U npoyme. Hacto 6bIBaeT HEBO3MOXKHO MOHATb MOTMBALMIO CO34aTeNs MUCT UG UKALMN.

Ecnm cooblueHne coaep>knt npocbby nepeciatb ero BCeM 3HAKOMbIM, 3TO COO6LLEeHMe C 60/1bLION BEPOATHOCTbIO
aBnaeTcs muctudmkaumen. CywectsyeT 601bLLIOE KOTMYECTBO BEH-CANTOB, KOTOPbIE MOFYT MPOBEPUTD, ABAAETCA NN
Co0bLLEeHMEe HOpManbHbIM. [pexae Yem nepecbliaTb COOHLIEHME, KOTOPOE KAXKETCA BAM MUCTUDUKALIMEN,
nonpobymnTe HaUTn B IHTepHeTe MHGOPMALNIO O HEM.

6.2.3 OUWKUHT

TepMUH «DULIKMHIMY 0603HAYaET NPECTYMHYIO AEATENbHOCTb, B paMkaxX KOTOPOW UCMOJb3YOTCA METOAbI COLMANbHOMN
NHXXeHepun (MaHUMyAMPOBaHME MNOb30BaTe/1IEM, HanpaB/leHHOE Ha NoTy4YeHMe KOHOUAEHLMANbHON MHPOpMaLIMK).
Llenbto GULLIMHIA ABASETCS NONYYEHWE AOCTYNA K TakMM KOHOUAEHUMANbHbBIM AaHHbBIM, Kak HOMepa 6aHKOBCKMX
cyeToB, PIN-koabl U T. M.

MonbiTKa Nosy4yeHmns MHbGOopMaL MM 06bI4YHO NpeacTaBaseT cob0M OTNPaBKy COObLEHNS AKO6bl OT JOBEPEHHOr0 1ua
NN KOMNAHWK (TaKoW Kak GUHAHCOBOMO YYpeXxAeHNs Uan CTpaxoBor KoMnaHmm). CoobLLeHme MOXEeT Ka3aTbCs
61aroHafeXHbIM 1 COAEePXKaTb N306paKEHUSA N TEKCT, KOTOPbIe MOV M3HAYA/TbHO 6bITb MO/YYeHbl OT UCTOYHMKA,
AKOObI ABNAIOLLErocs OTNpaBUTeIeM AAaHHOIO coobLleHus. Mo pasHeiMun NnpeaaoraMmm (MpoBepKka AaHHbIX,
dVHaHCOBbIE Onepaumm) npeaaaraeTcs NpefoCTaBmTb Kakyo-1mMb0 TNYHY0 MHGOPMALLMIO, TaKyo Kak HOMepa
H6aHKOBCKMX CHETOB, MMEHA NOJ/1b30BaTeNs, MApoaAn U T. 4. ECnm Takme AaHHble NpefoCTaBAStOTCS, OHM Ierko MOTyT
6bITb YKPAAEHbI M MCNOMb30BaHbI B MPECTYMHbIX LensX.

BaHKM, CTpaxoBble KOMMAHWUM U ApYTe NernTUMHbIE OPraHmn3aL M HUKOMAA He 3anpalumvBaloT MMEHA M0/b30BaTeNen
1 NApOJI1 B HE3AMPOLLEHHbIX COOBLLEHWAX 3/TEKTPOHHOM MOYThI.
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6.2.4 Pacno3HaBaHMe MOLWEHHUYECKUX COOBLLEeHNNn

Boo6LLie CyLLeCTBYET HECKOIbKO MPU3HAKOB, KOTOPbIE MOMYT MOMOYb PACNo3HaTb Cnam (HexxenaTesbHble COOBLLEHNS)
B NMOYTOBOM fALLMKe. ECIM COOBLLEHME COOTBETCTBYET XOT S Bbl HECKO/IbKUM 13 3TUX KPUTEPUEB, OHO, Hanbosee
BEPOSITHO, ABMAETCSA HEXENATEeNbHbIM.

ALpec oTApaBuUTeNS OTCYTCTBYET B aApeCHOM KHUIe noJsiyyaTens.

MpeanaraeTca NoNyYmTb 60bLLIYIO CYMMY JEeHer, HO CHavana Hy>KHO ONAATUTb HEBONbLUYIO CYMMY.

Mopa pasHbiMKM Npeasoramu (NpoBepka AaHHbIX, GUHAHCOBbIE ONepaLnn) NpeaaaraeTcs NpeocTaBmTb Kakne-1mbo
NINYHbIE AaHHble, TaK1e Kak HoMepa 6aHKOBCKMX CHETOB, UMS MOb30BaTeNs, Mapoib U T. 4.

CoobLLeHMe HaNMCaHo Ha MHOCTPAHHOM Si3blKe.

MpeanaraeTcs NoKynka npoAyKLUmMm, B KOTOPOW NojyyaTenb He 3aMHTepecoBaH. O4HAK0 eCin noayyarens
3aMHTepecoBano npeanoXKeHne, ciefyert NpOBepPUTD, SIBASETCA 1M OTNPaBUTE/b HAAEXKHbIM MOCTABLLMKOM
(Hanpumep, NPOKOHCYIbTUPOBATLCS C NPeACcTaBUTENEM NPOU3BOANTENS MPOAYKLAN).

HexoTopble 13 CJI0OB HAMEPEHHO HaMnMCaHbl C OLWMBKaMK, 4TO6bl 06MaHyTb GUAbLTP cnama. Hanpumep, «Bearpon
BMECTO «BMarpa» U T. 1.
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