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1. ESET Smart Security

ESET Smart Security npeacraBnaeT coboi HOBbIM NOAXOA K CO34aHUI0 A€ NCTBUTENbHO KOMM/IEKCHOW CUCTEMbI
6e3onacHOCTM KomnbtoTepa. Hoselilwasn Be pcus Moayns ckaHupoBaHuA ThreatSense® B coveTaHMmM co
cneumanmnsnpoBaHHbIMM MOAYNSIMU NepcoHanbHOro GaliepBoia 1 3alMTbl OT cnama obecrneymBaeT CKOPOCTb U
TOYHOCTb, HeobxoauMmble A5 obecneyeHns 6GesonacHOCTM KOMMbtoTepa. TakMm 06pa3om, NPOAYKT NpeacTaBaseT
cob60M MHTENNEKTYa/IbHYH CUCTEMY HENPEPbIBHOM 3aLUMUTbl OT aTak M BPeAOHOCHbIX MPOrpaMmm, KOTopble MOryT
YrpoKaTb 6€30MacHOCTM KOMMblOTEPa.

ESET Smart Security — 3To KOMNieKcHoe peleHue ana obecnevyeHuna 6e30MNacHOCTU, B KOTOPOM coyeTaeTcs
MaKCMMasibHaA CTeNEeHb 3aLLMTbl U MMHMMA/IbHOE BAUAHME Ha MPOM3BOAUTENBHOCTb KOMMNbIOTEPa. Hawwm
COBpPEMEHHbIE TEXHOI0TUM UCMOJb3YHOT UCKYCCTBEHHbIN MHTENNEKT 1A NpeAoTBPaLLE HUA 3aparKeHUA BUPYCaMM,
LUMMOHCKUMM, TPOAHCKMMM, PEKNAMHbBIMU NPOrPaMMAMK, YEPBAMU, PYTKUTAMU U APYTUMU Yrpo3amu 6e3 BANAHUA Ha
NpPOX3BOANTEIBHOCTb CUCTEMBI M NEPEPbLIBOB B paboTe KOMMboTepa.

Bo3moKHOCTM 1 NpeumyLlecTsa

YnyuweHHbIN uHTe pdeiic NHTepdelic Bepcun 9 3HaUUTENbHBIM 0OPA30M YAYYLLEH M YIPOLLEH C yYETOM
pe3ynbTaToB TECTUPOBAHUA Ha NpeaMeT yao6cTBa ncnosb3oBaHmA. Bee
GOPMYTIMPOBKN U yBE AOMNEHUA, MPUCYTCTBYOLWME B rpaduyeckom
nHTepdelice Nonb3oBaTena, 6blIN TLULATEIBHO NPOAHANMU3UPOBAHbI, U TeNepb
NUHTepdenc NnoaaepKMBaAET A3bIKM C HaNMCaHMEM CNpaBa HaneBo, Hanpumep
MBPUT M apabckmin. UHTepHeT-cnpaBKa Tenepb MHTerpmMposaHa B ESET Smart
Security 1 cogepKUT AMHAaMMYeCKM OBHOBAAEMbIE CTaTbM MO NOAAE PKKE.

3almTa OT BUPYCOB U LUIMUOHCKUX YnpeKgatouwee obHapyKeHMe M 0YMCTKA 60/bLLETO KOTMYECTBA U3BECTHbIX U

nporpamm HEWN3BECTHbIX BUPYCOB, YePBEN, TPOAHCKUX NPOrPaMm 1 pyTKUTOB. MeToz,
PaclIMpPEeHHO’ 3BPUCTUKMU MAEHTUDULIMPYET AaXKe PaHHEE HEU3BECTHbIE
BPEAOHOCHbIE MPOrpamMmmbl, 0becrneynBas 3aWmUTy Balero KOMNbloTepa ot
HEWN3BECTHbIX YIPO3 U HEUTPANM3YA UX 4O TOTO, KaK OHU MOTYT MPUYNHUTD
Kakon-n1bo Bpes. PyHKLUMM 3auTbl 4oCTyna B UHTEPHET U 3aluTbl OT
duwmHra paboTaloT NyTem oTCAEKMBAHUA 0BMEHA AaHHbIMWU Me KAy Be6-
bpay3sepamu 1 yaaneHHbIMU cepBepamm (B Tom umcae SSL). PyHKumA 3aWwUTbl
NOYTOBOrO KAMeHTa obecrneuynBaeT KOHTPOIb 06MeHa coobLeHUsIMM Yepes
npoTokosbl POP3(S) u IMAP(S).

PerynapHbie o6HOBNEHUA PerynapHoe o6HoBneHMe 6a3bl JaHHbIX CUTHATYP BUPYCOB M MPOrpPamMHbIX
MoAayNe — HaUAy4YLWwmnit cnocob obecrneynTb MaKCMMasIbHbIN YPOBEHb
6€e30MacHOCTM KoMNbloTepa.

ESET LiveGrid® Bbl MOKeTe NpoBepPUTb penyTaLMio 3anyLeHHbIX NPoLeccoB 1 ¢paiinos
(penyTauus Ha ocHoBe 061aKa) HenocpeACcTBEHHO ¢ nomoLubto ESET Smart Security.
KoHTponb ycTpoiicTs ABTOMATMYeCKM ckaHmpyeT Bce USB-ycTpoiicTBa Gali-namaATh, KapThbl

NamATH, a TaKKe KoOMMaKT- n DVD-gucku. baokupyeTt cbeMHble HOCUTENN Ha
OCHOBAHWM TMMNa HOCUTENA, MPOU3BOAUTENA, PAa3Mepa U APYInX
XapaKTePUCTUK.

®dyHKuma HIPS Bbl MorkeTe 6osiee AeTaNbHO HAaCTPOMUTbL MOBEAEHNE CUCTEMDbI, 334aTb
npasuaa g1a CUCTEMHOIO peecTpa, akTUBHbIX MPOLLECCOB M NPOrpamm, a
TaK)Ke TOYHO HACTPOUTb MPOBEPKY COCTOSHMA 6e30MnacHOCTH.

UrpoBoi pexxum OTKNaAblBaeT BCe BCMJbIBalOLLME OKHA, OOHOBAEHUSA UK ApYTUe AeNCTBUS,
Tpebytowme 601bLLION HarpPy3KM Ha cUCTeMY, YTOObI 06ecneyYnTb IKOHOMMUIO
CUCTEMHbIX PECYPCOB A/18 UTP UMY APYTUX NMOJHO3KPAHHbIX MPOLLECCOB.

BoamoxkHoctu ESET Smart Security

3awmra 6aHKOBCKUX NaaTexen ®PyHKUMA 3aWmMTbl BaHKOBCKUX NaaTeKen obecneunsaeT 3awmTy bpaysepa
NpY UCMNoJ1b30BaHWUN LLJTIO30B MHTEPHET-6aHKMHIA UM N1aTeXKen B
NHTepHeTe, yTobbI BCe dMHAHCOBbIE onepauumn B UHTepHeTe



ocyuwecrBniAaInNCb B 3acny)+<MBarom,e171 aosepmaun 6e3onacHol cpepe.

MNoppeprKKa ceTeBbiX Noanucein CeTeBble noanucy obecneymBatoT 6bICTPYIO AEHTUOUKALMIO U BNOKUPYIOT
Ha YCTPOMCTBAX NO/1b30BaTENA BPeAOHOCHbIM BXOAALLMMA U UCXOAALLNINA
TpadUK, UMeOLLMIA OTHOLIEHME K 6OTaM M MAaKeTHbIM CpeaCcTBaM
3KCNAyaTaumm yasBMMOCTEN. ITY GPYHKLMIO MOXKHO CYUTATDb YIyULLUEHMEM B
obnactu 3aWmThl OT 6OTHETOB.

MHTenneKryanbHbli dpaitepson MpeaoTBpalLaeT HeCaHKLMOHMPOBaHHbIM AOCTYM K BalleMy KOMMbOTEPY U
MCNONb30BaHME BALLMX IMYHbIX AAHHbIX NO/1b30BATEIAMM, HE UME LMK
COOTBETCTBYIOLLETO pa3pelleHus.

3awwmra ot cnama ESET Hdons cnama B obliem o6beme nepeaaBaemMblix Mo 31EKTPOHHOM noyTte
coobLueHnn coctaBnseT okono 80 %. 3alumTa OT Cama OrparkaaeT oT 3TOM
npobaembl.

ESET AHTMBOp ESET AHTMBOpP NOBbILWAET ypoBeHb 6@30MacHOCTM N0/1b30BaTE/IbCKOM

MHPOPMALMM HA CAYyYal MOTEPU MU KPaXKM KOMMNbtoTepa. [ocne ycTaHOBKM
nonb3oBatenem nporpammbl ESET Smart Security u moayna ESET AHTMBOp
COOTBETCTBYOLLEE YCTPONCTBO bByaeT oTobparkaTbea B Beb-mHTEpdelice. C
NMOMOLLLbIO BEO-UHTEpdeiica NoIb30BaTENM MOTYT YNPaBAsATb KOHOUTypauuei
moayna ESET AHTMBOP U aAMUHUCTPUPOBATb NapameTpbl GYHKLUK
«AHTMBOP» HA CBOMX YCTPOMCTBAX.

PoautenbCcKuii KOHTPO/Ib ObecneymBaeT 3aLUTy CEMbW OT NOTEHLMANbHO HEXKENaTeIbHOro Be6-
coaepXRUMoro, 610Knpya Be6-caliTbl Pa3IMYHbIX KaTeropuit.

Ons pabotbl pyHKUMI ESET Smart Security Heob6xo0aMMO MMETb aKTUBHYIO INLEH3UI0. PeKomeHayeTca npoasieBaTb
nuuensunto ESET Smart Security 3a HECKOIbKO HeAeNb /10 UCTEYEHUS CPOKa ee e UCTBUS.

1.1 Hosble BO3MO}XHOCTU B Bepcuu 9

ESET Smart Security Bepcun 9 BkatovaeT B ceba cneaytolme yCoBepLIEHCTBOBaHMA, NepPeYnC/eHHble Aanee.
¢ 3awmuTta 6aHKOBCKMX NaTeXem: AOMOIHUTEIbHbIN YPOBEHb 3aLLMTbl N8 GUHAHCOBbIX ornepauuin B IHTepHeTe.

* MoapeprKa ceTeBbiX NOANUCEN : HaIMUMe ceTeBbIX Nnoanucein obecneynsaeT BbICTPYIO AEHTUGUKALMIO U
6710KMPOBaHME Ha YCTPOMCTBAX MO/b30BaTENA BXOAALLETO U UCXOAALLLEro BPpeAOHOCHOTro TpaduKa, MMeLLEero
OTHOLLEHMe K 60Tam M NakeTHbIM CPeACTBaM SKCMiyaTaLmMm YA3BUMOCTE .

® YnyuweHHbI UHTepdeic: rpadudecknin MHTepoeiic nonb3osaTtens ESET Smart Security NoNHOCTbIO M3MEHEH, NPU
3TOM BHELLHWM BMA CTan nydlle, a paboTta c npunoKeHnem — 60s1ee MHTYUTUBHO NOHATHOM. Tenepb MHTEpdeiic
NnoAZeprKMBaeT A3bIKM C HaNnCcaHMeM CnpaBa HaseBo, HaNPUMepP UBPUT U apabckmii. UHTepHeT-cnpaBKa Tenepb
MHTerpuposaHa B ESET Smart Security n coaeput guHaMmmnyeckn o6HOBASIEMble CTaTbM MO NOALEPIKKE.

® BbicTpas u 6onee HaaeXHa yCTaHOBKa. B TOM unc/ie nepBoe CKaHWPOBaHWE, KOTOPOE aBTOMAaTUYECKM HauMHaeTcs
yepes 20 MMHYT NOCAEe YCTaHOBKM MK Nepes3arpyskn KOMMnbloTepa.

Ons nony4yeHns 4ONoaHUTEIbHON MHbOpPMaLUM 0 HOBbIX dyHKLMAX ESET Smart Security, npounTtainte ctaTbto 6a3bl
3HaHuW ESET:
Y10 HoBOro B ESET Smart Security 9 u ESET NOD32 Antivirus 9?
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1.2 CucremHble TpeboBaHUA

Ona npasunbHoi paboTbl ESET Smart Security cuctema fonKHA OTBEYATb NEPEUYNCIEHHBIM HUMXKE annapaTHbIM U
nporpammHbIM TpeboBaHUAM.

Mpoueccop: Intel® nan AMD x86—x64

OnepaumnoHHasn cuctema: Microsoft® Windows® 10/8.1/8/7/Vista/XP c nakeTom ob6HoBNeHMA 3 (32-pa3paaHan)/XP ¢
naketom obHoBneHus 2 (64-paspagHas)/Home Server 2003 c nakeTom o6HoBAeHUA 2 (32-pa3pagHas)/Home Server
2011 (64-pa3pagHas)

1.3 Mpodunaktnka

Mpu ncnonb3oBaHMM KOMMbtoTEPa, 0cobeHHO BO Bpems paboTbl B IHTepHeTe, HE06X0AMMO MOMHMTb, YTO HU O4HA
CUCTEMA 3aLUMTbI OT BUPYCOB He CrocobHa NoIHOCTbIO YCTPaHUTb ONACHOCTb 3apaXKeHUM U aTaK. YTo6bl 4OCTUTHYTH
HamBbICLIEN cTeneHn 6e30NacHOCTM M KOMPOPTa, BaXKHO MCMOJIb30BATH PeLLEHNE A/1A 3aLLMTbI OT BUPYCOB
Hazexalmm obpasom 1 cnesoBaTb HECKO/IbKMM MOJIE3HbIM MPaBUaaM.

PerynapHo o6HOBAAITE CUCTEMY 3aLUUTbI OT BUPYCOB

CornacHo CTaTUCTUYECKUM AaHHbIM, MONYYEHHbIM OT CUCTEMbI CBOEBPEMEHHOT0 0bHapyXeHua ThreatSense, Tbicaun
HOBbIX YHMKa/IbHbIX 3apasKeHU NoABAAOTCA exeaHeBHO. OHU NbiTaloTcA 060MTH CyLLLECTBYIOLIME MepPbI
6e30NacHOCTM M NPUHOCAT JOX04 UX aBTOPam 3a c4eT yObITKOB ApYr1x nosib3osateneit. Cneyuanmnctbl
nccnefoBaTeibckol nabopaTtopum ESET exkefHEBHO aHaIM3MPYIOT Takme yrposbl, NoAroTaBANBAOT U BbIMyCKalOT
06HOB/IEHMA AN1A HEMPEPbIBHOIO NOBbILEHMA YPOBHSA 3aLLMTbI N0Ab30BaTeNel. 18 MakcMManbHoM 3GdeKTUBHOCTH
3TUX 0BHOBIEHMIN BaYKHO HAaCTPOUTb UX HaZaexalmm 06pa3om Ha KOMMbOTepe no/b3osaTensd. [onosHUTeNbHble
cBeZeHMs 0 HaCTponKe 0b6HOBMEHWUI CM. B r1aBe HacTpolika 06HOBNEHUN.

3arpyKaiiTe nakeTbl 06HOBAEHWIT ONEPALMOHHON CUCTEMDbI U A4PYrMX NPOrpaMmm

ABTOpPbI BPEAOHOCHbIX MPOrPamM 4acTo UCMOJb3YIOT Pas3/inyHble YA3BUMOCTU B CUCTEME AN YBENYEHUSA
3¢bPeKTUBHOCTM pacnpocTpaHeHMs BpeA0HOCHOTO Koda. MpuHMMan 3T0 BO BHUMaHMeE, KOMMNaHWM-NPOU3BOANTE NN
NporpaMmHoOro obecrneyeHmns BHUMATEIbHO CIeAAT 33 NOABAEHMEM OTYETOB 060 BCEX HOBbIX YA3BUMOCTAX MX
NPWIOXKEHWI U perynspHo BbinyckaloT 06HoBNeHMsA 6e30MacHOCTH, CTapascb YMEHbLIUTb KOIMYECTBO
NoTeHUMaNbHbIX Yrpo3. OYeHb BaXKHO 3arpyKaTtb 3T 06HOBEeHMA 6e30MacHOCTM cpasy e nocse ux Bbinycka. OC
Microsoft Windows 1 Be6-6paysepbl, Takue Kak Internet Explorer, agastoTca npumepamm NnporpaMmm, 410 KOTOPbIX
perynsapHo BblNycKaoTcs 06HOBMEHUA 6e30nacHOCTH.

Pe3epBHOE KOMMPOBaHMUE BaXKHbIX AaHHbIX

ABTOpbI BPeAOHOCHbIX MPOorpamm ob6bIi4HO He 3a60TATCA 0 NONb30BaATENAX, A A ACTBUA UX MPOAYKTOB 3a4acTyto
NpPUBOAAT K NOJIHOM HepPaboTocnocobHOCTU OnepaLMOHHOM CUCTEMbI M NOTEepe BaxKHON MHPopmauumn. Heobxoammo
perynspHo co3aaBaTb pe3epBHbIe KOMUKU BarKHbIX KOHOMAEHLUMANbHbIX AaHHbIX HA BHELWHUX HOCUTENAX, TaKMX KaK
DVD-AWCKM UK BHELLHWE KeCTKMUE AUCKM. ITO NO3BONAAET HAMHOTO NpoLye 1 bbicTpee BOCCTaHOBUTb AaHHbIe B
cny4yae cbos cucTeMbl.

PerynapHo cKaHUpPyiiTe KOMNbIOTEP Ha HaIMuMe BUPYCOB

MHorue n3BecTHble U HEU3BECTHbIE BUPYCbI, YePBU, TPOAHCKUE NPOrpamMmbl U PYTKUTbI OBHAPYKMBAOTCA MOy NeM
3aLLMTbl GaliI0BOMN CUCTEMbI B PEXKMME PeasibHOro BpeMeHM. ITO 03HAYaET, YTO NPU KarKAOM OTKPbITUM daitna
BbINO/IHAETCA €ro CKAHMPOBAHWE Ha Ha/InYMe NPU3HAKOB AeATeIbHOCTU BPeAOHOCHbIX Nporpamm. PekomeHayem
BbINO/HATb NOJIHOE CKaHUPOBAHWE KOMMbIOTEPA MO KpaliHe Mepe OAMH pa3 B MecsL, MOCKO/IbKY BPeAOHOCHbIe
nporpammbl U3MeHATCA, a 6a3a AaHHbIX CUrHATYP BUPYCOB OBHOBNAGTCA KaXKAbli AeHb.



CnepyiiTe OCHOBHbIM npaBunam 6e3onacHocTu

370 Hanbonee apdPpeKTUBHOE 1 NOe3HOE NPaBUIO U3 BCeX — Bceraa byabTe OCTOPOXKHbI. Ha aHHbI MOMEHT ans
paboTbl MHOTMX 3apaXkeHWI (MX BbINONHEHMWA M PacNpPOCTPaHEHUA) HEOBXOAMMO BMELLATE1bCTBO MO/Ab30BaTeNS.
Ecnun cobntofaTh OCTOPOXKHOCTb MPU OTKPLITUM HOBbIX $GaitI0B, MOXKHO 3HAYUTEIbHO CIKOHOMMUTbL BPEMSA U CUAbI,
KOTOpble B MPOTUBHOM C/lydae ByayT noTpaveHbl Ha yCTPaHeHMe 3apaskeHUIM Ha KoMnbtoTepe. HuxKe npuseaeHsbl
HEKOTOpble Noe3Hble PeKOMEHALMM.

® He nocelaiTe noao3puTe ibHblie BEH-CaliTbl C MHOYECTBOM BCMJ/1bIBAOLMX OKOH M aHUMWPOBAHHOM PeKaMo.

® ByabTe OCTOPOXKHbI MPY YCTAHOBKE HEeCnNaTHbIX NPOrpaMm, NakeToB KOAEKOB U T. M.. Mcnonb3yliTe TONbKO
6e3onacHble nporpaMmsbl 1 nocelanTe 6esonacHble Beb-caiTbl.

® ByabTe OCTOPOXKHbI, OTKPbIBasA BAOKEHMA B COODBLLEHUA 3N1EKTPOHHOM NoYTbl (0COBEHHO 3TO KacaeTcs COobLLEeHMN,
paccbllaeMbIX MacCcoBO M OTMPABAEHHbIX HEW3BECTHBIMU INLLAMK).

® He ncnonb3yiiTe yYeTHYHO 3anMcb C NpaBaMm aAMMHUCTPATOpPa 4/15 NOBCeAHEBHOM paboTbl HA KOMMbtOTEpE.



2. YCTaHOBKA

CyuiectByeT HECKONIbKO cnocoboB ycTaHoBKM ESET Smart Security Ha KomnbtoTepe. Cnocobbl yCTaHOBKU MOTYT
OT/INYATbCA B 3aBUCUMOCTM OT CTPaHbl U cnocoba nosydYeHUs NpoayKTa.

® NHTepaKTUBHbIV YCTaHOBLUMK MOXKHO 3arpy3uTb ¢ Beb-caiTa ESET. MakeT ycTaHOBKM NOAXOAUT A1 BCEX A3bIKOB
(BbIBEpPUTE CBOM A3bIK). Cam MHTEPaKTUBHbIN YCTaHOBLUMK NpecTasnaeT coboin ¢paiin HeboNbLLOro pa3mepa;
apyrue Heobxoammble ana yctaHoBKM ESET Smart Security daiinbl 3arpyrkatoTca aBTomaTUYe CKU.

e ABTOHOMHAas YCTaHOBKa: AaHHbIN TUM YCTaHOBKM UCMO/b3yeTCs NPM YCTaHOBKE NporpaMmbl ¢ KomnakT-/DVD-aucka.
B pamKax 3Toro Tmna ycTaHoBKM Ucnonb3lyeTca dann .msi, paamep KOTOPOro NpeBbIaeT pasmep dalina
MHTEPaKTMBHOTIO YCTAHOBLLMKA, U He TpebyeTcA nogkntoyeHue K MHTepHeTy nam AonoaHUTeNbHble dalinbl ans
3aBepLUeHNsA YCTaHOBKM.

BHumaHue: MNepepn ycraHoBKol ESET Smart Security ybeamTech, YTO Ha KOMMNbIOTEPE He YCTaHOB/IEHbI ApYrue
nporpamMmel 3aLMTbI OT BUPYCOB. EC/IM Ha 0AHOM KOMMNbIOTEPE YCTAaHOBAEHO ABa M bonee pelleHus na 3awmTbl OT
BMPYCOB, MeXAY HUMU MOKET BO3HUKHYTb KOHONMKT. PeKomeHayeTcA yAanuTb Bce Mpoyme nporpammbl 3almTbl OT
BMPYCOB C KOMNbtoTepa. CMMCOK MHCTPYMEHTOB 418 yAaNeHNA NONYAAPHbIX aHTUBUPYCHbIX MPOrPamm CM. B CTaTbe
6a3bl 3HaHM ESET (aocTynHa Ha aHIMMCKOM M Ha HECKONbKUX APYIUX A3bIKaXx).

2.1 WNHTepaKTUBHDbIN YCTAaHOBLYUK

Mocne 3arpysKun NakeTa yCTaHOBKWU UHMEPAKMUBHO20 YCMAHOBU4UKA ABAaXKAbl WeNKHUTE Gaiin yCTaHOBKM U ciedyiTe
MOLIAroBbIM MHCTPYKLMAM B OKHE YCTaHOBLLMKA.

BHumaHue! ﬂ,/’l‘r'l MCNO/1b30BaHUA 3TOIO TUNa YCTAaHOBKU HeO6X0,£I,MMO noAKNK4YeEHNE K MHTepHeTy.

- X

(es[zl) SMART SECURITY 9

YctaHoBuTtb ESET Smart Security

KomnnekcHan GesonacHocte B IHTepHeTe 1

PaboTakTe, MrpaiTe W YCTaHaBAMBaWTE NOAKNHYEHMA Ha CBOEM
KOMMBIOTEDE C YAOBONLCTEMEM, TaK KaK Bbl 3aLUMLLEHB] pelueHueM ESET
Smart Security. OHO COBMeLaeT 3alMTy OT BPEA0HOCHLIX NPOrpamMm ¢
3alLMTOi OT cNnama, NEPCOHAaNAbHEIM haiiepBoAOM M DOAUTENBCKAM
KOHTDONEM.

Il Pyccrnii (Russian) W

BbibepuTe HyKHbIl A3bIK B PAaCKPbIBAOLLEMCA MEHIO M HAaXKMUTe KHOMKY Aanee. MNogoxKaMte HEKOTOpoe Bpems, NoKa
He byayT 3arpy*eHbl yCTaHOBOYHbIe daibl.

Mocne NPMHATMA NNLLEH3UOHHOTO cornaleHna otobpasnTca 3anpoc OTHOCUTeNbHO HacTpoiiku ESET LiveGrid®. ESET
LiveGrid® nomoraeT obecneuntb HesameanTeIbHOE U HenpepbiBHOe MHpopmupoBaHue ESET o noaBneHUN HOBbIX
yrpos, 4tobbl 3aWUTUTL NoAb30BaTeNein. C MOMOLLbIO 3TOM CUCTEMbI Bbl MOXKETe OTNPaBAATb HOBblE YrPO3bl B
nccneposaTtenbckyto nabopatoputo ESET, rae oHu aHanmsmpytotea, obpabatbisatoTca n gobasnatoTca B 6a3y AaHHbIX
CUrHaTyp BUPYCOB.

Mo ymonyaHuio ycTaHoBAeH dnaxkoK A xouy npucoeguHutbea K ESET LiveGrid® (pekomeHayeTca), KOTOpbIi
aKTUBMPYET AaHHYIO0 QYHKLMIO.
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Cnezyowmm aencTBMEM NPU YCTAHOBKE ABAETCA HAaCTPOMKa 0OHAPYKeHMA NOTEHLMAbHO HeXelaTe IbHbIX
npunoxKeHui. MoTeHUManbHO HeXKenaTeibHble MPUI0NKEHMA He 0653aTeIbHO ABAAOTCA BPEAOHOCHBIMM, HO MOTYT
HeraTMBHO BAUATbL Ha paboTy onepauMoHHOM cucTeMbl. LlONONHUTENbHbIE CBEAEHUA CM. B rnaBe MNoTeHuManbHo
HejKenaTesbHble MPUIONKEHUS.

YT06bI 3aNYyCTUTL NPOLLECC YCTAHOBKM, HAXKMUTE KHOMKY YCTaHOBUTbD.

2.2 ABTOHOMHAaA YCTaHOBKA

Mocne 3anycka NakeTa aBTOHOMHOW YCTaHOBKM (.msi) MacTep yCTaHOBKM MOMOMKET YCTaHOBUTb NpOorpammy.

- X

(es[zd§ SMARTSECURITY 9

YctaHoButb ESET Smart Security

KomnnekcHas 6esonacHocTe B MIHTepHeTe {

PaboTtaiTe, urparte M yCTaHaBNMEaWTE NMOAKIHYEHMA Ha CBOEM
KOMMbIOTEPE C YAOBONLCTBMEM, TaK KAK Bhl 3alUMLLeHbl peweHuem ESET
Smart Security. OHO COEMELLEET 3alUMTy OT BPEA0HOCHbIX MPOrpamMm C
3allMTOW OT Crama, NepCoHaAbHbIM GalepBONOM W POAMTENLCKMM
KOHTPOAIEM.

CHayana nporpamma nposepseT Hannume 6osee HoBon Bepcum ESET Smart Security. Mpu obHapy»keHUn bonee
HOBOW Bepcum Bbl byaeTe yBe4OMIEHbI 06 3TOM Ha NepPBOM 3Tarne yCTaHOBKWU. Ecnu BbIbpaTb KomaHAy 3arpy3utb 1
YCTaHOBUTb HOBYIO Bepcuto, OyaeT 3arpykeHa HoBas Bepcus, NOC/e Yero ycTaHOBKa byeT npogosiKeHa. IToT
dnarkok oTobparkaeTca, ecnm goctynHa 6osee HoBaA BePCMA MPOrpamMbl, HeM Ta, KOTOPaA yCTaHABINBAETCA.

Ha cnegyrowem aTane Ha aKpaH 6yp,eT BblBE€4EHO TMLUEH3NOHHOE COornaweHne C KOHeEYHbIM NOJ/1b30BaTe/1IEM.
MpoyTnTe ero n HaxxkmuTte KHonkKy MNpuHATS, yTOObI noarsepanTb CBOE cornacue Cycnosmamm N1MUEeH3NMOHHOIo
cornaweHuA C KOHeYHbIM Nosib3oBaTeeM. [locsie NPUHATUA YCTaHOBKA NPOAOXKMUTCA.

[ononHWTeNbHbIE YKa3aHWUA No NoOBOAY 3TanoB ycTaHoBKK, ThreatSense 1 06Hapy»XeHUn NoTeHUMaNbHO
He’Ke/laTeNbHbIX MPUNOXKEHUN NPMBeLeHbl B YNTOMAHYTOM Bbile pasgene (cm. pasgen MHTepakTUBHBbIN
YCTaHOBLLMK).

11



(es[zh) SMART SECURITY 9

Linppbl MmeroT 3HaveHWe. NMonyunte MaKCMMa/libHbIA YPOBeHb 3alMThbl.

Cwncrema otswieos ESET LiveGrid® nozeonnaer cobupate WHGOPMaLMID © NOA03pUTENEHBX 0ObEKTaX, KOTODYHD Mbl 3ETOMATHYECKK
obpabaTeieaem, 4ToBEI B HALWeR obnadHol CHCTEME CO34ABaTE MEXaHMIMEl oOHapyeHWA, o338 MX, Mbl MX CPa3y NPUMEHAEM, YTo bkl
0BECMEYNTE CEONM KIMEHTAM MAKCHMANEHBINR YPOBEH 3aLLMTEL

v Brntounte cnctemy om3eieoe ESET LiveGrid® (pexkomengyetca)

OGHEPY)KEHHE NOTEeHUWMaNkbHO HeXXenaTtenbHbIX ﬂpHJ‘ICl)KEHHﬁ

Pewenne ESET moxer 0BHapyKNMEATE NOTEHLMANEHD HEXKENATENBHEIE NPUACKEHNA W 33NPALUNEATE NOATEEPAAEHNE NEPES MX YCTAHOBKDM,
MoTEHUMANBHO HEXENATENBHBIE NPHACHKEHNA MOMYT HE NPELCTABNATL YTpo3y BE30NACHOCTH, HO MOTYT CHIHATE NPOW3EOANTENBHOCTS,
CKOPOCTh PaBoThl M HAAEKHOCTE KOMMBIITERS WKW XE NPUBOANTL K USMEHEHWKD NoBeaeHna. Kak npasuno, Ana ycTaHOBKW TakX Nporpamm
TpeByeTcA paspeLUeHe NONL3I0EATENA,

Oﬁ-HEpy’)KMEETb NOTEHUWANEHD HEXENATENBHEIE NPWUNCHEHWA

He DGHEFI)OKHEETI: NOTEHLMANBHD HEXENATENBHBIE MPWI0HEHNA

YcraHoBUTE m CMeHNTL Nanky yoraHoBKW

2.2.1 [ononHutenbHO

Mocne Bbibopa BapnaHTa JlonoaHUTEeNbHO HeobxoanMmo byaeT BbIOpaTb Nanky 419 YCTaHOBKM. 10 yMONYaHUIO
nporpamMma yCTaHaB/IMBAETCA B YKa3aHHYIO HUXKE Narnky.

C:\Program Files\ESET\ESET Smart Security\
HaxkmuTe KHOMKy O630p..., YTOObI U3MEHUTb NankKy (He pekomeHayeTcs).

Haxkmute KHonKy [lanee, YTobbl HACTPOUTL MHTEPHET-coeanHeHue. Ecnm ncnonblyeTca NpoKcK-cepBep, OH A0IKEH
6bITb KOPPEKTHO CKOHPUIYPUPOBaH AnsA obecnevyeHUa 06HOBAEHUA CUTHATYp BUPYCOB. ECv Bbl He yBepeHbl, YTo Ans
noaKAtouYeHNA K MHTepHETY ncnonb3yeTcsa NPOKCU-CcepBep, Bbibepute napameTp Ucnonb3oBaTb NapameTpbl
nogkntoueHus Internet Explorer (pekomeHgyeTca) 1 HaxkmnTe KHoMKy [lanee. ECiv npoKcu-cepsep He
ncrnonb3syeTcs, BbibepuTe BapnaHT fl He UCNOJIb3YI0 NPOKCU-cepBep.

Ona KoHPUrypupoBaHMA NapaMeTPOB NPOKCU-cepBepa BblbepuTe BapuaHT A UCNOb3YH0 NPOKCU-CEPBEP N HAKMUTE
KHonky Oanee. Beegute IP-agpec unmn URL-agpec npokcu-cepsepa B none Agpec. B none MopT yKaxkute nopTt, no
KOTOPOMY 3TOT NPOKCU-CEPBEP MPUHUMAET 3aMnpOChbl HA coeanHeHKe (no ymonyanuto 3128). Ecnm npoKeu-cepsep
TpebyeT ayTeHTMdMKaLMM, BBEAUTE NPABU/IbHbIE UMA NONb30BaTENA M NAPO0JIb, KOTOPbIe HEOBX0AUMbI 415 AOCTYNa
K Hemy. MapameTpbl NPOKCU-CepBEPA TAKMKE MO KeNAHUIO MOTYT ObITb CKOMMPOBaHbI U3 NapameTpos Internet
Explorer. Haxxmute MpumeHUtb 1 NoaTBEpAUTE BbIOOD.

Mpu BbIBOPOYHOM YCTAHOBKE MOXKHO YKa3aTb, Kak B cucteme byaeTt obpabaTtbiBaTbcs aBTOMATUYECKOe 0O6HOBAEHME
nporpammel. Haxkmute U3MmeHUTb... ANA JOCTYNa K AOMNOJHUTENbHBIM NapaMeTpam.

Ecnun HeT Heo6X0AMMOCTM 0BHOBASATL KOMMOHEHTbI MPOrpPammsbl, BbibepuTe BapuaHT HUKorga He 06HOBAATD
KOMMOHEHTbI NPOrpammbl. Bbibepute napameTp 3anpocuTb NOATBEPKAEHME Nepepn, 3arpy3Koii KOMMOHEHTOB,
yTObbI NEped Kax a0l NOMNbITKON 3arpy3nUTb KOMMOHEHTbI MPOrpaMmbl 0TOBPaXKas0Cb OKHO NoATBePXKAEHUA. [118
aBTOMATMYECKOM 3arpy3Kn 06HOBMEHMI KOMMOHEHTOB NPOrpaMmbl BbibepuTe BapMaHT BbinonHATbL 06HOBNAEHME
KOMMOHEHTOB NPOrpamMmmbl, €C/1 A0CTYMHO.

NPUMEYAHME. NMocne 06HOBNEHMNS KOMMOHEHTOB NPOrPammbl 0BbIYHO HY}KHO Nepe3arpy3nTb KOMMNbIOTEP.
PekomeHpayeTca BbibpaTh BapunaHT Ecnu Heobxoaumo, nepesanyctutb KomnbloTep 6e3 yBegoMaeHUA.
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B cnenytole M oKHe npeaiaraeTca co34aTb Mapo/ib ANA 3aLMUTbl NapameTpoB NporpaMmebl. BoibepuTe BapuaHT
3awmTa napameTpoB KOHPUrypauum naponem 1 seeante naposb B none Hoebi naponb 1 MoaTBepauTb HOBbIM
naponb. OH 6yaeT HeobxoamMm Ana AocTyna K napameTpam ESET Smart Security, a TakKe 418 ux nameHeHus. Koraa B
060Mx NoNAX BBEAEHDLI COBMAAAloLLIMe Napoan, HAXKMUTE KHOMKY [lanee, 4yTobbl NPOAO0KUTD.

[ns BbINONHEHWA cneaytolwmx 3Tanos ycTaHoBKkM (ThreatSense 1 O6Hapy:KeHUe NOTeHUMANbHO HeXKelaTe IbHbIX
NPUNOXKEHUI) CieaynTe NHCTPYKLMAM, KOTOpbIe coAepKaTcs B pasaesie « MHTepaKTUBHbIN YCTaHOBLUMKY (CM.
pa3gen NHTe paKTUBHbIN YCTaHOBLUMK).

Hanee Bbibepute pexum duabTpaumm ana nepcoHanbHoro daepsona ESET. B nepcoHanbHom danepsone ESET
Smart Security cyliecTByeT YeTbipe pexnma punbTpaumu. NoseaeHne NepcoHanbHOro dpaepsona 3aBUCKT OT
BblOpaHHOro peXxmma. Kpome Toro, oT BbIGPaHHOIO peXnuma GuabTPaLLMM 3aBUCUT CTENEHb Y4ACTMA NOb30BaTeNA B
npouecce.

YT06bl OTK/IHOUMUTL YCTAHOBKY NEPBOro CKAHMPOBAHMUA, KOTOPOEe 06bIYHO BbINOHAETCA MOC/1e 3aBepLIeHUA YCTaHOBKM
ONA NPOBEPKU HaMUMA BPEAOHOCHOIO KOAa, CHUMMUTE GIasKOK PAAOM C MYHKTOM BKAOUUTL CKaHUMpOBaHUE nocie
YCTaHOBKM. Ha)kmmTe YCTaHOBUTb B OKHe Bce roToBO K YCTAaHOBKe, YTOObI 3aBEPLUMTbL MPOLLECC YCTaHOBKM.

2.3 PacnpoctpaHeHHble Npobaembl NpU yCTaHOBKe

Ecnuv B npoLecce yCTaHOBKM BO3HMKAKOT Kakne-n1Mbo npobiembl, CM. Hal CMMCOK PAacnpoCTPaHEeHHbIX Npobaem npu
YCTAHOBKE U UX peLLeHUi, YTobbl HANTK peLleHne ANa CBOen Npobaembi.

2.4 AkTtuBaLuMA Nporpammbl

Mocne 3aBeplUeHMA yCTaHOBKKM ByAeT NpeanoXKeHO aKTUBMPOBATb MPOrPamMMHbIA MPOAYKT.

CywecTByeT HECKOJIbKO CNOCO60B akTMBALMM NPOrpammel. JLOCTYNHOCTb TOrO MW MHOFO BapMaHTa B OKHe aKTMBaLMK
MOMKEeT 3aBUCETb OT CTPaHbl U cnocoba nonyyeHus nporpammsbl (Ha KomnakT- unm DVD-aucke, ¢ Beb-cTpaHuubl ESET

T.O.).

® Ecnv Bbl NpMobpenn KOPOBOUHYH PO3HUYHYIO BEPCUIO MPOTrPaMMbl, aKTUBMPYITe ee, NCnob3yA JINLEH3NOHHbIN
KoY. JINLUEH3NOHHDIN KAtoY, KaK NPaBMa0, PACNONOXKEH BHYTPM YNAKOBKU NPOAYKTA MK Ha ee Tbl/IbHOM CTOPOHE.
[nAa ycnewHoro BbINONHEHUS aKTUBALMM TMLLEH3UOHHbIN K/1to4 HEOB6X0AMMO BBECTU B TOM BUAE, B KOTOPOM OH
npepocrasseH. JIMUEH3MOHHbIN KNtoY — 3TO YHUKaNAbHadA cTpoKa B popmate XXXX-XXXX-XXXX-XXXX-XXXX nan
XXXX-XXXXXXXX, KoTOopas ucnosb3yeTcs a8 uaeHTUbUKaLMmM BAagenbla u akTUBaLMm ANLEH3NN.

® Ecnu Bbl XOTUTE oLeHUTb nporpammy ESET Smart Security, npexae 4em nokynaTb ee, Bblbepute BapmaHT JInueHsua
Ha 6ecnaaTHyo NPO6HYIO BEpCUIO. YKaXKNUTE CBOM aApec 3/IEKTPOHHOM NOYTbI U CTPaHy, YTobbl akTMBMpoBaTb ESET
Smart Security Ha orpaHMYeHHbIN Nepuoa BpemeHW. TeCcToBasa NMLEH3MA ByaeT oTnpaBaeHa BaM Mo 3/1eKTPOHHOW
noute. Kaxapli NoNb30BaTeIb MOXET aKTUBMPOBATb TO/IbKO OA4HY NPOOHYIO NLEH3UIO.

® Ecnuvy Bac HET IMLLEH3MM, HO Bbl XOTUTE KYNUTb ee, BblIbepuTe BapuaHT «Mpnobpectm nnuueHsunto». B pesynbrate
OTKpOeTCA Beb-calT MecTHOro pacnpocTpaHutens ESET.

Ecnu Bbl XOTUTE CHaYaNa OLUEHUTb NPOrPaMMHbI MPOAYKT, HE aKTUBMPYA ero cpasy ke (Hanpumep, 4yTobbl caenatb
3T0 no3gHee), BbibepuTe BapuaHT AKTUBUPOBATb MO3MKe.

AKTMBMpPOBaTb Konuto ESET Smart Security Tak:Ke MOXHO 13 camoli Nnporpammsl. [paBoit KHOMKOM MbILIK WENKHUTE
3Ha4yok ESET Smart Security (®) va navenu 3aZa4 v BblbepuTe NyHKT AKTUBUPOBATb MPOAYKT B MEHIO NPOrpammbi.
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2.5 BBOA NULEH3UOHHOrO KAlo4a

OnaToro YyTOObI MCNO/Ib30BaATbL nporpammy Hamnnydmm o6pa30M, HE‘O6XO,£I,MMO perynapHo obHoBNATbL €. 3TO
BO3MOXHO TO/IbKO B TOM C/1y4ae, eC/1n B OKHE HaCTpOﬁKa ob6HoBNEHUIA YKa3aH npasun bHbIN I'IMU,EH3MOHHbIﬁ KoY.

ECM NMUEH3MOHHDIN KAto4 He Bbl1 YKa3aH Npu yCTaHOBKE, 3TO MOKHO cAenaTh ceiyac. B rnaBHoM OKHe nporpammbl
HaxkmuTe CnpaBKa U NoaAeprKKa, a 3aTeM Bbibepunte AKTUBUPOBATb IMLLEH3IUIO U B OKHE « AKTUBALIMA MPOrpaMmbi»
BBEAMUTE JaHHbIE IULEH3MM, NOJIyYeHHble B KOMMIeKTe ¢ pewweHnem ESET ana obecneyeHns 6esonacHocTu.

I'IpM BBoAe JIMLLEH3MOHHOrO KAYa BaXKHO YKa3biBaTb €ro MMeHHO B TOM BMNAE, B KOTOPOM OH MNOJZTy4EH.

® 3TO yHMKaNbHaA cTpoKa B popmate XXXX-XXXX-XXXX-XXXX-XXXX, KoTopasa ncnoab3yetca ana naeHTmudmKkaumnm
B/1IaZe bl M aKTUBALMU TNLLEH3UM.

Bo n3berkaHne HeTOYHOCTEMN peKomMmeHAyeTCA CKOMMpPoBaTb ﬂMLI,eH3MOHHbIV1 K104 N3 3/TEKTPOHHOTO NUCbMa C
pPerncTpaunoOHHbIMMN AaHHbIMU U BCTAaBUTb €ro B HYXXHOe noje.

2.6 O6HOBNEHMe A0 HOBOU Bepcumn

Hosble Bepcun ESET Smart Security BbinycKatoTcsa gna peanmsauum yaydweHUin nan ncnpasneHuns npobaem, Kotopble
He MoryT BbITb YyCTPaHEeHbl aBTOMaTUYeCKMM 0B6HOBAEHMEM Moay el nporpammbl. OB6HOBEHME 40 HOBOM BEPCUM
MOKHO BbINONHUTb OLHUM U3 HECKOJIbKMX CrocoboB.

1. ABTOMaTMYECKM NyTeM 06HOBNEHMA NPOrPamMMbl.
MocKoNbKY 06HOB/IEHMA MPOrPaMMbl PaCNPOCTPAHAOTCA CpeaM BCeX Nob3oBaTe e U MOryT NOBAUATL Ha
HEKOTOPbIE CUCTEMHbIE KOHPUIYPALMUK, OHWN BbIMYCKAKOTCA TO/IbKO NOCAE A/INTENIbHOTO TECTUPOBAHMSA C LLebO
obecneyeHus becnepeboliHon paboTbl Ha BCeX BO3MOKHbIX KOHOUIypaLmax. YTobbl mepeinTn Ha HOBYIO BEPCUIO
Cpasy noc/ne ee BbiMycKa, BOCNO/1b3yUTECb OAHMM U3 NEPEUYNCIEHHbIX HUXKe CrnocobosB.

2. Bpy4HyI0 B r/TaBHOM OKHE Mporpammbl NyTeM HaxKaTusa KHoMKuM MpoBepuTb Haanume o6HOBNEHUIA B pa3aene
O6HoBNEeHMe.

3. Bpy4YHyto NyTeM 3arpy3Ku 1 yCTaHOBKW HOBOW BEPCMM MOBEPX NpeablayLuen.
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2.7 NepsBoe CKaHMpPOBaAHME NOC/E YCTAaHOBKU

Yepes 20 mnHyT nocne yctaHoBKM ESET Smart Security nam nepesarpyskm KOMnbioTepa HAYHETCA CKAaHMPOBaHUE
KOMMNblOTEPaA Ha HaIMuMe BPeAOHOCHOTO KoAa.

CKaHMpOBaHME KOMMNbIOTEPA TAKMKE MOYKHO 3aMyCTUTb BPYYHYIO B I/TaBHOM OKHe Nporpammbl, Bbibpas CKaHMpoBaHue

KomnbiloTepa > CKaHMpoBaTb Komnbiotep. Ana nonyyvyeHnAa 4ONONHUTENTbHbIX CBe,CLeHMﬁ O CKaHMpoBaHUU
KOMMNblOTEPA CM. pa3aen CKaHMpOBaHVIe KOMMNbKOTEPA.

— X
(esEl) SMART SECURITY 9
CKaHMpOBaHHe KoOMnNeHOTEPA ®
& JdomalHAan
GipaEiula @ CkaHWpoBaHWe KoMNbloTepa BuibopouHoe ckaHMpOBaHWe
o CKEHMPOBEHHE . 4, CKaHWPOEAHWE BCEX NOKAMBHEX AMCKOE W % Bribop ofBEKTOR CKAHNPOEAHUA, YPOEHA
YARNEHNE yrpo3 YARNEHWA N APYTAX NAPAMETPOE
KOMNBHOTEPA
O O6HoBNCHME @\ CKaHﬂpOBﬂaHa‘le CbEMHLIX @‘ [MoeTOpWTL NOCNEAHee
1}, HOCHMTENEWN G CKaHWPOEBaHMe
= CEPBMC Cranuposanne USB-nakonwrened, DVD- n CraHWpOBAHWE KOMMBHOTEpE:
KOMMNAKT-NCKDE ¥ APYTHY CBEMHBIX 8.9, 2015 15:23:54
- HOCHTENER
¥ HacTpolika
o Cnpaeka u
CKaHMpOBaHVe KOMMbETEePa s e
noaaepxkKa
Q,
@ Hoeoctn OBrapyxeno yrpos: 0
C\Doc.. \{BAFIG9SE-D558-4FOE-9B3 C-3716689AF493 1.2 ver0x000000000000000d.db
I
v bonblwe cEeneHWA OTKPEITE OKHO CKAHWDOBAHMA
EM]OY SAFER TECHNOLOGY™ ,ﬂeﬁCI'EME" nocne cKaHWpoBaHWA Huuero He M.. W
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3. PYyKoBOACTBO ANA HAUNHAIOLLUX

B aTom pasgene npueoaAatca obuime ceeAeHMA 0 nporpammHom obecnedeHum ESET Smart Security 1 ero ocHoBHbIX
napameTpax.

3.1 TnaBHOe OKHO nNporpammbl

FnaBHoe oKHO ESET Smart Security pa3aeneHo Ha ABe OCHOBHble YacTh. OCHOBHOE OKHO CMpaBa COAE PKUT
NMHOOPMaLLMIO, OTHOCALLYHOCA K MapameTpy, BbiIbpaHHOMY B [/1aBHOM MEHIO C/1eBa.

Huyke onucaHbl NyHKTbI T1AaBHOTO MEHHI0.
JomallHAA cTpaHMLA - 3TOT NYHKT NpeaoctaBaneT MHPOPMaALMIO O COCTOAHUM 3awwmTbl ESET Smart Security.

CkaHMpoBaHUe KomnbloTepa: HaCTpOﬁKa M 3aNyCK CKaHNPOBaHMNA KOMNbOTEPa UK CoO34aHKNe Bbl60p0‘-IHOFO
CKaHMpPOBaHUA.

O6HoBAEeHMe - BbIBOAMT MHPOPpMaLMIO 06 06HOBAEHMAX Ba3bl AaHHbIX CUTHATYP BUPYCOB.

CepBuC - N03BOISET OTKPbITb Baliibl }KypHaNa, CTaTUCTUKY 3aLMUTbl, MPOrPaMmy MOHUTOPUHIA, 3anyLLeHHble
npoLecchl, ceTeBble NOAKIHOYEHUA, NAAHMPOBLUKK, ESET Sysinspector n ESET SysRescue.

HaCTpOﬁKaZ — CNOMOLLbBK 3TOrFro NapameTpa MOX*XHO HAaCTPOUTb YPOBEHb 6e3onacHoCTH ONnA KOMNbOTEPa,
NHTepHeTa, 3aLLnTbl CETU U CPEACTB 6e30nacHOCTU.

CnpaBKa 1 nogaepka — obecrneunBaeT goctyn K gpatnam cnpasku, 6ase 3HaHW ESET, Be6-cality ESET m ccolikam
[O/19 OTNPaBKM 3aNPOCOB B CNYKOY NOAAE PHKKU.

(es[E}) SMARTSECURITY 9

& JdomalwHAan i
CTpaHWUa
o, CkaHWpOBaHWe
KOMNBHOTEpAa
O OBHoBMCHUE v Bbl 3awWmLLeHbl
2 Cepeuc
# Hactpolika
o Cnpaeka u
noaaepxka
HoeocTtu
CkaHMpoBaTh 3awmTa BaHKOBCKOW my.eset.com
KOMMNbLHOTEP onnatbl |_|0J'Ij.'ql_ﬂTE ADCTYTLE AP THM
MposephTe CBOIi KOMABIOTED SaLUMTHTE CBOM NHYHbIE BeG-cmyxGam ESET
Ha HaNH4ME BPEAOHDCHBIX J3HHBIE NP NCNOMB30BaHMK
nporparm MHTEPHET-BaHKMHIa
73 Mocneares oBHosnenne 14 munyT Hasag
ENJOY SAFER TECHNOLOGY™ B= Jlwuerzna geficTenTensHa ao: 31.1. 2016

Ha skpaHe [JlomalwHAA cTpaHULa 0TObpakatoTCa BaXKHble CBEAEHMA O TEKYLLEM YPOBHE 3alLMTbl KOMNbloTEPa. B oKHe
COCTOSAHMA 0TOBpaXKarTCA YacTo ncnonbyemble GyHKLUMM ESET Smart Security. 3aecbh TakKe yKasaHbl CBeAEHUSA O
nocnenHem o6HOBNEHUM M faTa OKOHYaHWUS CPOKA AENCTBUA MPOrpammbl.

16


http://go.eset.eu/knowledgebase?lng=1049&segment=home

3e/ieHblii 3HAYOK M 3e/1eHbli cTaTyc MaKcumanbHas 3awmra coobLatoT 0 MaKCMMaibHOM YPOBHE 3aLUuTbl.

[DelicTBuA, KOTopble cneayeT BbiMOJHUTbL, €C/IM NPporpamma He pabotaeTt HageXawmum obpasom

Ecnv moZynb akTUBHOM 3aLLMTbl paboTaeT NPaBUIbHO, 3HAYOK COCTOAHMA 3alLmMTbl ByaeT 3en1eHbIM. KpacHbli
BOCK/IML,ATEIbHbIM 3HAK UM OPaHKEBbIN 3HAYOK YBEAOMEHMA 03HAYAET, YTO MaKCMMa/lbHaA CTENEHb 3aLUNUTbI He
obecneunsaeTca. B [naBHOM meHto byayT oTobparkaTbCA ONOJHUTE/IbHbIE CBEAEHMSA O COCTOAHUM 3aLUMUTbI KaXK4oro
MOAYNA U NPEAJ/IOKEHbI PeLLeHMUs 419 BOCCTAHOBNEHMA NOHOM 3alWuMTbl. 1158 U3MeHeHMA COCTOAHNUA OTAEIbHOIO
Mmoayna wenkHute Hactpoiika 1 BbibepuTe Heo6X0AMMbIN MOAY 1b.

(es[:h) SMART SECURITY 9

JdomalwHAan
CcTpaHuua

CkaHWpOBaHwe
KOMMLHOTEPA

OBHOBAEHUE A OI'IOBELIJ,EHME o
6ezonacHoOCTA

o

Q

Cepeuc

Hactpoiika B

Cnpaeka u
nojfdepxka

® ©® # B

Hoeoctn

A 3awwTa oT ¢uwmHra He paboTaeT

3Ta yHKUMA He paboTaeT, TaKk Kak HE aKTUEHEI APYIUE HYKHEIE MOZYM NPOTrPamMMEl.

A 3awmTa o1 BWPYCOE N WNHWOHCKWUX NpOoTrpamMmm NpuocTaHOBNEHA

PaboTa 370l hyHKLMKY NPUOCTAHOENEHA, W BALL KOMMBKOTED HE 3ALLUMLLEH OT HEKOTOPIX TUNOE
yrpos.
CNOMWELLIAACA CHTYaUWA OYEHb OMACHE, W 3ALLMTY HYKHO BKIKOUYMTE HE3GMEIUTENEHO.

BKMHOYHTE 3ALUMTY OT BHPYCOE W LUNWOHCKWX Nporpamm

EM|JOY SAFER TECHNOLOGY™

KpacHbIli 3Ha4OK M KpacHas Haanucb « MakcMmasnbHas 3awmTa» He 0653aTeIbHO CUTHAIM3MPYHOT O KPUTUYECKUX
npobaemax.
[na oTOBpaKeHUA TAKOTO COCTOAHUA MOKET BbITb HECKO/IbKO NPUYMH.

® Mporpamma He aKTUBMPOBAHA: MOXKHO aKTMBMPOBaTb Nporpammy ESET Smart SecurityHa lomaluHen
CTpaHuue, Bbi6paB AKTUBUPOBATb NPoAYKT nnv Kynutb ceiiuac Bosne cBefeHMUA O COCTOAHUM 3aLLMUTbI.

¢ ba3a AaHHbIX CUFHaTypP BUPYCOB ycTapena: 3Ta olnbKa NoABUTCA NOC/AE HECKObKUX HeyAauHbIX MOMbITOK
06HOBUTb 633y AaHHbIX CUTHATYpP BUPYCOB. PEKOMEHAYETCA NPOBEPUTL NapameTpbl 06GHOBAEHWIA.
Hambonee yactas npuyMHa 3TOM OLMBKM — HENPaBUAbHO BBEAEHHbIE AaHHble AN ayTEHTUOUKALMM UK
HEeBEPHO CKOHOUIYPUPOBaHHbIE NapamMeTpbl NOAK/IOYEHUA.

® 3awWmMTa OT BUPYCOB U LUMUOHCKMX NPOrPaMm OTKAKOUYEHA: MOXHO CHOBA BK/HOYMUTb 3aLUMUTY OT BUPYCOB U
LIMMOHCKMX NPOrpamm, LLLEIKHYB CCbI/IKY 3anyCTUTb BCe MOAY/M 3aLLUTbl OT BUPYCOB U LUMMOHCKUX
nporpamm.

® [epcoHanbHbIA daitepson ESET oTkAtoUeH: 06 3Tol npobaeme CUrHanM3MpyeT yBe4OM/IEHME O 3aluTe Ha
pabouyem cTone pAaom c snemeHTom CeTb. YTOObI MOBTOPHO BKAOUYMTDL 3aLLUTY CETU, WEJKHUTE 31EMEHT
BKatounTb dpaitiepson.

® CpoK AeicTBua INLEH3NN UCTEK: 06 3TOM CUTHANM3MPYET KPacHbI 3HaYOK COCTOAHMA 3aLumnTbl. C 3TOro
MOMEHTa nporpamma 60/1ble HE CMOKET BbIMOIHATL 06HOBAEHUA. [1N1A NPOA/IEHUA INLEH3UKN CheayiTe
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MHCTPYKLMAM B OKHE NMpeaynperKaeHus.

OpaH»eBbli LBET 3HaYKa yKa3blBaeT Ha TO, UTO AeMCTBYeT orpaHMYeHHan 3alwmrta. Hanpumep, cywecTsyoT
npobaembl c 06HOBNEHMEM NPOTPAMMbI UM 3aKAHUMBAETCA CPOK AENCTBUS NULEH3UM.
[ns oTobpaxKkeHMsA TaKOTro COCTOSHUA MOXKET BbITb HECKO/IbKO NMPUYMH.

¢ MpeaynpexaeHue 06 oNnTMMM3aLUM MOAYNA K AHTUBOP»: 3TO YCTPOICTBO HE ONTUMMU3MPOBAHO A1

moayna ESET AHTMBOP. Hanpumep, Ha Ballem KOMMbOTEPEe MOXKeT ObITb He co3gaHa GaHTOMHaA yyeTHas
3anuchb (PyHKLMA CMCTEMDI 3aLLMTbI, aBTOMATUYECKMN BKTIOYaEeMasi, KOr4a yCTPOMCTBO MOMEYaeTesa Kak
oTcyTcTBYtoWee). PaHTOMHYO YYETHYIO 3annCb MOXKHO CO34aTb C NoMoLwpbto GyHKUMKM ONTMMM3aUmMA B BE6-
uHtepdeiice ESET AHTMBOP.

MUrpoBoii peKMm BKAKOYEH : BKIOYEHWE MIPOBOro pekMma npeactaBaseT NnoTeHUManbHbIN PUCK Ans
6e3onacHoCTu. Mpur BKAOYEHUN 3TOM PYHKLMM BNOKMPYIOTCA BCE BCM/bIBAOLWME OKHA M OCTaHAB/IMBAOTCA
BCe 3aMn/1aHMPOBaHHbIe 334a4W.

CpOK a,eicTBuUA Ballei UL H3UN CKOPO 3aKOHYUTCA: NMPU3HAKOM Hanuus 3Tol npobiemsl aBnaeTca
nosiBieHME BOCKINLATE/IbHOTO 3HAKA B 3HAUYKE COCTOSIHUA 3aLlUMTbl PAAOM C CUCTEMHbIMK Yacamu. Mocne
OKOHYaHMA CPOKA AEMCTBUA NULLEH3UN NPOorpaMma Bo/iblle He CMOMKET BbIMOHATL OOHOBAEHUSA, @ 3HAYOK
COCTOSAIHWA 3aLLUMTbI CTAHET KPACHbIM.

Ecnv npeasiorKeHHble pelleHus He No3BOIAKOT YCTpaHUTbL Npobemy, BbibepuTe snemeHT CnpaBKa v Noanep KKa v
npocMoTpuTe Gaiibl CMPABKU UAU MOULLUTE HYKHYIO MHbOopMmaumio B 6ase 3HaHuMI ESET. Ecnv Bam no-npekHemy
HYKHa MOMOLLb, OTNPaBbTe CBOM 3aMnpoc B CNyKby noasep»<ku. Ee cneumanmnctbl onepaTMBHO OTBETAT Ha BaLLM
BOMPOCbHI M MOMOFYT HAalTK pelueHue.
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3.2 O6HoBNeHuA

O6HoBNEHNE 6a3bl AaHHbIX CUTHATYP BUPYCOB U KOMMOHEHTOB NPOrPaMmbl ABAAETCA BaXKHOM YacTbio obecnevyeHums
3aLMTbl KOMMNbOTEPA OT BpeLOHOCHOTO Koga. ObpaTnTe ocoboe BHMMaHME Ha UX HAacTPOMKY 1 paboTy. B rnaBHoOM
MeH!0 BbibepuTe NyHKT O6HOBNEHME, a 3aTeEM LeIKHUTe OBHOBUTbL ceiuac, YTobbl MPOBEPUTbL HanMune 0BHOBAEHUIA
6a3bl AaHHbIX CUTHATyp BUPYCOB.

Ecam vma nonb3oBaTens v Naposib He BBOAMIMCH B NpoLecce akTueaumm ESET Smart Security, Ha aTom atane 6yaet
npeA/ioXeHO yKasaTb MX.

- X
SMART SECURITY 9

O6HoBAeHMe @

& JdomawHan

CTpaHuua
{ ¥ Basa gaHHbIX CUTHATYP BMPYCOB aKTyaAbHa
o CkaHWpoeBaHue x./
. KoMMbloTepa O6HoBNEHWE He TpeByeTca — Ga33a A3HHBX CHITHATYP BMPYCOB 2KTyanbHa.
MocnegHee yenelwHoe oBHoBREHKE: 8.9, 2015 15:08:26

e
C O6HoeneHne Bepcna Baskl 4aHHER CUrHATYP BMPYCOE: 12220P (20150908)
Z Cepeuc
P Cnpaeka u

noanepxka
HoBocTu @ OBHOENEHWE NPOTPaMMEI

¥cTanoenenHan sepounn: 9.0.303.1

[MpoBepuTb HannuMe OBHOBNEHWA

EMN]OY SAFER TECHNOLOGY™
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B okHe [lononHuUTebHble HAaCTPOIKM (BbibepuTe NyHKT HacTpoiika B r1aBHOM MEHIO, MOC/IE YEro WeNKHUTe

aneMeHT [LonoaHUTEIbHbIE HAaCTPOMKU UM HAaXKMUTE Knasuwy F5) cogeprkartca paclumMpeHHble napameTpbl
06HOBMEHMA. [118 HACTPOMKM pacLIMPEHHbIX MapameTPoB 0BHOBAEHUA, TAKMX KaK pPeXnm obHOBNEHUA, AOCTYN Yepes
NPOKCK-CEPBEP W NOAKIIOYEHNA K NOKANbHOM CETU, OTKPOITE COOTBETCTBYIOLLYHO BK/1aAKy B OKHe O6HOB/EHMe.

@ Pacuwmpernele napamerpel - ESET Smart Security EI
PacliMpeHHble NapameTphl Q X ®

3ALLIATA OT BPYCOB
OBLLUME
OBHOBAEHWME
Mo npoduns

MEPCOHAMBHBIA
GAFEPEON & ocHoBHOE

Tun oBHoBNEHNA Perynaproe oHosnenne ~
VIHTEPHET 11 3/IEKTPOHHAA

no4TA OTKAHYMTE YBEAOMNEHUA O 33BEPLUEHMH 0BHOBNEHNA X i ]

KOHTPONL YCTPOWCTE
PEXXMM OBHOBAEHWA

CIYKEBHBIE MPOMPAMMEI

~ MPOKCW-CEPBEP HTTP
NHTEPQEINC

NONL20OBATENA

3.3 Hacrtpoitka goBepeHHOM 30HblI

Heobxoanmo HacTpouTb LOBEPEHHbIE 30HbI 414 3aLLMTbl KOMMNbIOTEPA B CETEBOM cpeae. HacTpoiKa 4OBEPEHHbIX 30H
05 paspelleHns obuwero AocTyna g4aeT BO3MOXKHOCTb NpeAoCTaBUTb AOCTYM K KOMMNbOTEPY APYTMM NO/1b30BaTe/IAM.
MocnepnoBaTenbHO BbibepuTe anemeHTbl HacTpoiika > 3awura cet > MogKAOUEHHbIE CETU U L IKHUTE CCbINTKY
pPAAOM C MOAKAOYEHHOM ceTbto. Ha aKpaH 6yaeT BbiBe4€HO OKHO, NO3BO/IAIOLLEE BbIOPATb HYXKHbIN peXum
6e30nNacHOCTU KOMMNbIOTEPA CETHU.

O6HapyKeHune goBePEHHbIX 30H NpoucxoauT nocne yctaHoBKM ESET Smart Security 1 npm Kaxaom noaKkato4e HUK
KOMMNbtOTEPA K HOBOM ceTW. TakMm 06pasom, 06bI4HO HET HEOHXOAMMOCTH 3a4aBaTb AOBEPEHHbIE 30HbI. 10
YMONYaHWI0, eciv 0bHapyKMBaeTcA HOBAA 30HA, MOABAAETCA AMAaN0Or0BOE OKHO, B KOTOPOM No/ib3oBaTe o byaeT
npeasoXKeHO HAaCTPOUTb YPOBEHb 3aLLMTbI ANA STOM 30HbI.
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SMART SECURITY 9

HO CETEBOEC NOLKAHOUEHKWE

[4:]

i Harg

Kakan 3To ceTk?

Mpoeoanan cete: hg.eset.com

CeTb ofm.tero nonkL30BaHWA

EE? 3To oBLELOCTYNHAA CETh (DHA HAXOAWTCA, K NPUMERY, B Kade,
=T
asponopTe wan roctHuue), Jpyriue nonssceatenn ByayT BWAETE BaLL
KOMMBHITER,

¥ JomawHas uav opucHan cetb

3o HEAEWHAA ACMALLIHAR WK 0¢MCHEH CETh. ,ﬂ,pyrue NoNBE3CEATENKN

By AyT BWAETE BALLl KOMMBHITER.
JakpeiTe

ABTOMETUYECKN NOMEYATE HOBLIE CETH KaK CETH 05LLI,EI'0 nonbe30BEaHWA.

JononHnTenkeHele cBegeHna ob 3Tom cooBLLEHNK w [NogpoGHocTr

MpedynpexcdeHue: Henpasu/ibHas HaCTPOIKa AOBEPEHHOM 30HbI MOXKET MOBJIeYb 33 CO60M CHUKEHME YPOBHS
6e3omacHOCTM KoMNbtoTepa.

NPUMEYAHME: Mo ymonyaHuio paboume cTaHUMM U3 AOBEPEHHOM 30HbI MOAYYalOT AOCTYN K dainam 1 npuHTEepam,
017 KOTOPbIX OTKPbIT 06LWLMI AOCTYN, 415 HUX pa3pelleHbl Bxoadawme coeamHeHna RPC, a TakKe A0CTynHa ciy»kba
yAaneHHoro pabouero crona.

JononHutenbHble cBeaeHUs 06 3ToN GyHKUMM CM. B cTaTbe 6a3bl 3HaHMM ESET:
B ESET Smart Security o6HapyKeHo HOBOe ceTeBOe NOAKAYEHUE

3.4 AHTUBOp

Y106bI 3aLLMTUTL KOMMNBIOTEP OT MOTEPU UNU KPaXKK, BbIDEPUTE OAMH M3 ONMMUCAHHbBIX HUXE BapMaAHTOB AnA
perncrpaumm Komnbototepa B cucteme ESET AHTmBOPp.

1. Mocne ycnewHoM akTUBaLMK Bbibe puTe KOMaHAy BKAoUUTb AHTUBOP, YTOObI aKTMBUpPOBATb GYHKLMK ESET
AHTMBOP 414 TO/IbKO YTO 3apPErMcTPMPOBAHHOIO KOMMbIOTEPA.

@ MmnopT v 3KcnopT napaMeTpos

Tekylwan KoHGUrypawia ESET Smart Security MoskeT BbiTb coxXpaHeHa B
daine dopmata XML ¥ NpH HEoOX0AMMOCTH BOCCTAHOBNEHE MOZHE,

WMMnopT W 3kcnopT
) MMNOPTHPOBATE NAPEMET Dbl

(@ JKCNopTHPOBATE NapaMeTpsl
MMA dakina:
Et\export. xml E

[ OK ][ OTMeHa ]

2. Ecnu Ha naHenu MnaBHaa nporpammbl ESET Smart Security otobpakaeTca coobuieHne o Tom, Yto moaynb ESET
AHTMBOP AOCTYNEH, peKOMEHAYeTCA aKTUBMPOBATb 3Ty QYHKLMIO HAa KOMNbtoTepe. LLleNnKHUTe anemeHT
BKkNtounMTLESET AHTUBOP, UTOObLI 3aperncTpmpoBaTb KOmnbioTep B cucteme ESET AHTUBOP.

3. B rnaBHOM OKHe nporpaMmbl NnocaeoBatebHO BblbepuTe anemeHTbl HacTpoiika > CpeacrBa 6e3onacHoOCTy.

LLlenkHnTe anemeHT _ psgom c anemeHTom ESET AHTUBOP 1 cnefyiTe MHCTPYKUMAM, NPUBEAEHHbIM B
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OTKPbIBLUEMCA OKHE.
NPUMEYAHME. ESET AHTUBOpP He BbINO/IHAETCA B ONepaunoHHbIX cuctemax Microsoft Windows Home Server.

[ onoNHUTENbHbIE MHCTPYKLUM O CBA3bIBAaHMM KOMMbIOTEPa €O CNy»Kboi ESET AHTMBOpP NpuBeaeHbl B pasaene
JobaBneHne HOBOro YCTPOMCTBA.

3.5 CpepactBa poanTENbCKOro KOHTPONA

Ecnu Bbl y»Ke BKAOYUAU POAUTENbCKUA KOHTPOb B ESET Smart Security, Heo6xoAMMO TaK»Ke HacTpouTb
POAUTENBCKUN KOHTPOJIb /1A HYMKHbIX YYETHbIX 3anunceit Noab3oBaTe s, YTobbl 06ecneynTb NpPaBUAbHYO PaboTy
3TON QYHKLUMN.

Ecnu poauTenbCKMii KOHTPOIb aKTUBUPOBAH, HO YYETHbIE 3aMMcKu NOJ1b30BaTeI HE HAacTPOeHbI, Ha naHenu FnasHas
rNaBHOro OKHa NpPorpaMmbl 0TO6pasnTca coobleHne OYHKUMA POLUTENBCKOrO KOHTPONA He HacTpoeHa. Bbibepute
KoMaHAay HactpouTb npasBuna ceituac 1 obpatuTech K rnase PoautTenbCKMIA KOHTPOb A1 NOAYYEHNA YKa3aHWUI No

NMoBOAY CO34aHUA CreUmanbHbIX OrpaHUYeHNN 418 3aLMTbl AeTel OT NOTEHLMANIbHO HEeXKeNaTeIbHbIX MaTeprasios.
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4. Pabota c ESET Smart Security

MapameTpbl HacTponkm ESET Smart Security gatoT noab30BaTe /110 BO3MOXHOCTb HAaCTPamMBaTb YPOBHM 3aLLMTbI
KOMMNbIOTEPA U CETU.

- X
(es[:h) SMART SECURITY 9
Hacrpoiika ®

& JomaluHan

cTpaHuua ~

@ 3aumTa KOMMbKOTEPA >

o CkaHWpOBaHwe Bce dyHKUMKM 33LLMTEI KOMIEBIOTERE AKTUEHEL

KOMNLHOTEPA
< OBHoBAEHME
= 3awmTa MiHTepHeTa
& Cepeuc —— ° b2

ce Tpebyemble GyHKLMK 33LKTel VIHTEpHETA KTMBHGI.

# Hactpolika
o Cnpaeka u

nomepmka JaWnTa CETH )

Boe Tpebyemble dyHKLMKW 33LLMTEI CETH 3KTHEHEL
(8 Hoeocmn
Cpeacrtea besonacHocTH >
ﬂ,DI’IDJ’IHHTEﬂbeIE CPEACTEE 4NA 33LLWThRl KOMNBHITEDS,

EM]OY SAFER TECHNOLOGY™ tlr MMI'ICI[JT W FKCNOPT NapameTpoe # QOI'ICIJ'IHHTEJ'II:HI:IE HaCFpOHKM

MeHto HacTpoiika coepuT cneaytowme pasgensi.

@ 3awmrTa KomnbloTepa
3awumra B UHTEepHeTe

0
3awumra cetn

Cpeacrea 6e3onacHoOCTH

Bbibe puTe KOMNOHEHT, 4yTOObI HaCTPOWUTb AONO/IHUTE/IbHbIE NapaMeTpPbl AN1A COOTBETCTBYHOLWETro 3allMTHONro MmoAaynAa.
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B HaCTPOVIKaX 3aWNTbl KOMNbIOTEPA MOXHO BK/1KOYaTb U OTK/1KOYaTb cneaytoume KOMMNOHEHTbI.

¢ 3awwuTa paiinoBoi cucTembl B peKMMe peasnibHOro BpeMeHU: Npu OTKPbITUM, CO3AaHUKN UK 3anycKke ntoboro
¢dalina Ha BalleM KOMMbIOTEPE BbIMOJIHAETCA CKAHMPOBAHWE HA Ha/iMYMe BPeAOHOCHOIO Koaa.

HIPS: cuctema npeaoTBpalleHUA BTOPKEHWI Ha y3e/1 OTCaeXnBaeT cobbITHA B ONepPaLnMoHHON cUcTeme U
pearnpyeT Ha HUX B COOTBETCTBMM C UMEIOLLMMCA HabopOoM NpaBum.

MrpoBoii peKMM: BKAIOYAET UAM OTKNOYAET UTPOBOM peXkMM. Mocsie BKIOYEHUA UTPOBOIO PEXKMMA Ha 3KpaH byaeT
BbiBEIEHO NpeaynpexaeHue (o noTeHUManbHOM yrpo3e 6esonacHocTu), a 4N opopMIEHUsA raBHOTO OKHa byaeT
NPUMEeHEeH OpaHKeBblIi LBET.

B HaCTp0I‘/’1KaX 3awmuTbl B UHTEpPHETE MOXHO BKNHOYATb M OTKAIOYATb Caeaytowme KOMMOHEHTbI.

® 3awuTa aoctyna B UHTEpHeT: ec/in 3TOT NapameTp BKAKOYEH, BeCb TpaduK no npotokonam HTTP n HTTPS
CKaHMpYyeTCcAa Ha Hann4me BpeLOHOCHbIX MPOrPamMm.

3awuTa NoYTOBOro K/MEeHTa: obecneymBaeT KOHTPOb 06MeHa AaHHbIMM No npoToKkonam POP3 u IMAP.

3awmTa oT cnama: CKaHMpPYHTCA HeXKenaTe ibHble COODLLEHMS, T. €. CNaM.

3awuTa ot puwmHra: obecneymsaeT PUNbTPALMIO BED-CATOB, 3aN0L03PEHHbIX B PACNPOCTPAHEHUM COLE PHKUMOTO,
KOTOpOe npeaHa3HaYeHOo 4158 MAaHUNYIMPOBAHMUA MNOb30BATENEM, C TEM YTOObI MOIYYUTb OT HETO
KOHbUAEHUMANbHYO MHPOPMALNIO.

Pa3gen 3awmra ceTm UCNob3yeTcs 415 BKAOUYEHUA UK OTKAYeHUA NepcoHanbHoro daliepsoa, 3awuTbl OT
ceTeBblx atak (IDS) v 3awmThl OT 6OTHETOB.

MapameTp CpepcrBa 6€30NaCHOCTM MOXHO MCMO/1b30BaTh A/1 HACTPONKK CneayoLLmX Moaynen.

® 3awwmTa BaHKOBCKUX NaaTeken

® PoanTeNbCKMM KOHTPOb

® AHTUBOP

PoauTenbCKUii KOHTPOb NO3BONAET BOKNPOBATb BEB-CTPaHULLbI, KOTOPbIE MOTYT COZEP*KaTb NOTEHLUMANbHO
HexenaTenbHble MaTepunanbl. Kpome TOro, poauTenn MoryT 3anpeLaTtb AOCTYN K Beb-caitTam npeBapuTebHO
3aZaHHbIX KaTeropuin (bonee 40) n noakateropuii (bonee 140).

[Jna NOBTOPHOro BKAKOYEHUA OTKAKOYEHHOTO KOMMOHEHTA 6e3onacHoCTH LWEeNKHUTE I'IOI'|3yHOK_ TakKUm

~ |'.- il ]
obpaszom, uTobbl 0TOBpPa3n/ICcA 3eneHbIN GaxKoK. D

APUMEYAHMUE. MNpu OTKAOYEHUW 3aLLUTbI TAKUM CNOCOBOM BCE OTK/IHOYEHHbIE MOAYNM 3aLLMTbl ByAyT NOBTOPHO
BKJ/IOYEHbI NOCEe Nepes3arpyskn KomnboloTepa.

B HMMKHE W YacTM OKHa HACTPOWMKM eCTb AOMOIHUTEIbHbIE NapameTpbl. YTobbl BbINOAHUTL 601ee NoApobHYo
HaCTPOMKY NapameTPOB A/15 KaxKA0ro Moayns, nepenaute no ccbiike [LonoNHUTENbHbIE HACTPOMKKU. YTOObI
3arpysuTb NapamMmeTpbl HACTPOMKM U3 dalina KoHPUrypauum B popmate XML unm coxpaHuTb TeKyLMe napameTpsbl
HACTPOMKM B Gann KOHPUrypaLmm, BOCNoNbayiTecb GyHKUMe UMNOPT M SKCNOPT NapameTpos.
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4.1 3awmTta KOMNblOTEpA

B okHe «HacTpoiika» LenKkHMTe napameTp «3almTa KoMnbioTepa», YTobbl NpocMoTpeTh 06LimMe cBeaeHMsa 060 Beex
MOAYNAX 3aLMTbl. YTO6bI BpEMEHHO OTK/IOUYUTD TOT MU MHOM MOAY /b, LENKHUTE [ o] O6paTuTe BHUMaHKE, YTO

npv aTom Byaet ocnabneHa 3almra Ballero Komnototepa. LlenkHute anemeHT o PAZOM C MOAYEM 3aLLUTbI, 4TOBbI
MONYYUTb AOCTYN K AOMOJTHUTEIbHbIM HACTPOWKaM 415 Hero.

LLlenkHuTe anemeHT L} > UsmeHuTb UckntoueHMA psAAoM c aneMeHTOM3aluTa $paitioBoit CUCTEMBDI B peXKUMme
peanbHOro BpeMeHHM, YToObl OTKPbITb OKHO HAacTpoeK UCcKoYeHne, B KOTOPOM MOMKHO UCKAOUNUTL Gaisibl U Manku U3
CKaHMPOBaAHMA.

(es[zh) SMART SECURITY 9

@

@ 3awuTa MHTepHeTa

& JomalHan
CTpaHuua -D 3awwmTta gocryna e MHTepHeT #
Brmoueno: obHapyxenne n Bnokuposka eb-caiiToB C BPELOHOCHBIM COAEPHMMBIM.
o CKaHWpOBaHWeE
s
KOMMEBHOTEPA m 3alMTa NOYTOBOro KAMeHTa #
~ Bratoueno: cKaHMpOBaHNE COOBLLEHNHA, NPUHIMAEMBIX M OTNPAENAEMBIX NOYTOBLIM KNMEHTOM,
& O6HoBneHUe
= CepeMmc JauMTa oT cnama —
P m Brtoueno: oBHapy#eHne M yAANEHNE HEKENATENBHBEX CODBLLIEHNA, #
# Hactpolika
‘) 3awmTa oT buwKHra #
® Cl‘lpaBKa M Brmtoueno: obHapy#eHne n BNOKMPOBKE MOLLEHHWYECKHX W ULLMHIoBBL BEG-CafTOE,
noaaep>ka
(® Hoeoctu
EN]OY SAFER TECHNOLOGY™ 1) WmnopT u akcnopT napametpos ¥ NononHutensHele HaCTpOMKK

MpPUOCTaHOBUTD 3aLUUTY OT BUPYCOB M LLIMMOHCKUX MPOrPamMm: OTKNOUYEHME BCEX MOy e 3almTbl OT BUPYCOB U
LUMMOHCKMX Nporpamm. Mpu OTKAOUYEHUM 3aLLUTbI 0TOBPaKaeTca COOTBETCTBYoLLEe OKHO. C ero MomMoLLbH MOXKHO
33/aTb BpeMs, Ha KoTopoe byZeT OTKItOYeHa 3alLmMTa, BbiGpaB 3HaYEeHWE B PacKpblBatoLLLe Mcs MeHI0 Bpemsa. HaxkmuTe
KHoMKy OK ana noatBep:RaeHms.
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4.1.1 3awmTa OT BUPYCOB

3awmTa OT BUPYCOB NpeaoTBPaLLaeT BPeAOHOCHbIE aTakM HAa KOMMbIOTEP NyTeM KOHTPOASA GalinoB, 3N1eKTPOHHOM
nouYTbl U cBA3M Yepe3 MIHTepHeT. Ec/in 06HApYKMBAETCA COAEPPKALLANA 3/I0HAME PEHHbIM KOA, yrpo3a, Moay /b 3aLLMTbl
OT BMPYCOB MOXKeT 06e3BpeanTb ee, CHavana 3ab/10KMPOoBaB, a 3aTEM 0YUCTMB, YAA/IUB UM NePeMeCTUB Ha KapaHTUH.

@ PacwmpenHele napametpel - ESET Smart Security

PaclumpeHHble napameTpsl Q
]
3ALLWTA OT BUPYCOB
2 ocHoBHOE

3awuTa QalinoBoH CUCTEMBI B
PeEXMME peanLHOrD MAPAMETPEI MOAYNA CKAHUPOBAHWA
EQEMEHH
':KaHllpOBaHllE KOhII‘IbI—OTepa no BrnrounTe D?HEFI)OKEHHE MOTEHUNENBHO HEKENATENBHBIX

- NPHACHEHNA
TpeBoBaHuo
CKaHWPOBAHHE B COCTOAHKMK BrntounTe oBHapyKeHWE NOTEHLMANEHO CNACHBIX x
npocToA NPHACHKEHIA
-KEHHPOBAHKE NPy 3aMyCke BrntounTe oBHapy#eHWe NoA03pUTENBHBEE NPUACHKEHWA
ChEMHBIE HOCHTENN
3a3LUHTE JOKYMEHTOE
Hes 3ALMTA ANTI-STEALTH i
OEHOBNEHWE BrntounTe 3awwuty Anti-Stealth
MEPCOHAJEHBIA
DAAEPBON WCKNH4EHWUA
WMIHTEPHET 11 3/TEKTPOHHARA Crmcox nyrefi, KOTOPLIE HYXHO HCKAKOUMTE 13 Wameruts (i )

MoOYTA CKaHWpOBaHWUA

KOHTPOMb YCTPOIACTE

S OWSSCELILIC O rn Ak AR AL L

MapameTpbl MOAYA CKAHUPOBAHUA MO3BOAIOT A5 BCEX MOAY/IEN 3aLUMTbI (Hanpumep, 3almTbl GaiioBOM CUCTEMBI
B PEXKMMeE PeasibHOro BpeMeHMU, 3almMTbl A0CTYyNa B MHTEPHET U T. A.) BKAOUYUTbL UK OTKIIOYUTb OOHApYKeHue
CneayroLLmx 31EMEHTOB.

® [loTeHUMaNnbHO HeXKenatesibHble NPUNOKEHUA He BCeraa ABNAOTCA Bpe A0OHOCHbIMM, O4HAKO MOTYT HEraTUBHO
NOB/INATb Ha NPON3BOAUTE/IBHOCTb KOMMNbIOTEPA.
JononHntenbHyo MHd)OpMaLI,MIO O NPUNOKEHUAX 3TOIO TUMa CM. B rnoccapnin.

® MoTeHUManbHO ONacHble NPUNOXKEHUA: 3TO onpeaeeHNne OTHOCUTCA K 3aKOHHOMY KOMME PUYeCKOMY
nporpaMmHoOMy obecrneyeHnto, KOTOPOe MOKET BbITb MCNOb30BAHO ANA NPUYMHEHUSA Bpeda. K noTeHUManbHO
OMNACHbIM NMPUNOKEHUAM OTHOCATCA CPEACTBA YAANIEHHOTO AOCTYNA, MPUIOKEHUA 418 B3/IOMa Naponei u
KNaBMaTypHbIE WNMOHbI (MPOrpaMmbl, PETUCTPUPYIOLLME KaxKa0e HaxKaThe No/ib30BaTe/IeM KaBuLL Ha
KnaBuaType). 3TOT napameTp Mo YMOJTYAHUIO OTK/THOYEH.
[ononHuTenbHyo MHGOPMALMIO O NPUIOKEHUAX ITOTO TUMA CM. B F10CCAPUM.

i I'Io,qospmeanble NPUNOXEHUA: K HUM OTHOCATCA NPOorpammeobl, CKatble MNP NOMOLLN YNaKOBLWKMKOB U1K CpeacTB
3alnThbl. 3HOYMbILLI}'IeHHVIKVI 4acCTO UCNONb3YHKOT NPOrpammbl 3TOro Thna, yTobbI M36€eKaTb O6Hapy)-KEHMF|.

TexHonorua Anti-Stealth asnsaetca cnoxHol cuctemol, obecneymBatoLleli 0bHapy»KeHWe onacHbIX NPOrpamm, Takmux
KaK PYTKUTbI, KOTOPbIE MOTYT CKPbIBAaTbCs OT ONEPALMOHHOM CUCTEMbI. ITO 3HAYMT, YTO TaKME MPOrPaMmbl
HEeBO3MOXHO 0OHAPYKUTb C MOMOLLbIO 06bIYHbIX METOA0B TECTUPOBAHUA.

McKkNoueHUa No3BONSIOT UCKAOUMTL Gaitibl M NanKM U3 CKaHMPOBaHMSA. YTobbl 06ecneynTb CKaHMpPoBaHME BCEX
06bEKTOB Ha Ha/MYMe Yrpo3, PEKOMEHAYeTCA CO34aBaTb UCKIHOYEHUA TObKO B C/ly4Yae KpaliHei HeobxoaMmocCTy.
OfZHaKOo B HEKOTOPbIX Cy4YasnX BCE e HeobX0AMMO UCKAoUaTb 06beKTbI, Hanpumep 6obline 6asbl AaHHbIX,
KOTopble 3ameg/1Al0T paboTy KOMNbIOTEPA MPU CKAHMPOBAHWUM, UK MPOTPAMMBbI, KOHOAUKTYHOLME C NPOLLECCOM
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CKaHMpoBaHuA. CBeaeHMA 06 UCKtoYeHMM 06beKTa U3 061aCTU CKAHMPOBaHMA CM. B pasgesne McKaodeHus.

4.1.1.1 3awwmTa $paitnoBoIi cMCTeMbl B peXXUMe peasibHOro BpemeHMU

®YHKLMA 3aWNTbI GatI0BOM CUCTEMBI B PEXKMME PeanbHOro BPEMEHM KOHTPOAMPYET BCe COBbITUA B CUCTEME,
OTHOCALMECS K 3aLLMTE OT BUPYCOB. MNpKn OTKPLITUK, CO34aHUM UK 3anyCcKe GaitoB BCe OHM CKAaHUPYHOTCA Ha Hanumne
BpPeZOHOCHOTO KoAa. 3almTa $Gali10BOM CUCTEMbI B PEXKMME PeaibHOrO BPEMEHM 3aMyCKaeTCA Npu 3arpyske
onepaunoHHOM CUCTEMbI.

@ Pacwmpentele napametpel - ESET Smart Security El
PacluMpeHHble NapamMeTphbl Q X ®
fa) ~
SALLIATA OT BMPYCOB
B ocHoBHOE
3awuTa dalnoBoii cuctemel B
peXuMe peanbHoro ABTOMaTMYECKN 33Ny CKaTh 3aLUMTY GainoBoil CUCTEMBI B i
BpeMeHH PEKWME PEANBHOMD BPEMEHN
CKaHMpOBaHWe KOMNbHTEPA NO
TpeDoBaHHD
CKaHWPOBaHMe B COCTOAHKK HOCHMTENW ANA CKAHUPOBAHWA
npocroA
W
CKaHHpOBaHKe NpW 3anycke Kectrue gucin - o
CheMHBIE HOCHTENK CHEMHEIE HOCUTENK ﬂ
3alMTa AOKYMEHTOR
W
Lps CeTeBble gnckn - i ]
CQEHOBMEHME
CKAHWPOBATH NPU
MEPCOHAMEHBIN OrkpbiTun baiina o
QAKEPBON
Cozganum daiina [i ]
WIHTEPHET 1 3NEKTPOHHARA
i v
NOUTA McnonHennn daina - (i ]
~ JocTyne K ChEMHBIM HOCUTENAM i ]
KOHTPOSMb YCTPOWCTE
BrIKNMOUEHNN KOMNBHOTERE Li ]
COWEELILIC Orn Ak AR AL = =

Mo ymonyaHutio GyHKLMA 3aWMTbl GaliIOBON CUCTEMbI B PEXKMME pPeasibHOro BpeMeHU 3anycKaeTcs Npu 3arpyske
cucTeMbl M obecneynBaeT NOCTOAHHOE CKaHUPOBaHMe. B 0cobbix ciydasx (Hanpumep, Npu BOSHUKHOBEHUK
KOH(AMKTA C APYTMM MOAYEM CKaHMPOBaHWUA B peasibHOM BpeMeHW) 3amTy GpaiinoBoit CUCTeMbl B peanibHOM
BPEMEHW MOKHO BbIKNOUNTb. [ 3TOrO HY»KHO OTKPbITb OKHO JLONO/JIHUTEIbHbIE HAaCTPOMKU U B pasdene 3awura
¢daiinoBoii cuctembl B peanbHOM BpemeHU > OCHOBHOE CHATb (1aXKOK ABTOMAaTHMYeCKM 3anyCKaTb 3awwuty ¢pain1oBoi
CUCTEMDbI B PeXXMMEe PeanbHOro BpeMeHHMu.

Hocutenun ana ckaHmpoBaHus

Mo YMO/T4aHUIO BCe TUMDbI HocuTenemn CKaHUPYOTCA Ha Ha/1IM4YMne BO3MOXKHbIX YIpO3.

JIoKanbHble AUCKU: KOHTPOIMPYIOTCA BCE XKECTKME AMCKM, CYLLECTBYIOLLME B CUCTEME.

CbeMHbIe HOCUTENN: KOHTPOIMPYIOTCA KoMmnakT-/DVD-auckn, USB-ycTpoictea xpaHeHus, Bluetooth-ycrpoiictea un
T. M.

CeTeBble AUCKU: CKAHMPYIOTCA BCE NOAKNIOYEHHbIE CETEBbLIE ANCKMU.

PekomeHayeTca OCTaBUTb MapaMeTpbl MO YMOAYAHMIO, @ USMEHATb UX TOJIbKO B 0COObIX cy4yasnx (Hanpumep, ecim
CKaHMpOBaHMe onpeaeeHHbIX HOCUTENEN NPUBOAUT K 3HAYUTEIbHOMY 3aMe4J/IEHNI0 0B6MeHa AaHHbIMK).

CkaHupoBaTb nNpu

Mo ymonyaHuto Bce dalinbl CKAHMPYIOTCA MPU OTKPbLITUM, CO34aHUN UAWN UCTIONTHEHMU. PEKOMEHAYyeTCs He U3MEHATb
HaCTPOWKM MO YMONYAHUIO, MOCKO/IbKY OHM 06ecrneynBaloT MakCUMabHYHO 3aLLMTY KOMMbIOTEPA B PeXKUME
peasnibHOro BpeMeHu.
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OTKpbITUE daiina: BKAOUYEHME M OTK/IIOYEHNE CKAHMPOBAHUA NPU OTKPbITUM daitios.

CozgaHue daiina: BKAOUYEHNE N OTKAOYEHME CKaHNPOBaHWA Npu co3aaHmm ¢hainos.

NcnonHeHue ¢aiina: BKAOYEHWE U OTKIOYEHWE CKaHUPOBAHMA Npu 3anycke ¢aiinos.

e [locTyn K Cbe MHbIM HOCUTENAM: BK/IIOYEHME 1 OTKIOUEHWE CKaHUPOBaHMA MPU AOCTYNeE K KOHKPEeTHOMY
CbeMHOMY HOCMTE0, Ha KOTOPOM MOTYT XPaHUTbCA AaHHbIE.

® BbiK/JlOYEHUE KOMMbIOTEPA: BK/IOYEHME U OTKIHOYEHNE CKAaHUPOBAHMA MPU BbIKIHOYEHUN KOMMbIOTEPA.

3awmTa $aitIoBO CUCTEMbI B PEXKUME PeanbHOro BpeMeHM NpoBepaeT BCe TUMbl HOCUTEIEN 1 3anycKaeTcs
PasNINUYHbIMKU COBLITUAMM, TAKMMM KaK A0CTYN K daliny. 3a c4eT UCMO/1b30BaHNA MeToA0B 0bHapyKeHus ThreatSense
(kak onucaHo B pasgene Hactpolika napameTpos moaynsa ThreatSense) 3alwmTy GpaiioBOl CUCTEMBI B PEXUME
peasnibHOro BpeMeHM MOMKHO HaCTPOUTb /1 CO34aBaEMbIX M YiKe CyLeCTBYWMX dainios no-pasHomy. Hanpumep,
MOXHO HacTPOMUTb 3aWnTy $GaltI0BOMN CUCTEMbI B PEXKMME PeanbHOro BpeMeHu Tak, 4Tobbl oHa 6osiee TuaTebHO
OTC/Ie}KMBaNa BHOBb CO34aHHble daibl.

[NA CHUXEHUA BANAHNA Ha NPON3BOAUTEIbHOCTb KOMMbIOTEPA NPU UCMO1b30BaHNM 3aLLMTbI B PEXMME peasibHOro
BpeMeHM daitsibl, KOTOPbIE Y3Ke CKaHMPOBANCh, HE CKAHUPYHOTCA MOBTOPHO, NMOKa He ByayT usmeHeHbl. Palinbl
CKaHMPYIOTCA NOBTOPHO Cpasy Noc/e Kaxaoro o6HoBAeHUs 6a3bl 4aHHbIX CUTHATYP BUPYCOB. Takoe noseaeHue
KOHTPO/ZIMPYETCA C UCMOb30BaHMEM onTUMM3aLmm Smart. Eciv OnTummsaums Smart oTKAtoYeHa, Bee dpaisbl
CKaHMPYIOTCA NPU KaxK4OM K HUM gocTtyne. Jna usmeHeHna 3Toro napameTpa Haxkmute F5, 4Tobbl OTKPbITb OKHO
[ononHuTenbHble HAaCTPOMKK, M NepenauTe K pasgeny 3aluura oT BUpPycoB > 3awuTa ¢pai10Boii CUCTEMbI B peXKume
peanbHoro BpemeHu. MNocnenoBaTenbHO LWEAKHUTE 3n1eMeHTbl HacTpoiika napameTtpos mogynsa ThreatSense >
[pyroe v CHUMUTE UK YCTaHOBUTE G1a*KOK BKAOUUTD MHTENNEKTYa/IbHYIO ONTUMU3ALUIO.

4.1.1.1.1 [OononHuTtenbHbie napameTpbl ThreatSense

JononHutenbHblie NnapameTpbl ThreatSense ANA TONbKO YTO CO3A4aHHbIX U USMEHEHHDbIX cbaﬁnos

BepoATHOCTb 3aparkeHMA TONIbKO YTO CO3LaHHbIX UM M3MEHEHHbIX $alinoB Bbllle NO CPABHEHMUIO C aHANOTUYHbIM
noKasaTtesiemM g/11 cylecTByrowmx ¢painnos. MMeHHO NO3TOMy Nporpamma nposepsAeT 3T1 ¢paibl ¢
[OMONHUTEIbHbIMUM NapameTpamm ckaHnpoBaHua. ESET Smart Security BmecTe ¢ 06bI4HbIMM MeTOAAMU
CKaHUPOBAHMA, OCHOBAHHbIMW Ha CUTHATYypax, MPUMEHAET PacLUMPEHHY0 IBPUCTUKU, YTO AeNaeT BO3SMOMKHbIM
0bHapyKeHMe HOBbIX YIPo3 eLle A0 BbiNycka 0OHOBAEHM 6asbl JaHHbIX CUTHATYP BUPYCOB. B JONONHEHWE K TONIbKO
YTO CO3AaHHbIM paitiam BbIMOIHAETCS TaKXKe CKaHMPOBaHME CAMOPACNaKOBbIBaOLWMXCA apXMBOB (.sfX) U1
YNaKOBLLUKOB (MCMOIHAEMbIX GaliI0B C BHYTPEHHUM CKaTueM). Mo YMONYaHWUIO NPOBEPAIOTCA apXUBbI C ryOUHON
BNOXKeHHOCTU A0 10 He3aBMCMMO OT X haKTMUeCcKoro pasmepa. 1A u3smMeHeHMA NapaMeTpoB CKAHUPOBAHUA aPXMBOB
cHUMUTE pnaxok MapameTpbl CKAHUPOBAHUA aPXMUBA MO YMOJIYAHUIO.

OononnutenbHble napameTtpbl ThreatSense gna ucnonHaemoix ¢aiinos

PaclumMpeHHbI 3BpUCTUYE CKUI aHaNU3 Npuy 3anycKke ¢aiinoB: Mo YyMoN4YaHMIo Npu 3anycke Gainos npumeHaeTcs
pacliMpeHHan 3BPUCTMKA. Ecnm 3TOT napameTp BKAOYEH, HACTOATEIbHO PEKOMEHAYETCA BKIIOYMUTb ONTUMM3ALLMIO
Smart v ESET LiveGrid®, 4To6bl yMmeHbLIUTb BO3AENCTBME HA NPOMU3BOANUTE/IbHOCTb CUCTEMBI.

PaclumpeHHas 3BpUCTUKa 3anycka GpainioB O Cbe MHbIX HOCUTEJIE: NpeXKae YeM paspeLlnTb 3anycKk Koaa co
CbeMHOTr0 HOCUTENSA, CUCTEMA PACLLUMPEHHOTO 3BPUCTUUYECKOTO aHaM3a SMYMPYeT KO B BUPTyanbHOW cpeae u
OLLeHMBAET ero noBegeHMe.

4.1.1.1.2 YpOBHMU OUYUCTKMU

3awmTa B pekMme peasibHOro BpeMeHu NpeaycMaTpMBaeT TPU YPOBHA OYMUCTKM (4718 AOCTYNa K HAM LLEeNKHUTE
Hacrpoiika napametpos moaynsa ThreatSense B pasaese 3awura ¢paitioBoii CUCTEMDI B peXKMUME PeasibHOro
BpeMeHMU, a 3aTeM LLLeIKHUTe OUYUCTKA).

be3 0UMCTKU: 3aparkeHHble Gaisibl He ByayT OUMLLATLCS aBTOMATUYECKU. [porpamma BbIBOAMT Ha 3KPaH OKHO
npeaynpexaeHna 1 npeanaraet No/b30BaTeNto BbibpaTh AelcTBME. ITOT YypOBEHb NpeaHasHayeH ans bonee
OMbITHbIX NO/Ib30BaTE/IEN, KOTOPbIE 3HAIOT O AEWCTBUAX, KOTOPbIE CedyeT NPeAnpPUHUMATL B C1yYae 3aparkeHus.

CTaHAapTHasA OUMCTKA: NPOrpaMmma MbiTaeTCcsa aBTOMATUUYECKM OUMCTUTb UK YAANNUTb 3aparkeHHbI dalin Ha ocHoBe
npeasapuTe ibHO onpeaeIeHHOro AeMCTBUA (B 3aBUCMMOCTM OT TUMa 3apaskeHus). OBHapyKeHWe 1 yaaneHume
3aparkeHHbIX GaliI0B CONPOBOXKAAETCA YBEAOMIEHNEM, OTODPANKAIOLLMMCA B MPAaBOM HUXHEM YIy 3KpaHa. Ecau
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HEBO3MOXHO Bbl6paTb NPaBuIbHOE AeNCTBME aBTOMATUUECKK, MPOrpamma npeanosKuTt BbibpaTb Apyroe aeicreve.
To »e camoe NpouM30MaeT B TOM C/lydae, eC/iv NpeaBapuTe/ibHO onpeaeneHHoe AeUCTBME HEBO3MOXHO BbIMOIHUTD.

TwarenbHaA OUUCTKA: MPOrpaMma OUYMLLAET W yAANAET BCe 3aparkeHHble Gpainibl. MCKAtoYEHWE COCTaBASAOT TO/IbKO
cucTeMHble daibl. ECnvM o4MCTKA HEBO3MOKHA, HA 3KPaH BbIBOAWTCA OKHO MpeaynpekaeHus, B KOTOPOM
nosib30BaTe/Ito NpeanaraeTca BbIMOJHUTL ONpeae/ieHHOoe AeicTBMe.

MpedynpexcdeHue. Ecnu B apxmBe coaeprKaTca 3apakeHHble dalinbl, cywecTsyeT ABa BapMaHTa 0b6paboTkm apxmea. B
CTAHAAPTHOM peKMme (Npu CTaHZAPTHOM 0YUCTKE) LESIMKOM YAANAeTCA apxums, Bce daiiibl B KOTOPOM 3apakeHbl. B
pexxume Tw,arenbHas OYUCTKA YAAAETCS apXMB, B KOTOPOM 3aparkeH XoTs 6bl oaMH $alin, He3aBUCMMO OT COCTOSHMUA
OCTaNbHbIX $panNoB.

4.1.1.1.3 MoOMEHT U3sMmeHeHUA KOHPUrypaumm 3awmuTbl B peXKmme peasbHOro BpemMmeHu

3almTa B pekMme peasbHOro BpeMeHU ABsAeTcA Hanbosee cyLecTBEHHbIM 3/1EMEHTOM BCEN cucTEMbI obecneyeHuns
6e3onacHocT. Heobxoanmo bbITb BHMMATE IbHBIM NMPU U3MEHEHUM ee NapaMeTpoB. PekomeHayeTca U3MeHATb
napameTpbl TO/IbKO B 0COObIX CAy4anx.

Mocne yctaHoBKK ESET Smart Security Bce napameTpbl ONTUMMW3MPOBAHbI A1 MAKCMMaJIbHOM 3aWMTbl cucTembl. Ans
BOCCTAHOB/IE€HMSA HACTPOEK MO YMOJTYAHUIO LLEIKHUTE = BO3/1e KaXKAO0M BKAaAKM B OKHe ([lonosHUTeNbHbIe
HaCTpoIiKM > AHTUBUpPYC > 3awuTa ¢aiinoBoii cUCTeMbl B peXKume peanbHOro BpemMeHu).

4.1.1.1.4 TMpoBepKa moayna 3amTbl B peXXMme peasibHoro BpemeHu

Y106bI YyOE ANTLCA, YTO 3aLUMTA B PEXKMME PeasibHOro BpeMeHU paboTaeT M 06HapyKMBaeT BUPYCbl, UCMONb3YHTE
NpoBepoYHbIl dain eicar.com. ITOT TeCTOBbIV Paiin aBnaeTca 6e3BpeHbIM, U €ro 06HAPYKMBAKOT BCE NMPOrpPaMmbl
3alMTbI OT BUpYcoB. dainn co3aaH KomnaHueli EICAR (EBpOnencKnii MHCTUTYT aHTUBUPYCHbIX KOMMbIOTEPHbIX
nccnegoBaHuin) AnA NposBepKU GYHKLUMOHNMPOBAHMA NPOrPaMm 3alLmMTbl OT BUPYcoB. daiin AoCTyneH Ans 3arpysKm ¢
Beb-caiTa http://www.eicar.org/download/eicar.com.

NPUMEYAHME. Mepen npoBepKoi 3alUnUTbI B peXUMe peasibHoro BpeMeHM HeobxoaMmo oTKA4YnTb danepson. Ecnum
dbanepBoN BKAKOUYEH, OH 0OHAPYKUT AaHHbIN Galin U NpeaoTBPATUT ero 3arpysky.

4.1.1.1.5 PeweHne npobnem, BO3HUKaIOLWMX NpU paboTe 3awuTbl PpaiizIoBol cUCTEMBI B pexxume
peanbHOro BpemeHu

B atom pasaenie onuncaHbl I'IpO6l'I€MbI, KOTOpPbl€ MOTYT BO3HUKHYTb NPUN NCMOJ1Ib30BaHNW 3alLINTbI B peXUMe peasibHOro
BpemMmeHn, n cnocobbl ux YCTpaHeHuA.

3awmra $aitoBol CUCTEMbI B PeXXMMme peasnbHOro BpemMeHMU OTKIloUYeHa

Ecnu 3awmTa GalinoBoi cMCTEMbI B pEXKMME PeasibHOro BpeMeHU HenpeaHamepeHHo bblia oTKAoYeHa
No/ib30BaTe/IeM, €€ HY}KHO BKNOUYUTb. 1A MOBTOPHOW aKTMBALLMM 3aLLMUTbI B PEXKMME PeasibHOro BpeMeHM B r1aBHOM
OKHe Nnporpammbl nepenaute B pasgen Hactpoiika n HaxmuTe 3awuMTa KomnbloTepa > 3awura ¢paiinosoii cuctemol B
pekume peasnibHOro BpeMeHM.

Ecnu 3awmTa ¢ainnoBoi cUcTeMbI B peXKUME peanbHOro BpeMEHM He 3amnyCKaeTcsa Npu 3arpy3Ke CUCTEMbI, 0ObIYHO 3TO
CBSA3aHO C TEM, UTO OTK/tOUEH NapameTp ABTomaTUueCKUi 3anycK 3awuTbl ¢paiinoBoii cucTembl B peXKume peasibHoro
BpemeHu. YTobbl BKAOYMTL 3TOT NapameTp, nepenguTe B pasgen «JonoaHuTenbHble HacTpoKku» (F5) 1
nocnegoBaTesibHO BbibepuTe 3awura oT BUPYCoB > 3awuTa ¢painoBo CUCTEMbBI B PpeXXUMe peanibHOro Bpe MeHMu.

3aumTa B peXkume peasibHOro BpemeHu He 06HaPY)KMBaeT U HEe o4YullaeT 3apaxKeHua

Y6eautech B TOM, YTO Ha KOMMbIOTEPE He YCTaHOB/IEHbI APYrve MPorpaMmbl 3almTbl OT BUPYCOB. Ecnum Ha
KOMMblOTEPE YCTaHOB/IEHO CPasy ABe aHTUBMPYCHbIX NPOrPaMmmMbl, OHM MOTYT KOHGIMKTOBATL Mexay coboit. Mepea,
ycTaHoBKoM ESET pekomeHAyeTcs yAanuTb C KOMMNbIOTEPA BCE NPOYMe NPOrPammbl 3aLLMTbl OT BUPYCOB.

3awura $paitnoBoi CUCTEMbI B peXXMMe peanbHOro BPEMEHM Ha 3anycKaeTca

Ecnv 3awmTa He 3anyckaeTcs Npu 3arpyske cucteMbl, HO QyHKLMA ABTOMATUUYECKUIA 3anyCK 3awwuTbl ¢painioBoi
CUCTEMDbI B PeXKUME PeasibHOro BpeMEeHM BK/TI0YEHA, BO3MOXKHO, BO3HUK KOHOIMKT C APYTMMU MPUIOKEHUAMM.,
Y106bI NONYUYUTL MOMOLLB A/151 PELLEHMA 3TOM NpobaeMbl, 06paTUTECH B CYXKOY Noaae pKKu KnmeHToB ESET.
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4.1.1.2 CkaHMpoOBaHMe KOMMNblOTEPA

Mogaynb CKaHMPOBaHUA KOMMNbIOTEPA MO TPebOoBaHWUIO ABNAETCA BaXKHOW YaCTbto pelleHus, obecneynsatoLLero
3aWmTy OT BMpYCcoB. OH MCMOIb3yeTea AN CKaHUPOBaHMA GpainioB M NanokK Ha KomnbtoTepe. C TOYKKM 3peHnn
obecneyeHuns 6e30NacHOCTN NPUHLMMNANBHO BaXKHO BbIMOJIHATL CKAHMPOBAHWE KOMMbIOTEPA PETYNSAPHO, a He
TO/IbKO NPW BO3HMKHOBEHMM MOA03PEHUI O 3aparkeHUU. PeKomeHAayeTca peryiapHo BbINMOAHATL NOAHOE
CKaHMpPOBaHWe KOMMbIoTepPa AnA 0OHapYKEHUA BUPYCOB, KOTOPbIE He BblIN HaAeHbI 3aLMTON $ait10BOM CUCTEMDI B
perkMme peasbHOro BpeMeHM Npu 3anmcK Ha UCK. ITO MOXKET MPOMU30MTH, eCIM B TOT MOMEHT 3alumuTa painosom
CUCTEMbI B PE€XKMME peasibHOro BpeMeHM bblsia OTKAoYeHa, 6a3a AaHHbIX CUTHATYp BUPYCOB Oblia ycTapeBsLluel nam
e ¢dalin He 6bln pacno3HaH Kak BUPYC NPY COXPaHEHUM Ha AMCK.

[JocTynHo aga TMna ckaHuposaHus MNK. CKaHMpoBaTb KOMNbIOTEP: 6bICTPOE CKAaHWPOBaHME CUCTEMBI, He Tpebylowee
YTOUYHEHMA NapaMeTPOB CKaHMPOBaHUsA. BblI6OpoUHOe CKaHUPOBaHUeE No3BOAAET BbI6paTh OANH U3 NpeABapUTEbHO
onpeaeneHHbix Nnpoduaeit CKaHMpoBaHUA 415 NPOBEPKM CeLManbHbIX Narok, a TakKe No3Bo/fAeT yKasblBaTb
KOHKpPEeTHble 06bEeKTbI CKAHMPOBAHMSA.

Q,

®yHKLMA « CKAHMPOBATb KOMMbIOTEP» MO3BONAET BbICTPO 3aNyCTUTb CKAHMPOBAHWE KOMMbIOTEPA U OUYUCTUTD
3apakeHHble dalinbl 6e3 BMellaTe 1IbCTBA N0/1b30BaTeNA. [IpenmyLLecTBO TaKOro CKAHMPOBAHMA 3aKNOYaAETCA B TOM,
YTO OHO YA06HO B BbIMO/THEHUM U He TpebyeT TWwaTeNnbHOM HACTPOMKM CKAHNPOBAHUA. NpM TaKOM CKaHNMPOBAHUK
npoBepATCca Bce $alinbl Ha TOKaNbHbIX AMCKaX, a TaKKe aBTOMATMYeCKM 0UYMLA0TCA UK yAaNaTcA 0O6HapyKeHHble
3aparkeHua. [1na ypoBHS OYMCTKM aBTOMATMYECKM BbIOPAHO 3HAYEHME MO YMOAYAHUIO. [LONONAHUTENbHYIO
MHPOPMALLMIO O TUMAX OUYUCTKM CM. B pasgene OYUCTKA.

CKaHMpoBaTb KOMMNblOTEP

Q‘ Bbi60pOYHOe cKaHUpOBaHMWe

BbibopoyHOe cKaHMpOBaHWE NO3BOSET YKa3aTb NApamMeTPbl CKAHUPOBAHUSA, TaKME KaK 06BEKTbI U MeToAbI
CKaHWpoBaHuA. MpenumyLLeCTBOM BbIBOPOYHOTO CKAHMPOBAHUA ABNAETCA BO3MOXHOCTb NOAPOBHO HaCTPOIKM
napameTpoB. KoHOUIYpaLMM MOMKHO COXPaHATb B MO/1b30BaTEIbCKMX NPOPUAAX CKAHMPOBAHUSA, KOTOpble YA06HO
NPUMEHATb, €C/IN PErYNAPHO BbINONHAETCA CKAHMPOBAHUE C OAHMMU U TEMM XKe napameTpamu.

¢ % CKaHMpOBaHMe CbeMHBIX HocUTeNe

Moao6HO CKaHMPOBaAHMIO KOMMNbIOTEPA AaHHAA GYHKLMA ObICTPO 3aMyCcKaeT CKaHUPOBAHME CbeMHbIX HOCUTEEN
(TakmMx, KaK KoMMakT-auckun, DVD-gucku, Hakonutenn USB), KoTopble NOAKIOYEHbI K KOMMbIOTEPY B AaHHbIN
MOMEHT. ITO MOKeT ObITb YA0OHO NPU NoaKAOYEHMM K KOMMbloTe py USB-ycTpoiicTBa dn3aWw-namsaTu, coae prrumoe
KOTOpOro Heob6xoAMMO NPOCKAHNPOBATb Ha Ha/lMuMe BPeAOHOCHbIX MPOrpamm 1 ApYrux NOTEHUMaNAbHbIX Yrpos3.

,ﬂ,aHHblﬁ TUN CKAaHMPOBAHUA TaKXKe MOXHO 3aNyCTUTb, Bbl6paB BapUaHT BbIGOPOHHOE CKaHUPOBaAHUE U NYHKT
CbeMHble HoCUTenu B pacKkpbiBalOWEMCA MEHIO O6beKTbl CKaHUPOBAHUA, a 3aTEM HaXXaB KHOMKY CKaHMPOBaTb.

¢ NMoBTOpUTbL NOCNEAHEe CKAHMPOBaHUE

BbICprIVI 3anycKk nocnegHero BbinO/IHEHHOINO CKaHMPOBAHUA C UCNO/1Ib30OBAHUEM TEX e HACTPOEK.

Cm. rnaBy Xo4, CKaHMPOBaHMA 415 MNONYYEHUS AONONHUTENIbHbIX CBEAEHWUI O NPOLLECCEe CKAHUPOBAHMUSA.

MPUMEYAHUE: PekomeHayeTcA 3anyCKaTb CKAHMPOBAHME KOMMbIOTEPA HE peXke O4HOro pasa B mecAl,. MOXHO
HACTPOUTb CKAHMPOBAHME KaK 3an1aHMPOBAHHYHO 33434y B MeHt0 CiyxKebHble nporpammbl > [lONOAHUTENbHbIE
cpepacrea > [MnaHupoBLUK. [N1aHMPOBaHWE eXXeHeAe/IbHOro CKAHMPOBaHUA KOMMNbOTEPA
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4.1.1.2.1 CpepcTBO 3anycKa BbIOOPOUYHOro CKAaHMPOBaAHUA

Ecnn Heo6X0AMMO CKaHMPOBATb HE BECb AUCK, @ TO/IbKO ONpeAeieHHbI 06 bEKT Ha 3TOM AMCKE, MOYKHO
MCNo/1b30BaTb BbIBOPOYHOE CKaHMpoBaHMe. [15 3Toro Heobxoaumo BbibpaTb CKaHMPOBaHME KOMMbioTepa >
Bbi6opouHOe CKaHMpOBaHUE U BbIGpaTb HEOHXOAMMbIN BapMaHT B packpbliBatoLLeMcst MeH0 O6beKTbl CKAaHUPOBaHUA
WMV 3Ke YKas3aTb Hy»KHble 06beKTbl B AepeBe nanok.

OKHO «O6beKTbl CKAHMPOBAHMAY» NO3BOSAET ONPEAENNTb, KAKME 0OBEKTbI (ONepPaTUBHAA NAaMATb, }KECTKNE OUCKH,
CeKTopbl, Galinbl U Nankun) byayT CKAHNMPOBATLCA AN BbIABAEHUS 3aparkeHUI. Bbibepute 06bEKTbI CKAHMPOBAHWA B
OPEeBOBUAHOM CTPYKTYPE, COAEPrKalleli BCe AOCTYMNHbIE Ha KOMMblOTEPE YCTPOWCTBA. B pacKkpblBaloWeMCcs MEHIO
O6beKTbl CKaHMPOBAHUA MOXKHO BblbPaTb NpPeABapmUTEIbHO ONpPeaeeHHble 06bEKTbI CKAHMPOBAHUA.

¢ Ucnonbaya Hactpoiikn npodunsa: BbibnMpatoTca 06beKTbI, YKa3aHHbIE B BblAe/IeHHOM Npoduie CKaHMpoBaHUA.
e CMmeHHble HocuTenu: BbibunpatoTcsa anckeTbl, USB-ycTpoiicTBa XpaHeHUA, KOMNaKT- U DVD-amcku.

© JloKanbHble AUCKU: BbIBUPAKOTCA BCE KECTKME AUCKM, CYLLECTBYIOLLME B CUCTEME.

CeTeBble AUCKU: BbIOMPALOTCA BCE NOAKIOUYEHHbIE CETEBbIE ANCKM.

He BbI6paHO: 0OTMeHseTcA BbiIbop 06bEKTOB.

[ns 6bICTPOro nepexoa K KakoMy-11Mb0 06beKTY CKaHMpPOBaHMA (Nankam unu Ganam) Unv ans ero
HenocpeacTBeHHOTo A06aBNEHMA YKAKMUTE HYKHbIM 06BEKT B MYCTOM NoJie Nog, CMMCKOM NanokK. 3T0 BO3MOXHO
TO/IbKO B TOM C/ly4ae, eCNv B APEBOBUAHOMN CTPYKTYPE He BblbpaHbl HUKaKMe 06beKTbl, a B MeHt0 O6beKTbl
CKaHUpOoBaHuA BbI6paH NyHKT He BbIGpaHo.

@ CKIHWPOBAHME KOMNBHITERA @

OObEKTEI CKEHMPOBaHWA'

Mpodne CKaHMPOBaHKMA:

[He BribpaHo v] ‘ ’CK.EHHDOBBHHE Smart v] [Hacrpoﬁrca... ]

=& Poiftad
D$ OnepaTMBHEA NaMATE
[T 3arpysounbii cextop

[ crarmposaTs fes oumncTium

[T MponycruTs noknoueHia

CoXpaHiTb CKaHWpoBaTb CTrena

3aparkeHHble 3/1eMEHTbI He OYMLLAOTCA aBTOMaTUYeCKM. CKaHUPOBaHWE B3 OUMCTKM MOXKHO MCNOb30BaTh AN
nosiy4eHma obLLMX CBeAeHUI O TEKYLLEM COCTOAHUM 3aWMTbl. EC/IN HYXKHO TO/IbKO BbINO/IHUTL CKAHMPOBAHWE
cucteMbl 6e3 ONOTHUTEIbHBIX AeNCTBUIA MO OYUCTKE, BbibepuTe NapameTp CKaHMpOBaTb 6€3 OUMCTKU. Kpome Toro,
MOKHO BblOPaTb OAMH U3 TPEX YPOBHEW OYUCTKM, WenKHYB HacTpoiKuM... > Ounctka. MIHbopmaLma 0 CKaHMPOBaHUM
COXPAHAETCA B }KyPHa/e CKaHMPOBAHMA.

Ecnu BbibpaH napameTp MponycTUTb UCKNOYEHUA, Gai/ibl C pacliMpeHUAMK, KOTopble paHee Bbln UCKAOYEHbl U3
CKaHMpPOBaHUA, byayT NPOCKaHMPOBaHbI 6e3 KaKNX-NMB0 UCKAOUYEHUIA.

B packpbiBatoweMmca meHto Mpodunb CKAHMPOBAHUA MOXKHO BbI6paTb MPOPUAb, KOTOPbLIN BYAET UCMO1b30BaH A1
CKaHMPOBaHMSA BbIBPaHHbIX 06beKTOB. 10 yMoYaHMIO Ucnonb3yeTcs Npoduab CKAaHMPOBATb KOMMbIOTEP.
CyuwecTtsyeT elle ABa NpeABapuUTe/bHO 3alaHHbIX NPOodPUIA CKaHMPOBaHUA NoJ Ha3BaHMeM [leTanbHoe
CKaHupoBaHue 1 CKaHMPOBaHMe Yepe3 KOHTEKCTHOE MEeHH. B 3T1X Npoduasx ckaHMpoBaHMA UCNONb3YIOTCA ApYrue
napameTtpbl ThreatSense. HaxmuTte KHOMKY HacTpOMKMU..., YTOObI AeTaNbHO HAaCTPOUTb Bbl6PaHHbIM Npodub
CKaHWPOBaHWA B MeHto Npoduna ckaHnposBaHuA. [locTynHble napameTpbl ONuUcaHbl B pasaene Jipyroe napameTpos
ThreatSense.

Haxkmnte KHoNKy COXpaHUTb, 4TOObI COXPAHUTL M3MEHEHWA B BbIbOpe 06bEKTOB CKaHNPOBAHMUSA, B TOM YnCae
06beKTOB, BbIOpaHHbIX B AepeBe KaTanoros.

Haxmure KHOMKY CKaHMpOBaTb, yTO6bI BbIMNONHUTD CKaHMpoOBaHMe C BbI6paHHbIMM napameTpamu.
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KHonka CKaHMpOBaTb C NpaBamu agMUHUCTPATOPA NO3BO/IAET BbIMONHATL CKAHUPOBAHME MO YYETHOM 3anmCbio
aAMUHUCTpaTopa. Bocnonb3yiTech 3Tol QyHKLMER, €CAM TeKYLAn yYeTHan 3anncb No1b30BaTeNsa He umeeT
[0CTaTOUHbIX NPaB Ha AOCTYM K daitiam, KoTopble cneayeT cKaHMpoBaTb. O6paTUTe BHUMAaHME, YTO AaHHan KHOMKa
HeAOCTYMHA, eC/IN TEKYLLMI NOb30BaTE/Ib HE MOXKET Bbl3bIBaTb OMEPaLMM KOHTPOSA YYETHbIX 3anuceli B KayecTse
aZMUHUCTpaTopa.

4.1.1.2.2 Xopa CKAaHUpPOBAHUA

B oKHe xo4a CKaHMPOBaHMA 0TOBPaAXKAEeTCA TEKYLLLEE COCTOSHME CKAHUPOBAHMA U MHPOPMALLMA O KonmyecTse ¢alinos,
B KOTOPbIX 06HAPYKeH 3/10HaMe PEHHbIN Koa,

NMPUMEYAHMUE. HopmanbHOM cuTyaumein AsBnaeTca HEBO3MOXHOCTb CKAHMPOBaHMA HEKOTOPbLIX palinoBs, Hanpumep
3alMLLEHHbIX Naposiem paitnos unm Gpannos, UCNONAb3yEeMbIX UCKOYUTENBHO ONepaLoHHON cuctemoit (0bblvHO
pagefile.sys n HekoTopbIx GanNoB }KypPHaNos).

XoA, CKAaHMPOBAHUA: UHAMKATOP BbINOJHEHWA NOKa3blBAET COCTOAHME YKEe NPOCKAHMPOBAHHbIX 06EKTOB MO
CpaBHEHMIO C 06bEKTAMM, OXKNAAIOLLMMM CKaHNPOBaHKUA. COCTOAHME BbINOIHEHUSA CKAHUMPOBaHUA GOpMUPYeTCA Ha
ocHOBe 061LEero KoIM4ecTsa 06bEKTOB, BKNOUYEHHbIX B CKAHMPOBaHMe.

O6BEKT: MMSA 1 PACcMo/ioXKeHMEe 06BbEKTA, KOTOPbIN CKaHMPYeTCA B HACTOALLMIA MOMEHT.

HaliaeHbl yrpo3bl: oTobparkaeTca obuiee KoaM4yecTBo NPOCKaHUPOBaHHbIX $GaliioB U yrpo3, 06HapYKEHHbIX U
yAaNeHHbIX BO BpeMsA CKaHMPOBaHMUS.

Maysa: np1MocTaHOBKa CKAHMPOBaHMS.

MpoponKutb: 3TOT NapameTp oTobparkaeTcA Nocae NPUOCTaHOBKM BbINONHEHMA CKaHNMPOBaHMA. HaxkmuTe
B0306HOBUTb, YTOObI MPOAOMKUTL CKAHUPOBAHME.

OCTaHOBUTb: NpPeKpaLLeHNe CKaHMPOBaHUA.

MpPOKPYTUTD }KYPHAN CKAHUPOBAHUA: €C/IM 3TOT NapameTp aKTUBUPOBAH, }KypPHa/ CKaHMpPoBaHWA byaeT
NPOKPYYMBATLCA aBTOMATUYECKM NPU f06aBAEHUN HOBbIX 3anuncei, 4Tobbl 0TOBPaAKANMCh CaMble CBENKME U3 HUX.

MNOACKAS3KA.

LLlenKHWUTEe 3KpaHHYIO YNy AW CTPEJIKY, YTOObl NPOCMOTPETbL CBEAEHMA O TEKYLLLEM CKAHMPOBAHUM.
Mo*KHO MapanaenbHO 3anyCTUTb APYroe CKaHMpPoBaHMe, WeKHyB CKaHMPOBaTb KOMNbioTep UK BbibopouHoe
CKaHMpOBaHMe.
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(es[zh) SMART SECURITY 9

CKaHHpDBaHHe KOMMNBHOTEPA ®
& JomalHan
(TpaHuua O CkaHWpOBaHWE KOMMNbHTEPS BuibopouHoe ckaHWpoBaHWe
CKaHWpOBaHWe 4, CKBHWPOBaHWE BCEX NOKAbHBIX ANCKOE 1 % Boifop 0BLekTOB CKaHMPOBAHNA, YPOBHA
e} * YABNEHWE yrpo3 YAINEHWA W APYTUX NAPaMETPOE
KoMMNeHOTEpa
O OBuoBNeHME O‘ C<a—|(1:303:a—me ChEMHbIX O\ MosTopwuTs NOCNEAHEE
1‘P HOCHMTENEWN (:- CKaHWMPOBaHME
= Cranuposanue USB-nakonwrened, DVD- u CraHWpOBaHWE KOMMBIOTEpA:
= CEpBMC KOMMAKT-ANCKOE K APYTHY ChEMHBLX 8.9.201515:23:54
- HoCHTEned
# Hactpolika
o Cnpaeka u
CKaHHpOBaHMe KOMNBHITEDA
noaaep>ka @)
*
@ Hoeoctn OBnapyxero yrpos: 0
C:\Doc..\{6AFDGISE-D558-4FGE-0B3C-3716689AF493 .2 verDx000000000000000d.db
N
Bonsle ceeaeHMid [ OTKpLITE OKHO CKaHWPOBaHWMA
EMJOY SAFER TECHNOLOGY™ [eAcTEMe Nocie ckaHWPOBaHWA | HHYero He M. W

[OeicTBMe nocne CKaHUPOBAHUA: BbIMOIHEHME 3aMN/1aHNPOBAHHOIO 3aBepLueHMsA paboTbl UK Nepes3arpysKku no
OKOHYaHMU CKaHMPOBaHUA KomMbloTepa. Moc/ie 3aBeplleHUs CKaHNMPOBaHNA Ha SKpaH ByaeT BbiBeAeHO AManorosoe
OKHO MOATBEPKAEHMSA 3aBepLLeHNa paboTbl. OHO ByaeT akTUBHO B TedeHue 60 CeKyHA.

4.1.1.2.3 MNpodunn ckaHMpoBaHUA

MpeanoyTuTeIbHbIe MapaMeTPbl CKAHMPOBAHMA MOXKHO COXPaHUTb A1 UCMOb30BAHMA B Aa/IbHENLWEM.
PekomeHayeTca co34aTb OTAENbHbIN NPOGUIb AN KaXKA0r0 PEeryiapHO UCNO/Ib3yEMOro CKaHMPOBaHMA (C
PasINUYHbIMU 06BEKTAMKU, METOAAMMN CKAHWMPOBAHMA U NPOYMMM NapameTpamm).

Ona cospanusa npoduna oTKpPoiTe OKHO «JoNoNHUTEIbHbIE HAacTPoKkn» (F5) u WwWenkHUTe 3awumra oT BUpYCoB >
CkaHupoBaHWe KomnbloTepa no TpebosaHuto > OcHoBHOe > CNUCoK npoduneii. B okHe Oucnetuep npopunei ectb
packpbiBatoLLeecs MeHIO BbiBpaHHbIi Npoduab, B KOTOPOM NEPEUNCAAIOTCA CYLLECTBYOLLME NPOdUAM CKAHUPOBAHUA
W €CTb BO3MOXHOCTb CO34aTb HOBbIM. nA co3a4aHMA NPodUAA CKAHUPOBAHMA B COOTBETCTBMU C KOHKPETHbLIMM
notpebHocTAMM cM. pa3gen Hactpoika napameTpoB moayna ThreatSense, B KOTOPOM OMMUCHIBAETCA KaXKapbln
napameTp, UCMOIb3yeMbli A8 HACTPONKM CKaHUPOBaHMA.

Mpumep. MNpeanonoxmm, Nonb30BaTENO TPEDYeTCA cO34aTb COBCTBEHHDbIM MPOdUIb CKAHUPOBAHMUSA, MPUYEM
KOHOUrypaumsa CKaHMPOBaTb KOMMNbIOTEP YAaCTUYHO YCTPAMBAET €T0, HO HE HYXKHO CKaHMPOBaTb YMAKOBLLMKA UK
NOTeHLMaIbHO ONAaCHbIE MPWUIOMKEHUSA, HO NMPU STOM HY}KHO MPUMEHUTb TLL,ATe/IbHYI0 OYUCTKY. BBeanTe MMA HOBOro
npoduna B okHe Aucnetyep npoduneit n Haxkmute KHonky [,o6aBuUTb. Bbibepute HOBbIN Npodub B
packpbiBatoLLLEeMCA MeHO Bbl6paHHbIN NPOGUAb U HACTPOKTE OCTa/IbHbIE MapaMeTPbl B COOTBETCTBMM CO CBOMMMU
TpeboBaHMAMM, a 3aTEM HaKMUTe KHOMKY OK, 4Tobbl COXpPaHUTb HOBbIN NPOGUb.
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4.1.1.3 CkaHupoBaHue $paiinos, MICNOJHAEMbIX NPU 3aNyCKe CUCTEMDI

Mpw 3arpy3ske KomnbtoTepa n 06HOBNEHUM Ha3bl AAHHbIX CUrHATYpP BMPYCOB aBTOMaTUYECKM NpoBepAatoTca daibl,
MCNOIHAEMbIE MPK 3aMnyCcKe CUCTEMbI. ITO CKaHMPOBAHME 3aBUCUT OT KOHOUIypaLMM 1 33434 NAAHUPOBLLMKA.

CKaHMpoBaHue daitioB, UCNOHAEMbIX MPU 3aMyCKe CUCTEMbI, BXOAMT B 3a4a4y naaHuposLumKa MposepKa ¢aiinos,
MCMOJIHAEMbIX NPU 3anycKe cucTembl. 119 M3MeHEeHMs ero HacTpoek Bbibe puTe KomaHay Cny:kebHble nporpammbl >
[ononHutenbHble cpeacTsa > MIaHUPOBLMK, LENKHUTE 31eMeHT ABTOMAaTUUYECKU NpoBepATb ¢ainbl NpuY 3anycke
cuctembl, a 3aTem MameHuTb. Ha nocneaHem atane oTobpasntca aManoroBoe OKHO ABTOMaTMYeCKan NpoBepKa
bait1oB Npw 3anycKe cUCTeMbI ([0NO/HUTE/IbHbIE CBEAEHMA CM. B CleAylolleM pasaene).

Bonee nogpobHble MHCTPYKLUMM MO CO34aHUI0 33434 B MIaHUPOBLLMKE M yNpaBaeHUo UMK CM. B pasgene Cos3aaHue
HOBOW 334a4u.

4.1.1.3.1 AsTOMaTtuMueckasa nposepkKa $paiiaoB Npu 3anycke cMcCTembl

Mpw co3gaHnM 3anN1aHMPOBaHHOM 3a4aun «MpoBepKa GaitoB, UCMOAHAEMbIX NPW 3aMyCKe CUCTEMbI»
NpeAoCTaBNAETCA HECKO/IbKO BAPMAHTOB HAaCTPOMKM CeAyIoLLIMX NapaMeTpoB.

B packpbliBatolemca meHto OBbluHO Ucnonb3yemble ¢aiinbl yKasbisaeTca rnybuHa ckaHMpoBaHua dainos,
NCMONHAEMbIX NPU 3anycke cuctembl. CKaHMPOBaHME BbINOHAETCA Ha OCHOBE CEKPETHOTO C/I0XKHOT0 aropmuTtma.
daiinbl ynopagoyeHbl No y6biBaHMIO B COOTBETCTBMM CO CAEAYIOLLMMU KPUTE PUAMM.

® Bce 3apeructpupoBaHHbie TUMbl $HaitNnoB (Hanbonbllee KONMYECTBO CKaHMPYyeMbIX Gpaitaos)

® Pepgko ucnonbsyemble ¢aiinbl

e O6bI4HO Ucnosib3yeMble daiinbl

® Yacrto ucnonbsyembie Ppaiinbl

¢ TonbKo Haubosnee YyacTo ucnosbsyembie ¢paitnibl (HaMMmeHbLLEee KONMYECTBO CKaHUPYyeMbIX ¢aliios)

TaK»Ke cyLecTBytoT ABe ocobble rpynmbl.

e daiinbl, 3anycKatolmeca nepes BXo40M NOJb30BaTeNA: COAE PHKUT dali/ibl U3 TAaKMX NAMNoOK, KOTOPbIe MOKHO
OTKpbITb 6€3 BX0Za N0/1b30BaTe s B CUCTEMY (B TOM YMc/ie 6ONbLIMHCTBO 31 MEHTOB, UCMOJTHAEMbIX NP 3anycKe
CUCTEMDbI: CNYKObI, 06BbEKTBI MOAYNA NOAAEPHKKM Bpay3epa, yBegomneHusa Winlogon, 3aaaHus B N1aHUPOBLUMKeE
Windows, nssectHbie 6ubamoteku DLLu T. 4.).

e daiinbl, 3anycKatoLmecsa noc/ie BXo4a Nob30BaTena: coAe pKUT dalisibl U3 TAaKUX Narok, KOTOPble MOYKHO
OTKPbITb TO/IbKO NOC/E BXOAA MO/1b30BaTENA B CUCTEMY (B TOM Uncie Gpaitibl, 3anycKaemMble Mo KOHKPETHbIMU
yYeTHbIMM 3anucamn: 0bbivHO dainbl u3 nankn HKEY CURRENT_USER\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run).

Cnu1cKKM noaneKallmx CKaHMpoBaHUIo GpaitioB ABAAIOTCA PUKCMPOBAHHBIMU 1R KayKA0W ONMCAHHOM Bbille rpynnbi.

MpuopuUTET CKAHMPOBAHUA: YPOBEHb NPUOPUTETHOCTU, MCMOb3YEMbI 415 ONpeaeeHUA YCA0BUIA Hayana
CKaHMPOBaHMA.

® MNpu 6e3aecTBUK: 334a4a OyAET BbINONHATLCA TO/IbKO Npu 6e34eCTBUM CUCTEMbI.
® Hu3KMIA: MUHUMaIbHAA Harpy3Ka Ha cucTemy.

® HuKe cpepHero: HM3KasA Harpyska Ha cucTemy.

e CpepgHuiA: cpeiHAA HarpysKa Ha cucTemy.
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4.1.1.4 CxkaHuMpoBaHMe B COCTOAHUMU NPOCTOA

MOHO pa3peLlnTb CKAHMPOBAHMWE B COCTOAHMM NPOCTOA, BbIOPAB NYHKT [LlONO/NIHUTEIbHbIE HAaCTPOIKM B MEH!O
AHTUBMPYC > CKaHUPOBaHMeE B COCTOAHUM NpocToA > OCHOBHOE. YCTaHOBUTE NepektoyaTe b PaspewmnTb
CKaHUpPOBaHMUE B COCTOSAHMM NPOCTOA B NOJI0XKeHMe BKA., UTOObI paspeLwnTb UCNOoNb30BaHUe 3TOM QyHKLMKU. Koraa
KOMMbIOTEP HAaXOAMUTCA B COCTOSAHUM NPOCTOA, aBTOMATMUYECKM BbINOIHAETCA CKaHUPOBaHME BCEX JIOKAIbHbIX ANCKOB.
MONHbIV CMUCOK YCIOBUIA AN1A 3aMyCKa CKaHUPOBAHMA B COCTOAHMM NPOCTOA CM. B YC/T0BMAX 3aMycKa 0BHapyKeHWs B
COCTOSIHMM NPOCTOA..

Mo yMONYaHUIO B COCTOAHUM NPOCTON CKaHMPOBaHWe He paboTaeT, eciv KoMmnbloTep (HOyTOyK) paboTaeT oT batapew.

JTOT NnapameTp MOXHO U3MEHUTb, YCTaHOBMB Nepektoyateb CKAHMPOBaTb AaxKe B cayyae paboTbl KOMMblOTEPA OT
aKKymynaTopa B pasgene «JJonosHUTe IbHble HaCTPOMKN».

YcTaHoBUTE NepekatoyaTe b BKAoUMTb BegeHue XKypHanoB B 06/1acTu, oTobparkaemoli Mo KomaHae
[ononHutenbHble HacTpoiiku > CnyxKebHble nporpammbl > ESET LiveGrid®, yTobbl pe3ynbTaTbl CKaHUPOBAHUA
KOMMNblOTEPA PErUCTPUPOBANNCL B pasgene ®aiinbl }KypHanoB (B r1aBHOM OKHe Nporpammbl nepeianTe B 061acTb
Cnyxeb6Hble nporpammbl > Paiinbl }KypHanos v Bbibepute s3n1emeHT CKaHMPOBaHME KOMNbIOTEpPA B
packpbliBatoLLemca crnivcke XypHan).

O6HapyrKeHWe B COCTOAHMUM NpocTos byAeT 3anyLieHo B caydae npebbiBaHMA KOMMNbIOTEPA B OAHOM U3 Cleayowmx
peXMMOB.

® 33cTaBKa
® B/I0KMPOBKA KOMMblOTEPA
® Bbixoa nosb3oBaTens

CBefeHuA 0 TOM, KaK U3MEeHUTb NapamMeTpbl CKaHUPOBaHMA (Hanpumep, MeToa0B 0OHAPYKEHUS) ANA CKAHMPOBAHMSA
B COCTOSIHMM MPOCTOA, CM. B pasgene HacTpoika napameTpos moayns ThreatSense.

4.1.1.5 WcKknroueHua

N cKNtoueHMUA NMO3BOMAIOT UCKIOUYUTL Gaiiibl U Namnku M3 cKaHMpoBaHUs. YTobbl ob6ecneunTtb CKaHMPOBaHNE BCeX
06bEKTOB Ha Ha/MYMe Yrpo3, PEKOMEHAYeTCA CO34aBaTb UCKAKYEHUA TONIbKO B Cly4Yae KpaliHei HeobxoamMmocCTy.
OJZHaKOo B HEKOTOPbIX CAy4YasnX BCe e HeobX0AMMO NUCKAoYaTb 06bEKTbI, Hanpumep 6obline 6asbl AaHHbIX,
KOTOpble 3aMeANAtoT paboTy KOMMNbHOTEPA NPY CKAaHNMPOBAHUK, UK NPOTrPaMMbl, KOHGAUKTYOLLME C MPOLLECCOM
CKaHWpOBaHuA.

,ﬂ,l’lﬂ NCKNtoYeHUA 06beKTa 13 CKaHUPOBaHWMA BbINOJIHUTE Cheayouwmne AeﬁCTBMﬂ.

1. Haxkmute KHonky [lo6aBuTb.
2. BeeguTe NyTb K 0ObEKTY UM BblAENNTE €70 B APEBOBUAHOM CTPYKTYpe.

[na ykasaHuma rpynn ¢painiosB MOKHO MCNOb30BaTb CUMBOJIbI WaboHa. BonpocutenbHbii 3HaK (?) o6o3HavyaeT oamH
noboii cumson, a 3se3a04ka (*) — ntoboe KoIMYEeCcTBO CUMBOJIOB.

Mpumepbl

® EC/IM HYXKHO UCK/TtOYMTb BCe dalinbl B Manke, cieayeT BBECTM MyTb K NANKe W UCMO/1b30BaTb MAcKy «*.*»,

® [1nA TOro YTo6bl UCKNIOUYUTL BECb AWCK, B TOM YMcae Bce dalinbl M NOANANKU Ha HEM, UCMOJb3YTe MacKy «D:\*».

® EC/IM HYXKHO UCKTIOYUTb TONTbKO daiisibl € paclumpeHunem .doc, cnonb3yinte macky «*.docy.

® Eciv uMA ucnonHAemoro ¢alina cofepuT onpeaeeHHOe KOJIMYeCTBO CMMBOJIOB (M CUMBOJIbI MOTYT MEHATHCA),
npuYyem M3BECTHA TOJIbKO NepBas byKBa MMeHM (cKaxkem, «D»), cnegyeT Mcnonb3oBaTh cAeayoWwmin dopmart:
«D????.exe». BonpocutenbHble 3HaKM 3aMeLLAOT OTCYTCTBYOLWME (HEUM3BECTHbIE) CUMBOJIbI.
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@ PacwmnperHele napametpel - ESET Smart Security

WckntoueHwna ?
MyTe ¥rposa m
C:\Recoveny\*.*

o Lones

NMPUMEYAHME. Yrposa B daiine He byaeT ob6HapyKeHa moaynem 3almTbl paiiioBON CUCTEMbI B peXUMe peasibHoro
BPEMEHW NN MOAyeM CKaHUPOBaAHMA KOMMbOTePa, ecnu Gpain CoOOTBETCTBYET KPUTEPUAM 4J19 UCKAOYEHUA U3
CKaHWPOBAHMUS.

Cton6ubi
MyTb — NyTb K UCKAOYaeMbIM paitnam 1 nankam.

Yrposa: ecin pagom ¢ UCKAtoYaeMbiM Gpaitiom YKasaHO MMA yrpo3bl, Gaii He CKaHUMPYETCs TONbKO Ha Hannyme
3TOW yrpo3bl, a He BoobLLe. ECIM 3TOT dait/l NO3Ke OKaXKeTCA 3aparkeH APYyroli BpeLOHOCHOM NPOrpammol,
MOAY/1b 3aLLUMTbI OT BUPYCOB €€ 0OHaPYKUT. MICKIIOYEHUS TAaKOTO TUMA MOTYT MCMOJ1b30BaTbCA TO/IbKO C
onpeaeneHHbIMMN TUNaMM 3apa>KeHvu7| M MOTYT CO34aBaTbCA B OKHe npeaynpexaeHua ob yrpose, B KOTOpom
coo6u1,aeTc;| O 3apa*XeHun (I'IOCHELI,OBaTe}'I bHO WENTKHUTE 3/1EMEHTDbI MoKasaTtb pacwupeHHble napameTpbl >
Ncknountb u3 06HapykeHus). B kKauecTBe anbTepHATUBbI A1 CO34AHUS UCKIOYEHNA BbIBEpUTE 3/1e MEHTI
Cny»KebHble nporpammbl > [lononHuTebHble cpeacTsa > KapaHTUH, nocsie Yero WeaKHUTE NPaBoi KHOMKOM
MbIiLIN HaXOp,FIU.LMVICFI B KapaHTUHe ¢a17|n n Bbl6epVITe B KOHTEKCTHOM MeHI KOMaHAy BoccTtaHOBUTb 1 UCKNIOYUTD
13 06HapyKeHuA.

dnemeHTbl ynpasneHus

AOGaBMTbZ NCKNtoYeHUe 06beKTOB U3 0b61acTu CKaHMpoBaHMA.
U3meHUTb: M3meHeHMe BblaAeNeHHbIX 3anucem.

Yaanutb: yaaneHue BblaeieHHbIX 3anmcei.
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4.1.1.6 NapameTpbl ThreatSense

ThreatSense — 3T0 TeXHONOMMA, B KOTOPOI PEaNM30BaH PAL, C0KHbIX METOLOB 06HapyKeHUA yrpos. ITa
TEXHOOMMA ABNAETCA YNPEXAAloLWen, T. e. 3aLLMLLaeT OT HOBOM Yrpo3bl y3Ke B CAMOM Havasie ee pacnpocTpaHeHus. A
coyeTaHue aHaNM3a U MOAEIMPOBaHMUA KOAa, MPUMEHeEHMA 0606LLLe HHbIX CUrHaTyp M CUTHaTYp BUPYCOB No3BoAseT
3HauMTE/IbHO MOBbLICUTL YPOBEHb 6@30MacHOCTM KoMMbloTepa. Moaynb CKaHMpoBaHWUA cnocobeH KOHTPONMPOBaTb
HECKO/1IbKO NOTOKOB AaHHbIX OAHOBPEMEHHO, 6aaroaapsa YeMy MaKCUMU3UPYHOTCA 3GOEKTUBHOCTb M KOZIMYECTBO
obHapyxmBaeMblIx yrpo3. ThreatSense ob6ecrneymBaeT K TOMY e yCrnelHOe YHUYTOXEHNE PYTKUTOB.

ThreatSense 412 Moayns MOXHO HacCTPOUTb HECKOJIbKO MNapamMeTpOoB CKAHUPOBaHUS:

® pacwmpeHua n Tunbl Gainnos, NoANeKalne CKaHUPOBaHMIO;
® coyeTaHMe PasNIMYHbIX METOA0B 0OHAPYKEHUSA YIpo3;
® YPOBHM OYUCTKM U T. A,

YT06bl OTKPbITH OKHO NapaMeTpoB, LWeaKkHUTe NMapameTpbl ThreatSense B okHe «10MNOMHUTE IbHbIE HACTPOMKM»
nob6oro moayns, UCNob3ytoLlero TexHonorno ThreatSense (cm. HMKe). PasHble cleHapumn obecnedeHus
6e30nacHOCTM MOryT TpeboBaTb Pas3NMYHbIX HacTpoeK. MosTomy TexHonoruio ThreatSense MOXKHO HacTPOUTb
OTAENbHO AR KaXKA0ro U3 NepedncieHHbIX gasnee MoAyaen 3almThl.

® 3awmTa Gpain10BON CUCTEMBI B PEIKMME PEASTbHOTO BPEMEHMN.
e CKaHWpOBaHWE B COCTOSIHUWN MNPOCTOS.

e CkaHupoBaHue $palinoBs, NCNONHAEMbIX NMPU 3aMyCKe CUCTEMBI.
® 3auMTa JOKYMEHTOB.

® 3aLuMTa NOYTOBOIO KAMEHTA.

® 3awmTta goctyna B UHTepHer.

® CKaHMpPOBAHME KOMMblOoTEPA.

ThreatSense napameTpbl XOPOLLIO ONTUMMU3MPOBAHbI A/1A KaXKA0TO U3 MOZY/1Eel, @ UX USMEHEHME 3HAYUTE/IbHO BAMAET
Ha noBeeHwWe cucTemol. Hanpumep, U3meHeHMe NapaMeTPOB CKAHUPOBAHMSA YNAKOBLUMKOB B peXMME pPeasibHOro
BPEMEHU U BKAOYEHNE PaCLLUMPEHHOM 3BPUCTUKM B MOoAy /e 3awmTbl GaiioBOM CUCTEMBI B PeKMME peasibHOro
BPEeMEHW MOXKeT 3ameInTb PaboTy cnucTembl (06bIYHO TONIbKO HOBbIE dali/ibl CKAHUPYHOTCA C MPUMEHEHUEM ITUX
MeToA0B). PeKomeHAyeTcA He U3MeHATb NapameTpbl ThreatSense nNo yMmo4aHUIO HU A5 KaKMX MOAy1el, Kpome
moayna «CKaHMpoBaHME KOMMblOTEpPa».

CKaHupyemble 06beKTbI

B 3TOM paszene MOXKHO yKa3aTb KOMNOHEHTbI U Gai/ibl KOMNbIOTEPA, KOTOPble BYAyT CKAHMPOBATLCA Ha HaMuMe
3aparkKeHu.

OﬂepaTMBHaﬂ NaMATb: BbINO/THAETCA CKaHNPOBaAHWE Ha Ha/1invne yrpos, HanpaB/Z1eHHbIX HAa ONEPATUBHYIO NaMATb
CUCTEMbI.

3arpy3ouHble CeKTOpPbI: 3arpy304Hble CEKTOPbI CKAHMPYIOTCA Ha HAaJIMYME BUPYCOB B OCHOBHOWM 3arpy304HON 3anucim.
MoutoBbie daiinbi: Nporpamma noaaeprkmeaeT paclwmpeHus DBX (Outlook Express) n EML.

ApXuBbl: Nporpamma noagepusaet pacwmnpenuns ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS,
RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE n mHOTMe apyrue.

CamopacnaKoBblBaloLMeCs apXUBbI: CaMopacraKkoBbliBatoWwmeca apxmsbl (dalinbl ¢ pacwmpeHnem SFX) — ato
apXuBbl, 4719 PACNaKOBKMN KOTOPbIX HE HYHbI CNieuanbHble NPorpaMmmbl.

YNaKoBLMKK: B OT/INYME OT apXMBOB CTaHAAPTHbIX TUMOB, 3aMNyLLEHHbIE YNaKOBLLMKN UCNIONHAEMbIX Gpalinos
pacnakoBbIBalOTCA NPSAMO B ONepaTUBHYO NamMATb. baarogapa amynauum Koga Moayab CKaHMPOBaHMA pacrnos3HaeT
He TONIbKO CTaHAApPTHble cTaTudeckume ynakoswmkm (UPX, yoda, ASPack, FGS U T. A4.), HO M MHOXKeCTBO ApYrvX TUMOB
YNaKOBLUMKOB.

MapameTpbl CKAHMPOBaHUA

BbibepuTe cnocobbl CKAHMPOBAHMA CUCTEMbI Ha NPeAMET 3apaxKeHU. [LoCTyNHbl YKa3aHHbIe HUXKe BapUaHTbI.

3Bpucruqecxui71 dHa/Nn3: aHanuns3 3I'IOHaMep6HHOl71 AEATENbHOCTU NPOrpamMmm C NOMOLLBIO CNeLMaIibHOTo aAropuTma.
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[NaBHbIM LOCTOMHCTBOM 3TOr0 MeToAa ABASETCA CMOCOBHOCTb MAEHTUOULMPOBATbL BPeLOHOCHbIe MPOrpamMmbl,
CBeJleHUA 0 KOTOPbIX OTCYTCTBYIOT B CyLLLECTBYIOLWEl 6a3e AaHHbIX CUTHaTyp BUPYCOB. HelOoCTaTKOM e ABiseTcA
BEPOATHOCTb (04eHb HEGONbLLIAA) TOMKHbIX TPEBOT.

PacwmpeHHasn aspuctuka/DNA/CurHaTypbl Smart: MeTo, pacliMpeHHON 3BPUCTUKM BasnpyeTca Ha YHUKaZIbHOM
3BPUCTUYECKOM aNIFTOPUTME, pPa3paboTaHHOM KomnaHuel ESET, onTummanposaHHOM a1a 06HapyKeHuA
KOMMbIOTEPHbIX YEPBENM M TPOSHCKMX NPOrpPaMm 1 peann3oBaHHOM Ha A3blKax NPOrpaMMMpPOBaHMA BbICOKOIO
ypoBHA. Micnonb3oBaHWe paclUMPEHHOMN 3BPUCTUKM 3HAUUTEIbHBIM 06Pa30M yBENMYMBAET BO3SMOMKHOCTHU
npoaykTos ESET no o6HapyKeHuto yrpo3. C MOMOLLbIO CUTHATYP OCYLLECTBAAETCA TOYHOE OBHapyKeHne 1
naeHTUdUKauma smpycos. CUCTEMA aBTOMATUYECKOTO 06HOBEHMA 0b6ecnevmBaeT AOCTYNHOCTb HOBbIX CUTHATYpP
yepes HECKONbKO YacoB Noc/ie 06HapYyXKeHUA yrpo3bl. He4OCTaTKOM e CUrHaTyp ABASETCA TO, YTO OHWU MO3BOIAIOT
06HApPYKMBATb TO/IbKO U3BECTHbIE BUPYCbI (MW UX HE3HAYUTENIBHO MOANDULMPOBAHHbIE BEPCUN).

MoTeHUManbHO HeXKenaTesibHoe NPUIoXKEHNE — 3TO NPOrPaMma, KOTopas COAEPKUT PeKAaMy, YCTaHaBAMBaET
NnaHe M UHCTPYMEHTOB MM BbINONHAET ApYrue HeAcHble GYHKLMU. B HEKOTOPbIX CUTYaLMAX MOXKET MOKa3aTbCs, YTo
NnpevmMyLLeCTBa TaKOro MOTEHLMANbHO HEXKeNaTeIbHOTO NPUIONKEHUA NepPeBELINBAIOT PUCKU. [T03TOMY KOMMNAHUA
ESET nomeLlaeT 3TM NPUIOMKEHMSA B KAaTETOPUIO HE3HAYUTEIbHOTO PUCKA, B OT/IMYME OT APYINX BPeAOHOCHbIX
nporpamm, Hanpumep TPOAHCKUX NPOrPaMmm UIn YepBen.

MpepynpexxpeHne — o6HapyKeHa NOTeHLUMabHaA yrposa

Korpa 06Hapy)KMBaeTCFI NOTEHUMA/NIbHO HeXenaTe/ibHOEe NPpunoxKeHne, Bbl MOXXeTe CaMOCTOATE/IbHO PELWNTDb, KakKoe
nencreme HYXHO BbIMO/THUTb.

1. OuMCTUTBL/OTKNIOUUTD: AENCTBME NPEKPaALLAeTCa, M NOTeHLUMa bHasA Yrpo3a He nonagaeT B cuctemy.

2. Mponyctutb: 3Ta GyHKLMA NO3BOAET NOTEHLMAIbHOMN Yrpo3e NPOHUKHYTb Ha KOMMbIOTEP.

3. YTobbl paspeLnTb NPUIOKEHUNIO U BNpeab paboTaTb HAa KOMMNbloTepe 6e3 NpepbiBaHU, WENKHUTE 31eMeHT
PaclumMpeHHble napameTpbl 1 yCTaHOBUTE barKoK UCKNIOUNUTD U3 06HapyKeHUA.

SMART SECURITY 9

OBBEKT NOTEHLWMANEHD HEXENATENLHAA Nporpamma (Win32/PUAtest.A) Haligen B daline, k
KoTopomy npunoxedne [ Windows Prieskumnik nemaerca nonyunts gocryn.

37a NporgamMmMa MOXET HE NPESCTIBNATE YT DO3Y EEDI’IECHDETM, HO MOMET CHU¥ATE
NpoU3B0ANTENEHOCTE M HAAEKHOCTE KOMNBHOTEDE WAW NPUECANTE K M3MEHEHWHD NOBEJEHNA
CMCTEMbI.,':LCI'IC.-'IHHTE.-'II:HbIE-:EE,.'J,EHHH...

[MogeepryyTe Gain ouncTke?

JononHuTensHble cBegeHna ob 3Tom coobedun v TMogpoBHoctn v PaclunpedHelie napameTpel

Ecnu o6HapyKeHO NOTeHLMANbHO HeXKeNaTe/IbHOE NPUNOKEHME N €70 HEBO3MOXKHO OYUCTUTb, B MPABOM HUNKHEM
yrNy 3KpaHa oTobpasnTca OKHO yBegoMneHU Aapec 3a610KupoBaH. [11a NofyvyeHUA AONONHUTENbHBIX CBEAEHUI 06
3TOM CcObbITMM NeperanTe 13 r1aBHOro MeHto B pasaen CayxebHble nporpammbl > [lonNosIHUTE/IbHbIE CPeACTBa >
daiinbi )ypHanos > OTPuUNbTPOBaHHbIE Be6-CaTbI.
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SIMART SECURITY 0 voOX

Appec zabnoxkmpoBan.

URL-appec:

m

IP-agpec: -
] 1 b

JononHuTeNEHEIR CEEAEHWA ob atom {GGEjLLI,EHl-II.-I

MoTeHUMaNnbHO HeXKenaTebHble NPUNOXKEHUA — NapameTpbl

Mpwu ycTaHoBKe nporpammbl ESET MOXKHO BKIHOUNTb OOHapyXeHMe NOTEHLUMAIbHO HEXKeTaTeIbHbIX MPUIOXKEHUN (CM.

nsobparkeHne HUxe).

(es[E}) SMART SECURITY 9 T &

Lndpbl nmeroT sHaueHWe. NMonyunte MakcMMaibHbIA YPOBEHb 3aLNTEIL.

Cuncrema otzeieoe ESET LiveGrid® nossonser cobupate nHGopMaLMo o NOA03pHTENEHBIX 0BBEKTAX, KOTORYH? Mbl 3BTOMATHYECKH
oBpaBarteigaen, 4ToGel B Hawel 0cBAaYHON CHCTEME CO3A3BaTE MEXaHMIMEI 0BHApy#eHnA. CO3438 WX, MBI MX CPA3Y NPUMEHAEM, YTOBLI
OBECMEYNTE CEONM KIMEHTAM MAKCHMA/EHEIN YPOBEHE 3aLLMTEI.

v | Brnrounte cuctemy ot3bieos ESET LiveGrid® (pekomengyerca)

OGHBPY)KEHHE noTeHUHManbHO HeXenaTeNbHbIX HPHJ'ID)KEHHﬁ

Pewierne ESET moxeT oBHapyMBaTe NOTEHUMANEHD HEKENATENEHBIE NPUACHEHMA U 33NPALLIWBATE NOATEEPHAEHME NEPE] MX YCTAHOBKOM,
MoTEeHUNANEHO HEXENATENBHBIE MPWAOKEHHA MOTYT HE NPEACTABNATE YTPo3y GE30NACHOCTH, HO MOMYT CHUXETE NPOM3E0ANTENBHOCTE,
CKOpOCTE paboTbl M HAAEKHDCTE KOMMBIOTERE WAN E NPHEDAMTE K M3MEHEHMID NOBEgeHNA, Kak Npasnno, 4NA ycTaHOBKK TaKWX Nporpamm
TpebyeTcA paspelleHne NoNB30EaTENA,

OﬁHEp:ﬁKHEETb NOTEHUWANEHD HEXENATENRHBIE NPWADHEHHA

He DﬁHEp}OKHEETb NOTEHUWENEHD HEXENATENBHBIE NPWIDHEHNA

YeraHoeuTE I EEET CMEHMTE naniy yCraHoBKM

A MoTeHLMANbHO HeXenaTeibHble NPUIOXKEHWUA MOTYT YCTaHABINBATb PEKNAMHbIE MPOrPamMMbl U NaHeNN
WHCTPYMEHTOB WX COAE P KaTb PEKNAMY U Apyrue HexKelaTesibHble M Hebe30nacHble MPOorpamMmMHble KOMMNOHEHTbI.

3T NnapameTpbl MOXKHO B 1t060€e BpeMSA M3MEHUTL B pasgesie napameTpoB Nporpammbl. YTobbl BKAOYUTL UK
OTK/IIOUYNTb OBHApPYKEeHME NOTEHLMANbHO HEXKeNaTe bHbIX, Hebe30nacHbIX UV NOA03PUTENbHBIX MPUOKEHUN,
cneaynte NpUBEAEHHBIM HUXKE UHCTPYKLMAM.

1. OTkpounTe nporpammy ESET. KaKk oTKpbITb Nporpammy ESET Ha moem KomnbloTepe?

2. HaxkmuTte Knasuuwy F5, 4Tobbl nepeiiTn K pasgeny JononHUTeIbHble HaCTPOMKM.

3. WenkHMTe anemeHT AHTUBUPYC 1 HA CBOE YCMOTPEHME BKAKOUYMTE MM OTKAOUMUTE NapameTpbl Bkaountb
o6Hapy)XeHue NOoTEeHUMANbHO HeXKeNaTe ibHbIX NPUI0XKeHU, BKiounTtb 06HapyKeHne NoTeHuMaAbHO ONacHbIX

NPUNOKeHU N BKNounTb 06HapyKeHUe NopJ03puUTesIbHbIX NPUNOXKEHUIA. YTOObl COXPaHUTb HACTPOMKK, HAXKMUTE

KHOMNKy OK.
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@ Paclumperteie napametper - ESET Smart Security

PaclmpetHble napaMeTphbl

3ALLWMTA OT BUPYCOB

3awwTa $haiNoBol CHCTEMEI B
pEXIME PEANBHOTO
EPEMEHK

CkaHUpOBaHNe KOMMLIOTEpa No
TpeboBaHio

':KEIHI.I[GCIBEIHI.IE B COCTOAHKH
npocroA

CkaHUpOEaHNE NpW 3anycke
CheMHLIE HOCHTEN
3aLUMTa AOKYMEHTOR

HIPS

OBHOBMEHWME

MEPCOHANBHEIIA
GAAEPBON

WMHTEPHET |1 3NEKTPOHHAA
MNOYTA

KOHTPOMb YCTPOWCTB

S OAVAACCLILIE OnSCnAh Ak ALl

Mo ymonuaHnio

B OCHOBHOE

MAPAMETPbI MOAYNA CKAHWPOBAHWA

BintounTe o0BHapy=EHNE NOTEHLNANBHD HEXENATENBHE
NpANOKEHHE

BrnrounTe DéHEp)OKEHIﬂE NOTEHUWENEHD ONAaCHbBI
NEHAGHKEHHE

BintounTe oBHapy=EHNE NOAO3PUTENEHBE NPUICHEHN

3ALLMTA ANTI-STEALTH

BrnrounTb 3awmTy Anti-Stealth

WCKNHOYEHWA

CnWcok NyTed, KOTOPBIE HYKHO MCKAKYUTD W3
CKAHWPOBaHKUA

x
a2
i
Wzmennts [i ]

MoTeHUManbHO HeXKenatesibHble MPUNOKEHUA — 06010uKH

0O60/104Ka — cneumnanbHoOe NPUIOKEHUE, UCNONb3yEMOE Ha HEKOTOPbIX PainioobmMeHHbIX pecypcax. 3TO CTOPOHHee
CPeACTBO, YCTaHAB/MBAOLLEE NPOrPaMMy, KOTOPYIO HYXKHO 3arpy3uTb, B KOMMIEKTE C APYTrMM NPOrpamMmHbIM
obecneyeHneM, HanpPUMep NaHeIblo UHCTPYMEHTOB UM PEKIAMHOMN NPOTPaMMOi, KOTOPbIE MOTYT USMEHUTb
[OMALLHION CTpaHuuUy bpay3epa unm napameTpbl noucKa. Mpun aTom dannoobmMeHHble pecypcbl YacTo He
YyBEAOMAIOT MOCTABLLMKOB NPOrPaMMHOro obecrneyeHns Uam nosydaTenen sarpy»KeHHbix GaioB 0 BHECEHHbIX
M3MEHEHMSIX, @ 0TKA3aTbCA OT 3TUX U3MEHEHUI HenpocTo. IMeHHO noaToMy KomnaHusa ESET cuntaeT 060104KK
NOTEHLMANbHO HeXelaTeIbHbIMU NMPUIONKEHUAMM U AAET N0JIb30BaTENIAM BO3MOMXKHOCTb OTKA3aTbCA OT UX 3arPy3Ku.

O6HOBNEHHYIO BEPCUIO AAaHHOM CTPAHULbI CMPaBKM CM. B 3TOM cTaTbe 6a3bl 3HaHWM ESET.

MoTeHuuManbHO onacHble NPUNoXKeHUA. MoTeHUMANbHO ONacHble NPUNOKEHUA — 3TO 0603HaYEHWE ANA He
ABNAOLMXCA BPEAOHOCHBIMM KOMMEPYECKMX MPOrpamm, TaKMX Kak CpeacTBa yAaneHHOro A4OCTyna, MPUI0XKeHUA
ON17 B3/1IOMa Naposieit M KNaBMaTypHble WNMOHbI (NPOorpamMmsbl, 3aMMCcbiBaloLLIMe KaXKa0€e HaxKaThe KAaBULWN Ha
Knasuatype). Mo yMONYaHWUIO 3TOT NapameTp OTK/OYEH.

MapameTpbl OYUCTKM ONpPeaen AT noBegeHne Moay A CKaHUPOBAHUA MPU OYMCTKE 3aparkeHHbIX $paiinos.
MpeaycMmoTpeHO TPU YPOBHS OYUCTKM.

UcknioueHus

PacwupeHnem HasbiBaeTcA Y4acTb UMeHU dalina, oTaeIeHHasA OT OCHOBHOM YacTu ToUYKon. OHO onpeaenseT TMn
daina u ero cogepxmmoe. IToT pasgen napameTpos ThreatSense no3sonseT onpenenntb TUNbl Gpalinios,

noAne almx CKaHMPOBaHMUIO.

Apyroe

Mpu HacTpoiike napameTpoB moayns ThreatSense Ans cKaHMPOBaHWA KOMMbIOTEPA MO TPeHOBAHUIO TaKKe
[OCTYMHbI ONMUCAHHbIE HWUXKe NapameTpbl U3 pasgena [pyroe.
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CKaHMPOBATb a/IbTEePHATUBHbIE NOTOKM AaHHbiIX (ADS): anbTepHAaTUBHbIE MOTOKM AAHHbIX, UCMO/b3YEeMble

darinosoii cuctemoit NTFS, — 3710 €BA3M daltnoB 1 NanokK, KOTopble He 0BHAPYKMBAKOTCA NPU UCNONL30BAHUM
06bIYHbIX METOA0B CKaHMPOBaHUA. MHOrMMe 3apaxeHUA MacCKUPYIOTCA MO afbTe PHATUBHbIE MOTOKMW AaHHbIX,
NbITasACb M36€eKaTb 0OHaAPYKEHUS.
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3anyckaTb ¢GOHOBOE CKaHUPOBaAHUE C HU3KUM MPUOPUTETOM: KaXKblii MPOLLECC CKaHMPOBaHWA noTpebaneT
HEKOTOPOE KO/IMYECTBO CUCTEMHbIX pecypcoB. Ecnv nonb3osaTeib paboTaeT ¢ pecypcoeMKMMM NporpaMmmam,
MOKHO aKTMBMPOBaTb GOHOBOE CKaHNMPOBAHUE C HU3KMM NPUOPUTETOM M BbICBOGOAUTL TEM CaMbIM PeCypCbl AN
OPYIUX NPUOSNKEHUIA,

PeructpupoBartb Bce 06beKTbI: eC/iv 3TOT GpNaXKOK yCTaHOB/EH, B daitsie sKypHana byaeT coaepaTbca nHbopmaLms
060 BCex NPOCKaHMPOBaHHbIX daiinax, B TOM YMCIe He3apaXKeHHbIX. Hanpumep, ecaun B apxunee HaigeH BUpyc, B
)KypHane Takxke byayT nepeyncneHbl HesapakeHHble $alinbl U3 apxmBa.

BKIOUUTL UHTENINIEKTYa/IbHYIO ONTUMMU3ALMIO: MPY BKAOYEHHOW ONTMMM3ALMM Smart MCMO/1b3YOTCS ONTUMAa/bHbIe
napameTpbl ans obecnevyeHma camoro 3pheKTUBHOIO YPOBHA CKaHNMPOBAHMA C COXPAaHEHNEM MaKCMMa/IbHO
BbICOKOW CKOPOCTW. PasHble MOAY/IM 3aLLMTbI BbINOHAIOT MHTENIEKTYa/IbHOE CKAHMPOBAHUE, NMPUMEHAS
OoTAe/IbHble MeToApl AJ1A PAa3INYHbIX TUMOB dainoB. Ecnv onTummsauma Smart oTKA0YeHa, NPU CKaHMPOBAHUMU
MCMNONb3YOTCA TOJIbKO NOb30BaTEIbCKME HACTPOWKK sigpa ThreatSense Kaxaoro moayns.

CoXpaHUTb OTMETKY O BpeMEHU NOCAeAHEro A0CTYNa: YCTaHOBUTE 3TOT G/IaXKoK, YUTOBObI COXPaHATL UCXOAHYO
OTMETKY 0 BpEMEHM A0CTyNa K CKaHMpyeMbiM daiiaiam, He 06HOBNAA ee (Hanpumep, 418 UCNONb30BAHUA C
CMCTEMAMU Pe3epPBHOTO KOMMPOBAHUA AAHHbIX).

OrpaHunyeHus

B pazgene «OrpaHMUYEHMA» MOXKHO YKa3aTb MaKCUMasibHbI pasmep 06bEKTOB U YPOBHU BIOXKEHHOCTU apXM1BOB
[ANA CKaHMPOBaHWA.

MapameTpbl 06bEKTOB

MakcumanbHblii pasmep 06beKTa: onpeaenseT MakCMMabHbIN pasmep 06bEKTOB, NoA/eXKalluyX CKaHUPOBaHUIO.
[aHHbIA MOZY b 3aLWMTbI OT BUPYCOB BYAET CKAHMPOBATb TO/IbKO 06bEKTbI MEHbLUE YKa3aHHOro pasmepa. IToT
napameTp PeKOMEHIYeTCA MEHATb TO/IbKO OMbITHbIM MO/1b30BaTENAM, Y KOTOPbIX €CTb BECKME OCHOBaHUA A8
NCKNHOYEHUSA U3 CKaHUPOBaHMA BONbLIMX 06 BEKTOB. 3HAaUYEHUE N0 YMONYAHUIO: HEe 02PAHUYEHO.

MaKcumanbHoe BpeMsA CKaHUMpoBaHUA 06beKTa (C): onpegenaeT MakCMManbHOe BpeMs, B Te4eHME KOTOPOro byaeT
CKaHMPOBaTbCA 06bEKT. ECM NONb30BaTE /b YKAKET 34eCb COBCTBEHHOE 3HaYeHUE, MOAY/b 3aLMTbI OT BUPYCOB
MPeKpPaTUT CKaHNPOBaHWE 06bEKTA NO UCTEYEHWUM YKa3aHHOIO BPEMEHM BHE 3aBUCMMOCTM OT TOTO, 3aBEPLLIEHO /1N
CKaHMpPOBaHMe. 3HaYeHMe Mo YMONYAHUIO: HE 02PAHUYEHO.

HacTpoiiku ckaHMpoBaHMA apXMBOB

YpoBeHb B/IO}KEHHOCTU apXMUBOB: OnpesenseT MakCUMAbHYHO FyOUHY CKaHMPOBAHMA apXMBOB. 3HaYeHUE No
ymonyanuto: 10.

MakcumanbHbI pasmep ¢aiina B apxmse: 3TOT NapameTp NO3BOAAET 334aTb MAaKCUMa/IbHbIN pasmep NoA/1eKaLlmx
CKaHMpoBaHuio paitnoB B apxmBe (MMeeTcsa B BUAY pasmep, KOTOpbI ByayT UmeTb U3BfiedeHHble dainbl).
3HayeHMe No YMONYAHUIO: HEe 02PaHUYEHO.

NPUMEYAHMUE. He peKoMeHAayeTca MU3MEHSATb 3HAYEHMA NO YMOYAHUIO, TaK KaK 06bI4HO 417 3TOro HeT ocoboit
NPUYUHDI.

4.1.1.6.1 OuwuctKa

MapameTpbl NPOLLECCa OYUCTKM ONpeaenstoT NoBeAeHMe MOAY/1A CKAHMPOBAHMA NMPU OYMUCTKE 3apaykeHHbIX GaliioB.
MpeaycMoTPEHO TPU YPOBHA OYUCTKM.
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4.1.1.6.2 WUcKnoUeHHble U3 CKAaHUPOBaHUA paclumpeHua dpaiinos

PacwmpeHnem HasblBaeTCA YacTb UMeHM daiina, OTAeeHHasA OT OCHOBHOW YacTu TouKo. OHo onpegensaeT Tmn daiina
WM ero coaepMmoro. IToT pasgen napameTpos ThreatSense no3sonseT onpeaenutb TMnbl Gaitos, NO4/ e XKalmx
CKaHMPOBaHMIO.

Mo ymonyaHuio ckaHMpytoTca Bee halnbl HE3aBUCUMO OT UX paclimpeHua. Jlloboe paclumpeHme MoXHO f06aBUTb B
CNUCOK $HannoB, UCKAOYEHHbIX M3 CKAHMPOBAHMUS.

NHoraa moxkeT 6biTb HE0B6X0ANMO UCKNOUUTL dalifibl, €CNU CKAHUPOBAHUE ONpeaeNeHHbIX TUNoB ¢annos
npensaTcTByeT HOPMabHOM paboTe NporpaMmmbl, KOTOPas UCMOb3YET 3TU paclMpeHns. Hanpumep, MoxKeT BbITb
NnonesHo UCKAYNUTL paclumperus .edb, .eml u .tmp npu ncnonbsosaHum cepsepos Microsoft Exchange.

C nomoupbto KHOMNOK [06aBUTb 1 YAaNUTb MOXKHO M3MEHATb COAEPHKMMOE CNUCKA, pa3peLLan Uan 3anpeLas
CKaHMpoBaHWe GaiioB c onpeseneHHbIMU pacluMpeHmammn. 1na nobasneHUs B CNMCOK HOBOTO pacliMpeHus
HaxkKMuUTe KHoMKy [lo6aBuUTb, BBeAMUTE paclUMpeHMne B MyCTOM Nosie U Haxkmute KHonky OK. Bbibpas BapuaHT BBegure
HEeCKO/1IbKO 3HAYeHUIA, MOXKHO J,006aBUTb HECKOJIbKO pacliMpeHnin UMeH $GainnoBs, pasgenms UX CMMBOJIaMKM NepeBoaa
CTPOKM, 3aMATOMN UM TOUKM C 3anATON. Ecnm paspelueH BBOA, HECKONbKMX 3HAYEHWUI, paclumpeHma byayTt
oTObOpaNKaTbCca B BUAE CNUCKA. YTOObI yAaUTb pacluMpeHUe 13 CNUCKA, BbiIbepuTe 3TO PacUMPEHUE U HAXKMUTE
KHOMKY Yaanutb. AnA M3aMeHeHUs BbIBPaHHOTO PaclUMPEHUs HaXXMUTE KHOMKY U3MmeHUTD.

MO*KHO MCNONb30BaTb CUMBO/IbI LWAabIoHa «*» (3Be3404Ka) U «?» (BONPOCUTENbHbINM 3HaK). CUMBO/ 3BE3404KM
0603HayaeT Nt0H6YIO NOC/eLO0BATEILHOCTL CUMBOJI0OB, @ BOMPOCUTE/IbHbIV 3HAaK — to6oi cMMBO.

4.1.1.7 [eAcTtBuA Npu 06HapYyKeHUU 3aparKeHus

3aparkeHua MoryT NonacTb Ha KOMMbOTEP U3 Pa3/INYHbIX UICTOYHUKOB, TaKMX Kak Beb-cainTbl, 0bLime nanku,
3/IeKTPOHHAA NoYTa AU CbeMHble HocuTenu (Hakonutenu USB, BHeLWHWE AUCKU, KOMNAKT- nau DV D-aucku, ANCKeTbl

uT. 4.).

CraHpapTHOe nosegeHue

O6blyHO ESET Smart Security o6Hapy»KMBaeT 3aparkeHMns C MOMOLLbIO NMePeUnC/IEHHbIX HUKE Moayne.

® 3awwmTa GpanioBON CUCTEMbI B PEXKUME PEANIbHOTO BPEMEHM
3awmTta goctyna B HTepHeT

3aLwmTa NOYTOBOrO KMEHTA

CKaHMpOBaHWE KOMMblOTEPA NO TPeboBaAHUIO

KaxabIi moZynb Mcnonb3yeT CTaHAAPTHbIN YPOBEHb OYMCTKM U NbITAaeTCA O4NCTUTL Galin, MOMECTUTb ero B KAPaHTUH
WAW NpepBaTb NoaxAoYeHMe. B NpaBom HUMKHEM Yry 3KpaHa 0TobpaykaeTca OKHO yBeAOMIEHWUN. [LoNoNHUTEIbHbIE
cBeeHus 06 YPOBHAX OYMCTKM M MOBEAEHMM CM. B pasgenie OYmncTka.

SMART SECURITY 9 woOX

A O6HapymeHa yrposal

O6bex:
hittp:/www.eicar.org/download/eicar.com
Yrposa:

Eicar Tect daiin

Wndopmavma:

COEAMHEHME NPEPBEAHO - M3CANPOBAH

LONONHUTENEHEIE CEEAEHHA 00 3TOM COOBLLEHHK
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OuuncTka n yaaneHume

Ecnu gerictBre No ymonyaHuIo AnA MOAyAA 3almTbl GaliIoBOM CUCTEMbI B PEXMME PEASIbHOTO BpEMEHU He
onpeaeneHo, Nosb30BaTe 0 Npeg/araeTcs BblIbpaTb ero B OKHe npegynpexXaeHunsa. O6bIYHO AOCTYNHbI BAPUAHTbI
Ounctutb, Yaanutb nnv Huuero He npeanpuHumarb. He pekomeHayeTca Bbibupath genctene Huuero He
npeAnpUHUMATb, MOCKOIbKY NPW 3TOM 3apayKeHHble ¢alinbl He ByayT oYmLeHbl. MICKNtoYeHWe A0NYCTUMO TONIbKO B
TOM C/ly4ae, ecnu Bbl yBepeHbl, 4To dain 6e3speneH 1 6611 06HapyKeH no owmnbke.

SMART SECURITY 9
A O6HapyxeHa yrposal

ObwexT yrpo3a (Eicar) Hafigen B daiine, k koTopomy npunoxedne [ Windows Prieskumnik
NbITAETCA NOAYHHTL AOCTYT.

Mpunomenme: CA\Windows'\explorer.exe

Komnanua: Microsoft Windows
Penyraumna: " i} O6Hapyxeno 2 roga Hasag

Paiin: Cih\Users\petko'\AppDatatLocal\Temp\TEMP1_~1.ZIP\eicar.com
Penyravuma: A B OBhapyxeno 2 roga nazag

O6napysenmne: Eicar Tect daiin

MoasepryyTe dain oumcTke?

v CKONWpOBaTh B KaPaHTWH
v MNepenats Ha aHanns
WckntounTs M3 NpoBEpKK

McknounTe nognuce ns DE'HEFI}DKEHHR

JononHuTeneHble cEEAeHUA 06 3ToM cooByeHnn o TMogpoBHocT N PacluMpeHHBIE NapaMeTpel

OuuncTKy cnenyeT NpUMeHATb, eciun paiin 6bia aTakoBaH BUPYCOM, KOTOPbIN A06aBUA K HEMY BpeAOHOCHbIN Ko, B
3TOM C/ly4ae CHayana NporpamMma MnblTaeTca OYUCTUTL 3aparkeHHbIV Gaits, YTobbl BOCCTAHOBUTb €10 NepBOHaYaibHoe
cocToaHue. Ecnu daiin conepRuT TONbKO BPEAOHOCHbIV KoA, OH ByaeT yaaneH.

Ecnu 3aparkeHHbIl paiin 3a6,10KMPOBaAH MM MCMONb3YETCA KAKUM-1MB0 CUCTEMHbIM NPOLLECCOM, 0BbIYHO OH
yAanseTcsa TONbKO nocse ocBoboxaeHUA. Kak NpaBuio, 3To NPOUCXOAUT NOC/Ie Nepesanycka CUCTEMbI.

MHoOKeCcTBeHHbIe Yyrpo3bl

Ecnm npu ckaHMpoBaHMM KOMMNbIOTEPA KaKMe-11Mb0 3aparkeHHble ¢aliibl He 6blaN ounLLeHb! (Man ana
napameTpaYpoBeHb 0YNCTKM OblIO YCTAHOBIEHO 3HaYeHUe be3 o4UCTKU), Ha SKpaHe 0TOBbPasnTCA OKHO
npeaynpexXaeHus, B KOTOPOM Bam ByaeT npea/ioKeHo BblbpaTh AelicTBMe Ana Takux dannos. Cneayet BbibpaTb
nectena ana dannos (aencTema BbiIbMpatoTca OTAENbHO ANA KaXKA0oro ¢paiina B CNMCKe), a 3aTeM HaXKaTb KHOMKY
loToso.

YaaneHue ¢aiinos us apxmeos

B peKnme OYMCTKM N0 YMONYAHMIO apXUB YAANAETCA LLeIMKOM TO/IbKO B TOM C/ly4ae, eC/IM OH COAE PXKUT TONIbKO
3aparkeHHble daitsibl. MHaye roBops, apXmBbl, B KOTOPbIX €CTb He3apakeHHble dalibl, He yaanaoTtca. OgHaKo
cneayeT NpoABAATb OCTOPOXKHOCTb MPY CKAHUPOBAHUM B PEXKMME TLATEIbHOM OYMUCTKM, TaK Kak NpM 3TOM apXxumB
yOanAeTcs, eCIN COAEPHKUT XOTA Bbl 0AMH 3apaxkeHHbI Galin, HeE3aBUCMMO OT COCTOAHUA APYTUX GaiioB B apxmBe.
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Ecnv Ha KomnbloTepe BO3HUKAM MPU3HAKM 3aparkeHUs BpeAOHOCHOM NPOorpamMmmoin (Hanpumep, OH cTan megjeHHee
paboTaTb, 4acTo 3aBUCAET M T. N.), pEKOMEHAYETCA BbIMONHUTL CAeaytolme AeNcTBuS.

® OTtKpoiTe ESET Smart Security v Bbibepute KomaHgy « CKaHMPOBaAHWE KOMMbIOTEPAY.

® BbibepuTe BapmnaHT CKAHMPOBATb KOMNbIOTEP (AONONHUTENbHYIO MHPOPMaLMIO CM. B pa3gene CKaHMpoBaHue
KOMMbloTepa).

® [locne OKOHYaHMUA CKaHMPOBaAHMA MPOBEPLTE B XKypPHa/ie KOJIMYECTBO NMPOCKAHNPOBAHHbIX, 3apaXKeHHbIX U
OUMLLEHHbIX hannos..

Ecnu cnefyeT cKaHMPOBaTb TO/IbKO OMpeseieHHY0 YacTb AMCKa, BbibepuTe BapuaHT Bbi6opouyHOe CKaHMpOBaHME U
YKayKuTe 06BbEeKTbI, KOTOPbIE HY}KHO CKaHMPOBaTb Ha NpPeAMeT HalnYuA BUPYCOB.

4.1.1.8 3awmTta AOKYMEHTOB

DyHKLMA 3aLWLMTbI AOKYMEHTOB CKaHMpyeT gokymeHTbl Microsoft Office nepes nx oTkpbITUEM, a TaKKe NpoBepseT
darinbl, aBTOMaTUYECKM 3arpyKaemMble 6paysepom Internet Explorer, Takme Kak anemeHTbl Microsoft ActiveX.
dDyHKUMSA 3aWUTBI JOKYMEHTOB 0becrneymBaeT 6€30MacHOCTb B A0NOIHEHME K QYHKLMM 3aWMTbl GpaioBOMN cCUCTEMbI B
perkume peanbHOro BpemMeHU. Ee MOXKHO OTKAOUYUTb, YTOObI yAYyYLWUTL MPOU3BOANTENIbHOCTb CUCTEM, KOTOPbIE He
cofepKaT bonblioe KoanyecTso AokymeHToB Microsoft Office.

MapameTp UHTErpauma c CUCTEMOM aKTUBMPYET CUCTEMY 3aLLMTbI. [ M3MEHEHMSA 3TOro NapameTpa HaxkmuTe F5,
uTO6bl OTKPbITb OKHO [LONOAHUTE/IbHbIE HACTPOIKK, 1 NepeanTe K pasaeny 3alwura ot BUPYCcoB > 3awumTa
OOKYMEHTOB AepeBa pacluMpeHHbIX NapameTpos.

3Ta GYHKLMA aKTUBUPYETCA MPUNOKEHUAMM, B KOTOPbIX McnonbayeTca Microsoft Antivirus APl (Hanpumep, Microsoft
Office 2000 1 6onee nosaHune sepcum unu Microsoft Internet Explorer 5.0 u 6onee nosgHue sBepcun).

4.1.2 CvbemHble HOCUTENU

ESET Smart Security obecneuynsaeT aBTOMaTUUYECKOE CKAaHMPOBaHUE CbeMHbIX HocuTenel (KomnakT- u DVD-aucKos,
USB-ycTponctB M T. Nn.). [laHHbIA MOAY1b NO3BONAET CKAHMPOBaTb BCTAB/IEHHbIN HOCUTEIb. ITO MOMKET ObITb YA06HO,
€C/I aAMUHUCTPATOP KOMMbOTEPA XOYeT NPeLoTBPaTUTb NMOAK/IOUYEHME NO/1b30BaTEIAMM CbEMHbIX HOCUTENel ¢
He)KelaTeIbHbIM COZEe PXHUMbIM.

[DeiicTBue, KOTOpOe cneayeT NpPeaNpPUHATb NOC/e NOAKIIOYEHUA Cbe MHOTO HocuTensa: BbiIbop AencTemA no
YMOIYaHMI0, KOTOpOe byaeT BbINMOAHATLCA NPU NOAKIHOYEHUMN K KOMMbIOTEPY CbEMHOTO HOCUTENS (KOMMNAKT-ANCKA,
DVD-aucka, USB-ycTpolictea). Ecnv BbibpaH BapmnaHT MoKa3aTb napameTpbl CKaHUPOBAHUA, Ha SKpaH byaeT
BblBEAEHO YBEAOM/IEHME, C MOMOLLBIO KOTOPOrO MOYKHO BbIOPATb HYXKHOE AENCTBUE.

® He cKaHMpOBaTb: He byeT BbIMOJIHEHO HUKAKUX AENCTBUIN, a OKHO OBHapy»KeHO HOBOe YCTPOMCTBO byaeT 3aKpbITO.

® ABTOMaTUYECKOEe CKaHMPOBaHUE YCTPOMCTB: BbIMOIHAETCA CKAHNMPOBAHWE MNOAKNOYEHHOMO CbeMHOMO HOCUTENA NO
TpeboBaHuto.

® MokasaTb NnapameTpbl CKAHUPOBAHUA: MEPEX0, B Pa3fe/l HACTPONKM PaboTbl CO Cbe MHbIMW HOCUTENSIMM.

Korpa BcTaBnaeTca CbeMHbI HOCUTE b, OTO6pa)‘KaE‘TCH cnegyouwee aManoroeoe OKHO!:

SMART SECURITY 9 b

(o) O6HapyXeHo HOBOE YCTPOWCTBO

" CD/DVD (D:\)
CKaHWpOEaTh
CKaHWpOBaTL NO3Xe
Hacrpoiika...

Bcerpa ucnons3oeate EnlGpaHHbIA BapUaHT

CKaHupoBaTb ceiyac: HayHeTcA CKaHMUpoBaHMWe CbeMHOro HocuTenA.
CKaHMpOBaTb no3Xe: CKaHnpoBaHne Cbe€ MHOIo HOCUTENA 6yp,eT OT/1I0XKeHO.

Hactpoliku: oTobpasatca «onoAHUTEIbHbIE HACTPOMKMUY.
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Bceraa Mcno/sb3oBaTb Bbl6paHHbIi BAPUAHT: €C/IM YCTaHOBUTbL 3TOT GNaXKOoK, BbibpaHHoe aeicTeme byaeT
BbINOMHATLCA KaX /bl pas, KOraa BCTaBNAETCA CbeMHbIA HOCUTETb.

Kpome Toro, B ESET Smart Security ecTb moay/ib KOHTPOS YCTPOICTB, NO3BOAOLLMI 334aBaTh NpaBuaa
MCNO/1b30BaHMA BHELWHMX YCTPOWCTB Ha yKa3aHHOM KoMnbioTepe. JonofHUTEeIbHblE CBeAeHUs 06 3TOM Mmoay/ie CM. B
pasgene KOHTPO/b YCTPOMCTB.

4.1.3 KoHTponb ycTpoucTs

ESET Smart Security obecneuymsaeT aBToMaTMUyecKoe yrnpasieHue yctpocteamm (KomnakT- u DVD-guckamm, USB-
ycTpomncTBamu 1 T. n.). JaHHbI MOAy b NO3BONAET CKAHMPOBATb, 6H/10KMPOBATL M USMEHATH PACLUMpPEHHbIE GUALTPbI
W paspeLleHmsa, a TaKKe YKa3blBaTb, MOXKET /1M M0/1b30BaTE/1b NO/YYaTb JOCTYN K KOHKPETHOMY YCTPOMCTBY U
paboTaTb C HUM. ITO MOXKeT BbITb YA06HO, CIN AAMUHUCTPATOP KOMMbIOTEPA X0UeT NPeAoTBPaTUTb UCMO/1b30BaHNE
YCTPOICTB C HEeXKeNnaTebHbIM COLE PHKUMbIM.

MopAepKuBaemble BHELUHME YCTPOICTBa:

® J1MCKOBbI HAKONMUTENb (KEeCTKNIM ANCK, cbeMHbI USB-aMcK)
e Komnakr-/DVD-amck

® USB-npuHTep

FireWire-xpaHunuuwe

Yctpoiicteo Bluetooth

® YCTPOMCTBO YTEHMA CMapPT-KapT
YcTpoictBo 06paboTKM M306pakeHUR
Moaembl

LPT/COM-nopTbl

MepeHOCHOE YCTPOICTBO

Bce TunbI ycTpoiicTB

MapameTpbl KOHTPONA YCTPOMCTB MOMKHO U3MEHUTb B pasaene JonosHUTeIbHble HAcTpoiiKu (F5) > KoHTponb
YCTPOMCTB.

Ecnu akTnBMpOBaTh Nepekatodatenb \MHTerpauua c cuctemoii, 8 nporpamme ESET Smart Security 6yaeT BkitoveHa
bYHKUMA KOHTPOANA YCTPOMNCTB. YTOObI 3TO M3MEHEHME BCTYNWIO B CUY, HEOHX0AMMO Nepesarpy3nTb KOMMbHOTEP.
Mocne BKAOYEHMA KOHTPOA YCTPOMCTB KHOMKa Pe AaKTOp NpaBuA CTaHET aKTUBHOM M Bbl CMOYKETE OTKPbITb OKHO
Pepaktop npasun.

Mpu NoAKNOYEHWUM YCTPOMCTBA, 3a6/T0KMPOBAHHOTO CyLLECTBYOLLMM NPaBUIOM, 0TOBPA3UTCA OKHO YBEAOMIEHMUA, U
[OCTYN K yCTpoMncTey 6yaeT 3a6/10KMpPOBaH.
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4.1.3.1 PepaKtop npaBun Ana KOHTPOAA YCTPOUCTB

B okHe PeAaKTop NpaBua AN KOHTPOAA YCTPOMCTB OTOBparKatoTcA cyluecTsytowye npasuna. C ero nomoLLblo MOXHO
KOHTPO/IMPOBAaTb BHELLIHME YCTPOICTBA, KOTOPbIE N0/Ib30BaTEIM MOAKAOYAIOT K KOMMbIOTEPY.

@ PacwmpenHele napametpel - ESET Smart Security EIE
Mpaewna ?
1 Brawoueno  Twun Onncanne JeiicTene MonbzoeaTenn CepbesHOCTE m
Block USB JWcKoBEIA Hakon... Bnokmposate Bce Beerga
Rule b JAWckoBkIA Hakon... YreHre 1 3anuce Bce Beeraa

nnEe
~ox | omen |

Bbl MoKeTe paspewmnTb nnm 3ab10KMPOoBaTh ONpeaeeHHble YCTPOMCTBA A8 KOHKPETHbIX N0/Ib30BaTeIel AN UX
rPynM, a TakXKe B COOTBETCTBUM C AOMONHUTENbHbIMM NapaMeTpamMm, KOTOPbIe 3a4at0TCA B KOHUIypaumm npasua. B
CrMCKe NPaBuA A5 KaXA0ro npasmia 0TobparkaeTcsa onmcaHue, BKAYaloLLee Ha3BaHME U TUM BHELLIHEro
YCTPOWCTBA, AEWUCTBME, BbINONHAEMOE MOC/Ee ero NOAK/IIOYEHMA K KOMMbIOTEPY, a TaKKe CEPbEe3HOCTb /1A }KypHaa.

[na ynpasneHuaA NnpasmMaIOM UCNOb3YyiTe KHOMKKW [,06aBUTb MK U3meHUTb. YToObl co34aTb NPaBuIO C
MCNO/Ib30BaHMEM 3apaHee 334aHHbIX NAapamMeTpPOoB U3 APYroro npasuna, Haxkmmute KHonKy Konuposatb. XML-CTpOKy,
KOTOpble 0TOBpParkatoTCA, eCAN LWENKHYTb NPaBMIO, MOXKHO CKONUPOBaTh B bydep obmeHa. Kpome Toro, oHM moryT
NOMOYb CUCTEMHbIM AAMUHUCTPATOPAM IKCNOPTUPOBATL UAU UMNOPTUPOBATL 3TU AAHHbIE, @ TAKXKE UCMOAb30BaTb UX,
Hanpumep, B ESET Remote Administrator.

Y106bI BblAE/INTL HECKO/IBKO NMPaBu, WENIKHUTE KX, yAeprKuBana HaxkaTol Knasuwy CTRL. 3aTem Ux MOKHO byaeT
O[HOBPEMEHHO YA3INTb MO0 NePEeMECTUTb K Ha4aNy UAM KOHLY cnucka. ®nakok BKAOUEHO No3BoIAET BKAKOYNTD
WU OTKOYNUTb NMPABUIO0. ITO MOKET BbITb MNOJIE3HO, EC/TN Bbl HE XOTUTE MOJIHOCTbIO YAANATb NPABUAO, YTOObI
BOCMO/Ib30BATbCA UM NO34HeeE.

YnpaBneHne OCHOBAHO Ha NpaBuiax, KOTOpPble OTCOPTMPOBAHbLI MO NPUOPUTETY: NPaBUaa C 6onee BbICOKMM
NPUNOPUTETOM HaxodATCA B Hayasie.

3anucu }KypHana MOXHO NPOCMOTpPETb B rnaBHOM okHe ESET Smart Security B pasgene CnyxkebHble nporpammbl >
[ononHutenbHble cpeacTBa > Pannbl XKypHana.

B »KypHaa KOHTPO/Is YCTPOWMCTB 3anmnCbiBAlOTCA BCe C/lyYau, Korga cpabaTbiBaeT QyHKLUUA KOHTPOIS YCTPOMCTB.

LLlenKHUTe 3anonHUTb, YTOObI BbIMOMHUTL aBTOMATMYECKOE 3aMO/IHEHME napameTpoB 414 CbE€MHbIX HOCMTel'Iel\;I,
NOAOKMHOYEHHbLIX K KOMMNbIOTEPY.
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4.1.3.2 [o6asneHue npaBus KOHTPOA YCTPOICTB

MpaBun/io KOHTPO/IA YCTPOICTB ONpeaenseT AeNCTBME, BbINOHAEMOE NPW NOAKIOYEHUMN K KOMMNbIOTEPY YCTPOMCTB,
KOTOpPble COOTBETCTBYIOT 334aHHbIM KpUTEPUAM.

@ PaclwmpenHele napametpel - ESET Smart Security = @
[obaBuTe NPaBKNo ?
M Block USB for user

|_|FIEEI.‘1J'ID BENHIYEHD

Tun ycrpoicrea ANCKoBEIA HAaKONNTENE

Jetictene Bnokwposate

Tun kpuTepnes YetpoiicTeo b
MpoussoguTens Games Company, Inc.

Mogens basic

CepuiiHEli HoMep 0x4322600934|

CepbesHOCTE PEFMCTRPHPYEMBEX

- B W
coBeimni e

Cnucok none3oeartenei M3meHuTE

Y106bI ynpocTtnTtb VI,D,EHTMCI)VIKaLI,VHO npasuaa, BBeauTe ero onmcaHne B nose Uma. YTobbl BKAOUYUTL UAU OTKIIOUYNTD
3TO NPaBuNo, WENKHUTE NepeKktovYaTe/lb PAAOM C3/TEMEHTOM ﬂpaBMno BKJ/1IOYEHO. OTO MOXET ObITb nones3Ho, ecnu
NONTHOCTbIO YAANIATb MNPABU/10 HE HYXKHO.

Tun ycTpoicTBa

B pacKpbiBatoLeMcs CUCKe BbibepuTe TUM BHELIHETO YCTPOICTBA ([AMCKOBbLIM HaKoNUTe b, MOPTaTUBHOE YCTPOMCTBO
Bluetooth, FireWire n . 4.). CBeaeHWA o TUNE YCTPOICTBA NOCTYNaOT OT ONepaunoHHOM cucTeMbl. VX MOXKHO
NPOCMOTPETb C MOMOLLbIO AMCNEeTYEPa YCTPOMNCTB, EC/IN YCTPOMCTBO NOAKIIOYEHO K KOMMNbloTepy. K HaKonutensm
OTHOCATCA BHELWHME ANCKU U TPAAULMOHHbIE YCTPOMCTBA YTEHMA KAapT NaMATH, NOAKAOUYEHHble No npoTokony USB
unu FireWire. YcTpoicTBa UTeHMA CMapT-KapT NO3BOJIAIOT YMTATb KapTbl CO BCTPOEHHbIMM MUKPOCXEeMaMU, TaKMe Kak

’

SIM-KapTbl UM UAEHTUDUKALMOHHbIE KapTOUKK. Mprmepamm yCTpoiicTB 06paboTKmn M306parkeHUI CyKaT CKaHepbl U

Kamepbl. TaK KaK 3TV yCTPOKCTBA NPeA0CTaBAAOT CBeAEHMA TO/IbKO O CBOUX AEWCTBUAX, a HE O M0/1b30BaTeNsX,
3a6/10KMPOBATb MX MOMKHO TO/IbKO rN06anbHO.

DeticrBue

,ﬂ,OCTyﬂ K YCTpOVICTBaM, He npegHa3Ha4eHHbIM gNnAa XpaHeHUA AaHHbIX, MOXXHO TOJIbKO pa3pelwnTtb Nan

3a6/10KMpoBaTh. HanpoTu1B, NpaBuMaa 419 YCTPOWCTB XPaHEHUA AaHHbIX NO3BOAAIOT BbIOpaTb OAHO M3 YKa3aHHbIX HUKeE

npas.

® YTteHue M 3anucb: byaeT paspelleH NoJHbIM AO0CTYMN K YCTPOWCTBY.

® BaokupoBaTb: AOCTYN K yCTpoMncTBy byaeT 3a6/10KMpOBaH.

® TonbKo YUTeHue: byaeT paspeLleHo TO/IbKO YTeHME AaHHbIX C YCTPOMCTBa.

* Mpeaynpegutb: NpY KaxKAOM NOAKAOYEHMM YCTPOMCTBA NO/1b30BATE /b MO/Iy4YaeT yBEAOMIEHNE O TOM,
paspeLleHo 3TO YCTPOMCTBO MAN 3ab61I0KMPOBAHO, M NMPU 3TOM CO34aETCA 3aNUCh B KypHane. YCTPOICTBa He
3anoMMHatoTCs. YBeOMAEHMA OTOOPAXKaoTCA NPU KarKaoM NOBTOPHOM MOAK/IHOYEHMM OAHOIO U TOTO e
YCTpPOWMCTBA.

ObpaTtuTe BHUMaHWUE, YTO NOJTHbIN CNUCOK AENCTBUN (pa3peLleHnit) 4oCTyneH He ana BcexX TUMoB YCTPOMCTB. Ecaun
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YCTPOWMCTBO OTHOCMTCA K TUMY XPaHWAWL, byayT AOCTYNHbI BCe YeTbipe genctauna. Ecnm yctpoictso He
npeaHasHayeHo 414 XpaHeHWA AaHHbIX, byayT AOCTYMHbI TONIbKO TPU AelcTBua. Hanpumep, paspeweHune TonbKo
yTeHue HenpumMeHUMo K Bluetooth-ycTpoiicTBam, N03TOMy AOCTYN K HUM MOKHO TO/IbKO pa3peLlnTb, 3a6/10KMpoBaThb
WK pa3peLLmnTb C npeaynpexaeHnem.

Tun kputepues BbibepuTe aniemeHT Mpynna ycTpoucTs 1in YCTPOMCTBO.

C NOMOLLbIO YKA3aHHbIX HUKE AOMNO/HUTE/IbHbIX MapamMeTPOB MOXKHO TOYHO HACTPaMBaTb U U3MEHATb NpaBuaa 4nn
KOHKPEeTHbIX YCTPOICTB. Bce mapameTpbl He 3aBUCAT OT perncrpa.

¢ [lpousBoguTenb: GUNbTPALUA MO UMEHU UK NAEHTUPUKATOPY NPOU3BOAUTENS.

* Mopgenb: HaUMeHOBAHWE YCTPOICTBA.

¢ CepuiiHbliA HOMep: Y BHELLHWX YCTPOMCTB 0ObIYHO CTb CEPUMHbIE HOMepa. Koraa peyb MAeT 0 KOMMAKT- Uan
DVD-gucKe, TO 3TO CEPUNHbBINA HOMEP KOHKPETHOIO HOCUTENSA, @ HEe ANCKOBOAA KOMMAKT-ANCKOB.

MPUMEYAHUE. Echv ana aTux NnapameTpoB He 3a4aHbl 3HaYeHMA, BO BpeMA CONOCTaB/IEHUA NPAaBUIO UTHOPUPYET 3TU
nonsa. Jna napameTpos GUAbTPALLMM BO BCEX TEKCTOBBIX NOJIAX HE YUNTbIBAETCA PEFUCTP U HE NOALE PHKMBAOTCA
NoACTaHOBOYHbIe 3HaKu (*, ?).

NOACKA3KA. [lns npocmoTpa cBeAeHWUI 06 3TOM YCTPOMCTBE CO34ailTe NPaBUOo 418 COOTBETCTBYHOLLETO TUMNA
YCTPOWCTB, NOAKNOUYUTE YCTPOMCTBO K KOMMNbIOTEPY M 03HAKOMbTECH CO CBE e HUAMM 06 YCTPOMCTBE B XKypHane
KOHTPONA YCTPOMCTB.

Cepbe3HOCTb perncTpupyembix cobbiTui

MepcoHanbHbIM partepson ESET Smart Security coxpaHsieT AaHHble 060 BCEX BaXKHbIX COObITUAX B dalinie KypHana,
KOTOPbI MOYKHO OTKPbITb U3 I/1aBHOTO MeHto. LLlenikHUTe Cny:KebHble nporpammbl > [LONo/IHUTEIbHbIE cpeAcTBa >
daiinbl XKypHanos 1 BbiIbepuTe B packpbiBatoLemcs cnucke XypHan sniemeHT KOHTpOAb yCTPOUCTB.

e Bceraa : 3anu1cbiBatOTCA BCE COBLITUA.

e [lnarHOCTUKa: pernuctpupyetca nHbopmaums, Heobxoanmas ANA TIATe NbHOW HAaCTPOMKM NPOrpammbl.

® NHPOpPMaLMOHHbBIE: 3aNM1CbIBAOTCA MHPOPMaALMOHHbIE COOBLLEHNA, B TOM YMcie coobuieHnsa ob ycnelwHom
BbINO/IHEHWUM 0BHOBAEHMA, @ TaK¥Ke BCe NepeUnceHHble Bbile 3anucu.

¢ MpegynperkaeHune: 3anmcbiBaeTca MHbOPMaLMa 060 BCeX KPUTUHECKUX OWNBKaxX U NpeaynpeKaeHUaAX.

® Huuero: }KypHa/ibl He CO34atoTCA.

MpaBuia MOKHO Ha3Ha4YaTb TO/IbKO 419 HEKOTOPbIX MO/b30BaTENEN UAN UX TPy, 40OABAEHHbIX B CUCOK
nosab3oBaTesnei.

e [106aBUTb: OTKPbIBAETCA ANANOroBOe OKHO TUNbl 06BHEKTOB: NO/b30BaTE/U U FPYNIbl, B KOTOPOM MOXHO
BbIBPaTb HY}KHbIX NO/Ib30BaTENEN.
® Ypanutb: BbIbpaHHbIM NONb30BaTENb yAaNnAeTca us dpunbTpa.

NPUMEYAHMUIE. Bce ycTpoicTBa MOXKHO GUNLTPOBATh MO NONb30BaTENbCKMM NpaBuaam (Hanpumep, ycTpoicTaa
06paboTKM N306pakeHNM NpegoCTaBAAT MHGOPMALMIO TONIbKO O AENCTBUAX, HO HE O NO/Ib30BaTENSAX).

4.1.4 Cuctema npepgoTBpalieHUs BTOpKeHuU Ha y3en (HIPS)

A M3meHeHuna B napameTpbl cuctemMbl HIPS 0NKHbBI BHOCUTL TOJIbKO OMbITHbIE NOAb30BaTeIn. HenpasuabHan
HACTPOMKA 3TUX NapaMeTPOB MOMKET NPUBECTM K HECTabUIbHOM paboTe cucTeMbl.

Cucrema npepoTBpaLLeHUs BTopXKeHui Ha y3en (HIPS) 3awwmuiaeT oT BpeJOHOCHbIX MPOrpamMmm v Apyroi
He)KenaTebHOM aKTMBHOCTU, KOTOPbIE MbITAlTCA OTPMLATEIbHO MNOBANATb Ha 6e30MacHOCTb KomnbloTepa. B
cUcTeme NpeaoTBPaLLEHMA BTOPYKEHMI Ha Y3e/1 UCMOJIb3YEeTCA PAaCUMpPEHHbIM aHaNM3 NoBeAeHMA B COMETAHUN C
BO3MOXHOCTAMM ceTeBOM GUAbTPaLMKM NO 0BHapYKeHUIO, Baarogapa YHeMy OTCIEKMBAIOTCA 3aMyLLEHHbIE NPOLECCHI,
dannbl 1 pasgenpl peectpa. CucTemMa NpeoTBPALLEHNA BTOPXKEHMIN Ha y3ea OT/IYaeTcA OT 3almTbl GpannoBom
CUCTEMbI B PEXKMME peasibHOro BpeMEHU U He aABaseTcA GpalepBOIOM; OHAa TOJIbKO OTC/IEKMBAET MNPOLLECChI,
3anylLLeHHble B ONepPaLMoOHHON cucTeme.

MapameTpol HIPS goctynHbl B pasgene JlononHutenbHble HAacTPOUKM (F5) > AHTUBUMPYC > CucTema npeAoTBpaLLeHUA
BTOP>KeHMii Ha y3en > OcHoBHble cBegeHus. CoctosHue HIPS (BkaoueHO/0TKIo4eHO) oTobpaskaeTca B raBHOM OKHe
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nporpammbl ESET Smart Security, B pasgene YcraHoBKa > 3awmra KOMNboTepa.

@ Pacwmpentele napametpel - ESET Smart Security

PacluMpeHHble NapamMeTphbl Q X ®
fa)
3ALLMTA OT BIMPYCOB
E ocHoBHOE
3awuTa Gaiinoeoi cMcTemsl B
pexime peansHoro BicntounTs cuctemy HIPS
EPEMEHH
- BrNrunTE MOgYNE CAMO3aLLNTEI v
CKaHWpOBaHKWe KOMNbIOTEPA No i = -
TPELOBAHHID BrAMOUNTE pacluMpeHHEIR MOgYNE CKIHWPOBAHMA NaMATK
CKaHWPOBaHMe B COCTOAHKK
npocToA BrntounTe BAOKMPOBLLMK JKCMACATOE
CKaHWpOBaHHe NpK 3amnycke
ChEMHEIE HOCHTENK
3alLMTa AOKYMEHTOR Pesanm dunsTpayun ABTOMATMUECKNIA PERIM A" (i ]
HIPS ABTOMATUMECKMIA pEkmm

MHTENREKTYANEHBIA pEXUM
CQEHOBMEHME

IHTEpaKTMBHBIA pexmrm

Mpaewna
Pexitm Ha 0CHOBE NOANTMKKN

MEPCOHAMBHEIA

GAAEPBOA _ Pesxum oBydenun
AO0ONONAHWUTENBHBIE HACTPOMKWN

WHTEPHET W1 3MEKTPOHHAR
MoYTA

KOHTPO/b YCTPOACTE

COWEELILIC Orn Ak AR AL

ESET Smart Security Mcnonb3yeT BCTPOEHHY0 TEXHONOTMM CAMO3aLLUTbI, KOTOPas He NO3BONSET BPEAOHOCHbIM
nporpammam MoBpeXAaTb UAM OTKAIOUATb 3aLLMTY OT BUPYCOB M LIMMOHCKMUX Nporpamm. baarogapsa stomy
Nno/ib30BaTe/ b BCeraa yBepeH B 3allMLLEHHOCTU KoMMbloTepa. YTobbl OTKAUNTL cuctemy HIPS nnm dyHKumo
camo3awuTel, TpebyeTcsa nepesarpy3nts Windows.

PaclumpeHHblii MoAyNb CKAHUPOBAHUA NAMATU PabOoTaeT B coMeTaHUM C 6/TOKMPOBLLMKOM 3KCMIOMUTOB, YeM
obecneunBaeTca ycueHHas 3allMTa OT BpeAOHOCHbIX MPOrpamm, KOTopble MOTyT nsberaTb 06HapyKeHus
npoAyKTaMu ANA 3alMTbl OT BPEAOHOCHbIX NPOrPamMm 3a CYET UCMOJ1b30BAHMA YMbILLIEHHOTO 3aNyTbiBAHWUS UK
WinppoBaHMA. PaclumpeHHbI MOAY/1b CKAHMPOBAHMA NAMATM MO YMOIYAHUIO BKAOYEH. [LONONHUTENBHYIO
MHPOpPMaLMIO 06 STOM TUNe 3aLLMTbl CM. B [/10CCAPUMN.

BNOKMPOBLLMK IKCNNOMTOB NpeaHasHaveH AA 3aWmUTbl NPUNOKEHWNA, KOTOPble 0BbIMHO YA3BUMbI 415 SKCMN0MTOB,
Hanpumep bpaysepos, Nporpamm anqa YyteHus PDF-dalinos, NOYTOBbIX KNMEHTOB 1 KomnoHeHToB MS Office.
BNOKMPOBLLMK 3KCNIOMTOB MO YMOYaHWUIO BKAOYEH. [loNONHUTEeNbHY0 MHGOPMAaLLMIO 06 3TOM TUNE 3aLLMTbI CM. B
rN10Ccapumn.

[loCTynHbl YeTbipe peskuma GUnbTPaLMN.

ABTOMAaTHYECKUI peXXum: BK/1toYeHbl BCe onepauunn 3a UCKAKDYeHNnemM Tex, YTO 3a6I'IOKMpOBaHbI nocpeancrsom
npeagapuTenbHO 3a4aHHbIX MPpaBua, NnpeagHasHavYeHHbIX 414 3aWnTbl KOMNbOTEPA.

UHTenneKTyanbHbIA peXXUMm: Nosib3osaTte b byaeT noayyaTb yBeAOMAEHUA TONbKO 06 04eHb NOA03PUTENbHbIX
cobbITMAX.

MHTepaKTUBHDINM peXXum: Noib3oBaTe o byaeT npes/iaratbCa NOATBEPIKAATL ONepaLymK.
Pe}Kum Ha OCHOBe MONUTUKU: onepaLumn 610KMpyoTea.

Pexum obyueHus: onepaLMm BKAOYEHbI, MPUYEM NOCNEe KaXKaon onepaumm co3gaeTca npasuno. MNpasuna,
CO3aBaeMble B TAKOM peXXMme, MOXKHO MPOCMOTPETb B peAaKTope MpasBu/i, HO UX MPUOPUTET HUXKE, YeM Y NPaBun,
CO37aBaeMbIX BPYYHYIO WU B aBTOMATUUYECKOM pekume. ECin B packpbliBatoLLEMCA CNIUCKE PeXMMOB GUAbTPaLMM
HIPS BbIb6paH pexunm 0byyeHUs, CTaHOBUTCA AOCTYMHbIM NapameTp Pexxum obyueHus 3asepmtca. Boibepute
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ONUTENbHOCTb AN1A peXkuma obydyeHuns. MakcumanbHasa gauTenbHocTb — 14 aHel. Koraa ykasaHHbI nepuog,
3aBepLmnTCca, Bam byaeT npeanoxeHo MU3MeHUTb NpaBuaa, cosgaHHble cuctemoit HIPS B pexkume obyyeHums. Kpome
TOro, MOXXHO BblOpaTb APYroM pexnum duabTpaLum A OTA0XKUTbL PeLlleHne U NPOA0NKUTb UCNOJ1b30BaTh PEXKUM
o0byueHus.

Cuctema npefoTBpaLLEeHMA BTOPMKEHUI Ha y3e1 OTCeXMBaeT cobbITMA B ONepaLMOHHONM CUMCTeMe U pearMpyeT Ha
HWX COOTBETCTBYIOLLMM 06pa3om Ha OCHOBE MpPaBW/l, KOTOPble aHANOMMYHbI NPaBuaIamMm NepcoHanbHOro Gaepsona.
Haxkmute KHONKy U3meHUTb, YTOObI OTKPbLITL OKHO yNpaBaeHua npasuaamm cucteMbl HIPS. 3aecb MOXKHO BbIGUpaThb,
€034aBaTb, U3MEHATb M YAANATb NpaBua.

B cneaytowem npumepe 6yaeT NnokasaHo, Kak OrpaHMYnTb HeXKenaTe ibHoe NoBeAEHUE NPUIOKEHUN.

1. MNpuceoliTe npaBuay MMs 1 Bbibe puTe BAOKMPOBATb B packpblBatolwemca MeHto [leicTeue.

2. AKTMBUpYITE NepekatovaTenb YBeJ0MUTb NOb30BaTeNs, YToObl yBeJOoMAeHME 0TOOPAXKANOCh NPU KaxKA0M
NpPUMeHEHUN NpaBuna.

3. BbibepuTe xoTa Obl 04HY ONepaLmto, K KOTOPOW byaeT MPUMEHATLCA NpaBuio. B okHe UcxoaHble NpunoXKeHus
BblbepuTe B PacKpbIBaKOLLLEMCA CMIMCKe BapuaHT Bce npunoxkeHus. Hosoe npasuio byaeT NpMMeHATLCA KO BCeEM
NPUNOKEHUAM, KOTOpble ByayT NbITaTbCA BbINONHNUTL t060€e M3 BblIOPaHHbIX AENCTBUIA MO OTHOLUEHUIO K
YKa3aHHbIM MPUIOXKEHUAM.

4. Bbibepute U3meHUTb COCTOAHUE A PYroro NpUAoKeHus (Bce onepaLmMm onmncaHbl B CpaBke No Nporpamme,
KOTOPYI MOXHO OTKPbITb, HaKaB Knasuuy F1)..

5. BbibepuTe B pacKkpbIBaloLLLEMCA CMMCKe BapuaHT OnpeaeneHHble NPUIoXKeHUA 1 A,06aBbTe 04HO UM HECKObKO
NPUNOKEHUN, KOTOPbIE HYKHO 3aLUUTUTD.

6. HaxmuTe KHonKy FOTOBO, YTOObI COXPaHUTb HOBOE MPaBKU/IO.

@ Paciumpendeie napametper - ESET Smart Security = ||==] [é]
[NapameTpel npaswua HIPS ?
KMra npaenna Exarmnple
JeficTene Pazpewwiute W

OI'IEpELI,HH ENMMAHKMA

Dainb X
Mpunoxenna n
3anucK peecTpa x
Brnrodero

XKypnan

¥BEA0MKMTE NONB3I0EATENA

porce || omera |
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4.1.4.1 [ononHuTenbHble HACTPOIKHU

lNepeyncneHHble ganee napameTpbl NOJsie3Hbl 414 OTAALKN M aHA/IM3a NOBeAeHUA NPUSTOXKEHUA.

[OpaiiBepbl, 3arpy3Ka KOTOPbIX pa3pelLueHa Bcerga: 3arpysKka BbibpaHHbIX ApaliBepoB paspelleHa Bcerga, BHe
3aBMCMMOCTM OT HAaCTPOEHHOTIO peXnuma GUAbTPaLMN, ECTU OHU He 3ab610KMPOBaHbI ABHO NOCPEACTBOM
No/1b30BaTE/IbCKOTO NpaBua.

PeructpupoBartb Bce 3a6/10KMpOBaHHbIe onepauuu: Bce 3ab/10KMpoBaHHble onepaumm byayT 3anmcbiBaTbCA B XKypPHan
CUCTEMbI NPeAOoTBPaLLEHUA BTOPXKEHNI Ha y3en.

Coobwwatb 06 M3MeHeHMAX NPUNOXKEHUH, 3arpyXKaeMbiX NPU 3anycKe CUCTEMDbI: NPpK A06aBAEHWUM AN yAANEHUN
MPUIOMKEHWSA, 3arPy’KaeMoro rnpu 3anycke cuctemMbl, Ha pabodyem ctone oTobpaskaeTca yBeAOMAEHMeE.

OB6HOBNEHHYO BEPCUIO 3TOW CTPAHULLbI CNPABOYHOM CUCTEMbI CM. B CTaTbe 6a3bl 3HaHMI ESET.

4.1.4.2 WHTepaKTMsHoe oKHO HIPS

Ecnun ana npasuna no ymoi4aHMIO YCTaHOBEHO AecTBUE 3anpoCcuTb, TO NPU KaxkAoM 3anycke npasuaa byger
oTObBpaXkaTbCA AMaNOroBoe OKHO. [1nA onepauum TakKe MOXKHO BblbpaTb AelicTBuA 3anpeTuTb an Paspewntb. Ecnu
Nnonb30BaTe/b He BbIOMpPaeT AeCTBUE B TEYEHME ONpee/IeHHOro BpeMeHU, Ha OCHOBE NpaBwu BbibMpaeTca HOBoe
aencrame.

SMART SECURITY 9

Mpunoxcenne (B2] Host Process for Windows Services ) npoByer noayumTs 40CTyn K Apyromy

npunoxerin (gl Windows Prieskumnik ).

Paspewwnts 31y onepauwva?

Paspewmts 3anpetutb

®) CnpaluneaTs Kaxgeli pas
3aNoMHNTE 40 33KPLITUA NPWIDHKEHNA

CDiﬂ,ETb NE3aennoc U 3aNc0MHITE HABCEr4a

JononHuteneHele ceggeHua ob 3Tom cooBuwiennn v MNogpoBroctn  PaclumpenHele napaMeTpel

B AManoroBom OKHe MOKHO CO34aTb NPaBM/IO HAa OCHOBE HOBOTO AEWCTBMA, 06HapyKMBaemoro cuctemoit HIPS, a
3aTeM onpeaenunTb yCI0BKA, B COOTBETCTBUM C KOTOPbIMM 3TO AeICTBME ByAeT paspeLleHo Uau 3anpeLLeHo.
OTae/ibHble MapamMeTPbl MOMKHO HaCTPOUTD, LLETKHYB 31eMeHT [LonoNHUTeNbHble cBeaeHus. Mpasuna,
cOo3/1aBaeMble TaKMM CNOCOBOM, CYMTAOTCA PaBHO3HAYHbIMM NPaBMaaM, CO3AaHHbIM BPYUYHYIO, NO3TOMY NPasuIo,
CO3ZaHHOE B AMaN0OrOBOM OKHE, MOKET bbITb MeHee NOAPO6HbIM, YeM NPaBUIO, KOTOPOE BbI3BANO NOABIEHUE
TaKOro AMafioroBOro OKHa. 3TO 3HAYMT, YTO NOCAE CO34aHMA TAKOro NMPaBM/a 3Ta Ke OMepaLma MOKET Bbi3BaTb
NoABAEHME TaKOrO e OKHa.

BpeMeHHO 3an0OMHUTb 3TO AEeCTBUE ANA AAHHOTO Npouecca — eC/v BbIbpaTh 3Ty YCTaHOBKY, AeicTeue (Paspewmtb/
3anpeTuTb) byAeT MCNONb30BaTLCA 40 TEX NOP, MOKa HE U3MEHATCA NPaBuIa AN PeXKUMbI PUAbTPaLMKY, He byaeT
06HOBNEH Moy b cucTeMbl HIPS nan He ByaeT BbiNoNHeHa Nepesarpyska KomnbioTepa. [locie BbiINoAHeHUA 11060ro
M3 3TUX TPeX AeWCTBMIA BpeMeHHble Npasuia yaanatoTcs.
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4.1.5 WrpoBoii pexxum

NrpoBoii pexnm — 3To GyHKLMA ANs TeX, KTO CTpeMuTcs n3berkaTb NnepepbiBoB B paboTe NporpaMmHoro
obecrneyeHuns 1 NOABAEHMSA OTB/IEKAIOLLMX BCM/IbIBAIOLLMX OKOH, A TAK)Ke KeslaeT CBECTU K MUHUMYMY HarpysKy Ha
npougeccop. Ero Tak:ke MOMKHO MCMO/1b30BaTb BO BPpeMA Npe3eHTaL i, KOTopble He/lb3A NPepbiBaTh AeATEIbHOCTbIO
MOAY NS 3alUMTbI OT BUPYCOB. Mpn BKAOYEHNMN 3TOMN GYHKLMM OTKIOYAIOTCA BCE BCM/bIBAlOLLME OKHA, a paboTa
NJIAaHNPOBLLMKA NOJIHOCTbIO OCTAHAB/MBAETCA. 3aLLMTa CUCTEMbI MO-NPEXKHEMY paboTaeT B POHOBOM peXRUME, HO He
TpebyeT Kakoro-n1Mbo BMeLaTenbCTBa CO CTOPOHbI NMO/Ib30BaTe A,

BKkntoueHme n oTKAOYEHUE UTPOBOTO peXnMma OCyLLeCTBIAETCA B I/1TaBHOM OKHE nporpammeobl, B O6I'IaCTM,

OTKpblBaeMOM KoMaHAol HacTpoiika > 3awmura Komnblotepa O LEeTYKOM Ha MUKTorpamme [ o psgom
c UrpoBoi pexkum. BKtouaa UrPOBOM peXknm, Bbl MOABEPraeTe CUCTEMY YTPO3€e, MO3TOMY 3HAUYOK COCTOAHMA 3aLLMUTI
Ha NaHe M 3334 CTaHeT OPaH}KeBOro LBeTa, YTobbl TEM CaMbiM NpeaynpeanTs Bac. JaHHoe npeaynpeaeHue TakKe
0TO6pPa3nTCA B ITaBHOM OKHE NPOrpammbl: B HeM 0TOBPasuTca HagNMcb OpaHXeBoro LBeTa UrpoBoii pexkum
BK/IIOYEH.

NrpoBoOi perkMm MOXKHO BKIOUUTL B gepeBe «JononHutenbHble HacTpolku» (F5), passepHyB BeTBb Komnbiotep,
LeNKHYB 3n1emeHT UrpoBoii peXKum 1 ycTaHOBMB Gp1arKoK PALOM C 3/1eMEHTOM BKIIOUMTb UrPOBOIA perKum.

BbibepuTe 3n1eMeHT ABTOMaTHUYECKU BKIOYATb UrPOBOI peKUM NP BbINOSTHEHUMU NPUIOXKEHUI B NOTHO3KPAHHOM
peXume B Aepese [LonosiHUTeIbHblE HAacTPOMKHM (F5), 4TOBbI MTPOBOI PeXKMM BKAKOYAICA NpW Nepesoge Ntboro
NPWUAOXKEHMA B NOJIHOIKPAHHDbIN PEXKUM M BbIKIHOUYACA NPU BbIXOAE M3 NMOJHOIKPAHHOIO peXkMma.

BbibepuTe ycTaHOBKY ABTOMATHUECKM OTKOYATb UFPOBOM peXXnum uepes, YTobbl onpeaenmTb BPeMS, CNycTa
KOTOpOE UIPOBOW peXknM byaeT aBTOMATUYECKM OTKIOYATbCA.

NPUMEYAHME. Echu nepcoHanbHbI datepBon paboTaeT B UHTEPAKTUBHOM PEXKUME U BKAKOUYEH UTPOBOM PEXKUM,
BO3MOKHbI P06 Mbl NPU NOAKAOYEHUN K MHTEPHETY. ITO MOKET NPeACTaBAATb C/IOXKHOCTM, eC/TN 3anyCcKaeTcs
Urpa, B KOTOPOM NUcnonb3yeTca noakatoveHne K UHTepHeTy. O6bluHO NOb30BaTeNtO NpeaiaraeTca NOATBEPAUTD
HY}XHOe geicTBme (eCn He 3a8aHO0 HUKAKMX MPaBUa U UCKIOYEHWI ANA MOAKAOYEHMA), HO B UTPOBOM pekume
B3aMMOZENCTBME C M0b30BaTE/IEM HEBO3MOXKHO. YTObbI pa3peLnTb ceTeBoe B3aMMOAENCTBME, ONpeaenunTe
NpPaBUIO NOAKNOYEHUA ANA KAXKA0T0 NPUNOMKEHMA, KOTOPOE MOXKET ero OCYLLLECTBAATb, UM UCMONb3yITe APYron
Pexum punbTpaumm B nepcoHanbHom dariepsone. TakKe cneayeT NOMHUTb O TOM, YTO NPU BKNKOYEHHOM UFPOBOM
peXkMme MoKeT bbITb 3a6/10KMPOBaH Nepexos Ha Beb-CTPaHMLY UKW UCMO/Ib30BaHUE NPUIOKEHWA, KOTOPbIe
CNocobHbl NpeacTaBAATb yrpo3y Ansa 6e30MacHOCTM, HO NPM 3TOM Ha 3KpaH He byaeT BbiBeA4EHO HUKAKOTO NOACHEHUA
WU NpeaynpexKaeHUs, NOCKObKY B3aMMOAENCTBMUE C NONb30BaTENIEM OTKAOUYEHO.
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4.2 3awumrta B UHTepHeTe
KoHourypauus napameTtpoB MHTepHeETa U 31E€KTPOHHOM NOYTbI AOCTYMNHA Ha NaHenu HacTpoika, KoTopasa noAsaseTcs

npw HaxkaTum NnapameTpa 3awmra B UHTepHeTe. B 3TOM OKHe npeaocTaBnfeTca 4ocTyn K 6osee NogpobHbIM
HACTPOMKaM NpPOrpammbl.

SMART SECURITY 9 .
@ 3awmra cetTn ®

& JdomawHan
[NepcoHaneHeId danepeon
CTpaHWUa
P “ @ Brarouena: fubTpaLmA BXOAALLIEND M MCXOAALLIEND CETEBOTO Tpadmka, £
o Cka HWpOBaHWe ABToMaTHUECKMA pEXNM
" KoMnbloTepa
P @ JalMTa ot ceTeeblx atak (IDS) #
3 OBHOBNEHME Braroueno: oGHapyKeHNEe BXOAALLIMK CETEBbLIX aTak.
Z Cepeuc 3awmTa oT BoTHeTOE
@ Brmoueno: obHapy#eHne GOTHETOB M GNOKMPOBKA COEAMHEHNA € HUMM, #
# Hacrpoiika
MNogknoueHHbIe CeTH
P Cnpaeka u ?
nojaepka HepHeblA cnvcok epemerHeIx IP-aapecos >
3abnoxmpoBanHble agpeca: [
(® Hoeoctu P g
@ Macrep ycTpaHeHna Henonagok
Hepaeno zabnoxkmpoEanHble NPUACKEHNA MAKW yOTpoACTES: 9
ENJOY SAFER TECHNOLOGY™ 1) WmnopT 1 akcnopT napametpos #,ﬂononHm‘e.ﬂhthe HaCTPORKK

MoaKkntoueHme K UHTepHETY CTano CTaHA4apPTHOM dyHKLMEN NepcoHanbHOro KomnbloTepa. K coxkaneHnuto, MHTepHeT
TaKKe CTa/l U OCHOBHbIM CPeCTBOM PACNpPOCTPaHEHMA BPeJOHOCHOTO Koaa. MoaTomMy KpaiHe BaXKHO yaenuTb ocoboe
BHMMaHMe 3awumTte aoctyna B UHTepHeT.

LenkHute ﬁ yTO6bI OTKPbITb MapameTpPbl 3aLMTbl B MIHTe pHEeTe/3aLLMTbl 31€KTPOHHOM NOoYTbI/3aWmTbl OT dUwnHra/
3alMTbI OT criama B pasgesnie «[JonofHUTEIbHbIe HACTPOMKM».

3aLmMTa NOYTOBOrO KAKeHTa 0becneynBaeT KOHTPOIb 0OMeHa AaHHbIMW 3/1EKTPOHHOM NOYTbI MO NpoToKoiam POP3 n
IMAP. lMNpu ncnonb3oBaHUKM NOAK/IKOHAEMOTrO MOAYAA 418 NOYTOBOro KAneHTa ESET Smart Security nossonser
KOHTPONMPOBaTb BeCb 06MeH AaHHbIMU, OCYLLECTBAAEMbI MOYTOBLIM KMEHTOM (Mo npoTokosam POP3, MAPI,
IMAP, HTTP).

CDYHKLI,VIFI 3alWnTbl OT CNamMma OTd)VIﬂprOBbIBaET HeXesnaTe/ibHble C006LLI,eHVI‘r'I, nocrynakwowue no 3J'IEKTpOHHOl7I noyTe.

ECAu WenKHyTb 3Ha4YoK WecTepeHKn £ paaom c snemeHTomM 3awmura ot cnama, CTaHyT AOCTYNHbIMU CheaytoLye
napameTpbl.

HaCTpOMTb...Z nepexoa K AONO/THUTE/IbHbIM MapaMeTpPaM 3allnTbl MOYTOBOIO K/IMEHTA OT CNama.

Benblii CNMCOK/YepHbIA CNUCOK/CNMCOK UCKNIOYEHUI NOIb30BaTeNA: 0TO6paKeHNe AMasoroBOro OKHa, B
KOTOPOM MOKHO A06aBNATb, U3MEHATb UK YAANATb a4peca 3/IeKTPOHHOM MoYTbl, KOTOPbIE CYUTAIOTCA
6e30nacHbIMM MK ONACHbIMU. B COOTBETCTBMU C yKa3aHHbIMM 34€Cb NPaBUAaMM 31EKTPOHHbIE MUCbMA C 3TUX
afpecos He ByayT CKaHMPOBATLCA MM ByayT cunTaThCcA cnamom. LLienkHUTe anemeHT CNUCOK UCKAIOUEHUIA
nosb3oBatesis, YTo6bl 406aBUTb, U3MEHUTb UK YAANUTb afpeca 31eKTPOHHOM NOYTbI, KOTOPble MOTYT bbITb
noAaAenaHbl U UCNOb30BaHbI 418 OTNPaBKM cnama. CoobLLeHMA 31eKTPOHHOM NOYTbI, NONyYeHHblE C aapecos,
NPUCYTCTBYIOLLMX B CMIUCKE UCKAOYEHWIA, BCeraa byayT CKaHMPOBaTbCA Ha NpeAMeT Ha/inuua crnama.
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3awura oT pULIMHra AaeT BO3MOMKHOCTb 6/10KMPOBaTh BE6G-CTPaHMLbI, Ha KOTOPbIX €CTb GULLMHIOBOE COAEPKMMOE.
HacToATeIbHO PEKOMEHAYyeTCA OCTaBMTb BCE OMLMM 3aLLUMTbI OT GULLMHTA BKIHOYEHHBIMMU.

Bbl MOXKeTe OTKAHYUTL MOAYAM 3aLLUMTbI OT GULLIMHTA, /3aLLMTbl OT Cama 3aWmTbl B IHTepHeTe/3aWmTbl 1€ KTPOHHOM
NOYTbI Ha HEKOTOPOE BPEMS, LLLENTKHYB MYHKT

4.2.1 3awwuTta goctyna B UHTepHeT

MoakntoueHue K MHTepHeTy cTano cTaHAapTHON GyHKUMe nepcoHanbHOro KomnbioTepa. K coxkaneHuto, UHTepHeT
TAKKe CTa/l U OCHOBHOWM Cpe Ao pacnpoCTpaHeHUs BPeAOHOCHOTO Koaa. 3alumTa AocTyna B MHTepHeT paboTaeT nytem
OTC/IEKMBAHMA COEAMHEHNN Mexay Beb-bpay3sepamm 1 yaaneHHbIMK ce pBepPamMmn B COOTBETCTBMM C MpaBuUIaMu
npotokonos HTTP n HTTPS.

JocTtyn K Beb-CTpaHMLLam, KOTopble coAep KaT 3aBe40MO BPeAOHOCHOE CoAe PRnmoe, BNIOKMPYeTCs [0 ero 3arpysKu.
Bce ocTanbHble BeO-CTpaHUUbI MPW 3arpy3Ke CKaHUPYHOTCA MOAY/1eM CKaHMpoBaHua ThreatSense 1 610KMpyOTCA B
cnydyae obHapyKeHMa Bpe4OHOCHOTO CoAe PXUMOro. 3aluTa gocTyna B MIHTepHeT npeanonaraeT ABa YPOBHA:
610KMPOBKa Ha OCHOBAHUM «KYEPHOro» CrCKa M BIOKMPOBKA Ha OCHOBAHMM COAE PHKUMOTO.

HactoAaTenbHO peKoMeHAyeTCA He OTKAOYaTb 3aWwmTy AocTyna B MHTepHeT. YTo6bl NONYYUTb AOCTYN K 3TOM GyHKUMUMK,
B F/TaBHOM OKHe nporpammbl ESET Smart Security Bbibepute KomaHay Hactpoiika > UHTe pHeT U 31eKTPOHHanA noyra >
3awmra gocryna B UHTepHerT.

E=% Fol =X
{H_H\ n
'\':_:2,-' e P~C ” & Npegynpexaesne — ESET .. ‘ ‘ ok LE
SMART SECURITY 9
A Beb-caiiT 3abnokupoBaH
573 geb-CTpaHMLE HaXOAWTCA B CNIMCKe Be0-C3ATOE C MOTEHUWANEHO OMacHEIM
COAEpPXKUMEIM.
Hoctyn K Hemy 2a6noKNpPOBaH.
OTKpBITE 633y SHaHWIA ESET | waww.esetnod32.ru

B pa3gene fiononHuTtenbHble HacTpouku (F5) > UHTepHeT u 3neKTpoHHanA nouTa > 3awumra gocrtyna B UHTepHeT
[OCTYMNHbI Ciegytowpe napameTpbl.

® Be6-NpoTOKO/IbI: NO3BO/IAET HACTPOUTb OTC/EKMBAHUE ANSA CTAaHAAPTHbLIX MPOTOKO/10B, UCMO/1b3YEMbIX B
6onblUIMHCTBE Beb-Opay3epos.

* YnpasneHune URL-agpecamu: 34ecb MOXKHO 334aBaTb HTTP-agpeca, KoTopble ciegyeT 610KMPOBaTh, paspeLllnTb
WA UCKNOYATb U3 MPOBEPKM.

¢ ThreatSense napameTpbl — PacluMpeHHas HacTPOoKa MOy CKAHMPOBAHUA: NO3BOASAET HacTPanBaThb
onpeaeneHHble NapameTpbl, HANPUMEP TUM CKaHUPYEMbIX 06EKTOB (CO0BLLEHMA 3NEKTPOHHOM NOYTbI, aPXUBbI U
T. A.), MeToZbl OBHapyKeHUA 417 3aWWTbl 4OCTYNa B UHTEpHET U T. 4.
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4.2.1.1 OcHoBHOe

BKAHOUMTD 33Ty A0CTyna B MIHTEpPHET: Koraa 3ToT napameTp OTK/OYEH, 3alLmTa foCTyna B MHTEPHET 1 3awwuTa oT
duULWwmMHra He obecneymBsaloTcs.

NPUMEYAHME. HacToaTenbHO peKOMEHIYEeTCA OCTaBUTb BCe Pp/IaXKKM YCTAHOB/IEHHbIMMU.

4.2.1.2 Beb6-npoTOKOAbI

Mo ymonyaHuto ESET Smart Security HacTpoeH Ha oTciexknBaHme npoTokosa HTTP, ncnonb3yemoro 601bWMHCTBOM
MHTEepHeT-b6pay3epos.

Hacrpoitka mogynsa ckaHupoBaHusa HTTP

B Windows Vista n 6onee nosgHux sepcuax, HTTP-Tpaduk oTcherkmaeTca Ana BCEX MOPTOB U NPUJIOKEHUN. B
onepauymoHHon cucteme Windows XP MOXKHO BHOCUTb M3MeHeHUs B napameTp MopTbl, Ucnonblyembie
npoTtoKosiom HTTP B OKHe, OTKPbIBaEMOM C MOMOLLIO KOMaHAb! [LoNONAHUTENbHbIE HAacTPOIKK (F5) > UHTepHeT 1
3/1eKTPOHHaA NoyTa > 3awmra 40CTyna B UHTEpPHeT > Be6-npoTokonbl. HTTP-TpadumK Bcex NpunoKeHui
OTC/IE}KMBAETCA NO YKA3aHHbIM MOPTaM A/15 BCEX MPUNOKEHWUI 1 MO BCEM MOPTAM A5 NPUNOKEHUIA,
NoMeYeHHbIX Kak BE6-KAMEHTbI M MOYTOBbIE KINEHTbI.

Hacrpoiika moayna ckaHuposaHua HTTPS

ESET Smart Security Tak»Ke noageprkmMBaeT npoBepKy npotokona HTTPS. Mpwu B3anmoaencTeum no NnpoToKony
HTTPS gna nepegayv A4aHHbIX MEXKAY CEPBEPOM M KIMEHTOM UCMONb3yeTcA 3alndpoBaHHbIN KaHan. ESET Smart
Security ocyLLecTBAAET MOHUTOPUHT NepeaBaeMblX AaHHbIX C MCNOb30BaHMEM NpoTokoaoB SSL (Secure Socket
Layer) u TLS (Transport Layer Security). [porpamma ocyLLecTBASET CKaHMPOBaHME TO/IbKO TeX NOPTOB, KOTOpPble
nomeyeHsbl Kak MopTbl, ucnonblyemble NpoTokosiom HTTPS, BHe 3aBUCMMOCTM OT BEPCMM ONEPaLLMOHHOM
CUCTEMBI.

3awndpoBaHHble coeAMHEHMUA He ByayT CKAHMPOBATbCA. YTOObI BKNOUMTL CKaHMpPOBaHMe 3aWwndpoBaHHOro obmeHa
[AaHHbIMM M MPOCMOTPETb HACTPOMKM MOAYNA CKaHMPOBaHWA, NepenauTe K napameTpam SSL/TLS B pasgene
«JJononHUTEIbHbIE HACTPOMKMY, LWEAKHMTE MHTEepHeT U 3neKTPOHHasA nouTta > SSL/TLS 1 ycraHoBUTE GiaskoK
BKntountb punbTpaumio NpoTokonos SSL/TLS.

4.2.1.3 YnpasneHue URL-agpecamu

B pasgene ynpasneHus URL-agpecamm moxHO 3agaBatb HTTP-agpeca, KoTopble 6yayT 610KMpoBaThCcs, paspeluaTbea
WIN UCKTIOYATbCA U3 MPOBEPKMU.

MocelieHne Be6-CaliTOB, BKAOUEHHbIX B CNUCOK 3a6/10KMPOBAHHbIX a4, pecoB HEBO3MOXHO, KpOME C/1y4aeB, KOraa ux
aZpeca TaKxe BKAtoYeHbl B CNUCOK paspeLueHHbIX agpecoB. Beb-caiitbl, fob6aBneHHble B CNUCOK agpecos, AN
KOTOPbIX OTKAIOUEHa NPOBEPKa, 3arpy»atoTca 6e3 NpoBepKM Ha Hainume BpeA0HOCHOIO Koaa.

BKAOuMTb GUAbLTPaLMIO NPOTOKONOB SSL/TLS — 370 ycTaHOBKa, NpeaycMOTpeHHan Ha CyYait, Koraa kpome HTTP-
caliToB TpebyeTca TakkKe GUAbTPOBATb CaliTbl, UCNOAb3YIOLWMe NpoToko HTTPS. B npoTUBHOM Cyyae B CMUCOK byayT
nob6aBsieHbl TONbKO NoceleHHble Bamu gomeHbl HTTPS-caliToB, a He noaHbii URL-agpec.

Ecnm po6asutb URL-aapec B CNUCOK agpecoB, ANA KOTOPbIX OTKAOUYEHA pUNbTpaLma, 3TOT agpec byaeT UCKNIOYEH U3
npouecca CKaHMpPoBaHUA. TakKe MOXKHO paspeLlaTtb an 610KMPOBaThL ONpeaeneHHble agpeca, 406aBasAs UX
COOTBETCTBEHHO B CNMCOK pa3peLueHHbIX agpecos 1an 8 CNMCOK 3a6/10KMPOBaHHbIX aapecos.

Ecaum Bbl XOTUTE 3ab10KMpoBaTh Bce HTTP-agpeca, KpOMe aApecoB, BKAKOUEHHbIX B aKTMBHbI CNUCOK pa3peLueHHbIX
aapecos, 106aBbTe CUMBOA « *» B aKTUBHbI CNMCOK 3a610KMPOBaHHbIX a4,pecos.

B crnvcKax MOXHO MCMO/1b30BaTb TakMe CreLmabHble CUMBOJIbI, KaK « *» (3B€3404Ka) U «?» (BONPOCUTENbHbIN 3HAK).
CMMBO 3BE304KM 3aMeHAET Ntobyio Nociea0BaTeIbHOCTb CUMBOJIOB, @ BONPOCUTENbHbIN 3HaK — Nt060I CUMBO.
Ocoboe BHMMaHWe cnegyeT yaeNuUTb YKa3aHUIo afpecoB, UCKAKYEHHbIX U3 NPOBEPKM, MOCKO/IbKY B 3TOT CMMCOK
[OONXKHbI BXOAMTb TO/IbKO I0BEPEHHbIE U HaZeKHble agpeca. TOUYHO TaK Xe HYKHO y6eauTbca B TOM, YTO CUMBO/IbI
wabs10Ha B 3TOM CMMUCKE MCMOb3YIOTCA NPaBMabHO. CBEAEHMUA O TOM, KaK MOXKHO 6e30mnacHO 0603HaUYNTb Lie/lbli
OOMEH, BK/IH0Yan BCce NOAAOMEHbI, CM. B pa3gene [lobasneHne HTTP-agpeca nam macku gomeHa. Ytobbl
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aKTUBMPOBATb CNIMCOK, YCTaHOBUTE paxKoK CMUCOK aKTUBEH. EC/M Bbl XOTUTE NOJy4YaTb yBEAOMIEHUA O TOM, YTO B
aZlpeCcHYIO CTPOKY BBOAMTCA aApec M3 TEKYLLLETO CMMCKa, YCTaHOBMTE G1aXKoK YBeA0MAATb O NPUMEHEHUN.

NOACKA3KA. dyHKuma ynpasneHusa URL-agpecamm no3BonsaeT TakkKe 6/10KMPOBaTh UM pa3peLlaTb OTKPbITUE
dalinos onpeaeieHHbIX TUMOB NPW NPOCMOTPE BeDO-CTpaHuUL, Hanpumep, ecnu He TpebyeTca OTKpbIBaTb

ncnosHsemble dalisibl, BbibepuTe B pacKpbIBaOLWLEMCA CMIUCKE CMUCOK, B KOTOPOM XOTUTE B10KMPOBaTb 3TN dainbl, 1
BBEAMUTE MACKy «** exe».

@ PacwmnperHele napametpel - ESET Smart Security EI
Cnwcok agpecos ?
Mma cnucka Tunel agpecos Onncanwe cnucka E
CnncoK paspelueHHE 34pecos Paspewueqo
Cnwncok 3abnoKMpoBaHHBIX aApECcoE 3abnoknpoBaHo
Cnucok aapecos, ANA KOTOPBIX OTKAHMEHE NPOBEPKE McknrodeHsl M3 npoBepky

o,

JobaeeTe B cnncok 3aGN0KMPOBAHHBIX 34PECOE NOACTAHOBOYHEIR 3HaK (7], yTobel Gnoknpoeate Bce URL-agpeca, kpome agpecos,
BK/IHIMEHHBIX B CNIMCOK PaspeLueHHbx.

o Lones

dnemeHTbl ynpasnaeHua

[Do06aBuTb: co3gaHne HOBOTO CNUCKA, AOMONHAIOLLETO YXKe MMeoLWMecs. 9TO MOXKeT bbITb MOJIE3HO B C/yYae, eciu
Bbl XOTUTE JIOTMUYECKU Pa3aeInTb pasHble rpynnbl aapecos. Hanpumep, o4MH CNUCOK 3a610KMPOBaHHbIX aApecoB
MOMKET CoZlepKaTb afipeca, NoayYeHHble U3 KaKoro-nMbo BHeLLHero nyb1nM4Horo YepHOro cnucKa, a BTopoin —
agpeca, fobaBneHHble Bamn. TaKMM 06pa30M BHELLHMI CMCOK MOXKHO byaeT ierko 06HOBUTb, HE BHOCA
M3MEHEHW B Ball TNYHbIM CIUCOK.

M3meHUTb: pelakTMPOBaHME CNUCKOB. MCcNoib3yiTe 3Ty yCTaHOBKY AN AobaBneHusa Uan yaaneHua aapecos.

Ypanutb: yaaneHue crnuckoB. TONIbKO A5 CMMCKOB, CO34aHHbIX MOCPeACTBOM KOMaHAbl lob6aButb. YaaneHue
CMMCKOB MO YMO/TYAHMNIO HEBO3MOXHO.

4.2.2 3awmTa NOYTOBOro KJAMEHTa

4.2.2.1 TMoutoBble KAUEHTbI

NHTerpaums ESET Smart Security c NOYTOBbIMW KAMEHTaMK YBEIMYMBAET YPOBEHb aKTUBHOM 3aLlUUTbl OT
BpPEZlOHOCHOTO KOZa B COOBLLEHMAX 31EKTPOHHOM NOoYTbl. ECIM MCNONb3yeMbli MOYTOBbIV KAWMEHT NOAAEPHKUBAETCA, B
ESET Smart Security MOXHO HacTpouTb HTerpaumio. Ecan nHTerpaumna akTMBMPOBAHA, NaHe b MHCTpyMeHToB ESET
Smart Security go6asnseTca HenocpeACTBEHHO B MOYTOBbLIN KNMEHT, obecneynsan bonee apdeKTUBHYIO 3aLLUTY
3N1EeKTPOHHOM NOYThI (MaHeb MHCTPYMEHTOB A/15 nocneaHux Bepcuii Moutel Windows Live He nobasnseTcs).
MapameTpbl MHTETPaLMM AOCTYNHbI B pa3gene Hactpoiika > [lononHUTebHble HAaCTPOKK > UHTEPHET U 3/1IeKTPOHHasA
noyta > 3aluTa NOYTOBOro KAuUeHTa > [oYToBble KAUEHTDI.

UHTerpaumsa c no4YToBbIM KIMEHTOM

B HacToALMI MOMEHT NoAaAe prKMBatOTCA Caeaytolme noyToBble KaneHTbl: Microsoft Outlook, Outlook Express,
Mouta Windows u Mouta Windows Live. 3almuTa 31€KTPOHHOM NOYTbl peannsoBaHa B 3TUX NporpaMmmax B BUAe
noaKAto4aemoro moayna. FnaBHoe npenmyLLecTBO NOAKA0YAEMOro MOAY /1A 3aKAK0YAETCA B TOM, YTO OH He
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3aBMCUT OT UCMOJIb3YEMOTO NPOTOKOAA. MPK NONYYEHUM NOYTOBBLIM KIMEHTOM 3aIMPPOBAHHOIO COOBLEHNS OHO
pacwmndpoBbIBAETCA U NepeaaeTcss MOAY0 CKaHUPOBaHMA. MOMHbIN CMUCOK NOAAE PPKMUBAEMbIX NOYTOBbIX
K/IMEHTOB M UX BEPCUI CM. B cTaTbe 6a3bl 3HaHWUM ESET.

[axe eciv MHTerpaumsa OTKAYEHa, NOYTOBbIE KAMEHTbI OCTalOTCA 3aLUMLLEHbl COOTBETCTBYIOLLMM Moaynem (ana
npoTokosos POP3, IMAP).

BkatounTe napameTp OTKAOUUTL NPOBEPKY NPU U3MEHEHUM COAEPKUMOro Nanku "Bxogawue", ecam npu
paboTe c NoUYTOBbIM KNMEHTOM HabtoaaeTca 3ameg/ieHune paboTbl cuctembl (Tonbko ana MS Outlook). 3to
BO3MOXHO MPW M3BJI€YEHMM COOBLLEHMA 31EKTPOHHOM NoYTbl U3 XxpaHunuuwa Kerio Outlook Connector Store.

CKaHupyeMmas 3/1e KTPOHHaA noyTa

MonyuyeHHble COO6LLEHMA: BKAOUYEHNE UAN OTKAKOUEHME NPOBEPKM BXOAALLMX COOBLLEHNNA.
OTnpaBneHHble COOBLLEHUA: BKIIOYEHWE UM OTKIOYEHNE NPOBEPKM OTNPABAEHHbIX COOBLLEHUIA.
MpounTaHHble COOBLLEHUA: BKAOUEHNE NN OTKIHOYEHWE NPOBEPKM MPOYUTAHHbIX COOBLLEHMIA.

[elicTBue, npumeHsemoe K 3apa’keHHOMY co0bL,e HUIo

Huuero He npeaNPUHMMATD: NPOorpaMma byaeT BbIABNATb 3aparKeHHbIE BAOXKEHWUSA, HO HE CTAHET BbIMNOAHATb
HUKaKMX AeUCTBUI C COOBLLEHUAMM 31EKTPOHHOM NOYTbI.

Ypanutb coobuieHue: nporpamma byzeT yBe4OMAATb NONb30BATEA O 3aPAKEHUAX U YAANATb COOOLEHME.
MNepemecTutb coobL,eHUe B Nanky "YaaneHHble": 3aparkeHHble cooblleHMA byayT aBToMaTUYeCKU
nepemewaTbcs B Nanky «YaaneHHble».

MepemecTutb coobLleHMe B NAMKy: 3apaxKeHHble coobLLeHMA ByayT aBTOMATUYECKM NepeMeLLaTbCA B YKa3aHHYO
nanky.

MankKa: Bbibop Nanku, Kyga byayT nepemellatbcs 0bHapyKeHHble 3apaXKeHHble CO0bLLEHMA 3N1EKTPOHHOM NOoYTbI.

MoBTOPUTL CKAHUPOBaHKE NOC/e 06HOBNEHUA: BKAOUYEHUE UM OTKAOUYEHME MOBTOPHONO CKAHUPOBaHUA Noc/e
06HOBNEeHMA H6asbl AaHHbIX CUTHATYP BUPYCOB.

BKN1OUUTb pe3y/ibTaTbl CKAHUPOBAHUA APYIMMU MOAYNAMM: ECNM YCTAHOBAEH 3TOT GaXKOK, MOAYNb 3aLLUUTbI
3N1eKTPOHHOM MOYTbl ByAeT NPUHMMATb Pe3yNbTaThl CKAHUPOBAHMUSA OT APYrMX MOAY/1e 3aWmThl (CKaHMpoBaHMe
Katasnoros POP3, IMAP).

4.2.2.2 MpOTOKO/bl 3/IEKTPOHHOW NOYTbI

IMAP 1 POP3 — camble pacnpoCTpaHeHHble NPOTOKO/1bl, UCNOb3yeMble AN NOJIYYEHUA 3NEKTPOHHOM NOYTbI B
NnoyToBbIX KAneHTax. IMAP — 3TO MHTEPHET-NPOTOKO/ ANA NONYYEHMUA 3TEKTPOHHOM NOYTbI, UMEIOLLMIA
onpegeneHHble npenmyectsa nepeg POP3. Hanpumep, HECKONIBKO KIMEHTOB MOTYT OAHOBPEMEHHO MOAK/I0YATLCA
K OQHOMY M TOMY e MOYTOBOMY ALLMKY U NepesaBaTb CBEAEHWUA O COCTOAHMUM COODLLEHMA, B YAaCTHOCTM CBEAEHMA O
TOM, YTO COObLIEHME BbINO NPOUYMTAHO, YAANEHO UK Ha Hero bbin aaH oteeT. ESET Smart Security obecneunBaet
3aLLMTY STUX MPOTOKOI0B BHE 3aBUCMMOCTM OT UCMOJIb3YEMOTO NOYTOBOIO KNMeHTa 1 6e3 HeobxoanMmocCTu
nepeHacTpamBaTb MOYTOBbIN KINEHT.

Moay b 3aLWwmTbl, 06ecrneynBatoLLMin TaKOM KOHTPO/1b, aBTOMATMYECKM 3anyCcKaeTcA NPy 3anycKe CUCTEMbI M OcTaeTcA
aKTUBHbIM B namaATun. MNpoBepKa npoTtokona IMAP ocylecTBasieTca aBTOMATUYECKU 6€3 A0MNONAHUTENIbHOW HACTPONKK
NOYTOBOrO KAMeHTa. 10 YMONYAHMIO CKAHMPYIOTCA BCE AaHHble, NpoxogAallme yepes nopt 143, Ho npu
HeobX04MMOCTM MOXKHO A06aBUTb U Apyr1e NopTbl. Homepa NopToB cneayeT pasgenaTtb 3anaTbiMU.

HactpouTtb nposepky npotokonos IMAP/IMAPS 1 POP3/POP3S Mo*KHO B 061aCTM AONOAHUTEIbHbIX HAcTpoeK. Ana
A0CTYyNa K 3TUM HacTpoliKam nocneoBaTe ibHO BbibepuTe sneMeHTbl UHTEPHET M 3NeKTPOHHaA noyTa > 3awmra
NoYTOBOro KAneHTa > MPOTOKO/bI 3/1IeKTPOHHOM NOYTbI.

BKkAo4nTb 3aLLUTY NPOTOKO/I0B 3I'IEKTpOHHOﬁ noYTbl: BKIKOYEHNE NMPOBEPKN NPOTOKO/10B SHEKTpOHHOl\/'I NoYThbl.

B Windows Vista n 6onee nosgHux Bepcuax npotokonbl IMAP 1 POP3 aBToMaTMYECKM ONpeaeatoTCa U CKaHUpYytoTcA
Ha Bcex nopTax. B Windows XP ana Bcex NpuUnoxKeHU CKaHUPYHTCA TONIbKO HAacTpoeHHble MopTbl, CNOAb3yeMble
npotokonom IMAP unu POP3. Kpome Toro, Bce NOpTbl CKaHMPYIOTCA /18 NPUIOXKEHMWIA, OTMEYEHHbIX Kak Beb-
K/IMEHTbI U NOYTOBbIE KAMEHTHI.

ESET Smart Security Tak»Ke nogaepknuBaeT ckaHMposBaHue npoTtokonos IMAPS 1 POP3S, KoTopble gna nepeaaymn
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MHGOPMaLUN MeKaY CEPBEPOM U KIMEHTOM MCNOJb3YHOT 3alndpoBaHHbIN KaHan. ESET Smart Security ocywecrenaet
MOHUTOPUHT NepeaaBaeMblX JaHHbIX C UCNOAb30BaHMeM NpoTokonoBs SSL (Secure Socket Layer) n TLS (Transport
Layer Security). NMporpamma 6yaeT BbINOAHATL CKAHUPOBaHUE TpaduKa TONbKO 4J/1A NOPTOB, YKa3aHHbIX KaK MopTbl,
ucnonb3yemble npotokonom IMAPS nnu POP3S, BHe 3aBUCMMOCTM OT BEPCUM ONEePALLMOHHOM CUCTEMDbI.

3awmndpoBaHHble coeagMHEeHUs He ByayT CKaHMpPoBaTbCA. YTOObI BKAOYUTL CKAHMPOBAHME 3alnbpPOoBaHHOro obmeHa
[AaHHbIMM M MPOCMOTPETb HACTPOMKM MOAYNA CKaHMPOBaHUA, Nepenaute K napametpam SSL/TLS B pasgene
«[loNONHWUTENbHbIE HACTPOMKMNY, WEeNKHUTE MHTePHET U 3N1eKTPOoHHaA noyTta > SSL/TLS n yctaHoBUTE dnaxKoK
BKAOUMTb PUAbLTPaLMIO NPOTOKONOB SSL/TLS.

@ Pacwmpentele napametpel - ESET Smart Security El
PacluMpeHHbIE NapamMeTphl Q X ®
~
SALLIMTA OT BMPYCOB E nNPOTOKOAEI 3NEKTPOHHOWM MOUTHI
OBHOBNEHWE BKnounTE 3aLLUMTY NPOTOKONGE 3NEKTPOHHON NOUTI

MEPCOHAMEHEIA

PAVIEPBOS HACTPOWKA MOYNA CKAHUPOBAHUA IMAP

WHTEPHET 14 3NIEKTPOHHASR BicntounTs nposepky npoTokona IMAP [ v | i
MoYTA

3awuTta noutoBOrO .

KAHEHTa HACTPOWMKA MOAYNA CKAHWPOBAHMWA IMAPS

3aluuTa AocTyna & VHTepHer BrntounTe nposepky npotokona IMAPS n Li ]
JawuTa oT @ULLIKHIa

3awTa HAHKOBCKOE ONNaTH MopTel, ncnonesyemele npotokenom IMAPS 385,993 Li ]

PG,.-J,I.ITE."IbCKI.Iﬁ KOHTR OB

KOHTPOMG YCTROMCTE HACTPOWMKA MOAYNA CKAHUPOBAHWA POP3

BrntounTe nposepky npotokona POP3 0
C/IYAEEHBIE MPOTPAMMEI

WHTEPOEIC

NOML20BATENA HACTPOWMKA MOAYNA CKAHUPOBAHWA POF3S

BrntounTe nposepky npotokona POP35 n 0

4.2.2.3 TpepynpexaeHua n yseaomMmieHUn

3awmTa aNeKTPOHHOM NoYTbl 0becneyvmBaeT KOHTPOAb He3onacHOCTM 06MeHa AaHHbIMK MO NpoToKonam POP3 u
IMAP. Mpu ncnonb3oBaHUKM nogxatodaemoro moayns ansa Microsoft Outlook n gpyrvux noutosbix KnneHToB ESET
Smart Security no3BoaseT KOHTPONMPOBATL BECb 0OMEH AAHHbIMM, OCYLLECTBASEMbI/ MOYTOBLIM KIMEHTOM (MO
npoTtokosam POP3, MAPI, IMAP, HTTP). Mpu npoBepKe BXOAALIMX COOBLIEHUI NporpamMmma UCNoNb3yeT BCe
coBpeMeHHble MeTO/bl CKAaHMPOBaHMWA, obecrneynBaemble MoayaeM CKaHMpoBaHMA ThreatSense. 3To no3sonsAeT
06HaApPYKMBATb BPEAOHOCHbIE NPOrPaMMbl AaxKe A0 TOro, KaK AaHHble O HMX MonagatoT B 6asy AaHHbIX CUrHATYP
BMUpycoB. CKaHMpoBaHWe coeauHeHui no npotokonam POP3 1 IMAP He 3aBMCUT OT MCMO1b3ye MO0 NOYTOBOO
K/MeHTa.

MapameTpbl 415 3TON GYHKLMM HacTpamBatoTca B 06/1acTv [LoNnoNHUTENbHbIE HACTPOWMKKU, pasael MHTepHeT n
3/1eKTPOHHasA NoYTA > 3aLLmMTa NOYTOBOro KAneHTa > NpeaynpeKaeHua U yBe L0MIEHUA.

ThreatSense napameTpbl: pacliMpeHHaa HACTPOMKa MOAYNA CKAHUPOBAHMA 418 3aLMUTbl OT BUPYCOB, KOTOpas
No3BOJIAET HAaCTPaMBaTb 06bEKTbI CKAHUPOBAHMA, CNOCOObLI 0OHAPYKEHUA U T. 4. LLleNKHUTE 3TOT 31eMeHT, YTobbI
0T06pa3nNoCh OKHO TLWATEIbHON HAaCTPOMKN MOAYNA CKAHUPOBAHUA.

Mocne NpoBepKM K COOBLLEHUNIO 3NEKTPOHHOW MOYTbI MOXKET BbITb NPUKPENNEHO YBEAOMAEHUE C pe3yibTaTamu
CKaHMpOBaHMA. Bbl MoXeTe BblbpaTh [lobaBneHMe yBeAOMAEHUI K NOlyYEHHBIM M NPOYUTAHHbIM COOBLLEHUAM,
Lo6aBneHne npumeyaHuii B Nosie TEMbl MOAYYEHHbIX U MPOUYUTAHHDIX 3apaXKeHHbIX coobweHuit nnu flobasneHue
yBeA0M/IeHUIA K OTNpaBneHHbIM coobueHnam. O6paTuTe BHUMaHUE, YTO B HEKOTOPbIX C1yHanX yBeAOM/IEHUA MOTYT
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6bITb onyLeHbl B npobiemHbix HTML-coobueHuax namn cpabprkoBaHbl HEKOTOPbIMU BUPYCaMU. YBE AOM/TEHUS MOTYT
6bITb 406aBAEHbI K BXOAALMM M MPOYMUTaHHbBIM COOBLLEHMAM AN K UCXOAALMM COOBLLEHUAM (MU U K TEM, U K
apyrum). [locTynHbl cheaytolime BapuaHTbl.

® Hukoraa: ysegomneHus He byayt nobaBnstbca BoobLle.

® ToNbKO A1 UHGULMPOBAHHDbIX COOBLLEHMIA: By ayT OTMEYeHbl TOIbKO COOBLLEHMA, COAEPrKaLLMe 310HAaMEPEHHble
nporpammsl (N0 yMONYAHMIO).

® Bo BCe NPOCKaHMPOBaHHbIe CO0bLLEeHUA 3/IEKTPOHHOM NOYTbI: Nporpamma byaeT 4ob6aBnATb YBeAOM/TEHUS KO BCEM
NPOCKaHNPOBaHHbIM COOBLLEHMAM 31€KTPOHHOM NOYThI.

[Oo6aBneHune NnpumeyvaHuii B NoJie TeMbl OTMPAB/IEHHbIX COO6LLEHUIA: yCTaHOBUTE 3TOT GAXKOK, eCIM HeE0bX0AMMO,
4yTO6bI NOACMCTEMA 3aLLMTbI S1EKTPOHHOM NOoYTbI 4o6aBAANa NPeayNPeXAEHMA O BUPYCaxX B TEMY 3aparKeHHbIX
cooblueHUi. ITa GyHKLMA NO3BOIAET OCYLECTBAATL NPOCTYHO GUAbTPALMIO 3apaskeHHbIX co0bLeHMI No Teme (ecan
noAAep*KMBaeTCsA MOYTOBLIM KAMEHTOM). TaK»Ke OHa NoBbIlaeT YPOBEHb A0BEPUA 418 NOAyYaTe N, a B Ciydae
0OHapYyKeHUs 3aparkeHUA NPeSOCTaBAAET BarKHYHO MHbOPMaLmio 06 ypoBHE yrpo3bl 419 KOHKPETHOro coobweHus
WAN OTNPaBUTENS.

LLlabnoH pob6aBneHUs K Teme 3aparKeHHbIX MUCEM: 3TOT LLABNOH MOXHO U3MEHUTb, EC/IU HYXKHO OTPEZlaKTMPOBaTb
dopmart npeduKca, £06aBAAEMOrO KO BCEM 3aParKeHHbIM CO0bLLLEeHMAM. ITa QYHKLMA 3ameHUT Temy cooblieHusa Hello
npv 3agaHHOM 3HauYeHun npeduKca [virus] Ha Takoin dopmart: [virus] Hello. MepemeHHas %VIRUSNAME%
npeacTaBnaeT 0bHapYKeHHYIO yrposy.

4.2.2.4 WHTerpauma c NOYTOBbIMU KAIUEHTAMMU

NHTerpauma ESET Smart Security c No4TOBbIMM KNMEHTAMM YBE/IMYMBAET YPOBEHb aKTUBHOM 3aLUUTbI OT
BPELOHOCHOTO KOAa B COODLLEHMAX 3/1€KTPOHHOM NOYTbI. EC/IM MCMOb3yeMbli MOYTOBbIV KANEHT NOAAEPHKUBAETCA, B
ESET Smart Security MOXHO HaCTPOUTb MHTErpaumto. ECnm nHTerpauma akTUBMPOBaHa, NaHeib UHCTPyMeHTOoB ESET
Smart Security BcTaBnaeTcs HeNocpeACTBEHHO B MOYTOBbIM KAMeHT, obecrneunBas 6onee apPeKTUBHYIO 3aLnUTY
3/IEKTPOHHOM NoYTbl. NNapameTpbl MHTErPaLMM AOCTYMHbI B pa3gene Hactpoiika > MNepeidTy K 4,0N0NHUTEIbHbIM
HacTpoiiKam... > UHTepHEeT 1 3NeKTPOHHas nouTa > 3aluTa NoYTOBOro KAKeHTa > UHTerpaumsa c NoYToBbIM
K/IMEHTOM.

B HacTosLWMIN MOMEHT NoALe PrKMBAKOTCA CAeaytolme noytoBble KameHTbl: Microsoft Outlook, Outlook Express, nouta
Windows, nouta Windows Live. Mo/iHbIV CNUCOK NOALE PXKMBAEMbIX MOYTOBbLIX KIMEHTOB U UX BEPCUIA CM. B CTaTbe
6a3bl 3HaHM ESET.

YctaHoBUTe dnaxKoK OTKAKUYUTD NPOBEPKY NPU U3IMEHEHUU COAepPKUMOro nanku "Bxogawme", ecnv npu paboTe ¢
NMOYTOBbIM KNMEHTOM HabtoAaeTcA 3ameZieHne pPaboTbl CUCTEMbI. ITO BO3MOMKHO NPU M3BNEYEHUN COODLLEHMA
3N1eKTPOHHOM noyTbl U3 xpaHunumuwa Kerio Outlook Connector Store.

[axe ecnv MHTerpauma oTKIoYEHA, MOUYTOBbIE KMEHTbI OCTAOTCA 3aLUMLLEHBI COOTBETCTBYHOLMM Moaynem (ana
npoTokosios POP3, IMAP).

4.2.2.4.1 KoHodurypauyma 3awmutbl NOYTOBOrO KJAMEHTA

Moay b 3aLMTbl 31EKTPOHHOM NOYTbI NOAAE PXKMBAET CAeaytolme noyToBble KaneHTbl: Microsoft Outlook, Outlook
Express, nouta Windows, nouta Windows Live. 3aliuTa 31€KTPOHHOM NOYTbl peasin3oBaHa B 3TUX Nporpammax B Buae
noAaxknto4aemMoro moayna. [nasHoe npenmyLLLecTBO NOAK/II0YAaEMOro MOAY 1A 3aK1H0YAETCA B TOM, YTO OH He 3aBUCKUT
OT UCMOJ1Ib3yeMOro NpPoToKoa. Mpu NoayYeHUn NoYTOBbIM KNTMEHTOM 3aMPPOBAHHOTO COOOLWEHUA OHO
pacwmdpoBbIBAETCA M NepesaeTca MOAY0 CKaHUPOBAHWMA.
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4.2.2.5 ®unbtp POP3, POP3S

POP3 — camblii pacnpocTpaHeHHbI MPOTOKOA, UCMOJ1b3yeMbl A8 NOAYYEHMUA SINEKTPOHHOM MOYTbI B MOYTOBbIX
KnueHTax. ESET Smart Security obecneymBaeT 3alLMTy 3TOro NPOTOKOJ1a BHE 3aBUCMMOCTM OT UCMO/1b3yeMOTO
NMOYTOBOTO KAMEHTA.

Moaynb 3almThl, 0becneymBaroLLmii 3TY GYHKLMIO, aBTOMATUYECKU MHULIMMPYETCA NPU 3anycKe onepaumoHHOM
CUCTEMbI M OCTAeTCA aKTUBHbIM B ONepPaTUBHOMN NamaTW. Jna HOpMabHOM paboTbl MoAyNA ybeanTech B TOM, YTO OH
BK/tOYeH. NposepKa npoTokosia POP3 ocywecTenfeTca aBToMmaTnyeckm 6e3 HeobxoaMMOCTM B HACTPOIKe NMOYTOBOro
KnuveHTa. Mo ymon4aHMIo CKaHUpYLOTCA BCe coeanHeHMA no nopTy 110, o4HaKo Npu Heob6X0AMMOCTN MOTYT BbITb
[ob6aeneHbl n gpyrve nopTbl. Homepa NnopToBs ciefyeT pasfensaTb 3anATbiMu.

3awmndpoBaHHble coeANHEHUA He ByayT CKAHMPOBATbCA. YTOObI BKAOUNUTL CKaHMPOBaHMeE 3aWndPOBAHHOTO 06MeHa
[aHHbIMM M MPOCMOTPETb HACTPOMKM MOAYNA CKaHMPOBaHUA, NepenauTe K napameTpam SSL/TLS B pasgene
«[loNoNHWUTENbHbIE HACTPOMKINY, WeEeNKHUTE MHTePHET U 3N1eKTPOoHHaA noyTa > SSL/TLS n yctaHoBUTE dnaXKoK
BKAOUMTb PUAbLTPaLMIO NPOTOKONOB SSL/TLS.

B 3Tom pasaene MoXKHO KOHOUIypMpoBaTb NPoBEPKY NpoToKkonos POP3 n POP3S.

BK/1IOUYUTb NPOBEPKY NUCEM: NPU BK/IOYEHMM 3TOTO NapameTpa Becb TpaduK, NPoxXoasaLLmii no npotokony POP3,
npoBepAeTcsa Ha NPeAMET Ha/INYMA BPEeAOHOCHbIX MPOrpaMmm.

MopTbl, ucnonblyembie npoTokoaom POP3: nepeyeHb NOPTOB, UCMOAb3yeMbIX NpoToKosaom POP3 (110 no
YMOJIYaHUIO).

ESET Smart Security Tak»Ke nogaepknmBaeT NpoBepKy npoTtokona POP3S. B aTtom Tune coeguHeHUa ana nepeaadun
MHbOPMALUM MEKIY CEPBEPOM M KNTMEHTOM UCMOJb3yeTcs 3almMdpoBaHHbI KaHan. ESET Smart Security nposepseT
coeaAMHeHus, ucnonbsytowme meToabl wWndposaHma SSL m TLS.

He npoBepaATb npotokon POP3S: 3awwmdpoBaHHble coe AMHEHUA He ByayT NPOBEPATHLCA.

MpoBepAaTb NnpoToKon POP3S Ha yKa3aHHbIX NOpTax: coeanHeHMA no npoTtokoay POP3S npoBepAtoTCA TONbKO Ha
nopTax, yKasaHHbIX B napameTpe Ucnonblyemblie npoTtokosom POP3S noptbl.

Ucnonb3yemblie npotokosnom POP3S nopTbl: nepeyvyeHb NOPTOB, UCNOAb3yeMbix NpoTokosom POP3S, KoTopble
cneayet nposepATb (995 no ymonyaHuio).
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4.2.2.6 3awwmrta oT cNama

HexenaTenibHble COOBLLEHMA, TAaKKe Ha3blBAEMble CNAaMOM, ABAAIOTCA OLHOM U3 CaMbIX CEPbE3HbIX Npobiem
COBPEMEHHbIX Te/IEKOMMYHUKAUMOHHbIX TEXHOI0TMIA. Jonsa cnama B 06Liem o6beme nepeaBaemblix Nno
3/IeKTPOHHOM NoYTe coobLieHni coctaBnaeT okono 80 %. 3awmTa OT crnama orpaxkgaeT oT 3Tol Nnpobaembl.
Mcnonb3ya HECKONbKO NPUHLMMOB 3aLUMTbI 3/IEKTPOHHOM MOYTbI, MOAY /b 3aLLMTbI OT cama obecneunsaeT
NpPeBOCXOAHY GUNBTPALLMIO U HE MPOMYCKAET B NanKy BXOAALLMX COOOLLEHUI HEeXKeNaTeIbHYHO MOYTY.

@ PacwmpenHele napametpel - ESET Smart Security EI
PaclumpeHHble NnapaMeTphl Q X @
~
SALLIATA OT BMPYCOB ﬂ 2ALIMTA OT CMAMA
OBHOBMEHKE ABTOMATUYECKN 3aMyCKaTe MOgYNb 3ALLWTEI NOYTOBOTO
KNWMEHTA OT Ccnama
MEPCOHANBHEIA
DAFAEPEON PaspelunTs paclunpeHHbIil nonck cnama x 0
MIHTEPHET 1 2JIEKTPOHHAA
NnoYTA OBPABOTKA CDDEI.I.LEHHﬁ
3awuTa NOUTOBOTO JoBaenTe TEKCT K TEME Co0BLLEHNA (i ]
KAWeHTa
3awwra gocryna e MiHTepHet U= Bt o
3aLWKMTa OT GULLIMHIE
3awnTa GaHKOBCKOH onnatel
PO TENL CKMH KOHTPOM Mepemeryate coobLULEHNA B NANKY 4NA CNama (i ]
WMecnonesoeate nanky x i ]
KOHTPOb ¥CTPOCTE
CNYAEBHLIE MPOTPAMMEI
MHTEP(‘DEMC Ctmevats CDDE-LLI,EHMR CO CAamMOomM K3k NpOYUTaHHBIE x
NOAb30BATENA
Otmevats NOETOPHD KHECCHqJHLI,HrJDEEHHbIE CDDGLLI,EHHH ﬂ
KdkK HENPOYWTaHHBIE (v

OAHMM M3 BaXKHEMLLIMX MPUHLMNOB 0BHAPYKEHMA Crama ABAAETCA ero pacnosHasaHue Ha OCHOBE NpeABapuTeIbHO
onpeaeneHHbIX CMUCKOB A0BEPEHHbIX («Benbli» CMUCOK) U HeXenaTeNbHbIX («4YepHbIi» CMCOK) agpecos. Bee
ajpeca, HanaeHHble B aApeCHON KHMUre NOYTOBOrO KNMEHTa, aBTOMATUYECKM NONaaatoT B «6esblii» CNMCoK, a
OCTa/ibHble aApeca A0/IKHbI BbITb MOMEYEHbI NoJib30BaTeiem Kak 6e3onacHble.

OCHOBHbIM METOA0M, UCMOIb3yEMbIM A/17 OOHAPYKEHMA CNama, ABASETCA CKaHUMPOBaHME CBOMCTB COOBOLLEHNA.
MonyyYeHHble COOBbLLEHMA CKAHMPYHOTCA HAa OCHOBHbIE KPUTEPUM 3aLMTbI OT Clama (onpeaesieHnsa coobLeHus,
CTaTUCTUYECKNE IBPUCTUKK, aNTOPUTMbI PacNo3HaBaHWUA U APYIUE YHUKA/IbHbIe meToabl). Pe3synbTatom paboTbl 3TUX
MEeTO/0B ABNSETCA 3HAaYEHME MHAEKCA, MO KOTOPOMY MOKHO C BbICOKOW CTENEHbLIO LOCTOBEPHOCTM ONpPESENUTD,
ABAAETCA I COOOLLEHME CMAaMOM.

ABTOMATHYECKM 3aNyCKaTb MOAY/b 3aLLMTbl MOYTOBOrO K/IMEHTa OT HeXeNaTeNAbHOM NoYUTbl: eCNM 3TOT G/1aKoK
YyCTaHOB/EH, 3allMTa OT cnama byaeT aBTOMaTMYeCKM aKTUBUPOBATLCA NPU 3arpy3Ke KoMmnbiloTepa.

Pa3peLwmTb paclumpeHHbIU NOMCK Cnama: nepuoamyecku byayT 3arpysKaTbCa 4OMONHUTENbHbIE AaHHbIE, KOTOPbIE
NoBbIWaoT 3GGEKTUBHOCTb 3alWMTbI OT Crama.

3awmTa oT cnama B ESET Smart Security nossonsaeT 3a4aTb Apyrne napameTpbl 415 PaboTbl CO CMMCKaMM PACChINKMN.
JocTynHbl cnegytowme napameTpbl.

O6paboTka coo6L,eHUiA

[06aBUTb TEKCT K TeMe coobLeHUs: No3sonseT A06aBNATb HACTpaMBaeMyto CTPOKY npedurKca B noae Tembl
coobLeHunit, KoTopble KnaccuduLmpoBaHbl Kak cnam. CTpoKa no ymondaHuio — [SPAMY.
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MepemeLatb coo6LEHUNA B NANKy ANA CNAMa: €C/IM 3TOT GpN1aXKoK YCTaHOB/EH, COObLLLEHMA Co cnamom byayT
nepemeLaTbcs B CTAHAAPTHYIO NankKy 415 HexenaTeIbHOM NoYTbl, @ COO6LWEHUs, MOBTOPHO KAaccudULMPOBaHHbIe
KaK He ABMAIOLLMECs ClaMOM, — B MankKy co BXodsallel noyTtoi. Ecnm wenkHyTb coobuieHMe npaBoi KHOMKOW MblLLM
1 BbIbpaTb B KOHTEKCTHOM MeH0 NYHKT ESET Smart Security, nosaBuTcA BO3MOXHOCTb BbIOPaTh OAMH U3 HECKO/IbKUX
BapMaHTOB AeMUCTBUN.

Ucnonb3oBatb 3TY NANKYy: 3TOT NapaMeTpP NMNO3BONAET NepemellaTb ClaM B NankKy, yKa3aHHYO MNo/ib30BaTe/1IeM.

OTmevatb COOGI.I.I,EHVIH CO CNAaMOM KaK MPOYUTaHHbIE: YCTaHOBUTE 3TOT cbna»(or(, yTOObl aBTOMATUYECKM MOMEYaTb
HeXelaTe/ibHble C006|J.I,EHVIFI KaK MPOYUTaHHbIE. 370 nomoraet CoCpeaoTo4NTbCA Ha KYUCTbIX» COO6LLI,eHWiIX.

OTMmeuaTb NOBTOPHO KNaccudULMpOBaHHble CO06LLEeHUA KaK HEMPOUYMTAHHbIe: COOBLLEHMS, MePBOHAYaNbHO
KnaccudULUMpoBaHHbIE KaK Cram, a 3aTeM NOMEYEHHbIE KaK «4uCcTbie», bByayT 0ToBparkaTbCa Kak HENPOUYUTaHHbIE.

Perucrpaumsa oueHKu HexkenatenbHocTn Moay b 3awmTbl oT cnama ESET Smart Security npucsanBaeT Kaxkgomy
NPOCKaHMPOBaHHOMY COODBLLEHMIO OLEHKY HexenaTtebHoCTU. [laHHoe coobleHre ByaeT 3anMcaHo B XKypHan
3awmThl oT cnama (ESET Smart Security > Cay»Ke6Hble nporpammbl > ®aidnbl }KypHana > 3awura ot cnama).

® HeT: oueHKa, MONyYeHHasa B pe3ynbTaTe CKaHMPOBAHWUA Ha NpeaMeT criama, He BHOCUTCA B XKypHal.

® PeknaccudpmumMpoBaHO M MOMeEYEHO KaK cnam: ec/iv BbiI6paH 3TOT NapameTp, OLEHKWN HeXKenaTeIbHOCTU BCeX
COO0BLLEHNI, NOMEYEHHbIX Kak criam, 6yayT 3anMcbiBaTbCA B 3KypHa.

e Bce: B XXypHan 6yayT 3anmncbiBaTbCA BCE COOBLLEHNA BMECTE C OLLEHKOW HeXXenaTeibHOCTY.

NPUMEYAHME. Ecnv B nanke HeXKenaTebHOM NOYTbl BblAeNUTb cooblueHMe 1 BbiIbpaTb KomaHay KnaccupuumposaTtb
Bblb6paHHble coobw,eHuns Kak HE cnam, 3To coobuieHre byaeT nepemMelleHo B Nanky Bxogawen noytsbl. Ecnim B nanke
BXOZALMX COODOLLEHMI BbIAENUTb COODOLEHNE, KOTOPbIE Bbl CYATAET HEXKENATE/IbHbIM, U BbIOPaTb KOMaHAYy
Knaccupumumposatb coobuieHus Kak cnam, cooblieHune byaeT nepemeLleHo B Nanky cnama. 3710 e AeNCTBUE MOXKHO
BbINONHUTb CPa3y C HECKObKMMMU BblAeIEHHbIMK COOBLLEHUAMM.

APUMEYAHME. ESET Smart Security obecneumBaeT 3amUTy OT Crama B TaKUX MOYTOBbLIX NPUIoKeHusax: Microsoft
Outlook, Outlook Express, Mouta Windows 1 MNoyta Windows Live.

4.2.3 ®dunbTpauma NnpoToKONO0B

3almMTa OT BUPYCOB MPOTOKO0B MPUNOXKEHUI obecneunsaeTca moaynem ckaHmposaHua ThreatSense, B koTopom
ob6benHEHbI BCE COBPEMEHHbIE METO/bl CKAaHUPOBAHWA A9 BbIABNEHUA BPEAOHOCHbIX NporpaMmm. OyHKLMSA
dUNbTPaLMKM NPOTOKON0B paboTaeT aBTOMAaTUYECKM BHE 3aBUCUMOCTM OT MCNO/Ib3yeMoro Beb-6pay3epa M NoYTOBOro
KAveHTa. Ina pefakTMpoBaHMA HacTpoeK 3awmndpoBaHHbIx (SSL) coeanuHeHMit BbibepuTe snemeHTbl UHTEpHET 1
3/IeKTPOHHasA nouta > SSL/TLS.

BKAoUUTb GUNBTPALMIO COAEPKMMOTO, NepeAaBaeMoro No NPOTOKOIaM NPUNONKEHUI: MOXKET UCMO/1b30BaTbCA A/1A
OTKNOYEeHMA GUNBTPALUM MPOTOKONO0B. YUTUTE, YTO MHOTME KOMMNOHeHTbl ESET Smart Security (3awmTta goctyna B
MHTepHET, 3aluMTa NPOTOKOI0B 3/1€KTPOHHOM NOYTbI, 3aLLMTa OT GULLMHIA U KOHTPO/Ib 4OCTyna B MIHTepHeT) 3aBUCAT
OT 3TOr0 NapamMeTpa 1 He CMOTyT PpaboTaTb B C/Iy4ae ero OTKAOUYEHUS.

UckniouyeHHble NPUNOXEHUA: NO3BONAET UCKNHOUYUTb YKa3aHHble MPUI0XKeHNA U3 d)VIﬂpraLI,VIVI NMPOTOKOJ1I0B.
MNonesHo, ecnu d)MﬂpraLI,MH MPOTOKOJ10B BbI3bIBAET I'Ip06}'IEMbI COBMECTUMOCTWU.

MUcKnioueHHble IP-aapeca: No3B0/IAET UCK/IIOUYUTL YKa3aHHbIe yaaneHHble agpeca 13 npouecca unbTpaumm
NPOTOK0/10B. Mone3Ho, ecnm GUnbTPaLMA NPOTOKO0B Bbi3biBaeT NPo61eMbl COBMECTUMOCTY.

Be6-KNMeHTbl U NOYTOBbIE K/IUEHTbI: MCMOJIb3yeTCs TO/IbKO B ONepaumoHHbIxX cuctemax Windows XP n nossonset
BbIOMPATb NPUAOXKEHUA, TPadPUK KOTOPbIX ByaeT noasepraTbca GUAbTPALLMM MPOTOKO/10B, BHE 3aBUCMMOCTU OT
MCMO/1Ib3yeMOoro nopTa.
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4.2.3.1 KnueHTbl UHTEpHETA U INEKTPOHHO NOYTbI

MPUMEYAHMUE. HaunHas ¢ OC Windows Vista c naketom o6HosneHus 1 n Windows Server 2008, ona nposepKu
CeTeBbIX COeAMHEHUI UCNONb3YeTCss HOBaA apxuTeKTypa naatdopmbl dpunbtpaummn Windows (WFP). Tak TexHonorus
nnatdopmol dpunbTpaumm Windows ncnonbsyeT ocobble meToapl OTCAEKMBaHUA, pa3gen KnneHtbl UHTepHeTa mn
3/IEKTPOHHOM NOYTbI HEAOCTYMNEH.

B ycnoBusax nepeHacbliweHHOCTM MIHTepHeTa Bpe LOHOCHbIMK NporpaMmmamm 6e3onacHoe noceleHne Beb-cTpaHuy,
ABNIAGTCA BaXKHbIM aCMeKTOM 3alLMTbl KOMMbOTEPA. YA3BUMOCTU Be6-6pay3epoB 1 MOLLEHHUYECKME CCbINKU
Mo3BOAIOT BPEAOHOCHLIM NPOrpaMmam He3amMeTHO NPOHMKATb B cUCTEMY. MIMEHHO NO3TOMY B MPOrPammMHOM
obecneyeHun ESET Smart Security ocHoBHOe BHMMaHwWe yaensaeTca obecrneyeHuto 6esonacHocTy Be6-6pay3epos.
Kaxpgoe npunoxeHue, obpaliatoleecs K CeTU, MOXKET BbITb MOMEYEeHO Kak Beb-b6paysep. Pnaxkok umeeT aga
COCTOAHUSA.

® He ycTaHOBNEH: NOAKNOYEHUNA NPUNOKEHUI GUNBLTPYIOTCA TONBKO 415 YKa3aHHbIX NOPTOB.
® YCTaHOBNEH: NOAKAOYEHUA BCceraa GUAbTPYIOTCA (JaXe ecaun 3a4aH Apyroi nopr).

4.2.3.2 WUcKnoUYeHHble NPUIoXeHusa

Ona ckntoveHna coeguHeHUN onpeaeneHHbIX ceTeBbIX MPUNOXKEHUN U3 PUNBbTPALUM COAEPHKMUMOTO BblAENUTE UX B
cnucke. CoeanHEHNA BblAgIEHHbIX NPUAOMXKEHUI No npoTokosiam HTTP/POP3/IMAP He 6yayT npoBepATbCA Ha
Hannuune yrpos. PekomeHayeTcA MCNOb30BaTb 3TY BO3MOMKHOCTb TO/IbKO AN1A TEX MPUNOXKEHWUI, KOTOpble paboTatoT
HEKOPPEKTHO, eCM UX COeAMHEHMA NPOBEPAIOTCA.

3anycK NPUAOKEHUI 1 cnykb ByaeT foCTyneH aBToMaTuyecku. Haxkmute KHonKy [,o6aBuTb, YTOObI BPYUHYHO
BbIGpaTb NPUIOKEHME, OTCYTCTBYOLEE B CNMUCKE GUAbTPALMM NPOTOKO/OB.

@ PacwmpenHele napametpel - ESET Smart Security El@

WcknroueHHbIE NPUNOXKEHMA ?

CAPROGRAM FILES\GOOGLE\UPDATE\GOOGLEUPDATE.EXE

CAPROGRAM FILES\MINTERMET EXPLORERVEXPLORE.EXE
CAPROGRAM FILES\WINDOWS MEDIA PLAYERVWMPNETWHK.EXE
CAWINDOWS\SYSTEM32\SVCHOST.EXE
CAWINDOWS\SYSTEM3I2Z\TASKHOST.EXE

ameHnTs | YaanuTs
o] oo
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4.2.3.3 WUcknwoueHHble IP-agpeca

3anucy B cnvcke byayT UCKAKOYEHbI U3 GUNBTPALMK COAE PHKUMOTO NPOTOK010B. CoeanHeHUs no npotokonam HTTP/
POP3/IMAP, B KOTOpPbIX Y4acTBYIOT BbibpaHHble aapeca, He byayT NPoBepATLCA Ha HasiMuYMe yrpo3. IToT napameTp
peKomeHAayeTCAa NCNOAb30BaTb TONBbKO ANA 3aCNYXKNBAOLWMX AOBEPUA aJpeCOoB.

Haxkmute KHonKy [,06aBUTb, 4TO6bI UCKAOUMTL |P-aapec, AnanasoH agpecos UAM NOACETh YAaNEeHHOTO y3/1a, He
oTo6paXKaemoro B crnvcke puUabTPaLMM MPOTOKOA.

HaxmuTte KHon Ky Y,qanmb, 4yTOObI yAOa/1nTb Bblae/N1eHHbIE 3aNMUCUN U3 CMUCKaA.

@ PacwmnperHele napametpel - ESET Smart Security EIE

WcknrouenHele IP-agpeca ?

10123
10211-10.2110

feB0::b434:b801:e878:5795
2001:21:420:: /64

MameHnTs | Yaanute
o Lones

4.2.3.3.1 [Oo6asutb agpec IPv4

3T0T dyHKUMA no3BonseT AobaBuTb IP-agpec, AnanasoH agpecoB UK MacKy NOACETU YAaNeHHOW KOHEYHOM TOUKM, K

KOTOPOW AONXKHO BbITb MPUMEHEHO NpaBuao. MHTepHeT-npoTokon Bepcun 4 (IPv4) — 3To ycTapeBLlas Bepcus, HO
OHa [0 CMX NOp LWMPOKO NCMONb3yeTCA.

OTpenbHblI appec: nobasndaeT IP-agpec oTAeIbHOIro KOMMbIOTEPaA, A4/19 KOTOPOro A0NXKHO 6bITb MPUMEHEHO
npasuno (Hanpumep, 192.168.0.10).

[vnana3oH aapecoB: BBeAMTE HayabHbIM U KOHeYHbI IP-aapeca, 4Tobbl 3a4aTb TEM CaMbiM AManasoH IP-agpecos

(MM HeCKONIbKO KOMNBIOTEPOB), K KOTOPbIM C/leayeT NPUMEHUTb Npasuao (Hanpumep, ot 192.168.0.1 oo
192.168.0.99).

MopceTb: NoaceTsh (rpynna KOMNbOTEPOB), 3a4aHHan |P-agpecom 1 mackoii.

Hanpumep, 255.255.255.0 — 3T0 MacKa ceTu ans npedukca 192.168.1.0/24, KOTOpbIin 03HaYaeT AManasoH agpecos oT
192.168.1.1 po 192.168.1.254.
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4.2.3.3.2 [ob6asutb agpec IPv6

3T10T dyHKUMA no3BonseT AobaBuTb IPv6-agpec MamM macky noaceTu yaaneHHON KOHEYHOM TOUYKM, K KOTOPOM A0/IKHO
6bITb MPUMEHEHO NPaBUA0. ITO HOBELLAA BEPCUSA MHTEPHET-NPOTOKOA, U B ByAyLemM OHa 3aMeHUT bonee CTapyto
Bepcuto 4.

OTpenbHbli appec: fobasnseT IP-agpec oTAeIbHOIO KOMMbIOTEPA, A4/19 KOTOPOTro A0/KHO BbITb MPUMEHEHO
npasuno (Hanpumep, 2001:718:1c01:16:214:22ff:fec9:ca5).

MoaceTb: NnoaceTb (rpynna KOMMbOTEPOB), 3a4aHHas IP-agpecom 1 mackon (Hanpumep, 2002:¢c0a8:6301:1::1/64).

4.2.3.4 SSL/TLS

ESET Smart Security moxeT npoBepsATb 0OMeH AaHHbIX MOCPeACTBOM NPOTOKo/1a SSL Ha Hannuune yrpos. MoxHo
MCNO/1b30BaTb PA3/1IMYHbIE PEXUMbI CKAHMPOBAHMA ANA 3aLLMLLEHHbIX SSL-coe AMHEHWUI, A1 KOTOPbIX UCMONb3YOTCA
[oBepeHHble cepTUdUKaTbl, HEM3BECTHbIE CePTUDUKATbI UK CEPTUPUKATLI, UCKAOYEHHbIE U3 MPOBEPKHU
3alMLIEHHbIX SSL-coeAMHEHUIA.

BrOUUTb GUAbTPALMIO NPOTOKOA SSL: ecin GUAbTPaLMA NPOTOKONA OTKOYEHA, MPOrpamMmma He cKaHMpyeT obmeH
OAHHbIMM N0 NPoTOKoANy SSL.

Pexxum dunbTpaumum npotokonos SSL/TLS gocTyneH co cheayowmmm napameTpamm.

ABTOMATHUECKMIA PEXKUM: UCNO/Ib3YEMbII MO YMOHAHUIO PEXKUM, B KOTOPOM CKaHMPYHOTCA TO/IbKO
COOTBETCTBYIOLIME NPUIONKEHUSA, TaKMe KaK Bpay3epbl M NOYTOBbIE KAUEHTbI. Ero MOMKHO nepeonpeaeints,
BbIGPaB NPUAOKEHWS, A/1A KOTOPbIX BYAET CKAaHMPOBATLCA Nepeaada AaHHbIX.

MHTEePaKTUBHDIM PeXUM: NPK BbINOJHEHNN BXOAA HA HOBbIN 3aLUMLLIEHHbIN SSL-CalT (C HEUM3BECTHbIM
cepTndMKaTOM) Ha SKpaH BbIBOAUTCA AMANIOTOBOE OKHO BbIBOpa. ITOT pPeXmnm No3soseT co34aBaTb CrIUCOK
cepTndmKkaToB SSL, KoTopble ByayT UCKIOYEHbI U3 CKAHMPOBAHUS.

PeXXum NoNUTUKKU: BbibepuTe 3TOT BapMaHT, YTOObl CKAaHMPOBATbL BCe 3allMLLeHHble SSL-coeaMHeHMA, KpoMe TexX,
YTO 3aLLUMLLEHbI UCKAOYEHHbBIMW U3 MPOBEPKM cepTUdMKaTamu. Ecin ycTaHaBAMBAETCA HOBOE CoeAMHEHME,
MCMONb3YHOLLEe HEU3BECTHbIV 3aBEPEHHbIM CepPTUOMKAT, NONb30BATE b HE MOMYYUT YBEAOMIEHMSA, @ CAMO
coeanHeHWe aBToMaTMYeckm byaeTt dunbTpoBaTbea. Npu J4oCTyne K cepBepy C HEHAAE KHbIM CePTUOUKATOM,
KOTOpPbI MOMEYEH M0/1b30BaTeIeM KaK A0BEPEHHbIN (406aBAeH B CMUCOK A0BEPEHHbIX ce pTUPMKATOB),
CcoeZIMHEHME CITUM CEPBEPOM PA3PELLAETCS, 3 COAEPKUMOE KaHaNa CBA3N PUNbTPYeTCsA.

CnUcoK NnpunoeHui, otpunbTPoBaHHbIX C NTOMOLLbIO SSL: No3Bo/IAET HacTpanBaTb noBegeHue ESET Smart Security
015 334@HHbIX MPUNOXKEHWIA.

CnU1COK U3BECTHbIX CePTUPUKATOB: NO3BOAET HAaCTPOUTb NoBegeHWe ESET Smart Security B OTHOLEHUN KOHKPETHbIX
ceptudumkarton SSL.

UcKniountb 06MeH AaHHbIMM, 3aLLULLLEHHDIM C NOMOLLbIO Ce pTUDUKATOB BbICOKOM HageKHocTu (EV): korga aToT
napameTp BK/OYEH, 0OMEH AaHHbIMW C TaKUM TUNOM cepTudmkaTa SSL ByaeT UCKAtoYeH U3 NpoBepKu. SSL-
cepTMdMKaTbI BbICOKOM HaAeKHOCTU rAapPaHTUPYIOT, YTO OCYLLECTBAAETCA NPOCMOTP UMeHHO Tpebyemoro calita, a He
WMAEHTUYHO BbIFNAAALLETO NoAAe1bHOro (06blYHO NoAAeIbHbIMM 6bIBAOT GULLMHIOBbIE CAlTbI).

BnaoKupoBaTb WKMppPOBaHHOE COeAUHEHME C UCNONb30BaHMEM YyCTapeBLUEro NPoToKoa SSL Bepcum 2: coeAMHEHUS,
ncnosnb3sytowwme 6onee paHHIO BepcKto NpoToKoaa SSL, byayT aBTomaTMyeckmn 610KMpoBaThes.

KopHeBoii cepTudpmKar

Do06aBuUTb KOpHEBOI1 cepTUPUKAT B M3BeCTHble bpay3epbl: 417 HOpManbHOM PaboTbl SSL-noaKAtoYeHN B
H6paysepax U NOYTOBbIX KNMEeHTax Heobxoaumo A06aBUTb KOpHeBOW cepTUdMKaT ESET B CNMCOK M3BECTHbIX
KOpHEBbIX cepTuduKaTos (usgateneit). Mpu BKAOYEHUN 3TOro NapameTpa ESET Smart Security aBTomaTnyeckm
nobasnseT KopHeBon cepTuduKaT ESET B n3BecTHble bpay3epbl (Hanpumep, Opera u Firefox). Ana 6pay3epos,
MCMONb3YIOLWMX CUCTEMHOE XpaHuAuLLEe cepTudmKaTos (Hanpumep, Internet Explorer), ceptuoukaT gobasnsercs
aBTOMATUYECKW.

[ns ycTaHOBKM cepTUdMKaTa B HENOAAE PrKMBaeMble bpay3epbl MOC1e40BaTeIbHO BbiIOepUTE 3/1€ MEHTbI
MpocmoTpeTb cepTudUKat > [lonoaHUTeNnbHO > KonupoBsatb B daiin..., a 3aTem Bpy4HY0 MMNOPTUPYIATE 3TOT
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cepTudmkar B bpaysep.

Cpok aeiictBua ceptuduKara

Ecnuv npoBeputb ce pTUPUKAT C NOMOLLbIO XpaHUAUuLW,a ceptudumkatos TRCA He yaaeTcs: B HEKOTOPbIX CAyYasx
cepTUPMKAT HEBO3MOKHO NMPOBEPUTb C MOMOLLbIO XPaHUINLLA JOBEPEHHbBIX KOPHEBBIX LEHTPOB cepTUdUKaL UK.
3T0 3HAUUT, YTO y cepTMUKATa CyLLLEeCTBYeT COOCTBEHHAA NOAMNMUCH KAaKoro-nmMbo Apyroro cybbeKTa (Hanpumenp,
agMUHUCTpaTopa Beb-cepBepa UM HeBObLLOW KOMNAHUK) U MPUHATUE pelleHuA o Bbibope Takoro cepTudmKaTa
KaK 4OBEPEHHOro He Bcerga npeAcTaBaseT onacHOCTb. BONbLWMHCTBO KPYMHbIX KOMMNaHWA (Hanpumep, 6aHKK)
MCcnonb3yoT cepTuduKaTbl, nognucaHHble TRCA. Ecnv yctaHoBAeH daaxKoK 3anpalumMBaTb A,eUCTBUTENIbHOCTD
ceptudumKara (No ymonvaHuto), nosb3osaTeito byaeT npefnoxeHo BbiIbpaTb AeCTBME, KOTOpOE creayeT
npeanpuHATL BO BPEMA YCTaHOBKM 3aIMPPOBAHHOIO coeAnHeHUA. MoxHO BbibpaTb BapuaHT bokupoBaTb
coeAuHeHUs, Ucnosnb3ylowme cepTudUKar, YToObl Bceraa paspblBaTb 3aIMPPOBaAHHbIE COEAMHEHMA C CAUTOM,
MCMOb3YHOLWMM HEMPOBEPEHHbIN cepTUPUKAT.

Ecnm cepTudUKaT HeaeUCTBUTENIEH UIU NOBPEXKAEH: 3TO 3HAUMT, YTO UCTEK CPOK AENCTBUA CepTUDUMKATA UM Ke
MCNo/b3yeTca HeAoMNyCTMMan noanuck. B aTom cnyyae pekomeHayeTca BbibpaTb BAOKMpoOBaTb coe AUHEHUA,
ucnonb3ylowme ceptuduKar.

4.2.3.4.1 Ceptudukarbl

[ns HopmanbHOM paboTbl SSL-NoaKAtoUeHUI B bpay3epax M NOYTOBbIX KNMeHTax HeobxoamMmo A06aBUTb KOPHEBOM
cepTudmkat ESET B CNMCOK U3BECTHbIX KOPHEBbLIX CepPTUPMKATOB (M3gaTeneit). MapameTp [o6aBuTb KOpHEBOI
cepTUUKAT K U3BECTHbIM Bpay3epam [0/13KeH BbiTb aKTUBMPOBaAH. Bbibepute 3TOT NapameTp, 4Tobbl aBTOMATUYECKM
£06aBUTb KopHeBoW cepTudmMKaT ESET B n3BecTHble bpay3epbl (Hanpumep, Opera, Firefox). [na 6pay3epos,
MCNOb3YIOLWMX CUCTEMHOE XpaHuAuLe cepTudukaTos (Hanpumep, Internet Explorer), ceptudukar gobasnseTrcs
aBTOMaTMYeCKU. [NA ycTaHOBKM cepTudUKaTa B HeNnoaae pxunsaemblie 6paysepbl Bbibepute MpocmoTtpeTb
ceptudukar > lononHutenbHo > Konuposatb B ¢paii..., a 3aTem BPYUHYIO MMNOPTUPYITE ero B 6paysep.

B HEKOTOPbIX C/1y4asx cepTUdUKAT HEBO3MOMKHO NPOBEPUTL C MOMOLLbIO XPaHW/MLLA AOBEPEHHbIX KOPHEBbIX
cepTudMKaToB cepTUOUUMPYOLLMX OpraHoB (Hanpumep, VeriSign). 3To 3HauuT, 4To y cepTudMKaTa CyLwecTsyeT
cobcTBeHHanA NoANUCb Kakoro-Anbo gpyroro cybbeKkTa (Hanpumep, agMMHUCTPaTopa Beb-cepBepa MAK HeBObLLIO
KOMMaHUK) U NPUHATUE peLLeHMA O BbIbope TaKoro cepTUdMKaTa Kak JI0BEPEHHOrO He BCeraa npeacraBnaeT
OMNacHOCTb. BONbLUMHCTBO KPYMHbIX KOMMNaHWI (Hanpumep, 6aHKK) UCMONb3YIOT cepTUdMKaTbI, NognmcaHHble TRCA.
Ecnm yctaHoBAEH diaxKoK 3anpalumnBaTthb AeiCTBUTeNIbHOCTb cepTUdMKaTa (Mo yMoI4aHUio), nonb3osatento byaeT
npeanoXeHo BblibpaTb AeCTBME, KOTOPOE C/iedyeT NpeanpUHATL BO BpeMA YCTaHOBKM 3alindpoBaHHOTO
coeamHeHun. Ha skpaHe 0TobpasnTca AManoroBoe OKHO AN Bbibopa AeNCTBMSA, B KOTOPOM MOXKHO NPUHATL pellueHue
0 TOM, YTO CleayeT caenath: NOMeTUTb CePTUPMKAT KaK JOBEPEHHbIV UM KaK UCKNOUYEeHHbIW. Ecnun cepTudmkar
OTCYTCTBYET B CMMUCKE XPaHMAMULLA [OBEPEHHbIX KOPHEBbIX CEPTUDUKATOB CePTUOULMPYIOLLMUX OPraHOB, ANA
odbopmIeHMA OKHa UCNO/b3YeTCA KPacHbIi LBeT. Ecnu e cepTudUKaT eCcTb B 3TOM CNUCKE, OKHO ByaeT obopmaeHo
3e/1eHbIM LiBETOM.

Mo»Ho BbI6paTb BapuaHT BIOKMPOBaTb cOe AMHEHUA, UCNOJIb3YloLMe cepTUPMKAT, YTOObI BCeraa paspblBaThb
3aWndpoBaHHbIe COeANHEHUS C CAUTOM, MCMO/b3YIOLLMM HENPOBEPEHHbIN ce pTUdUKAT.

Ecam aToT cepTUdMKAT HeAe MCTBUTENEH WM NOBPEKAEH, 3TO 3HAUYUT, YTO UCTEK CPOK AENCTBUA cepTUDMKATA UK Ke
MCMoNb3yeTcs HeBepHOe CObCTBEHHOE 3aBepeHme. B aTom cnyuae pekomeHayeTca 610KMpPOBaTh COeANUHEHUS,
MCMONb3YoLWMe AaHHbIN cepTUdMKaT.
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4.2.3.4.2 CnuUCOK U3BECTHbIX cepTuduKkaTtos

CNUCOK U3BeCTHbIX ce pTUPUKATOB NO3BONAAET HACTPOUTb NoBegeHMe ESET Smart Security B OTHOLIEHWUM KOHKPETHbIX
ceptrudmKaToB SSL, a TaKKe HacTPOUTb 3aNOMMHAHME AENCTBUIM NONb30BATENSA, ECAN B peXxnume ®@unbrpaums
nNpoToKosoB SSL/TLS Bbi6paH UHTepaKTUBHbIN pexum. CN1COK MOXKHO NPOCMOTPETb M OTPEJaKTMPOBaTb,

nocaenosatebHO BblIbpas 31eMeHTbl [LonoAHUTeNbHbIe HACTPOMKM (F5) > UHTepHEeT M 3neKTPOoHHaA nouta > SSL/TLS
> CNUCOK U3BECTHbIX CEPTUPUKATOB.

B okHe CNMUCOK M3BeCTHbIX cePTUDUKATOB MMEIOTCA NEePeUNC/IEHHbIE HUMXKE 31 MEHTbI.
Cton6upl

NUma: uma ceptTuoumkara.

MU3pgatenb cepTudUKata: MMA co3gaTenia cepTuoukara.

Cyb6beKT cepTudMKaTa: B 5TOM NO/E YKa3blBAETCA CyObEeKT, KOTOPOMY MPUHALNENKUT OTKPbITHIN K/HOM,
COAEePKALUMIACA B MONE OTKPLITOrO K/toda cybbekTa.

[octyn: B KayecTBe 3HayeHUs napameTpa [ielicTBue AocTyna Bbibepute ycTaHOBKY PaspewumnTb nnm
3a610KMpPOBaThb, YTOObI pa3peLLnTb UK 3a610KMPOBATb 0OMEH AaHHbIMM, 3aLUMLLEHHbIV 3TUM CePTUDUKATOM,
BHE 3aBMCMMOCTM OT €ro HafeKHOCTU. Bbibepute ycTaHOBKY ABTOMAaTUUECKM, YTOObI paspeluaTbh 40BEPEHHbIE

cepTMdUKaTbl M NpeanaraTb BapnaHTbl A€ ACTBUIA 419 HEHAAE KHbIX. BbibepuTe 3anpawmBartb, 4Tobbl Bcerga
3anpalnBaTbh AEeMCTBMA NONb30BaTENS.

CKaHUpOBaTb: YTOObI CKAHMPOBATL UM UTHOPUPOBATbL COeAMHEHME, 3aLUMLLEHHOE CePTUPNKATOM, BbibepuTe
3HayeHuMe CKaHupoBaTb 1K MponycTutb 41a NnapameTpa JeicTBue CKaHUPOBaHUA. Bbibepute yCTaHOBKY
ABTOMaTHUYECKM, YTOObI CKAHMPOBAHWE BbIMOIHANOCH B aBTOMATUYECKOM PeXXMME, a 3anpoc AENCTBUA — B

WMHTEPaKTMBHOM. YTObObI Mporpamma Bcerga 3anpallmsasna y nosb3oBaTein, Kakoe AelCTBMe cnesyeT BbINMOoAHUTb,
BblbepuTe yCTaHOBKY 3anpalumnBaTh.

dnemeHTbl ynpasnieHus
MN3meHUTb: Bbibepute ce pTUPUKaT, KOTOPbIN HYXKHO HAaCTPOUTb, U HAXKMUTE KHOMKY U3MeHUTb.
Ypanutb: BbibepuTe cepTUOUKAT, KOTOPbIV HYXKHO YAANUTb, U HAXKMUTE KHOMKY YAaNUTb.

OK/OTtmeHa : HaxkmuTe KHoMKy OK a/1a coxpaHeHus nsmeHeHuin unm OTMeHa a5 Ux OTMEHbI.

4.2.3.4.3 Cnucok npunoxkeHuin, oTGuabTPOBAHHbIX C NTOMOLLbIO SSL

CnUcoK NpunoxeHuit, oTpuUnbTPOBaHHDBIX C MOMOLLbIO SSL MOXKeT 1CMo/1b30BaTbCA A5 HAacTpoMKkK ESET Smart
Security noBegeHMA B OTHOLWEHMM KOHKPETHbIX MPUAOMKEHWI, A TaKKe 3aNOMUHAHWNA AeNCTBUIA NONb30BaTeNs, eCAU
B pexnume ®PunbTpauma npoTtokona SSL sbi6paH MHTe paKTUBHDbIN peXKum. CrIMCOK MOXKHO MPOCMOTPETb U
OTpeaKTUPOBaTb, NOC/eA0BaTEIbHO BbIOPaB 3/1eMeHTbl [lononHUTeNbHbIe HacTpoiiku (F5) > UHTepHeT n
3/1eKTPOHHasA noyta > SSL/TLS > CnncoK npunoxeHnin, otdunbTPoBaHHbIX C MOMOLLbIO SSL.

B okHe CNUCOK NPUNoKeHuid, oTPUNbTPOBAHHbIX C MOMOLLBIO SSL MMeIOTCA NepeyYncIeHHbIe HUXKE /1€ MEHTbI.

Cron6ubi

MpunoKeHune: UMA NPUNOKEHMUSA.

DeiicTBre ckaHMpoBaHua: Bbibepute CKaHMpoBaTb UM MPONYyCTUTb, YTOObLI CKAHMPOBATb MW UTHOPUPOBATb
06MeH faHHbIMW. BbibepuTe ycTaHOBKY ABTOMATHUYeCKM, YTOObI CKAHMPOBAHMWE BbIMOHANOCH B aBTOMATUYECKOM
peXknMme, a 3anpoc AeNCTBUA — B MHTEPaKTUBHOM. YTO6bl MporpamMma Bcer4a 3anpallunsana y nosb3osaTens,
KaKoe [ieicTBUe cneayeT BbiNoHUTDL, BbibepuTe ycTaHOBKY 3anpalmearb.

dnemeHTbl ynpasneHus

Do6aBuTb: fo6aBAeHME GUNLTPOBAHHBIX MPUNONKEHWIA.

N3meHuUTb: Bbibepute ce pTUPUKaT, KOTOPbIN HYXKHO HAaCTPOUTb, Y HAXKMUTE KHOMKY U3MEeHUTb.
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Ypanutb: BbibepuTe cepTUOUKAT, KOTOPbIV HYXKHO YAANUTb, U HAXKMUTE KHOMKY YANUTb.

OK/OTtmeHa : HaxkmuTe KHoMKy OK a41a coxpaHeHUs nsmeHeHuin unm OTMeHa a5 UX OTMEHbI.

4.2.4 3awuTa oT PULLIMHIA

TepMuH «PULLIMHM» 0603HaYaeT NPecTynHyo AeATeNbHOCTb, B PaMKax KOTOPOM MCMO/b3yeTcA coLmanbHan
NHXeHepwua (MaHMNyMpPOBaHWE NO/Ib30BaTE/IAMM, HaNpPaBNEeHHOE Ha NolyYeHne KOHOUAEHLUMANbHOM
nHbopmaumm). PUWIKHT HACTO UCMO/b3YETCA 4/1A MOAYYEHNUA AOCTYNa K KOHOUAEHUMAIbHBIM CBEAEHMAM, TAKUM KaK
HoMepa 6aHKOBCKMX cueToB, PIN-Koabl U T. N. [JONOAHUTEIbHbIE CBEAEHUA 06 3TOM TUME 3aLiMTbl CM. B [/10CCapUMN.
ESET Smart Security o6ecneunBaeT 3awmTy oT duwMHra: 610KMpoBaHMe Beb-CTpaHuL, KOTOPbIE 3aBe40MO
PacnpoCTPaHAIOT COAEPXKMMOE TaKoro TMna.

HactosTenbHO peKomeHayeTcs BKAKUNTL 3aLmMTy OT duLlmHra B nporpamme ESET Smart Security. [1na 3TOro Hy»KHO B
oKHe [lononHuTeNbHble HAacTPOMKK (F5) nocnenoBaTebHO LWENKHYTb 91eMeHTbl MHTepHeT U 91eKTPOoHHasA noyta >
3awmTta ot pULInHra.

B cTtaTbe Hawewn 6a3bl 3HaHUI NPUBEAEHbI AOMONHUTEIbHbIE CBEAEHMA O 3alUMTe OT PULIKHIa B nporpamme ESET
Smart Security.

Doctyn K puwmHrosomy Be 6-canty

Korga oTKpbiBaeTca GMLWNHIOBbLIN Be6-caliT, B Be6-6pay3epe oTobpakaeTcs cneaytollee AManoroBoe okHo. Ecnm Bbl
BCE PaBHO XOTUTE OTKPbITb 3TOT BE6-CAT, WENIKHUTE 31eMeHT UrHopupoBaThb yrposy (He pekoMmeHayeTcs).

B
| 0 v &3

e@|@ ’ e P~ ” & Npeaynpexaerne — ESET ... %

(s SMART SECURITY 9
A MoTeHuManbHas NONbITKa GULWIWHIA

>Ta Eef-CTpaHNUE NEITASTCR OBMaHYTE NOCETUTENEH, UToDE! OHW YKazZanu
KOHPUASHLMANEHYK MHOOPMALIAKD, HANPUMED JaHHbIE ANA EXOA3 WKW HOMEpP3
KPEAWTHEIX KapT.

BepHyThcA Ha NpeabIAYLWYO cTPaHULY?

oo

CooBLWMTE O HENPABKMABHO 33610KUPOEAHHON CTPaHULLE

OTKpETH Gasy SHaHWEA ESET | www.esetnod32.ru

NPUMEYAHME. Bpems, B TE4EHNE KOTOPOrO MOXKHO NOJIYYNTb AOCTYM K NOTEHUMANbHOMY PULLMHIOBOMY Beb-canTy,
3aHeCeHHOMY B «6eiblii» CMUCOK, NO YMOIYAHMIO UCTEKAET Yepe3 HECKO/IbKO YacoB. YTobbl paspelwnTb AOCTYN K Be6-
CalTy Ha NOCTOAHHOM OCHOBE, UCMONb3YITe NHCTPYMeHT YnpasneHue URL-agpecamu. B pasgene [lononHUTeIbHbIE
HacTpoiiku (F5) nocnenoBaTebHO LWEeNKHUTE 3/1eMeHTbl UHTepHeT M 3/1eKTPOHHAA noyTa > 3awuTa 4ocTyna B
UHTepHeT > YnpasneHune URL-agpecamu > CNUCOK appecos., Bbibepnte KomaHay U3meHuUTb 1 obaBbTe
HeobxoauMbIi BEO-CalT B CMUCOK.

CoobueHune o0 PULLMHIOBOM caiiTe

Ccbinka CoobLwmnTb N03BONAET COOOLWNTL O PULLIMHIOBOM MM BpEeAOHOCHOM Beb-caiiTe B KomnaHutio ESET c uenbto
npoBeaeHMA ero aHaa1s3a.
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APUMEYAHMUIE. MNpexae yem oTNpaBnATb agpec Beb-caiiTa B KomnaHuto ESET, ybeamTech B TOM, YTO OH

COOTBETCTBYET OAHOMY UM HECKOIbKUM U3 C/Te AYIOLLMX KPUTEPUEB:

® Beb-caliT coBcem He 06HapyKMBaeTCs;

® Beb-caliT HenpaBUAbHO 0BHAPYKMBAETCA KaK yrpo3a. B Takom ciyyae MOXKHO COOBLUTD O I0XKHOM MeTKe
duwmHroBoro caita.

Nnu e appec Beb-caitTa MOXKHO OTMPaBUTb NO 3/IEKTPOHHOM noyTe. OTNpaBbTe NMCbMO Ha aZpec
samples@eset.com. [lomHWTE, YTO TEMA NMCbMA AO/1}KHA OMMCLIBATb NPObHEMY, a B TEKCTE MUCbMA CedyeT YKasaTb
MaKCMMabHO MOJIHYI0 MHbOpMaLMIO 0 Beb-caliTe (Hanpumep, Be6-caiT, C KOTOPOTo Bbl MOMaAM Ha 3TOT CalT, KaK Bbl
y3Hanu 06 3Tom caitTe U T. A.).

4.3 3awmuTacetm

MepcoHanbHbIM paitepBo ynpaBaseT BCeM ceTeBbIM TPAaGMKOM KOMNbloTepPa B 060Mx HanpasaeHusax. Mpouecc
OCHOBaH Ha pa3peLleHnmn Uan 3anpeTe OTAe/IbHbIX CETEBbIX COeAMHEHWUI B COOTBETCTBMM C MPaBuIaMmn GuabTpaumuu.
MepcoHanbHbIN hatepBon obecneymBaeT NPOTUBOLAENCTBUE CETEBbIM aTakaM CO CTOPOHbI YAa/leHHbIX KOMMbIOTEPOB
W paspeLwaeT 610KMpOBaHME HEKOTOPbIX Cy»Kb. Kpome Toro, oH obecneymBaeT 3amMTy OT BUPYCOB Npu obmeHe
OaHHbIMM no npotokonam HTTP, POP3 n IMAP. ®yHKUMOHAaNbHO MOAYNb ABAAETCA OYEHb BAXKHbIM 3/1EMEHTOM B
cUcTeMe KOMNbIOTEPHOM 6e30nacHoOCTy.

KoHourypaums nepcoHanbHoro ¢ariepBona AocTynHa B o61actv Hactpoiika B meHto 3awmuta ceTu. 34eCb MOXKHO
U3MEHATb PeXKUM GUNbTPALUK, MPaBUIA U AONONHUTENbHbIE NAapamMeTpbl. TaKKe MOXKHO MNOAYYUTb JOCTYN K
[ONONHUTENbHBIM HaCTPOMKaM, LEeNKHYB 3Ha4OK WecTepeHKu T > HacTpouTb... pAaaom ¢ snemeHTom MNepcoHanbHbii
daitepBon nnu Haxkas KnasuLly F5, KOTopas Bbi3biBaeT MeHt0 [LoNOAHUTEbHbIE HACTPOMKMU.

SMART SECURITY 9 .

@ Poautenbckuii KOHTPONb @ ®
JdomawHan

chaHHua 3aWMTHTE ECE NapamMeTpel Naponem, UTobkI NpPegoTERaTUTE HEIGETORKMI0EaHHEIE MZMEHEHWA.

.} petko-PC/petko (5 neT) y
PazpelueHHOe W 2anpeleHHoe COAePXNMOE..,
OOHoBNEHKE

petko-PC/User (7 net) y
Cepeuc PazpelleHHOe M 2aNPeLLEHHOE COAERXKHMOE. .

Hactpoiika

CKaHWpoBaHue
KOMMNLOTEpa

o

Q

Cnpaeka u
NoALEPXKKE

Hoeoctn

® © # B

EM]OY SAFER TECHNOLOGY™ # NoBaewTe ucknioueHna ana seb-caita.. B MNokazats xypHans
LLlenKHUTe 3HAYOK LeCcTepeHKn 1o pAAOM C31EMEHTOM I'Iepcon-laanblﬁ ¢a|7|epBon, yTOObI OTKpPbITb Cheayouwme
HACTPOMKMU.

HacTpouTb...: OTKPbIBAEeTCA OKHO «epcoHanbHbIv GpaliepBOa» B MEHIO AOMONHUTE/NbHbBIX HACTPOEK, B KOTOPOM
MOKHO onpeaenuTb, Kaknum obpasom daliepson byaeT obpabaTbiBaTb cETEBO OOMEH AaHHbIMMU.

MpuocraHoBuUTb paboTy daiiepBona (paspewnTb Becb TpadUK): NapameTp, NPOTUBOMNONONKHbIN NapameTpy
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610KMPOBaHMA BCEro ceTeBoro TpaduKa. B aTom peknme nepcoHasibHbIn dariepBon oTKAOYaeT Bce GYHKLMMU
buNbTPaUMK 1 paspellaeT Bce BXoAsALME N Ucxogalme coeguHeHus. LenkHute Bkaountb dpaitepson, 4tobbl
NOBTOPHO BKNOUYNTb PaiepBon, Koraa ans GUabTpaLmm ceTeBoro TpadmKa BKAOUYEH 3TOT PEKUM.

BAoKMpoBaTb BeCb TPAadUK: BCE BXOAALLME N UCXOZALLME AaHHble ByayT 6/10KMPOBATLCSA MEPCOHANbHbIM
dariepBoiom. Mcnonb3yiiTe 3TOT NapamMeTp TO/IbKO B 0CODbIX CyYanx, KOraa BOSHUKAET onacHas KpUtuyeckas
cuTyauma, Tpebyrollan Hesame 4/1IUTeIbHOTo OTKAYEHUA OT ceTu. Ecnm ans dunbTpaumm ceTeBoro TpaduKa
Bbl6paHO cocToAHWe BAOKUPOBaTh BeCb TPadUK, LeiKHUTe OCTaHOBUTb 6/10KUPOBKY Bcero TpaduKa, YTobbl
BOCCTAHOBMWTb HOPMasibHYt0 paboTy daiepBona.

ABTOMATHUECKUI PEeXKUM: (ECNM BKAKOYEH APYTOM peXMM GUAbTpaLmumn) BOCNo/ib3ynTechb 3TOM KOMaHAO0M, YTobbI
nepesecty GUAbTPALMIO B aBTOMATUYECKUI PEKMM (C y4EeTOM NpaBu, onpeaeseMblx Nosib3oBaTenem).

MHTepaKTUBHbIM peXXum: (eCnu BKAOYEH APYron peXkum dunbTpaLmmn) BoCnob3ynTecb 3ToM KOMaHAOoM, YTobbI
nepesecty GUALTPALMIO B UHTEPAKTUBHbIV PEKUM.

3awuTa oT ceTeBbIX aTak (IDS) aHanM3 coaep*KMMOro ceTeBoro TpaduKka 1 3alimTa OT CeTEBbIX aTak. TpaduK, KOTOpPbIN
pacueHMBaeTca Kak onacHblii, 6a1oKupyeTcs.

3awura ot 60THETOB: 6bICTPOE M TOYHOE BbISBJEHME BPEAOHOCHbIX MPOrpaMm Ha KOMMbloTepe.

MoaknioueHHble ceTU: OTOBPaNKeHME CeTeN, K KOTOPbIM NOAK/IIOUEHbI CETEBbIE adanTepbl. [locne HaxaThA CCbITKY,
PacnooKeHHOW Noa UMeHem ceTun, Bam ByAeT Npe/ioxeHOo BbiBpaTh TMM 3alWMTbl (MakcMmasibHas Uan
paspelleHHas) 418 CeTH, K KOTOPOM Bbl MOAKIIOHYEHbI C MOMOLLIO CETEBOrO agantepa. ITUm napameTpom
onpeaenaeTca BOSMOXHOCTb JOCTYNa APYrMxX KOMMbIOTEPOB CETU K Ballemy YCTPOMICTBY.

BpemeHHbI YepHbIi cnUCOK IP-agpecoB: oTobpaykeHue cnucka IP-agpecos, KoTopble 6bl1M 06HapPYKEHbI Kak
MCTOYHMKM aTaK 1 go6aBnieHbl B YepHbIi CNMCOK AN 6OKMPOBKM COeAMHEHUA B TeYeHMe onpeaeieHHOro nepuoaa
BpeMeHK. YTobbl MONYYUTb AOMONHUTENbHYO MHPOPMaLIMIO, BbiIBEepUTe STOT NapameTp, a 3aTeM HaxkmuTe F1.

Macrep ycTpaHeHUs HeNoMaA0K: MOMOLLb B YCTPAHEHUM MPobHaeM C NOAKNOYEHNEM, BbI3BAHHbIX NEPCOHAIbHbIM
danepsonom ESET. 1na nonyyeHua AONONHUTENbHbIX CBEAEHWUI cM. pa3gen Mactep ycTpaHeHWUst HeNoaaaokK.

4.3.1 NepcoHanbHbiK Ppaitepson

MepcoHanbHbIM PaitepBoa ynpaBaseT BCEM BXOAALLMM U UCXOAALLMM ceTeBbIM TpaduKOM KoMnbloTepa. MNpouecc
OCHOBaH Ha 3anpeTe UK paspeLleHnn OTAENbHbIX CETEBbIX COeAMHEHUI B COOTBETCTBMM C ONpeileNeHHbIMM
npasunamm. PaliepBon obecneymBaeT 3aLUMUTY OT aTaK C yAANEHHbIX KOMMbIOTEPOB U NO3BOAIAET B/I0KMPOBATL
HeKoTopble c/yXKObl. OH TaKKe NpeaoCcTaBAseT 3almMTy OT BUpPYycoB Ans npotokonos HTTP, POP3 n IMAP.
®PYHKUMOHANBHO MOAY b ABNAETCA O4EHb BaXKHbIM 3/IEMEHTOM CUCTEMbl 6€30MAaCHOCTM KOMMbIOTEPA.

BKAouUTb NepCcoHabHbIM PpaitepBon: peKomeHAyeTcA OCTaBUTb 3TY GYHKLUMIO BKAKOYEHHOM, YTOObI 06ecneynTb
6onee HagexHyto 3awmTy. Torga 6yaeT cKaHMpPOBaATbCA ceTeBOM TpadUK B 060MUX HanpaBAeHUAX.

BK1OUUTD 3aLWUTY OT ceTeBbiX aTaK (IDS) aHanun3 cofe pRMMOro ceTeBoro TpaduKa v 3awmTa OT ceTeBbIX aTak. J1to6ol
TpaduK, KOTOPbI pacLleHNBaAETCA Kak OnacHbIlM, 6a10KupyeTca.

BKAOUMTD 3amuTy OT 60THETOB. O6HapyKeHMe U 610KMPOBaHNE NOAKNOYEHWI, CBA3AHHBIX CO BPEAOHOCHbIMM
KOMaHZaMM 1 yMPaBAsoLWMMM CEPBEPAMM NYTEM PaACcMO3HABaHMA WabOHOB, YKa3blBAKOLWMX, YTO KOMMbIOTEP
MHPUUMPOBaAH M 60T NbITaeTcA NOAKNOYATLCA OCYLLECTBUTb CETEBOE B3aMMOAENCTBME.

Pexkum dunbTpaumm: noseseHme nepcoHanbHoro dariepsosia 3aBUCUT OT pexnma punbtpaumm. Kpome Toro, ot
BbIOpPaHHOIO pexkuma GUAbTPaL MM 3aBUCUT CTEMNEHb Y4acTMA Nob30BaTeNs B npouecce. MNepcoHanbHbIl dpaiepBon
ESET Smart Security noaaep:K1MBaeT cneaytolme pexumsl GUabTpauum.

ABTOMATHYE CKUI PEIKUM: PEXKMM MO YMONYAHUIO. ITOT PEXUM NOAXOANT AN NONb30BaTeIEN, KOTOPbIM HpaBUTCA
npocToTa 1 yA06CTBO UCMO/1b30BaHMA NEPCOHaIbHOTO daliepBO/Ia, a TaKKe OTCYTCTBME HEODXOAMMOCTM CO34aBaTb
npasuaa. B pexunme no yMon4aHUIO MOXKHO CO34aBaTb M0/1b30BaTe/1bCKME MpaBuaa, 0AHAKO 3TO He Heobxoaumo. B
aBTOMAaTMYECKOM peXXMMe paspelleH BeCb UCXOAALLMI TpadUK cucTeMbl M BNOKMPYeTCa 60bLIasA YacTb BXOAALLETO
TpaduKa (Kpome TpaduKa U3 JOBEPEHHOM 30HbI, KaK YKa3aHo B paszene IDS u pacwmpeHHblie napameTpbl/
PaspelueHHble cy»kbbl 1 BXoaAwero TpadurKa B OTBET Ha HeJaBHUI UCXOAALWMMN TPadUK K TOMY e yaaneHHOMY
canTy).
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MHTepaKTUBHDINM PeXXum: No3BO/SET CO34aTb COBCTBEHHYIO KOHOUIYpaLMIo NnepcoHanbHoro daiepsona. Ecnm
06HapYKeHO coeIMHEHME, Ha KOTOPOE He PAcNPOCTPAHAETCA HM OAHO U3 CYLLECTBYHOLMX NPABW, Ha SKPaH
BbIBOAMTCA MANOrOBOE OKHO C YBeAOM/IEHMEM O HEU3BECTHOM MOAK/IOUYEHNN. B 3TOM OKHE MOKHO 3anpeTuTb Uam
paspeLumnTb CoegUHEHME, @ TAKXKe Ha OCHOBE 3TOTO PeLleHMs Co34aTb NPaBUIO 418 NPUMeHeHUA B byayliem. Ecam
NPWHMMaETCA pelleHne 0 CO34aHMM HOBOTO NPaBua, B COOTBETCTBMM C 3TUM NPaBUIOM Bce Byayme coeguHeHUs
3TOro TMna byayT paspeLleHbl UK 3anpelLLeHbl.

PeXX1Mm Ha OCHOBE NOJIUTUKK: BNOKMPYIOTCA BCE COEANHEHUSA, HE YA0BNETBOPAOLLME HU OLHOMY U3 paHee
onpeAeneHHbIX paspeLlaowmx npasua. ITOT PeXKUM NpeaHasHayYeH 41 ONbITHbIX MOJ/ib30BaTe e, KOTOpble MOTyT
C034aBaTb NpaBW/a, paspeLlatoLime TONbKO HYKHble 1 be3onacHble coeamHeHWA. Bce npoyne HeyKasaHHble
coeanHeHus byayT 610KMPOBaThCSA NePCcoOHaNbHbIM dhaie pBOIOM.

PexXum obyuyeHUA: aBTOMATUYECKOE CO34aHME N COXPAaHEHWE NPABWJI; 3TOT peXum yaobeH ansa nepBoHavaibHOM
HACTPOMKM NepcoHanbHoro danepsona. Yyactme nonb3osatens He TpebyeTtca, notomy uyto ESET Smart Security
COXpaHseT NpaBu/ia CoracHo NpeBapuTeIbHO HACTPOEHHbIM NapameTpam. Bo n3berkaHne pUCKoB ANns
6€30MacHOCTM peXkMm 0byveHMA cneslyeT UCMob30BaTh JINLLb A0 TEX NOP, NOKa He ByayT co34aHbl Bce
HeobxoaMMble A/1A CeTEBOro B3aMMOAENCTBUA NpaBua.

Mpodunan MoxKHO MCNONb30BaTb 417 HACTPOMKMN NOBeAEHMA NepcoHanbHoro panepsona ESET Smart Security,
yKa3blBas pa3Hble Habopbl NpaBua ANA PasHbIX CUTYaLMIA.

OueHUTb TaK}Ke npasuaa 6paHamayapa Windows: eciv 3TOT napamMeTp BK/ItOYEH, TO B aBTOMATUYECKOM PEKMME
paspeLlleH Bxoasawnii TpaduK, paspelleHHbI danepsonom Windows 1 He 3a6N10KMPOBaHHbIM NpaBuiaMmu
nepcoHanbHoro Gpaepsona.

@ PacwmpenHele napametpel - ESET Smart Security EI
PaclivpeHHble napaMeTphl Q X @
)
3ALLIATA OT BIMPYCOB
2 ocHoBHOE
QBHOBSMEHWE
BrntounTe nepcoHaneHeii gafiepecn
I'IEPUCOHAJ'IbeIﬁ BrntounTe 3aLuTy oT ceTesbix atak (ID5)
QAWEPBON
BrntounTe 3aLMTy oT BoTHETOB
WMHTEPHET 1 3NEKTPOHHAA
NoYTA
Pesnm duneTpaymn ABTOMATUNECKWI pEkIM v | O

KOHTPOJIb YCTPOIACTE

. - ) _ ABTOMATHUECKHIA PEKAM
ABTOMATMHECKNI PEXMM aKTWBMPOBAH No ymonyanuio. OH no

CYKEEHBIE MPOTPAMME] Hy>kHbI NPOCTOTa i yacboreo B paboTe ¢ dafiepeonom u KoTog
HacTpoiiky npasun. B 3Tom peskiumMe NponycKaeTca BeCk MCXO
HEPACMNO3HAHHBIE NOAKMHEHNA U3 CeTH BnokupyroTca (ecau

WHTEPOEIC npaswnax).

NONb30OBATENA

MHTepakTHEHEINR pexkmm
PExKWM HE2 OCHOBE NONMTUKK KK

Pexum obyuenun

OuennTe Tarke npaenna Gpangmayzpa Windows [ ]
Mpaewnna zmernTe (i ]
30oHbI HameHnte [i ]
ID5 v paclurperHele NapameTpei MzmennTs 0
Wcknrouenna IDS VameHuTs [i ] L%

oo o

MpaBuna: sob6aBneHMe NpaBuUa 1 ynpaBaeHUe TeM, KaK NepcoHanbHbIn daliepBon obpabaTbiBaeT ceTeBOMN TPadUK.

30HbI: CO3aHMe 30H, BK/IIOYAIOLLMX OAMH MK Bosiee HadeXHbIX IP-agpecos.

IDS 1 paclumMpeHHble NapameTpPbl: HAaCTPOMKA pPacMPEHHbIX MapaMeTpPoB GUAbTPALMM N GYHKLMOHANbHOCTH
cuctembl IDS (Mcnonb3yeTcs Ans 06HapyKeHMA HEKOTOPbIX TUMOB aTak U 3KCM/I0MTOB).

UckntoueHua IDS: nobasneHme nckaroueHuin IDS 1 HacTpoiika cnocoboB pearMpoBaHmMA Ha BpeAOHOCHbIe AeCTBUA.
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NPUMEYAHMUE. Ecnv 60THET aTaKyeT Balll KOMMbIOTEP, MOXKHO CO3A4aTb UCKAtoUYeHue IDS. NickntoueHre MOXKHO
U3MEHWUTb B OKHe [Lono/IHUTeIbHbIe HAcTPoiiku (F5)> MepcoHanbHbl paitepson > UcknioueHus IDS.

4.3.1.1 HacTtpoiiku pexxuma obyyeHus

B pexxkmme 0by4eHMA npasuia AN KaXaoro coe AMHEHWs, YCTaHOB/IEHHOTO CUCTEMOW, CO3Aat0TCA M COXPaHAITCA
aBTOMaTUYeCKW. YuacTue nonb3oBaTens He Tpebyetcs, notomy yto ESET Smart Security coxpaHseT npaBuia cornacHo
npeAsapuTeIbHO HACTPOEHHbIM NapameTpam.

Mcnonb3oBaHMWe 3TOMO PeXKMMa MOKET NPeacTaBAATb PUCK A8 CUCTEMbI, M €r0 PpeKOMEeHAYeTCA MCMO/1b30BaTb TO/IbKO
015 NepBOHaYa/IbHOM HAaCTPOMKM NepcoHanbHoro darepsona.

[nsa oTobparKeHUs HaCTPOEeK pexnma obyyeHus akTUBUPYITe ero B pasgene JononHutebHble HacTPouKu (F5) >
MepcoHanbHbIii dailiepBon > HacTpoiiku perkuma obyueHun. B aTom pasgene npeactaB/ieHsl caegytowme
napameTpbl.

lpedynpexcdeHue. B perknme obyyeHUA NepcoHasbHblIi daliepBon He GUAbTPYET coeanHeHUA. Pa3pelueHbl Bce
ncxoallme v BXoAsawme coeAMHEHNA. B 3TOM perkMme KOMMbIoTEP 3alMLLEH MePCoHaNbHbIM paiepBOIOM He
NOJIHOCTbHO.

Twun coeanHeHuUA: HaCTpOVIKa OTAEe/NIbHbIX MapamMeTpPOoB CO34aHMA MNPaBUA ONA KaXXO0ro Tuna COE,EI,VIHGHVIVI. CYLLI,ECTBVET
YyeTbipe TUna COGAMHGHMVI.

TpadumkK, BXoaALMIA U3 4,0BEPEHHON 30HbI: MPUMEPOM BXOAALLETO COEANHEHNA B OBEPEHHOM 30HE ABNAETCA
yOaNeHHbI KOMMNbIOTEP, HAXOAALWMINCA B Npeaenax 4OBEePeHHOM 30Hbl, KOTOPbINM NbITaeTcA yCTaHOBUTb COeAMHEHME
C NPUNOMXKEHMEM, 3aMNyLLEHHOM Ha SIOKaNbHOM KOMMblOTEpE.

Tpadwu(, MCXOAHI.IJ,VIVI B A0BEpPEeHHYH 30HY: NPpUN10XKeHNe Ha 10Ka/IbHOM KOMMblOTEPE MNbITaeTCA YCTAaHOBUTb
coegnHeHUeE C ApYyrMm KOMNbOTEPOM B Npeaenax JIOKA/IbHOM CeTU UNIN CeTU B AOBepeHHOVI 30He.

BxoaAwmnii MHTepHeT-TPadUK: yaaeHHbII KOMMNbIOTEP NbITAETCA YCTAHOBUTb COEAIMHEHME C MPUNOKEHUEM,
3anyLWeHHbIM Ha JIOKa/JIbHOM KOMMblOTEPE.

Ucxoaawmii MHTepHeT-TpadUK: NPUNONKEHME Ha TOKAIbHOM KOMMbIOTEPE MbITAETCA YCTaHOBUTb COEANHEHME C
OPYTMM KOMMbIOTEPOM.

B Kaxkgoom pasgene onpeaenAarnTca napaMeTpbl, KOTOPbIE 6Yﬂ,yT AOGaBﬂﬂTbCﬂ K HOBbIM Mpasuiam.

[0,06aBUTb NNIOKaNbHbIN NOPT: BK/OYAET HOMEP /I0Ka/IbHOTO NOpTa CETEBOro coeAnHeHUs. [N ncxoaawmx
coeZMHeHMM 0BbI4HO CO34at0TCA CAyYaliHble HOMEPA, MO3TOMY AAHHbIM NapaMeTp PEKOMEHAYETCA BKAOYATh TO/IbKO
ONA BXOAALMX COeAMHEHUN,

[0,06aBUTb NPUNOKEHUE: BKIOYAET UMA JI0KA/IbHOTO NPUAoKeHUA. JaHHbI napameTp npeaHasHaveH ana
MCMO/1b30BaHMA B OyAyLUMX NPaBMIax Ha YPOBHE NPUNOKEHUI (NpaBMaax, onpeaensatowmx Coe JUHEHUA AN BCEro
npunoxeHusa). Hanpumep, MOXKHO paspeLlnTb coeAMHEeHUA TONbKO A5 Be6-bpay3epa Uan NoYToBOro KANEHTa.

[,06aBuUTb yaaneHHbI NOPT: BKOYAET HOMEP YAANEHHOIO NOpTa CETEBOro coeAMHEHUA. Hanpumep, MOXKHO
pa3peLwmnTb AKX 3aNPeTUTb CoegUHEHME AN onpeaeieHHOM cay»Kbbl no ctaHaapTHomy nopTy (HTTP — 80, POP3 —
110urT. 4.).

Do6aBuTb yaaneHHbll IP-aapec / aoBepeHHyIo 30Hy: IP-agpec yaaneHHoro y3na uam MmMs 30Hbl MOTyT
MCMONb30BaTbCA B Ka4eCTBe NapameTpa Npw Co34aHMM HOBbIX NPaBW/, ONpeaeatoWmxX Bce CeTeBbIe COeAUHEHMA
Me3ay 10KaIbHOM CUCTEMOW M COOTBETCTBYIOLLMM YA3NE€HHbIM Y3/10M MK 30HOM. ITOT NapameTp UCMO/b3YHTCA Npu
onpeaeneHnn AeNCTBUA AN KOHKPETHOrO KOMMbIOTEPA UM rPYMMbl CETEBLIX KOMMbIOTEPOB.

MaKcumanbHoe KOMYeCTBO pPasHbiX NPaBUA 415 O4HOIO NPUAOXKEHUA: A/1A NPUNOKEHNA, 0OMeHMBAOLLErOCs
[OAHHbIMK Yepes pasHble MOoPTbl, C PasMYHbIMK IP-agpecamm U T. M., B pexnme obyyeHus dariepsona cosgaerca
COOTBETCTBYIOLLEE KONMYECTBO NpaBu. JaHHbIi NapaMeTp NO3BOAAET OFPaHNYUTb YMCI0 NPABUJI, KOTOPbIE MOTYT
6bITb CO34aHbI A4/19 OAHOTO NPUNOXKEHUSA.
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4.3.2 Npodwunu daiiepsBona

Mcnonb3oBaHWe npoduieit Nno3BosseT KOHTPONMPOBaATb NOBEeAEHME NepcoHaNbHOro Gpaepsoaa ESET Smart
Security. Co3gaBasn uan U3mMeHsA NpasuIa NepPCcoHabHOIo Gpaepsoaa, MOXHO HasHaYaTb UX OTAENbHOMY NPoduUto
WKW NPUMEHATb KO BceM nNpodunaam. Mpu Bbibope onpeaeieHHOro npoduna 4encTBYOT TONIbKO robasibHble
npasuna (npasuna 6e3 ykasaHus npoduns) U NnpaBuna, HasHaYeHHble 3TOMy Npoduto. BO3MOKHOCTb cO34aThb
HEeCKOJIbKO npoduneli ¢ pa3HbiMU NpaBUIaMm A1 CETEBbIX 34aNTEPOB UK ceTell MO3BONAT C IETKOCTbIO MU3MEHATH
nosegeHune daliepsona.

Haxkmute KHOMKy U3SMEHUTb, pacro/ioxKeHHYo pagoM ¢ 31iemeHTom CnucoK npoduneii. OTKkpoeTca okHo Mpodunm
daitepBona, roe MoXKHO BHOCUTb M3MEHEHMA B MTPodUu.

CeTeBoOW afanTep MOXKHO HAaCTPOUTb Ha UCMOb30BaHMeE NPOdUNA, CKOHOUTYPUPOBAHHOTO AJ19 KOHKPETHOM CeTw,
KOr4a OH MOAKAIYEH K 3TOM ceTu. TaKKe MOXKHO YKa3aTb KOHKPETHbIM Npoduab, KOTOPbIN byaeT MCNo/1b30BaTbCA 4/1A
onpefeneHHoM ceTu, 41a Yero cneayeT BblIbpaTb 31eMeHTbl [lononHUTeNbHble HacTpoiiku (F5) > MepcoHanbHbli
daiiepBon > U3BecTHble ceTU. BbibepuTe ceTb U3 cnncka U3BecTHble ceTu 1 WweakHUTe M3MmeHUTb, YToObl Ha3HAYNUTD
npodunb dbanepBona Ana KOHKPETHOM ceTU U3 pacKpbliBatoLerocs meHwo Mpodunb paitepsona. C cetamu, ans
KOTOPbIX He BblN Ha3HayeH Npodunb, byaeT ncnonb3osaTbecA NPoduUab agantepa no ymoadaHuto. Ecnm agantep He
HaCTPOEH Ha UCMONb30BaHWe Npoduaa cetu, byaeT UCNOb30BaTbCA ero NPOPUIb NO YMOAYAHUIO BHE 3aBUCMMOCTHU
OT TOrO, K KAKOW CeTU OH NOoAKAtoYeH. Ecn B HAaCTpoIiKax ceTy UAuM aganTtepa He yKasaH npodusib, NpumeHseTcs
rnobanbHbIM Npoduab No ymonyaHuto. a5 HazHavyeHUs npoduaa ceTeBOMy agantepy Bbibepute Tpebyemblit
ajanTep v HaXXMuTe KHOMKY U3MeHUTb, pacnonoxKeHHyo pagom ¢ cnnckom Mpodunu, HazHayaeMbiMU ceTeBbIM
apanTtepam, 3ateM BbibepuTe npodunb B packpbiBatoemca cnuncke Mpodunb pailepBosa N0 yMOAYaHUIO U HAKMUTE
KHOMKY COXPaHUTb.

Mpu nepekntoYeHUM Npoduneli NnepcoHanbHOro GpaMepsosia B MPaBOM HUMKHEM Yy SKpaHa pAAOM C CUCTEMHbIMU
Yyacamu MosB/AETCA COOTBETCTBYHOLLEE YBELOMIEHUE.

4.3.2.1 Mpodwmnm, HasHa4Yaemble ceTeBbiMm aganTepam

Mepekntoyan npoduan, MOXKHO BbICTPO M3MEHATb NoBeaeHWe daliepBona. Jas onpeaeneHHbix npodpuneit moryt
6bITb YCTAHOBNEHbI U MPUMEHATLCA NO/b30BaTE/IbCKMUE NpPaBMa. 3aNncK 415 BCeX CeTEBbIX aJanTepoB KOMMboTepa
aBTOMaTM4Yecku AobaBnaoTca B cnucok CeTeBble aganTepbl.

Ctonbupbl
Mma: uma ceTeBoro agantepa.

Mpodunb dpaitepBosia No ymoayaHuio: Npodusib NO YMOIYAHUIO UCMOIb3YETCA NPU MOAKIOYEHUM K CeTH, AN
KOTOPOW OTCYTCTBYET HACTPOEHHbIV NPOPUIb UK OTKAHOUYEHO UCMONb30BAHNE CETEBOTO NPOGUAA a4aNTEPOM.

Mpeanountaemblii npodpunb cetu: ecnn napameTp Mpegnountaemblii npodpuab ceTu BKAKOYEH, CETEBOMN aJanTep
Mo BO3MOXHOCTW UCMoAb3yeT Npodunb danepBona, HasHaYeHHbIM ANA NOAKNIOYEHHON ceTHU.

dnemeHTbl yrnpasneHua

[o6aButb: nob6aBneHMe HOBOroO CETEBOrO aganTepa.
M3MeHUTb: M3MeHEHMWE CyLLLECTBYIOLLETO CETEBOIO aganTepa.
Ypanutb: BbibepuTe ceTeBOl aganTep U WenKHUTe YAanuUTb, YTobbl yAanuTb ero U3 cnmcka.

OK/OTtmeHa: HaskmuTe KHOMKY OK, 4TO6bl COXPaHUTL U3MEHEHUA, NN KHOMKY OTMeHa, YTO6bl UX OTMEHWUTD.
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4.3.3 HactpoiKa n ucnonb3oBaHue NpaBun

MpaBuno coaepknT Habop NapameTPOB U YCOBUI, KOTOPblE NMO3BONAIOT Lie/IeHanpPaB/ieHHO NPOBEPATb CETEBbIE
COeZIMHEHMA U BbIMONHATL HEOBX0AMMble AeCTBUA B COOTBETCTBMM C 3TUMM YCN0BUAMM. C MOMOLLBIO NPaBUA
nepcoHanbHOro daliepBosia MOXHO 3a4aTb AENCTBUA, KOTOPbIE BbIMOHATCA NPU YCTaHOBKE CeTEeBbIX COeAUHEHUI
PasINYHbIX TUMOB. A TOro YTo6bl HACTPOUTL NPABUIO GUALTPALNN, NepenauTe B OKHO [ONONHUTE IbHbIE
HacTpoiku (F5) > MepcoHanbHbIN daiiepBon > OcHoBHOe. HeKoTopble NpeaonpeaeieHHbIe NPaBua CBA3aHbI €
bnarkkamm 13 paspeLleHHbIX cayK6 (IDS n paclumpeHHble GyHKUUK) U HE MOTYT BbITb OTKHOUYEHbI HAaNpPsAMYHo, BMECTO
3TOr0 A5 UX OTKAHOYEHUA HEOBXOAMMO CHATL CBA3AHHbIE C HUMU DAAXKKW.

B oTanume oT npeaplayuien sepcun ESET Smart Security, npasuna obpabatbiBatoTca cBepxy BHU3. [leicTue,
onpeaensemoe nepsbiM COOTBETCTBYIOLWMM NPABUIOM, UCMONb3YyeTCa 415 KaXKaoro 06pabaTbiBaeMOro CeTeBoro
coefiMHEHMA. DTO BarKHOE M3MeHEeHMWe B NOBEAEHMNM MO CPAaBHEHMIO C NpeablayLieli Bepcuen NpoayKTa, rae
npuopuTeT ONpeaenanca aBTomaTnyeckum v 6bia Bbile y 6osiee cneumnduryecknx npasu, Yemy 6onee obLLMX.

MoAKNtoYEeHMA MOXKHO Pa3faenTb Ha BXoAALLME U ucxoaalume. Bxogsaime noaKkAoyYe HUSA MHULMUPYIOTCA YAaneHHbIM
KOMMbIOTEPOM, KOTOPbIN NbITaeTcA NOAKMOUNTLCA K TOKaNbHOM cucTeme. Mpu ncxoaalimm coeAMHEHUKU, HaobopoT,
JIOKa/IbHbIN KOMMbIOTEP MbITaeTCA NOAKAUNTLCA K YAaIEHHOMY.

MpY BOSHUKHOBEHUWN HEU3BECTHOTO COe AMHEHMA NO/Ib30BaTe /b AO/IKEH Pa3peLlnTb UK 3aNpPeTUTb ero.
HexkenaTesibHble, He6e30nacHble NN HEU3BECTHbIE COeAUHEHUS HECYT yrpo3y 6e30MacHoCTM 4719 KomnbloTepa. Mpu
YCTaHOBNEHMM TaKOro CoOeAUHEHUS peKoMeHAyeTcA 06paTnTb ocoboe BHUMaHME Ha YAa/IEHHbIA KOMNbIOTED U
NPUIOXKEHME, KOTOPbIE MbITAOTCA YCTAHOBUTL 3TO COeAMHEHME C KOMMbOTEPOM. MHOTI1e TUMbl 3aparkeHUM
MbITATCA NOMYYUTb M OTNPABUTD JINYHbIE AAHHbIE WAW 3arpy3UTb APYrMe 3/J0HaMePEeHHbIE MPUIOXKEHUSA Ha
KomnbtoTep. MepcoHanbHbIM daepBon AaeT N0Nb30BATE 0 BO3MOXKHOCTb 0OHaAPYKUTb M Pa30pBaTh Takue
NoAKOYEHMA.

4.3.3.1 Mpasuna daiiepsBona

Ha Bknagke OCHOBHbIE cBeAeHUA PsLoM C a1emeHTOM MpaBuna HaxkmnTe KHOMKY U3SMeHUTb, YTOObl OTKPbLITb OKHO
MNpasuna ¢aitepBona, B KOTOPOM NpeAcTaB/ieH CNUCOK Bcex npasun. [,o6asutb, UameHUTb U YHanuUTb — 3TO KHOMKMK
Ons pobaBneHUA, HaCTPOMKM 1 yaaneHuaA npasua. MI3MeHUTb ypoBeHb NPUOPUTETA NPaBUAA MOXKHO C MOMOLLbHO
KHoNoK B Hauano/Beepx/BHu3/B KoHew,

NOACKA3KA. MNosne Mounck cnyxut gna nomcka npasua No MMeHU, MPOTOKOY UK MOPTY.

@ PacwmpenHele napametpel - ESET Smart Security El

MNpaewna dakepsona ?

HPEEI»I."IE OMPEJENAHT, KaK I'IEpCCHﬂ."II:HbIﬁ qJEﬁEpEC."I CEPEEETbIEEET EXOQALKWE M MCXOLALLWME CETEBRIE MOLKNMIYEHNA, HpﬂEH."Iﬂ
OUEHWEAHITCA HAYWHEA C BEPXHEND M 33KaHYMEIA HUHHWM, NPK 3TOM MPUMEHAETCA AEACTEME NEQEOrD NOANOIALLErD NPABNNE.

K Brntoueno  lMpotokon  [MNpodwune Jeiictene  Hanpaenenwe J[lokaneHbie Y,JJ,EJ'IEEEA
PaspelunTe Beck Tpaduk Ha Ko... NMioBoi np... £
Pazpewmte DHCP gna svchost... |+ uop Moboi np...  Pazpew.. Moboe MopT: 67,68 MopT: 67,68
Pazperuwte DHCP anm services... v upp NeoBoii np... Paspew... /ioGoe MopT: 67,68 MopT: 67,68
. . IP-agpec: fe
Pazpewwmte DHCP gna [Pvh v uop Moo np.  Pazpew... Moboe MopT 546,547 Mopr: 546,5
PaspewunTe ncxogawpme DM5S-3a.. TCPul.. /Moo np.. Paspew.. Wowogawee Mopm: 53
. IP-appec: Z
PaspelunTe MCXOAALLME MHOTOR., | v Upp Mool np..  Pazpew.. Wowaawee Mopr 5355
PaspelunTe BXOJALLIME MHOMOAA... v upp Moboid np...  Paspew... Bxogawee MopT 5355 Joeeperna
EBnoknpoBate BXOAALLIME MHOTD... | v uop Moboi np...  3anper..  Bxoaauee MopT: 5355 v
>

Nobaente | VEMeHHTs
v [NokasaTe BCTpOEHHBIE (MPEjEaPHTENBHE HACTPOEHHBIE] NpABKNa m

74



Cron6ubi
Uma: uma npasuna.

BKAIOYEHO: CBeAeHMA O TOM, BK/OYEHbI Y NpaBuna. a5 akTMBauumn npasuia HeobxoaMmo yCTaHOBUTb
COOTBETCTBYIOLLMIA DAAXKOK.

MpoToKon: cBeZeHMA 0 NPOTOKOE, A1 KOTOPOro UCMO/b3yeTcs AaHHOe NpPaBuIo.
Mpodunb: cBefeHMaA o npodune palepsona, 419 KOTOPOrO UCMO/b3YeTCs AaHHOE NPaBUIO.
DelictBue: cBeeHMA 0 COCTOAHNN NOAKNOYEHNA (6/10KMpPOBaTL/paspeLlnTb/cnpallmBarh).
HanpasneHue: HanpaBaeHue coeguHeHun (Bxoaawee/ucxogawee/oba).

JNlokanbHbIN: IP-agpec 1 NOPT NOKaNbHOIO KOMMbIOTEPA.

YaaneHHblit: IP-agpec v NnopT yAaneHHOro KomnbtoTepa.

MpunorkeHue: yKasbiBaeT Ha NPUIOXKEHUE, K KOTOPOMY MPUMEHSAETCA NPaBuUIO.

dnemeHTbl yrnpasneHua

[o6aButb: co3gaHne HOBOro Npasuna.
MU3MeHUTb: N03BOIAET U3MEHATL CYLLECTBYIOLLME NPaBMAA.
YBanuTb: CAyXUT ANA yaaneHua npasui.

MokasaTb BcTpoeHHble (NpeABapuTebHO HAaCTPOEHHbIe) NpaBuAa: NpeaBapmUTEIbHO HAaCTPOEHHbIe NpaBuaa 4A
ESET Smart Security, c nOMOLLbtO KOTOPbIX MOXHO pa3peLlaTb UK 610KMPOBaTb onNpeaeieHHble COeAMHEHMUA. ITU
npaBu/ia MOXKHO OTK/IKOUYUTb, HO He YAANUTb.

B Hauano/Beepx/BHu3/B KoHeL,: HaCTPOIKa YpOoBHE N npuopuTeTa npasua (Npasmaa BbIMOHAOTCA MO oYepeam
CBEpPXY BHU3).

4.3.3.2 Pabora c npasunamm

Mocne Karkaoro M3MeHeHM s OTC/IEKMBAEMbIX NapameTpoB HeobxoaMmo 06HOBUTL NpaBuaa. Ecam nocne BHeceHUs
M3MEHEHUIN NPaBUIO HE MOXKET 0TBeYaTb TPebOBaHMAM U YKa3aHHOE AEWCTBME HE MOMKET BbIMOHATLCA, B
NOAKAOYEHUN MOXKET BbITb OTKa3aHO. ITO MOKET NPUBECTU K Npobiemam B paboTe NPUIOKeHUS, /1A KOTOPOTo
€034aBasnocb Npasuo. Mpumepom MoXKeT BbITb U3MEHEHWE CETEBOIO agpeca Uan HoMepa NopTa yaasieHHOro
KoMMnbloTepa.

BepxHsA YacTb AMaNI0rOBOIO OKHA COAE PXHKUT TPU BKIALKM.

e Ob6wue: BbIGOP MMEHM NpaBuaa, HanpaBNeHUA NOAKAOYEHMUA, AelicTBUA (Pa3pewmnTb, 3anpeTutb, 3anNpocuThb),
NPOTOKO/1a M Npodus, K KOTopomy ByaeT MPUMEHATLCA NPABUIIO.

® JIoKanbHbIii: Ha 3KPaH BbIBOAUTCA MHPOPMALMA O TOKAZIbHOM KOMMbIOTEPE, YYaCTBYHOLLEM B MOAKNOYEHUN, C
YKa3aHMeM HOMepa I0Ka/bHOro NOpTa UM AMana3oHa NOPTOB M HA3BaHMA NPUIOXKEHUA, KOTOPOE YCTaHOBUJIO
nogkntodeHue. No3BonAeT TakKe C MOMOLLbIO KHOMKKW [L06aBUTb f,06aBAATb CloA4a NpeABapuUTEIbHO 334aHHYIO0 UK
CO34aHHY0 30HY C AnanasoHom IP-agpecos.

® YpaneHHbli: Ha 3TOW BKNaaKe NpMBOAUTCA MHPOPMaLMA 06 yaaneHHOM nopTe (guanasoHe NopTos). TakKe 34echb
MOXHO yKa3aTb CMUCOK yaaneHHbIX |P-aapecos nnm 30H 4n1A KOHKPETHOro npasuna. [o3BonAeT TakKe ¢ NOMOLLbIO
KHonku [lo6aBuTb 106aBNATL COAA NPeABapUTEIbHO 3a4aHHYHO UKW CO34aHHYI0 30HY € AnManasoHom IP-agpecos.

Mpu co34aHUM HOBOTO NpasMaa HeobXoAMMO BBECTM ero MMA B nosie Uma. HanpasneHue noaxkAtoueHNs, K KOTOPOMY
NpUMeEHAETCA NPaBuIOo, BbIBMPaETCa B packpbiBatoLemca cnucke HanpaeneHue, a feiicteue, KOTOPOE A0/KHO

BbIMO/THATbLCA, KOr4a NogKNO4YeHNe ya0B/1€TBOPAET NapaMeTpPpamM Npasnia, — B PaCKpbiBaoLWeMcAa CNnNCKe ,D,eﬁchMe.

MpoTOKOA: MPOTOKON Nepeaaym JaHHbIX, UCNOb3yeMbli ANA npasuna. BoibepuTe B packpblBaloLLLE MCA CMUCKE
MPOTOKOJ1, KOTOPbIV CeAyeT UCMONb30BaThb A4/1A AAaHHOro NpasuAa.

Tun/kopg, ICMP: onpeaenaemoe yncnom coobuieHmne ICMP (Hanpumep, 0 03HaYaeT OTBET NPOBEPKU CBA3K).

Mo ymoi4aHKIo BCe MpaBuia BKAOUEHbI € Co chepoit npumeHeHus JItoboi npodunb. Mpr He06XOANMOCTU MOXKHO
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BbIOpaTb B packpblBatoLLemca cnucke Mpodunm nonb3osaTenbCkuii npodunb daliepsona.

Ecnuv BrkAtounTb NnapameTp MypHan,, e iCTBUA, CBA3aHHbIE C AaHHbIM NPaBMAOM, ByAyT 3aNmUCbIBATLCA B KYPHal.
YBeAOMUTb N0/Ib30BaTeNA: BbIBOA, COOOLLEHMSA B C/ly4yae NPMMEHEHUA NpaBua.

NOACKA3KA. Huke npuBeaeH npumep co3gaHus npasuaa, paspellatollero seb-bpaysepy 4OCTyn K ceTu.
Heobxoanmo HacTpouTb TakMe NapameTpbl.

® Ha BKkagke O6wwume BKAOUUTE UCXOAALLME NOAKIOYEHMA Mo NnpoTokosam TCP n UDP.

e [lobaBbTe nNpouecc bpaysepa (ana bpaysepa Internet Explorer — iexplore.exe) Ha BKnaake JIOKanbHbIA.

® Ha BKiagKe YAaneHHbIN BkAtounTe nopt 80, eCiv cnelyeT paspelumTb CTaHAAPTHbIE AeNCTBUA, CBA3AHHbIE C
noceweHnem Beb-cTpaHuL,

NPUMEYAHMUE. O6paTnte BHUMAHME, YTO BOSMOXKHOCTU U3MEHEHUS NpeaBapUTEIbHO 334aHHbIX NPaBuUA
OorpaHuyeHsbl.

4.3.4 HactpoiKa 30H

30Ha — Habop ceTeBbIX aapecoB, 06beAMHEHHbIX B 1OFMYECKYHo rpynny. Bo3mMoXKHOCTb cO34aHMA 30H
npeaycmoTpeHa A1 c/ly4aes, Koraa OAMH U TOT e Habop aapecoB HEOH6XOAMMO UCNONb30BaTb B HECKONbKMX
npasunax. Kaxkaomy agpecy B rpynne npuceamMBaeTca aHaorMYyHoe NpaBuao, KOTopoe onpeaeneHo Ansa Beel
rpynnbl B Luenom. Mprmepom Takol rpynnbl ABAsSeTCA A0BePEeHHAnA 30Ha. [JoBepeHHas 30Ha npeacrasaneT coboi
rpynny ceTeBblX aApecoB, He 6NOKMPYyEeMbIX NepPCcoHaNbHbIM dae PBONOM. 30HbI MOX¥HO HACTPOUTb B MEHHO
JononHutenbHble HAacTPOWKK > MepcoHanbHbIN daepBon > O6bluHaA, HaxKaB KHOMKY U3MeHUTb, pacnoioXKeHHYo
pPAAOM C 31eMeHTOM 30Hbl. YT06bI ,06aBUTb HOBYHO 30HY, HaXXMKUTe KHONKY [lo6aBuTb, B none Mmsa sBBeante nms
30HbI, B Nosie OnucaHne — ee onucaHue, a 3aTem B nosie Aapec yaaneHHoro komnbtotepa (IPv4, IPv6, ananasoH,
Macka) ykaxkuTe IP-agpec yaaneHHoro Komnblotepa.

B okHe HacTpoeK 30Hbl ¢aliepBona MOXHO 33aTb MMA 30Hbl, €€ OnucaHue 1 CMIMCOK CETEBbIX aApPeCcoB (CM. TaKKe
pa3gen PegakTop U3BECTHbIX ceTei).

4.3.5 WU3BecTHble cetn

Ecnu Bbl YacTo NoAK/AtOYaeTe KOMMNbIOTEP K CETAM 00LEr0 NO/Ib30BAHMA MW CETAM, OT/IMYHBIM OT 0ObIYHOM paboyeit
CeTn, Mbl PeEKOMeHAYEM NPOBEPATb HALEKHOCTb HOBbIX CETEM, K KOTOPbIM BbINONHAETCA NOAKAtOYeHMe. [Mocne
onpefeneHus ceteit ESET Smart Security moxkeT onpenensaTb LOBEpPeHHble (AOMalLHWE Unu paboune) ceTu,
NCNOb3yA Pa3IMYHbIe MapamMmeTpbl CeTH, 3aZaHHble B KOHOUTypauun CeTeBasa nugeHTudukauyma. NoptaTusHble
KOMMbIOTEPbI YaCTO BXOAAT B ceTU C IP-agpecamm, NOXOXKMMM Ha agpec AoBepeHHOoM ceTU. B Takux cnyyaax ESET
Smart Security MoKeT OTHECTN HEU3BECTHYIO CETb K J0BEPEHHbIM (AOMaWHUM UK paboymm). Bo nsberkaHue atoro
peKkomeHayeTcA MCNob30BaTh CeTeBylo ayTeHTUDUKALMUIO.

Korga ceTeBoi aganTep NOAKAOYAETCA K CETU UM NPOUCXOANT UBMEHEHWE ero ceTeBoMn KoHdurypaumm, ESET Smart
Security npoBepseT HaAMYME HOBOW CETU B CNIMUCKE M3BECTHbIX ceTel. Ecnmn CeteBas naeHtudpukauma n Cetesas
ayTeHTUdUKauma (HeobA3aTe NbHbIN NapaMeTp) COBNAZAOT, CETb MOMeEYaeTCs KaK NOAKAOUYEHHAA K JaHHOMY
nHTepdeicy. Ecnm ceTb He HaillgeHa cpeam U3BECTHbIX, CO34aeTcAa HOBasi KOHPUrypauma ceTeBo naeHTUdUKaUmM,
KOTOpan NO3BOJINT ONpeseinTb 3Ty CeTb BO BPEMA CAEAYIOLEro K HEN NOAKA0YeHUA. 10 ymonYaHuUO AnA HOBOTO
CeTeBoro coeAMHEHMUs NCNOJb3yeTcA TUN 3almTbl CeTb 06LLero Nnoab3oBaHUA. B guanoroBom okHe O6HapyXeHo
HOBOe ceTeBoe NogkatoueHue OyaeT NpeasioKeHO BbIOpaTh TUN 3aLnTbl ceTh: CeTb 06Lero Noab3oBaHUs, UK
DomawwHsaa unm paboyas cetb. Ecnuv ceTeBoi agantep NOAKIOYEH K U3BECTHOM CETU M OHA MOMeYeHa Kak JomaluHAn
unu pabouasn ceTb, IOKaNbHblE NOACETU aganTepa 6yayT 4o6aBAEHbI B JOBEPEHHYIO 30HY.

MPUMEYAHMUE. Ecnu BbibpaTh ycTaHOBKY He 3anpalumBaTth TMN 3aLMThl A1 HOBbIX ceTe. ABTOMaTHUYe CKU NoMeyaTb
HOBble CeTU KaK ceTu 06L,ero nosnb3oBaHUA, TO NMPU NMOLKIOYEHUN K HOBOW CETU AMaNoroBoe OKHO OBHapyKeHOo
HOBOe ceTeBoe NoAKAtoUYeHue oTobpaxkaTbea He byaeT, a HoBasA ceTb OyAeT aBTOMATMYECKM MOMEYaTbCA KaK ceTb
o0buero nonb3osaHMA. o 3ToN NpUUMHE HeKoTopble GyHKUMM (Hanpumep, obmeH dalinamm 1 yaaneHHbI pabounii
CTON) B HOBbIX CeTAX OyAyT HEAOCTYMHbI.

HacTpoiKy HOBbIX CETE MOXKHO OCYLLECTBUTL BPYYHYIO U3 OKHa PeJaKTop M3BECTHbIX CeTeMN.
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4.3.5.1 PepaKTOp U3BECTHbIX CETEN

HacTpoIKy M3BECTHbIX CETEN BPYUHYIO MOKHO BbIMNOHUTb, BbIGPaB JoNOAHUTEIbHbIE HAaCTPOIKK > MepcoHanbHbI i
daitepson > U3BeCTHbIE CETU 1 HaXKaB KHOMKY U3MeHUTbD.

Ctonbupbl

Umsa: nma nsBectHom ceTu.
Tun 3aWmnTbI: MOKA3bIBAET, KAK NOMeYeHa ceTb [lomalHAa nnum paGoqaﬂ nmboCetb OGI.I.I,EI'O noN1b30BaHUA..

Mpodunb dpaiiepsona: BbibepuTe Npoduab B packpbiBatolemca cnucke MoKasbiBaTb NpaBuAna, UCNONAb3yeMble B
aTom npodune, 4Tobbl 0TOHPA3UTL NUCMOb3yEMbIE B HEM NPaBUIa GUNbTPOBAHMA.

dnemeHTbl ynpasneHua
[o06aBuTb: co3aaHne HOBOW U3BECTHOM ceTMu.
MU3MeHUTb: N3MeHeHME CyLLECTBYIOLLEN M3BECTHOM CETMU.
Ypanutb: BbiIbepuTe CeTb U HasKMUTE KHOMKY YAaNUTb, YTOObI yAa/IUTb €€ U3 CMUCKA U3BECTHbIX CETEN.

Beepx/MogHATb/OnycTuTb/BHU3: HacTPOIKa YPOBHA NPUOPUTETA M3BECTHBIX CETEN (OLEHKa ceTell ocyLecTBaAeTcs
CBEpPXY BHU3).

MapameTpbl KOHPUTYPALMKN CETU Pasae/ieHbl Ha cieayloLlee BKAAAKK:

Cetb

3..eCb MOXHO BBECTU MMA CETU U BbIOPaTh TMN ee 3awmThl (CeTb 06Wero nonb3osBaHusA, [lomaluHaa unm paboyas
ceTb). PackpbiBatomiica cnncok Mpodunb daiiepBona cnyut gas sbibopa npoduna cetn. Ecam ceTb onpepenera
KaK JlomaluHAa namn paboyas ceTb, BCe NMOAK/OYEHHbIE K HEM HAaNPAMYHO NOACETU aBTOMATMUYECKM CUMUTAIOTCA
[oBepeHHbIMKU. Hanpumep, ecnm ceTeBon aganTep NoAKAOUYEH K Takol ceTu ¢ IP-agpecom 192.168.1.5 1 mackom
noaceTu 255.255.255.0, noaceTb 192.168.1.0/24 6ypeT sobasneHa B foBepeHHyto 30Hy aganTtepa. Ecavy agantepa
nmeeTca 6o/blle agpPecoB UM NOACETENM, BCe OHM ByAyT CYUTATLCA AOBEPEHHBIMM BHE 3aBUCMMOCTU OT
KoHdUrypaumm napameTpa CeteBas naeHTUPUKaALMA N3BECTHOM CeTH.

Kpome aToro, agpeca, ,£|,06aBI'IEHHbIe B CNUCOK [lononHuTeNnbHble A0BepeHHble aapeca, BCeraa BKA0YaloTCA B
AOBEPEHHYH 30HY NOAKNKYEHHbIX K CETU aganTepos (BHe 3aBMCMMOCTM OT TMMa 3aLLMTbl TAKOM CeTM).

,ﬂ,ﬂﬂ TOro Ytobbl CceTb Oblsla OTMEYEeHa KaK NOAKNHKOYEHHAaA, HEO6XOLI,MMO BbIMNOJ/IHEHWNE YKA3aHHbIX HUXe yCl'IOBMl\;L

e CeTeBan naeHTMdUKaUMA: BCe BBEAEHHbIE MapaMeTpbl AO/IXKHbl OTBEYATb NapameTpamM akTUBHOTO NOAKAYEHUS.

e CeTeBas naeHTMdUKaUmaA: ecnm BbibpaH cepBep ayTeHTUdMKALNK, HEOBXOAMMO COBEPLUEHME YCMELLIHOM
ayTeHTMdMKaLMM C NTOMOLLbIO cepBepa ayTeHTUdMKaumm ESET.

® OrpaHuyeHus cet (Tonbko Windows XP): #o/13KHbI cOb104aThCA BCe r106anbHble OrpaHUYeHuA.

CeTeBas uaeHTUdUKauma
AyTeHTUdMKaLMA BbINONHAETCA Ha OCHOBE NapaMeTPOoB aganTepa JIoKaNbHOM ceTu. [poncxoamT cpaBHEHME BCeX

YCTaHOBIEHHbIX NAapameTpPoB C GaKTUYECKMMM NapaMeTpaMm akTUBHOTO CETEBOrO NOAKAoYeHUA. PaspeLueHo
ncnosb3oBaHue agpecos IPv4 n IPv6.
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@ Paclwmpenteie napametpel - ESET Smart Security =

[obaeneHue ceTk ?

Cery | CeTEBAA WAGHTMOUKALUNA  AyTeHTUdUKALMA CETH

Ecnwn necnonesyerca cnegyrowmi cydidmic v
DMNS (Hanpumep, company.com) -

hg.eset.com

Ecnwn cepeep cnyxGel WINS nmeer x
cnegyrowmii IP-agpec

Ecnn DNS-cepeep umeeT cnegyrowmii IP-
- Ea

10.1.96.106

Ecnmn ncnonesyerca cnegyrolni nokaneHbIR
IP-agpec

fef0::d20:3796:ddab: 7167

Ecnn DHCP-cepeep umeet cnegyrowmii IP- n

ANnEC

o[ o

AyTeHTUdUKaLmA ceTn

B pamKax ayTeHTUOUKALMKM CETU BbINONHAETCA MOUCK ONpeaeneHHOro cepBepa B ceTu, a AN ayTeHTMdMKaumm
cepBepa MCnosib3yeTcs acuMmmeTpuyHoe WwndposaHue (RSA). Mma ayTeHTUGULMPYEMO CETU AO/IKHO COBMNAAATb C
MMEHEM CeTH, YKa3aHHbIM B HAaCTPOMKax cepBepa ayTeHTUdUKauumn. ima BBOAUTCA C y4eTOM pernctpa. YKaxute uma
cepBepa, ero NopT NPOC/YLIMBAHNUA U OTKPbITbIN KtOY, COOTBETCTBY LM 3aKPbITOMY KNtoUy cepBepa (Cm. pasgen
AyTeHTMdMKaUMA ceTu: KoHoUrypaumsa cepsepa). Mma cepsepa MoXKHO BBecTU B BUAe IP-aapeca, umeHu DNS nau
NetBios. Mocne nmeHn cepBepa MOXKHO yKasaTb NyTb K Gaiiny Katoya Ha cepsepe (Hanpumep, uma_cepeepa_/
KaTanorl/katanor2/ayteHTudukauma). Ha cnyyaii He LOCTYNHOCTU CepBEPA MOXKHO YKa3aTb AONOJAHUTEIbHbIE
cepBepbl Yepes TOUKY C 3anATOM.

OTKPbITbIM KNHOYOM MOXKET 6bITb $aitl 0AHOMO M3 YKa3aHHbIX HUMKE TUMOB.

® 3aWwndpoBaHHbIM OTKPbITbIN KNtod B popmaTe PEM (.pem). ITOT K/1toY MOXKHO CO34aTb C MOMOLLbIO MPUIOXKEHNA
ESET Authentication Server (cm. pasaen AyteHTUOUKALMS ceTU: KOHOUTYpaLus cepBepa).

® 3a3WKndPOBAHHbIN OTKPbITHIN KO,

e CepTudMKaT OTKPLITOro Katova (.crt).
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@ Paclwmpenteie napametpel - ESET Smart Security =

[obaeneHue ceTk ?

Cetb | CeTepan waeHTuukaunn — AYTEHTHOUKALWA CETH
WMra cepeepa wan [P-agpec store-new/auth
MopT cepeepa 0

Otkpeimend kntod (kognpoeka base6d)

o[ o

YT06bI NPOBEPUTL HACTPOMKM, HarxkMUTE KHOMKY MpoBeputb. Ecnv ayTeHTUOMKALMA NpoLIa YCNeLwHOo, Ha 3KpaHe
nosBUTCA coobleHne AymeHmuguKayus cepeepa 3asepuieHd. Ecnn ayTeHTUdMKaums He HacTpoeHa A0/KHbIM
06pasom, Ha 3KpaHe NOABUTCA OAHO U3 YKa3aHHbIX HUXKe coobLeHuii 06 ownbKe.

Cboli aymeHmugpuKkayuu cepsepd. Hedonycmumas unu Hecosnaodarouyas noonuce.
Moanuck cepBepa He OTBeYaeT BBEAEHHOMY OTKPbITOMY K/touy.

Cb6oli aymeHmudghukayuu cepsepa. UMs cemu He cosnadaem.
HacTpoeHHOe nms cepBepa He COOTBETCTBYET 30He cepBepa ayTeHTUdMKaumu. NMposepbTe 06a MMeHM 1 ybeanTecs,
YTO OHM OAMHAKOBbI.

Cboli aymeHmudgukayuu cepsepa. Hem omeema om cepgepa, uau noay4yeH Hedonycmumelli omeem.
OTBeT OTCYTCTBYET, €C/IN CepBep He paboTaeT Uau HeJoCTyneH. He4onyCTUMbI OTBET MOKET 6bITb MONYYEH B
cnyvae, ecnu 3anyueH apyroit HTTP-cepBep C yKa3aHHbIM aApecom.

YKa3aH HedelicmeumesnbHbil OMmKpbImMblil Katou.
MpoBepbTe, He NOBpPeEKAEH K hana OTKPLITOrO Ktoya.

OrpaHuyeHusa cetu (Tonbko ana Windows XP)

B coBpemeHHbIX onepaumoHHbIx cuctemax (Windows Vista u 6osee HoBble) Kaxkablii ceTeBoW aganTep MMeeT
COBCTBEHHYO AOBEPEHHYHO 30HY M aKTUBHbIN Npoduab daliepsona. K coxkaneHuto, 8 Windows XP Takas cTpyKTypa He
noaaep»KMBaeTcs, MO3TOMY BCe CeTeBble aJanTepbl BCErAa UMEIOT O4HY U Ty XKe J0BEPEHHYI0 30HY U Npodusib
aKTUBHOTO daiiepBosa. Takana KoHUrypauma co3gaeT NoTeHUMabHbIA PUCK ANnA 6€30MacHOCTU KoMMNbloTepa,
OZHOBPEMEHHO NOAKNOUYEHHOTO K HECKOIbKUM CETAM. B TaKMX cydanx TpapuK U3 HEHAZEKHOM CETU MOKET
OLEHMBATbLCA C UCMOJIb30BaHNEM A0BEPEHHON 30HbI M Npoduna daepsona 41a Apyroi NoAKAoYeHHOM ceTu. na
CHUMKEHMA PUCKOB 4/15 6e30MacHOCTM MOXKHO cob1t04aTh CieytoLme orpaHnyYeHus, No3Boasatowme nsbekaTb
rno6asbHOro NpMMeHeHMNa KOHOUIypaLMM OAHOM U3 ceTe BO BPEMSA NOAKAOYEHMA APYTroi (NoTeHUManbHO
HEeHaaeKHoM).

B Windows XP napameTpbl NOAKNOYEHHbIX ceTel (AoBepeHHas 30Ha U Npodunb daliepBosa) NPUMEHSIOTCA
rnobanbHO, KPOME CyYyaeB, KOr4a Kak MUMHMMYM O4HO U3 YKa3aHHbIX HUXKE OrpaHUYeHUI BKIKOYEHO U He
BbIMOJIHAETCA.

a. AKTMBHO TO/IbKO OZHO NOAKNOYEHUNE
b. BecnpoBoaHoe coeAMHEHUE HE YCTaHOBIEHO
c. HeT ycTraHOBNEHHbIX Hebe3onacHbIX 6ecnpoBoAHbIX MOAKAOYEHUA
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4.3.5.2 [MpoBepKa NOAMHHOCTU CeTU: KOHPUrypauma cepsepa

AyTeHTUOUKALMIO CETU MOXKHO BbINONHUTL C MOMOLLBHO /1t0H60ro NOAKAOUYEHHOTO K HEM KOMMNbIOTEPA MK CepBepa.
[na sToro Ha KOMNbIOTEP U CEPBEP, KOTOPbIN BCeraa AOCTYNeH AN1A ayTEHTUPMKALLMK, KOTAA KTMEHT MNblTaeTca
NOAKNOYNUTLCA K CETU, HYXKHO YCTaHOBUTb NpunoxeHune ESET Authentication Server. ®ain ycTtaHOBKM NpUaoXKeHUs
ESET Authentication Server mo»KHo 3arpy3uTb c Beb-canta ESET.

Mocne yctaHoBKM ESET Authentication Server Ha aKpaH ByaeT BbiBe4EHO AManoroBoe okHo. (MpunoxeHne MOXKHO
3anycTuTb, HaxaB KHonKy MycK 1 Bbi6pas nocnegoBaTeibHO NyHKTbI Mporpammbl > ESET > ESET Authentication
Server).

[na Toro ytobbI HACTPOUTL CepBEpP ayTEHTUDUKALNN, BBEAUTE MMA 30HbI ayTEHTUPMKALMM, MPOCAYLLMBAIOLLMI MOPT
cepsepa (no ymonyaruto 80) 1 MecTo, B KOTOPOM ByAyT XPaHUTLCA OTKPbITLIV M 3aKPbITLIN KAtouW. Janee cosganTte
OTKPbITbIM 1 3aKPbITbIN KUK, KOTOPble BYAyT MCNO/b30BaTbLCA NPU ayTEHTUGMKALMN. 3aKPbITbIN KHOY A0/TKEH
MCMONb30BaTbCA Ha CEPBEPE, @ OTKPbITbIN — MMNOPTUPOBATHCA Ha CTOPOHY KJIMEHTA, YTO MOXKHO CAeNaTb B pasaene
ayTeHTUOMKALMM 30HbI NPU HAaCTPOMKE 30HbI B haepBone.

Bonee noapobHble cBeAeHUSA MOMKHO HaTU B 3TOM cTaTbe 6a3bl 3HaHMM ESET.

4.3.6 BepeHue KypHana

MepcoHanbHbIN daiepson ESET Smart Security coxpaHseT AaHHble 060 Bcex BaKHbIX COBbITUAX B daline KypHana,
KOTOPbI MOMKHO OTKPbITb C MOMOLLIbIO I1aBHOro MeHi. LLlenkHuTe Cny»KebHble nporpammbl > [LoNONHUTENbHbIE
cpepcrea > Paiinbl XKYPHaNOB, a 3aTEM B PacKpbiBatoLwemMmca MeHo MypHan wenkHuTe NnyHKT MNepcoHanbHbINA
daiiepson.

dainnbl KypHana MOryT UCNO/1b30BaThCA 418 0OHapYKeHMA OWMBOK 1 BTOPXKEHUI Ha KoMnbtoTep. HKypHasbl
nepcoHanbHoro danepsona ESET coaepkaT cneaytoluyto MHpopmaumio.

e [laTa 1 Bpems cobbiTus

® [Ams cobbiTuA

MCTOYHMK

CeTeBoli agpec 06beKTa

CeTeBOW NPOTOKO/ Nepeaayn AaHHbIX

® [lpMMeHeHHOoe NPaBuUI0 NN UMA YepBs (ecM 0BHapyKeHO)
3ageincTBOBaHHOE NPUIOXKEHME

® [lonb3oBaTenb

TwaTenbHbIM aHaNU3 MHPOPMaLMM 3HaUYNTENbHO 0baeryaeT npoLecc oNnTMMmn3aLmMm 6e3onacHoCTU KoMmnbloTepa.
MHorue ¢paKkTopbl ABAAIOTCA NPU3HAKAaMK NOTEHLMA/bHbIX YTPO3 1 MO3BO/IAIOT N0O/1b30BaTE/0 CBECTU UX BAUAHUE K
MWUHUMYMY: YacTble coe AMHEHUA OT HEU3BECTHbIX KOMMbIOTEPOB, MHOECTBEHHbIE NOMbITKM YCTAHOBUTb
coeanHeHWe, ceTeBas akTUBHOCTb HEU3BECTHBIX MPUIOXKEHWUIN MU C UCMOSIb30BAaHNMEM HEU3BECTHLIX HOMEPOB
nopToB.
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4.3.7 YcTaHOBKA coeauHeHUA: obHapyKeHue

MepcoHanbHbIN daliepBoN OOHaAPYKMBAET KAXKA0€E M3 BHOBb CO34aHHbIX CETEBbIX COEAUHEHWUIN. AKTUBHbIN PEXKUM
nepcoHanbHOro Gpaepsona onpeaenseT, Kakme AeNCTBUA L0J1KHbI BbIMOJHATLCA 419 HOBOTO npasua. Ecan
aKTUBMPOBaH ABTOMATUYECKUIA PeKUM 11N PeXXnm Ha OCHOBE MOJIMTUKU, NePCOHaNbHbIN danepBoa BbINOJHUT
npeasapuUTebHO 3afaHHble AeCTBUA 6e3 KaKoro-A11Mbo BmellaTe1bCTBa Nosib3oBaTens.

B MIHTEPAKTMBHOM peXknume BbIBOANUTCA MHGOPMALMOHHOE OKHO € yBeAoMeHMeM 06 06HapyKeHMM HOBOFO CETEBOTO
coeanHeHus. B OKHe NpUBOAMTCA AOMNOIHUTENbHAA MHGOPMaLMA O coeguHeHUN. Nob30BaTeIb MOXKET Pa3peLLUTb
WAK 3anpeTuTb (3a610KMpPOBaTh) coeguHeHne. Ecnmn coe AMHEHMA O4HOTO TUMA BO3HUKAIOT PEryaapHO, U UX
NPUXOAMTCA paspeLlaTb BPYUYHYIO, PEKOMEHAYyeTcA co34aTb ANA HUX npasuao. [na atoro Bblbepute GyHKLMIO
Co3paTtb NPaBU/IO U 3aNOMHUTb HAaBCETAA M COXPaHUTE HOBOE NPABWJIO 4/18 NepcoHanbHoro ¢aliepsosa. Ecim
NnepcoHanbHbl GpaliepBon 0OHAPYKMUT Takoe coegmMHeHMe B byayLiem, OH MPUMEHUT 3TO NPaBUNO.

SMART SECURITY 9

Bxopgawmnii ceteBoii Tpagmk
,'J,C'BE[JEHHEIH 20Ha

MpunomeHne Ha 3TOM KOMNBHOTERE (E TeamViewer 10, TeamVYiewer 10) crapaerca
YCTAHOEWTE NOAKIMIMEHNE K YAANEHHOMY caiTy ( ).

Mpunomenne: Ch\Program Files\TeamViewer\TeamViewer_Service.exe (PID 1908)
Komnanma: TeamViewer

Penyraumna: v il OBnapyxeno 6 Mecaues Hazag

Cnymba: TeamViewer 10 (TeamViewer)

¥nanenHbii KOMNBIOTER:

Noxanenwi nopr: UDP 65172 (65172)

Paspewwnts coeamHeHwne?

Paspewmnts 3anpeTnTb

®) CnpalneaTs Kaxaeli pas
3aNOMHNTE 40 33KPBITUA NPUI0HKEHNA

CDiﬂ,ETb NE3aennoc U 3aNc0MHITE HABCEr4a

JononnuteneHele ceggedun ob 3tom cooBuwiennn -~ MNogpoBroctn v PaclumpenHele napaMeTpel

ByZbTe BHMMaTENbHbI NPU CO34aHUM HOBbIX MPABUA U paspeLlaiTe TONbKO Te coeavHeHMWs, B 6e30MNacHOCTM KOTOPbIX
Bbl yBEPEHbI. ECM pa3peLwnTb Bce coeAMHEHMA, NepCoHasbHbI daitepBos He CMOXKeT obecneumnBaTh 3aWwmTy. Huske
nepeyncieHbl Hanbosee BaskHble MapameTpbl COeANHEHMA.

® YAaneHHbli KOMMNbIOTEP: Pa3pPeLLNTb COeANHEHUSA TO/IbKO C LOBEPEHHBIMU U M3BECTHBIMM aApecami.

¢ JloKanbHOE NMPUNOXKEHUE: He PeKOMeHAyeTcs paspeLlaTb CoegUHEHMA C HEU3BECTHbIMMU MPUIOXKEHUAMM U
npoteccamu.

e Homep nopra: coegMHeHUs Ha CTaHAAPTHbIX NopTax (Hanpumep, nopT Homep 80 Ana NPoCMoTpa Beb-CTpaHuL) B
06bIYHbIX YCIOBUAX AOJMKHbI BbITb paspeLleHbl.

KomnbloTepHble BUPYCbI 418 Pa3MHOMKEHWUS YAaCTO UCMONb3YOT coe AMHEHUA ¢ MHTEpPHETOM UK CKPbITble
CoeAMHeHMA, Yyepes KOTopbIe MPOUCXOAUT 3apakeHNe APYrMx KOMNbloTepoB. Ecnv npasuaa HacTpoeHb!
Hag/erKalmm obpa3om, NnepcoHanbHbIl dpaepBon asnseTcs 3ddeKTUBHbIM CpeaCTBOM NPOTUBOAEACTBMA
pa3sHoobpasHbIM aTakam C NPUMEHEeHMeM BpeOHOCHOTO KoAa.
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4.3.8 PeweHue npobnem, cBA3aHHbIX C NepcoHanbHbim ¢paepsonom ESET

Ecnum npu yctaHoBNeHHOM nporpamme ESET Smart Security BO3HMKAM NpobaemMbl MOAKNOYEHUSA K CETHU, Y3HATb,
obycnoBneHbl OHW paboToli nepcoHanbHoro daepsosa ESET uam HeT, MOXKHO HECKOIbKMMUK cnocobamu. Kpome
TOro, B NepcoHanbHom daiepsosie ESET MOMKHO cO34aTb HOBblE MPaBuaa U UCKIOYEHNA, KOTOPbIE MOTYT NOMOYb
peLwntb Npobaembl C NOAKAOYEHUEM.

Ona peweHus npobaem, cBA3aHHbIX C NepcoHanbHbIM daliepBonom ESET, cm. cneayrolipe TeMbl CPaBKU.

® MacTtep ycTpaHeHUs HeNnonaaokK

® BepgeHue XKypHana v co3gaHune nNpaBua U UCKAOYEHUI Ha OCHOBE XKypHana
Co3faHue UCKIYEeHMN Ha OCHOBE YBeJOMAEeHUI daliepBona
PacwunpeHHoe BeageHne xypHanos PCAP

® PeuweHue npobiem c duabTpaLumnein NPoOTOKO/I0B

4.3.8.1 Macrep ycTpaHeHMUA HeNnosa[okK

MacTep ycTpaHeHMs HenoiagoK aBTOMaTUYECKM OTC/IEKMBAET BCe 3ab/10KMPOBaHHbIE CoeAUHEHMA U MOMOraeT
YCTpaHATb HEeMoaAKM 4/1a ucnpasneHus npobiem c dpaiepsoiom B paboTe onpeaeneHHbIX MPUNOKEHUI 1
yCTpOWCTB. Mocne 3Toro Mactep npes/ioxMT HOBbI HABOP NPaBMA, KOTOPbIN BamM Hy}KHO byaeT noarsepauTb. Macrep
yCTpaHeHMA HENONAZ0K MOXKHO HalTU B I1aBHOM MEHI0, Noc/aeA0BaTeIbHO Bbibpas HacTpoliku > 3awura ceTu.

4.3.8.2 BepgeHue }KypHana 1 co3gaHue NpPaBua U UCKJAIOYEHUN HAa OCHOBE }KypHana

Mo ymoYaHKio nepcoHanbHbii dhatepsosn ESET BHOCUT B 3KypHan He Bce B0KMpYeMmble coeamHeHus. Ecin Bbl XoTute
BUAETb, YTO B/IOKMPYET NepcoHanbHbIM palie pBo, BKAOUMTE BeAEHUE KypPHana, Bbibpas B pasaene
[ononHuTenbHble HAacTPOKKK MeHIo Cyxke6Hble nporpammbl > [IMarHOCTUKA > BKAKOUMTb pacluMpeHHoe BegeHue
JKYPHana B nepcoHanbHom daitepBone. EC/iv B }KypHane ecTb 3/IeMEHT, KOTOPbIN NepcoHanbHoMy daliepBoy He
cnefyeT 6/10KMPOBAThb, MOXKHO CO34aTb NPABUAO MU UCKAOUYeHMe |DS, WenKHYB 3TOT 3/1IeMEHT NPaBoii KHOMKOM
MblILLK 1 BbiBpas NyHKT He 610KMpoBaTb Noa06HbIe cobbiTHA B 6yaywem. Obpatute BHUMaHWUE, YTO XKypHan Bcex
3a6,10KMPOBAHHbIX COEANMHEHUI MOMKET COAE PHKATb ThICAYM 3/1@ MEHTOB, MO3TOMY HANTU KOHKPETHbIN 31eMEHT
MOXeT 6bITb TPYAHO. Mocne pelueHns Npobiembl BeAeHUE KYPHANA MOMKHO BbIK/IHOUYUTD.

[N nonyveHus AONONHUTENbHBIX CBEAEHUI O KypHane cM. pasgen Painbl KypHana.

NPUMEYAHME: Nicnonb3yiiTe BeaeHME XKypHana, YTobbl y3HaTb, B KAKOM NOpPAAKE NepCcoHaNbHbIN danepBon
610KMpPOBan Te UK UHblE coeanHeHMA. Kpome Toro, npaBuia, Co34aHHble HAa OCHOBE }KypHasa, byayT BbINONHATb
HY*KHble BaM AeNCTBUS.

4.3.8.2.1 Co3aaHue NpaBu/ HA OCHOBE }XYypHana

B HoBoW Bepcum ESET Smart Security Mo»KHO co34aBaTth NpaBu/ia Ha OCHOBE *KypHana. B rnaBHOM MeHto
nocnenoBaTeibHO BbibepuTe CnyKebHble nporpammbl > [lononHUTeIbHbIE cpeacTBa > daiinbl XKypHana. B
pacKpbIBaloOLLEMCA MeHO BbibepuTe NyHKT MepcoHanbHblii dpailepBon, WEeNKHUTE HYXKHYIO 3aMNKCb KYPHaAa NpaBoii
KHOMKOM MbILLM M B KOHTEKCTHOM MeH!0 Bblbepute nyHKT He 610KMpoBaTh Noa06HbIe cobbiTua B 6yaywem. Hosoe
npaBuI0 0TO6PA3NTCA B OKHE YBEZOM/IEHUN.

YT06bI MOXKHO ObI/IO CO34aBaTb NPaBM/Ia Ha OCHOBE XKypHana, cieayeT HacTpouTb ESET Smart Security cheaytowmm
obpasom:

® yCTaHOBUTE MUHUMaNbHYIO CTEMNEHb AeTanAu3alUmm KypHana lMarHocTMKa, nocsieaoBaTte/ibHO BbibpaB
[JononHutenbHble HAacTPOUKuU (F5) > CnyxxebHblie nporpammbl > Paiinbl }KypHana;

® ycTaHoBUTe diaxkok MoKasbiBaTb yBeA0MJIEHUE NMPU 06HAPYKEHUM aTaKu, UCMO/Ib3ylow,elt 6peLun B cucteme
6e3onacHoCcTU B MeHI0 [LonoNIHUTEIbHbIE HACTPOIiKu (F5) > MepcoHanbHbIN daiiepson > IDS u paclumpeHHble
napameTpbl > O6HapyKeHue BTOPXKeHUN.
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4.3.8.3 Co3aaHue UCKIOYEHUNIA HA OCHOBe YBeAOMJIEHUI NepCcoHanbHOro ¢aiepsosa

Koraa nepcoHanbHblii paitepson ESET o6HapyKMBaeT BPeA0OHOCHYO CETEBYHO aKTUBHOCTb, 0TO6PaXKaeTcsa OKHO
yBeAOM/IEHMI C ONMCAHNEM 3TOTO COBbLITUA. YBEAOMIEHME COAEPHKMT CCbINKY, Mepeiiasa No KOTOPOI MOMKHO
NOMY4YUTb AONONHUTEIbHbIE CBEAEHMA O COBLITUM 1 CO34aTh UCKOUYEHME AN 3TOTO COBLITUA (CIN HYMKHO).

NPUMEYAHMUE: Echv ceTeBOe NPUNOXKEHME UM YCTPOMCTBO He cOBNt0AaeT ceTeBble CTaHAAPTbl Hag/1e Kallym
06pa3om, 3TO MOXKET BbI3BaTb OTOOpaKeHMe NoBTopAtoLWmMXCcs yBegomneHui IDS dpatepsona. Co34aTb UCKOYEHME
MOHO HernocpeacTBEHHO HA OCHOBE yBeAoMAeHUA. Brarogapa sTomy nepcoHanbHbl dariepson ESET He byaeT
06Hapy»KMBaTb YKa3zaHHOE NPUNOKEHME UU YCTPOICTBO.

4.3.8.4 PacwupeHHoe BeaeHue XypHanos PCAP

ITa GyHKLMA NpegHasHaveHa 41a NpefocTaBieHna 6oaee KOMNIEKCHbIX GaiioB KypHana cny>be noane prrKu
KnneHToB ESET. Mcnonb3yite 3Ty GyHKLMIO TOIbKO MO 3anpocy cnybbl noaaep»Kku knmeHTos ESET, nockonbKy oHa
MOXKET c034aTb 04eHb bonbLIONM dalin KypHana n 3ameanTb paboTy KomnbloTepa.

1. Nepenaunte B pasgen LonoAHUTENbHbIE HACTPOMKK > CnyXKebHble nporpammbl > [UarHoCTUKa 1 BbibepuTe
napameTp BKAOUMTb pacluMpeHHOe BegeHue XKypHana B nepcoHanbHom daiiepsone.

2. MonpobyliTe BOCNPOU3BECTM TEKYLLYIO Npobaemy.
3. BbIKAOYUTb paclumpeHHoe BegeHume xypHana PCAP.
4. ®ainn xkypHana PCAP MOXKHO HalTK B Narnke, rae co3aaroTca Aammbl MAaMATU ANA AUArHOCTUKM.
® Microsoft Windows Vista unun 6onee HoBas Bepcus
C:\ProgramData\ESET\ESET Smart Security\Diagnostics)\
® Microsoft Windows XP

C:\Documents and Settings\All Users\...

4.3.8.5 PeweHue npobnem c punbTpaymein NpoToKoN0B

Ecnv Bo3HMKaOT NpobaeMbl ¢ bpay3epom 1am NoYTOBbIM KTMEHTOM, CHa4aa caegyeT onpegenntb, HOPMabHO K
paboTaeT pMUAbTPALMA NPOTOKO/OB. [1/11 3TOro BPEMEHHO OTK/IOUMTE GUIbTPALMIO MPOTOKO0B NPUNOKEHNI B
OOMNOIHUTENbHBIX HAaCTPOMKax (06A3aTeIbHO BKAOUUTE €T0 NOC/e pelleHua Nnpobaembl, MHaYe Gpay3ep U NOYTOBLIN
KNMEHT OCTaHyTcA 6e3 3awmTbl). Ecnv nocne oTKAOYEHUA HENOMAAKa UCHE3AET, CM. HUXKE CMIUCOK PAcnpoCTpaHeHHbIX
npob6aem n cnocoboB nx peeHus.

MNpobnembl c 06HOBNEHMEM MK Be30NaCHOCTbIO 06MeHa AaHHbIMMU

Yy NPpUNOKeHNA I'IpO6fI€MbI c obHOBNEHMEM NN 3alWNLLEHHOCTbIO KaHana CBA3N.

e Ecnv BKNOYeHa GUAbTpaLMsA NPoToKonoB SSL, nonpobyiiTe BpeMeHHO ee OTKAYNUTb. Ecnv nomorno, 3HauuT,
MOMHO NPOAONKATb UCMO/1b30BaTb PUAbTPALMIO SSL M BbINONHATL 0B6HOBAEHUA. 118 3TOTO HYXKHO UCK/IOYUTD
npobnemHoe coeaMHEHME.

MNepesegute GUNbTPALMIO MPOTOKO/10B SSL B UHTE PAKTMBHbIN peXXunm. 3anyctute obHoBAeHME ele pas. [o/IKHO
NOSABUTLCA AMAN0rOBOE OKHO C yBeAOMIEHUEM O WNPPOBAHHOM ceTeBOM TpaduKe. MNpunoxkeHme 40/KHO ObITb
aHa/IorMYHbIM TOMY, B CBA3M C KOTOPbIM BO3HUKAM NPobiembl, a CepTUOUKAT A0NKEH UCXOANUTL C TOTO CEPBEPA, C
KOTOPOTO BbIMOAHATCA OOHOBMEHUSA. 3aTEM 3aNOMHUTE AeNCTBUA ANA cepTUdMKaTa U HAXKMUTE KHOMKY
«Mponyctutb». ECn He 0TOBPa3ATCA COOTBETCTBYIOLWME AMA/IOrOBbIE OKHA, MEPEKNOUYNTECH 0OPATHO B
aBTOMaTUYECKUI pekum punbTpaumn. Mpobnema AoaKHa 6bITb peLLeHa.

® ECM NpUIOKEHNE He ABNsAeTCa bpay3epom Uan MOYTOBLIM KIMEHTOM, €10 MOXKHO MOJTHOCTBIO UCK/TIOUYNTDL M3
dunbTPaLMM NPOTOKONOB (MCKNtOYeHMe Bpay3epa UK MOYTOBOIO KAMEHTa 0CTaBUIO Bbl Bac HE3aWMLWEHHbIM).
loboe NpunoXKeHne, B OTHOLLEHUN KOTOPOTO BbIMOHAMACL B MPOLW/IOM GUAbTPALMA COeAMHEHWIA, AONXKHO BbITb B
CrvcKe, NpeaocTaBAse MOM Npu Ao6aBAEHUM UCKAOUYEHWIA. [T03TOMY HEe A0/IKHO BO3HUKHYTb HEOH6X0AMMOCTH
[06aBNATb UCKIOYEHMA BPYYHYIO.
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Mpo6nema c f0CTYNOM K YCTPOWCTBY B CETH

Ecnu He yZaeTca UCNONb30BaTb Kakne-nmbo GyHKLUKM yCTPOICTBA B CETU (Hanpumep, He yaaeTca OTKPbITb Be6-
CTpaHuuy c doTorpadpuamm seb-kamepbl UM BOCNPOM3BECTM BUAEO HA AOMALLHEM MYNbTUME AUAHOM
npourpbiBatene), nobasbTe IPv4- 1 IPv6-aapeca B CNIUCOK UCKNOYEHHbIX aipecoB.

Mpobnembl c onpegeneHHbIMm Be6-caTtom

NcKknounTb onpeaeneHHble Beb-caiTbl M3 GUAbTPALMM MPOTOKOIOB MOMKHO C NOMOLLpbto ynpasneHua URL-agpecamu.
Hanpumep, eciu He yaaeTcsa Noay4nTb 4ocTyn K ctpaHumue https://www.gmail.com/intl/en/mail/help/about.html,
nonpobyiTte Ao6aBuTb *gmail.com* B CNUCOK NCKIHOYEHHbIX aApecos.

OwubKa «Bce ewe paboTaloT HEKOTOPbIE NPUNOXKEHUA, KOTOPbIE MOTYT MMNOPTUPOBATb KOPHEBOW cepTUDUKAT»

Mpw BKAOYEHUM dUAbTPaLMM NPoTOoKoN0B SSL nporpamma ESET Smart Security BbiInosHAeT GUAbTPaLMIO NPOTOKONA
SSL Taknm 06pasom, Y4TO YCTAHOB/IEHHbIE MPOrPaMMbl LOBEPAIOT €€ AeNCTBUAM (MPOUCXOANUT UMMNOPT cepTUdMKaTa B
UX XpaHuauwe cepTudurKatos). 15 HEKOTOPbIX NPUIOKEHN 3TO HEBO3MOXHO, €C/IM OHU 3anyLeHbl. Hanpumep,
ona 6paysepos Firefox n Opera. 3akpoiTe 3TV NPUNOKEHUS (418 3TOr0 PeKOMEHAYeTcA OTKPbITh AMCNEeTYEp 33434 U
yoanutb 3anucu firefox.exe 1 opera.exe Ha BKiagKe «lNpoLeccbi»), a 3aTeM HAXXMUTE KHOMKY «MOBTOPUTLY.

OwunbKa: He A 0BE PEHHDIW U3AaTeNb AU He,0NYCTUMAnA NOANUCH

CKopee BCero, 370 3HaYMT, YTO NPU BbILEOMNMCAHHOM MMNOPTE NpousoLwna owmnbKka. CHayana 3akpoiiTe Bce
YNOMAHYTbIE MPUNOXKEHMSA. 3aTeM BbIKtOUMTE GUALTPALLMIO MPOTOKO/10B SSL 1 BKAtOUMTE ee obpaTHo. byaeT
BbINO/IHEHA NOBTOPHAsA MNOMbITKA UMMOPTAa.

4.4 CpepactBa 6e30nacHOCTU
MapameTp CpepcTBa 6€30MaCHOCTU MOXKHO MCNO/1b30BaTb 4J18 HACTPOMKU CAeayoLWmMX Moay1en.

® 3awmTa GaHKOBCKUX NaaTeken
® PoaNTENbCKUI KOHTPOJIb

® AHTMBOP

4.4.1 PoauTenbCKuii KOHTPO/b

Moy b poAMTENbCKOTO KOHTPO/IA NO3BOASAET HacTpamnBaTb COOTBETCTBYOLLME NapaMeTpbl, KOTOpble AatoT
pOoANTENIAM BO3MOMHOCTb MCMO/1b30BaTb aBTOMaTM3MPOBaHHbIE CPeACTBa A/1A 3alMThbl CBOMX AeTel U 334aBaTb
orpaHMYeHuA aNs YCTPOMUCTB M cnykb6. Llenb 3akntovaeTca B NpeaoTBpalleHNn 4ocTyna AeTel M NogpoCTKOB K
CTPaHULLAM, COAEPKMMOE KOTOPbIX ABAAETCA 418 HUX HEMPUEMIEMbIM N BPEAOHOCHbIM.

PoanuTenbcKmii KOHTPOb NO3BOAAET 610KNPOBaTh BEB-CTPaHNLIbl, KOTOPbIE MOTYT COAEPKaTb NOTEHLMANBHO
He)KenartenbHble MaTepuasnbl. Kpome Toro, poautenn MoryT 3anpeLatb 4OCTyn K Beb-calTam npeasaputenbHO
3aZlaHHbIX KaTeropuit (bonee 40) n noakateropuii (6onee 140).

YT06bI aKTMBMPOBATL POAMTENIBCKUIA KOHTPO/b A5 ONpPeAe/IeHHOM yYeTHOM 3anuncy Nosib3oBaTens, BbIMoJHUTE
cneaytowme oencTeus.

1. Mo ymonyaHUo poanTeNbCKUIA KOHTPOIb B Nporpamme ESET Smart Security oTkatoueH. CywiectByeT ABa cnocoba
AKTUBALMU POSUTENBCKOTO KOHTPOA.

O B rnaBHOM OKHe NPOrpammbl LLENKHUTE INEMEHT (‘ M nocnepoBaTeibHO BblbepuTe 3n1eMeHTbl HacTpoiika
> Cpep,cTBa 6e30nacHOCTU > POAUTEIbCKUIA KOHTPOJIb, NOC/E Yero BKAOUUTE GYHKLUMIO POAUTENBCKOTO
KOHTpOAA.

0 Haxkmute KnaBuLwy F5, 4To6bl OTKPbITb OKHO [LlONOAHUTEIbHbIE HAaCTPOMKHK, Bbibepute anemeHT UHTepHeT n
3N1eKTPOHHaA NouTa > PoAUTEeNbCKUIA KOHTPOIb M YCTaHOBMUTE MepekKatovaTte b Pagom ¢ anemeHTom \MHTerpaumsa
C CUCTEMOW.

2. BrnaBHOM OKHe nporpammsbl BbibepuTe anemeHTbl HacTpoiika > Cpeactsa 6e3onacHocTu > Pogurenbckuii
KOHTPOJIb. XOTA AnA napameTpa PoauUTenbcKuii KOHTPOAb M 0To6parkaeTcsa 3HaueHne BKatoueHo, HeobxoanMmo
HACTPOUTb POAMNTENIbCKUIA KOHTPO/b A5 HYXKHOW YY4E€THOM 3aMnCK, LENKHYB 31 MeHT 3aLUTUTE 3TY YUYETHYIO
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3anuUcb. B OKHE HAacTPOIKKM YYETHOM 3anmcK YKaXKMUTe BO3pacT, YTobbl onpeaennTb ypoBeHb AOCTYMa U Noaxoaalume
A8 3TOro BO3pacTa Beb-cTpaHuupl. Tenepb poaMTeIbCKUA KOHTPO/1b BKAOYEH A/151 YKa3aHHOM yYeTHOM 3anucu.
PsOoom c MMeHeM yY4eTHOM 3anucK LWENKHUTE 31emMeHT PaspelueHHOe U 3anpeL,eHHoe COAePXKUMOE..., YTOObI
HACTPOUTb KaTeropuu, KoTopble TpebyeTca 3a6/10KNMPOBaTh, HA BKIaaKe Kateropmu. YTobbl paspeLlumTtb Uam
3ab6/10KMpPOBaTh onpeaeeHHble BeH-CTpaHMLbl, KOTOPblEe HE COOTBETCTBYIOT KaTeropum, OTKPOMTE BKNAALAKY
UcknroveHua.

@ ESET AnTtueop - ESET Smart Security El@
ESET AHTUBOp ®

ﬂ,ﬂﬂ BKNIHOYEeHWMA MOoayna AHTH BOp HeO GXDAH ma BecnnaTtHan y4yeTHana 3annucb

my.eset.com
Ewe He nonb30BanMce Mogynem Bbl — cywecTByOWWiA Nob3oBaTenk
"AHTHMBOpP"? moayna "AHTneop”?
Co34aiiTe yueTHyr 2anuce BecnnatHo. C NOMOLUEHD Anpec INeKTPOHHON NoYTh

MOZYNA "AHTHEOR" Bbl CMOKETE!

- Habawogats 23 BEOPaMK € NOMOLLEHK) ECTROEHHOA
Kamephbl.

- [MpocMaTpUEaTE CHUMKM 3KPaHa NoTepAHHOIO
HoyTOYKa.

- OnpeaenaTe pacnonoxeHWe BOpa Ha KapTe.

- WMimets goctyn K HegaeHuM doTorpadmam w1
CHMMKAM 3KPaHa € MOMOLLEH YYeTHOM 3an1cK B

1a

Naponk

Ecnu B rnaBHOM okHe nporpammbl ESET Smart Security wenkHyTs Hactpoiika > CpepcrBa 6e3onacHocTu >
PoautenbCKuiA KOHTPOAIb, Bbl YBUAMTE ONMUCAHHOE Janee COAEPHKMMOE IN1aBHOMO OKHa.

YyeTHble 3anucu nonb3oBateneit Windows

Ecnu Bbl CO34a1M PONb ANA CYLLLECTBYIOLIE M YYETHOM 3anncK, oHa 0TobpasnTca 3a4ech. LLeTKHUTE NO3YHOK, @

F e
YyTObbI PALOM C NAPaMeETPOM POAUTEIbCKOrO KOHTPOASA AN1A YyHETHOM 3anncn oTobpasnnca 3eneHbliii daamok iy,
B aKTMBHOM yYeTHOW 3anmcK LWeKHUTe napameTpPaspelleHHoe 1 3anpeLleHHOe COAePXHMMOe, YTOBbI MPOCMOTPETb
CMWCOK paspelLeHHbIX A4/19 3TOM YYeTHOW 3anucK KaTeropuii Be6-cTpaHuL, a Tak:Ke 3ab/10KMPOBAHHbIX U1

paspeLLeHHbIX Beb-CTpaHuLL.

BHumaHue! Y1obbl co34aTb HOBYIO YYETHYI0 3anuch (Hanpumep, ans pebeHKa), BOCnonb3ynTecb NpuUBe AeHHbIMU
fanee nowarosbiMu MHCTPYKumaMn ans OC Windows 7 nam Windows Vista.

1. OTKpoiTe 3n1eMeHT YUeTHble 3anucu nonb3osaTenei. 1A 3Toro Haxkmmute KHonKy MycK (B 1€BOM HUKHEM YTy
pabouero cTona), BbibepuTe NyHKT MaHenb ynpaBaeHUs 1 LLeNKHUTE YUeTHbIe 3anucu nosb3osarteseil.

2. lLlenkHMTe YnpaBneHue y4eTHOM 3anucbio Nnoab3oBatens. Ecin notpebyeTtcs BBECTU NApOab aAMUHUCTPATOPA UK

€ro noATBeprKAeHWe, BBeAnTe Naposib N NOATBEPHKAEHME.

. Bbibepute Co3pgatb y4eTHYIO 3anUch.

4. BeeauTte nma gnsa yyeTHOM 3anucK, Bbibepute TUM yYeTHOM 3aMmncK, a 3aTEM HaXKMUTe KHOMKY Co3aaTb yY4EeTHYIO
3anuchb.

5. MNoBTOPHO OTKPOWMTE NaHeNb POAUTENBCKOrO KOHTPONA. [lnA 3TOro B rAaBHOM OKHe nporpammbl ESET Smart
Security BbibepuTe HacTpoiika > Cpeacrsa 6e3onacHOCTU > PoauTeNIbCKUi KOHTPO/Ib.

w

CopeprXumoe HUXKHeM YacTu OKHa

[o6aButb ucknoueHue ans Beb-caifta... : B COOTBETCTBUM C BALLMMM HAaCTPOMKaMM KOHKPETHbI Be6-caliT MoXKeT
ObITb paspelleH Uan 3ab1I0KMPOBaH OTAENbHO /1A Kax40M poaAUTEIbCKOM YY4eTHOM 3anmcu.
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MoKasaTb }KypHasbl: 3TOT NapaMeTp No3BONAET NPOCMOTPETb NOAPOGHbIN KypHaN AeUCTBUIA GYHKLUK
pPOAUTENbCKOTO KOHTPOSA (3a6/10KMPOBaHHbIE CTPaHWULbI, y4eTHas 3anuch, A8 KOTOPOM CTpaHULa bbina
3a6/710KMpPOBaHa, KaTeropus U T. n.). TakKe 3TOT KypHaN MOXKHO OTOUAbTPOBATb Ha OCHOBE BbI6pPaHHbIX KPUTEPHUEB,

HayKaB KHOMKY _ dunbrpaums.

PopautenbCKuii KOHTPO/b

Mocne oTKAKUYEHUA GYHKLUN POANUTENIbCKOTO KOHTPOIS 0TOBPasnTCcA OKHO a OTKAIOUUTb POAUTENbCKUIA KOHTPOADb. C
€ro NMoMOLLbI MOXHO HaCTPOUTb BpeMs, Ha KOTOPOEe OTK/oYaeTCA Takas 3awumTa. MNocae 3Toro 3HadeHne napameTtpa
nameHuTca Ha MpuoctaHoBNeHO 1AM NMOAHOCTLIO OTKAOYEHO.

BaykHo 3awmatb napameTpbl ESET Smart Security naponem. Takoi napo/ib 3agaeTca B pasgene Hactpoiika gocryna.
Ecnv naposb He 33faH, 0TobpasuTca cneaytowee npeaynpexaeHue: 3awmutute naponem GyHKUUIO POAUTENBCKOTO
KOHTPO/IA, YTO6bI NpeA0TBPaTUTb HECAHKLIMOHUPOBaHHbIe usmeHeHus. OrpaHMYeHNs, YCTaHOB/IEHHbIE B pasgese
«PoANTENBCKNI KOHTPO/Ib», PAaCNPOCTPAHSAIOTCA TO/IbKO Ha CTAaHAAPTHbIE YYETHbIE 3anncK Nob3oBaTeNeN.
MOCKONbKY aAMUHUCTPATOP MOXKET 060MTU t0Oble OrpaHNUYeHMn, TO OHW He ByayT AeNCcTBOBaTh.

Mo ymonyaHuto coeguHeHuaA no npotokony HTTPS (SSL) He dunbTpytoTca. NosToMy poaUTeIbCKUIA KOHTPOIb He
MOXeT 6/10KMpOoBaTb BE6H-CTPaHULbI, aApec KOTOPbIX HauMHaeTca ¢ npedukca https://. YTobbl aKTUBMPOBATL 3TY
bYHKUMIO, BKAtOUMTE NapameTp Bkaountb punbtpaumio npotokona SSL/TLS B8 aepese [JoNOAHUTENbHbIE HAaCTPOIKK
B pa3geneHTepHeT M 3NeKTpOoHHaA nouTa > SSL/TLS.

MPUMEYAHUE. Ona npaBunbHOM paboTbl pOAUTENILCKOrO KOHTPOAA A0MKHbI ObITb BKAtOUEHbI PYHKLMM PrunbTpauma
COJIE PXKMMOTO, NepeaaBaeMOro No NPOTOKO/1IaM NPpUNoxKeHui, NposepKa npoTokona HTTP m NepcoHanbHbIM
darepBon. M0 yMONYAHWUIO OHU BKIIOYEHDI.

4.4.1.1 Kateropuu

Ecnv psgom c KaTeropuei yctaHoBneH GaXKoK, OHa paspelleHa. Bbl morkeTe CHATb GpAarKoK 471 KOHKPEeTHOM
KaTeropumu, ytobbl 3a6/10KMPOBaTh €€ A/15 BbIOpaHHOM y4eTHOM 3anuncu.

@ HacTpofika yuerHoi sanucw - ESET Smart Security EI

OBume  Mcenrouenna — KaTeropum

»

[E] '™ HeiitpantHeie Il

|

v He pazpeweHHas N

m

¥ CTUAbL MMZHH
v OpraHuzauuu, NPaEUTENLCTEC M IOPUCNPYACHUMA

Wrpbi -

1 1 | &

<

AeHerM M $HHaHCEI

<

Ecnun HaBeCTU yKasaTenb MbllM Ha KaTeropuio, Ha sKpaH 6yAeT BbiBeAeH CNUCOK Be6-CTPaHuLL, KOTopble K Hell
oTHOCATCA. HWxKe nprBeAeHbl HEKOTopble NMPUMEPbI KaTeropuii (rpynmn), 0 KOTOPbIX NOb30BaTENAM MOKET BbITb
Heus3BeCcTHO.

® PasHoe: 06bI4HO YacTHble (NoKanbHble) IP-agpeca, Hanpumep agpeca B MHTpaceTn (127.0.0.0/8, 192.168.0.0/16 1 T.
4). Beb-caliT, Ha KOTOpOM OTOobparkaeTcsa Koz owmnbku 403 nnu 404, TakKe nonagaeT B 3Ty KaTeroputio.

¢ He paspelueHHan: JaHHasA KaTeropumsa BKAOYaeT Beb-CTpaHULbl, KOTOPble He paspeLleHbl M3-3a BOSHUKHOBEHMSA

OLIMBKM NPU NOAKAOYEHMM K MOAY 10 6a3bl AaHHbIX POAUTENIbCKOTO KOHTPOS.

bes KaTeropum: HensBecTHble BeD-CTPaHMLbI, KOTOPbIX eLle HeT B 6ase AaHHbIX POAUTE/IbCKOrO KOHTPOAS.

O6meH daitnamum: Takme Beb-cTpaHMLbl coaeprKaT 601blLIOE KONMYECTBO AaHHbIX, Hanpumep doTorpaduii, BUAEO

WKW 3NEKTPOHHbIX KHUT. CyLlecTByeT ONacHOCTb, YTO 3TU BeO-CaliTbl COAEPIKAT MOTEHLUMANBHO HEXKeNaTeAbHble
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MaTepHnanbl N MaTepuUanbl NA B3POCAbIX.

4.4.1.2 WUcknioueHusa, Kacawowmeca seb-caiitos
Beegute URL-agpec B nycToe nose nof CNMCKOM, yCTaHOBUTE G1aXKoK pAAOM C y4EeTHbIMM 3aNMUCAMU NOb30BaTENEN,

BblbepuTe v nan 0 N HaxkmuTe KHonky OK, 4to6bl £06aBUTL BbIOpaHHbIE 3/1e MEHTbI B CMUCOK. YTOObI yaanuTb
URL-agpec 13 cnucka, nocnenosaTeibHO BbibepuTe anemeHTbl HacTpoiika > CpeacrBa 6e3onacHocTu > PoauTtenbckuin
KOHTpOb > Pa3spelleHHOe 1 3anpeLieHHoe cogepkumoe. LLienkHuTe BKNaaky UcknroueHme 1A cOOTBETCTBYOLWEN
Yy4YeTHOW 3anucK, BbIbepUTE UCKIOYEHUE U HAXKMUTE YAANUTD.

@ Weckntouenne, kacaroweecn sef-caiita - ESET Smart Security EI

UcknrovueHue, kacaroweecs seb-canTa ®

Yikaxute URL-agpec eeb-caita 1 BeiBepnTe, 4AA KaKWMX YUETHEIX 2anwuce
nons20EaTENeid oH AoaxeH BuITe 230N10KVPOEEH MW PazpeLleH.

URL-aapec eeb-caita

http:/www.examplepage.com
YueTHkIe 2anucK NoAs20EaTenei

v petko-PC/petko @
«  petko-PC/User -

Bo Bcex cnuckax URL-afpecoB Henb3a MCNoNb30BaTh CneumanbHbie CUMBObI « *» (3Be3404Ka) U

«?» (BOMpoCHUTENbHbIM 3HAK). Hanpumep, BPYYHYHO HYXHO BBOAMTL agpeca Be6-CTpaHuL, C HECKONbKMMU OMEHAMM
BEpPXHero ypoBHA (examplepage.com, examplepage.sk v 1. 4.). Mpu gobaBaeHUN JOMEHA B CMUCOK BCE COAEPHKUMOE,
pacnosiokeHHoe B HEM 1 BO BCex nNoagomeHax (Hanpumep, sub.examplepage.com), byaeT paspelleHo nnm
3a6,10KMPOBAHO B 3aBUCUMOCTM OT BbIBpaHHOro Bamu AeicTemsa Ha ocHose URL-agpeca.

NPUMEYAHME. EnoKknpoBaHue nam paspelleHne KOHKPeTHOM BeB-CTpaHMLbl MOXKeT ObiTb 60/1ee TOYHbIM, YEM
610KMpPOBaHWE UM paspelleHne KaTeropum Beb-cTpanuu, ChegyeT 6bITb 0CO6EHHO BHUMATEIbHBLIM NPY U3SMEHEHUU
3TMX NapamMeTpoB M A0HaBAEHUM KaTeropum UaAKn Be6-cTpaHULbl B CMTUCOK.

4.5 O6HOBNEHME nporpammbl

PerynspHoe obHoBneHne ESET Smart Security — nyywmii cnocob obecneuntb MakCMmabHbI YPOBEHb
6e30nacHOCTM KoMmnbtoTepa. Moayb 06HOBAEHWA NOAAE PXKMBAET aKTyalbHOCTb NPOrpPammbl ABYMA cocobamu:
nytem o6HoBAEHUA 6a3bl AaHHbIX CUTHATYP BUPYCOB U NyTem 06HOB/IEHMUA KOMMNOHEHTOB CUCTEMbI.

Bbibpas nyHKT O6HOBAEHME B IN1aBHOM OKHE NMPOrpPaMmmbl, MOXKHO YBUAETb TEKYLLEE COCTOAHME 0BHOBNEHUA, B TOM
yucae Jaty v BpemMs noc/ieHero ycrnewHo BbiNoJIHEHHOTO 0BHOBIEHUS, @ TaKKe cBeAeHUA 0 HeobX0ANMMOCTH
06HOBNEeHMA. TakyKe B OCHOBHOM OKHe yKa3sblBaeTcs Bepcusa 6a3bl JaHHbIX CUTHATYpP BUPYCOB. STOT YMC/I0BOM
WMHAMKATOP NpeAcTaBnneT cobol akTUBHYIO CCbIIKY Ha CTpaHuMLy Beb-caiTta ESET, rae nepevymncnaioTcsa Bce CUrHaTypbl,
[obaBneHHble Npyu JaHHOM OBHOB/IEHUM.

TaKe MOMHO BbIMOAHUTb 06HOBAEHUE BPYUYHYIO, HaXKaB KHOMKY O6HOBUTb ceituac. O6HoBeHMe 6a3bl AaHHbIX
CUrHATYypP BUPYCOB M KOMMNOHEHTOB NPOrPaMmMbl IBIAETCA BarKHELLIE M YacTbio 0becrneyeHns NoAHOM 3aLLUTbI
KOMMNblOTEPA OT 3/I0HamMepPeHHOro Koaa. Yaenute ocoboe BHUMaHME U3yHeHUIO KOHPUTYPUPOBaHUA U paboTbl 3TOrO
npouecca. 118 nony4yeHna o6HOBAEHMIN HEOHXOAMMO aKTUBMPOBATb MPOAYKT C MOMOLLbHO BaLero AMUEH3UOHHOIOo
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KAtoya. ECM NMLEeH3NOHHBIM KAtoY He Bbla yKasaH B MpoLecce yCTaHOBKM, 3TO MOMKHO cAenaTh A1 aKTUBaL MM
nporpammsl Npu 06HOBAEHUK, YTOObI MOAYYUTL AOCTYN K cepBepam ob6HoBAeHu ESET.

APUMEYAHMUE: /InueH3MOHHbIM KNKOY NpeaocTaBisaeTca no 3/1eKTPOHHOM noyte komnaHmen ESET nocne
npuobpeTteHns ESET Smart Security.

- X
SMART SECURITY 9

O6HoBNeHue ®

& JdomawHan

CTpaHWua

P ™ Basa gaHHbix CUTHaTYp BUPYCOBE aKTyanbHa
o CKaHWpoBaHue x./
. KoMMbloTepa O6HoBNEHWE He TpeByeTca — Ga33a A3HHBX CHITHATYP BMPYCOB 2KTyanbHa.
MocnegHee ycnewHoe oBHoBNEHNE: 8.9, 2015 15:08:20

~
O OGHosneHne Bepcna Baskl 4aHHER CUrHATYP BMPYCOE: 12220P (20150908)
& Cepeuc
o Cnpaeka u

noafepxKa
® Hoeoctu @ OBHOEBNEHWE NPOrPamMMmbl

¥cTanoenenHan sepounn: 9.0.303.1

[MpoBepuTb HannuMe OBHOBNEHWIA

EMN]OY SAFER TECHNOLOGY™

MocnepHee ycnewHoe o6HOBAEHUE — AaTa nocneaHero obHosaeHMA. Ecin He oTobpakaeTcs HeAaBHAA AaTa,
BO3MOXHO, 6a3a JaHHbIX CUTHATYpP BMPYCOB HeaKTyasibHa.

basa faHHbIX CUrHaTyp BUPYCOB: HOMEP BePCUM 6a3bl AaHHbIX CUTHATYP BUPYCOB, TaKXKe ABAAIOLWMIACA aKTUBHOM
CCbIZIKOW Ha Beb-calT ESET. LLlenKHUTEe 3Ty CCbINIKY, YTOObI MPOCMOTPETb BCE CUrHATYpPbl, 40b6aBAeHHbIe B JaHHOM
obHOBNEHUMN.

Haxmute MpoBepuTb Hannume o6HOBAEHUIA, YTOObI HAUTM NOC/IEe AHIOKD AOCTYMNHYO Bepcuto ESET Smart Security.

Mpouecc o6HoBNEHUA

Mocne HaxkaTuA KHoMK1 OBHOBUTb HauMHAEeTCA 3arpy3Ka. Ha akpaH 6yayT BbiBe AeHbl MHAMKATOP BbINOAHEHUSA
3arpysKku 1 Bpems [0 ee OKOH4YaHuA. YTobbl npepBaTh Npouecc 06HOBNEHUSA, HaxkMUTe OTMeHUTb 06HoBNEHMe.
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(es[El) SMART SECURITY 9

O6HoBNEHMe ®

& JomaliHan

CcTpaHuua

p ﬁ OBHoBNAEHWe 6a3bl A3HHBIX CUTHATYP BUPYCOB

CkaHupoBaHue xJ
Q, Xog obHoeneHwna: 10 kB /0 kB

KOMMBHOTEPa Wima dhaiina: update.ver
5 OGBHoBNeHUe
Z Cepeuc
# Hactpoiika
@ Cnpaeka u

NoAdEPXKKA

@ O6HoBNEHWE NPOrPaMMbl

@ Hosoctm

Yctanosnennan sepona: 9.0.303.1

MNposepnTb HanMuwme 0BHOBAEHWNA

EM]OY SAFER TECHNOLOGY™

BHumaHue! B 06bl4HbIX 06CTOATENBCTBAX B OKHEe O6HOBAEHMe oTobparkaeTca cooblieHne O6HOBAEHUe He
TpebyeTca, NOCKO/IbKY yCTaHOB/MeHHAA 6a3a AaHHbIX CUTHATYP BUPYCOB ABAAETCA aKTyanbHOM.. Ecnv aToro
coobuieHuns HeT, nporpamma ycrapena. [py aTom NoBbIAeTCA PUCK 3aparkeHua. Heobxoammo o6HOBUTbL H6asy

[aHHbIX CUrHATYpP BUPYCOB KakK MOXHO CKopee. B npoTMBHOM cnyyae Ha 3KpaH byaeT BbiBEAEHO OHO U3 C/ie AYIOLLIMX
CoO0bLLEHUN.

Mpeablayliee yBegoMAEeHUE CBA3AHO C ABYMSA YKa3aHHbIMMU HUXKe coobLeHnamm 06 owmnbKax npu o6HOBNEHUMU
(Mpousowna ownbKa o6HoBNAEHUA 6a3 cUTHATYp).

1. HepeWcTBUTE IbHAA IMLLEH3UA: B pPa3ge/ie napameTpos 06HOBAEHWA BBEAEH HEMPaBUIbHbIN TNLEH3NOHHbIN
KNto4. PeKomeHayeTcsa NpoBepuUTb AaHHbIe ayTeHTUdUKAUMKU. B OKHe «[LONOAHUTEIbHbIE HAaCTPOMKMWY (B r1aBHOM
MeH!I0 BbibepuTe NyHKT HacTpoiika, nocne yero wenkHute [onosHUTE IbHbIe HACTPOMKM UM HAaXXMUTE KNasuLly
F5) copepskaTca paclimpeHHble napameTpbl 06HOBIEHMA. B r1aBHOM MeHI0 Nocie0BaTe1bHO LWENKHUTE
anemMeHTbl CNpaBKa U NoAaAeprKKa > U3MeHUTb INLEH3UI0 1 BBEAMUTE HOBbIN IMLEH3MOHHbIN Ktou.

2. Mpowusowna owmrbKa npm 3arpyske ¢ainnos 06HOBNAEHUIA: BOSMOXKHAA NPUUYMHA STON OLUMOKM — HENpPaBUIbHbIE
napameTpbl NogxAtoYeHUA K MHTepHeTy. PeKomeHayeTca NpoBepuTb Hanyme NoakaAtouYeHUs K UHTepHeTy
(Hanpumep, nonpobyiTe OTKPLITbL 060N Be6-canT B Bpay3sepe). Ecnm Be6-caliT He OTKPbIBAETCSA, BO3MOXHO, He
YCTAaHOBNIEHO NOAK/toYeHME K MHTEePHETY UK Ha KOMMbIOTEPE BO3HUKAN Kakne-nnbo npobiemsl ¢
noaxatoyYeHnem K cetn. ObpatuTech K cBOEMy NOCTaBLMKY yCnyr MHTepHeTa, YTobbl BbIACHWUTb, €CTb /1M Y Bac
aKTMBHOE nogKatoveHne K MHTepHeTy.
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(es[R) SMART SECURITY @
L]
1 HaligeHo ceTeEoe NoAknKUEHUE

Kakaa s3to cets?

MpoeogHan ceTe: hg.eset.com

Cetb Oﬁll_l_l.efﬂ NnoMAb30BaHWA

E, 370 oBLUEAOCTYNHEA CETh (OHA HAXOAMTCA, K NPUMEpY, B Kade,
asponopTe wK roctumuue), Jpyrue nonssceatenn BygyT BMAETE BaLL
KOMMEHOTED.

@ JomMawHaa wim opucHaa ceTs

370 HAAEKHAA AOMALLIHAA WKW oducHan cete, Jpyrue nonssosatenn

GyayT BUAETE BALL KOMMBIOTER,
3aKpbiTh

ABTOMATHYECKW NOMEYATE HOBLIE CETW KaK CETH 0BLLIErD NONBIOBAHUA.

AononHWTENBHEIE CEEAEHNA 08 3ToM CooBLUEHNN v MoapoGHocTa

NMPUMEYAHME. JononHUTENbHbIE CBEAEHMA MOXKHO HAalTWN B 3TOM cTaTbe 6a3bl 3HaHUM ESET.

4.5.1 NapameTpbl 06HOBNAEHUA

MapameTpbl 06HOBAEHMA JOCTYMHbI B AepeBe JonoaHUTeNbHble HacTpoiku (F5) B pasgene O6HoBaeHMe > O6blyHas.
B aTom pasgene npusoantca nHbopmaLuma 06 UCTOYHUKAX 0BHOBAEHMIA, TaKMX Kak cepBepbl 0BHOBNEHUM, a TaKKe
Tpebyemble ONA HUX AaHHble ayTeHTUdMKaLMK.

- | O6wume

Mcnonb3yemblil B AaHHbIM MOMEHT Npoduab 06HOBAEHNA 0TOBPaXKaeTca B pacKpblBatoLLeMcs crucke BoibpaHHbIi
npodunb. YTobbl co34aTb Npoduab, PAJOM C 31emeHTOM CNUCOK npoduneit HaxkmmTe KHOMKY U3meHuUTb, BBeguTe
Uma npoduna n Haxkmute KHonky [,06aBuUTb.

Ecnu Bo Bpems 3arpy3kun o6HOBMEeHMI 6a3bl LaHHbIX CUTHATYP BUPYCOB BO3HMKAM NPob6aeMbl, WeNKHUTE OUUCTUTD,
yTobbI yAANUTb BpeMeHHble dpaiibl 06HOBAEHUI (OUUCTUTL KoL),

OTKart

Ecnu Bbl Nogo3peBaeTe, YTo NocneaHee 0b6HOBAEHWe 6a3bl AaHHbIX CUTHATYP BUPYCOB U (MAK) Moayel Nporpammbl
noBpeKaeHo Mbo paboTaeT HECTabUNbHO, MOYKHO BbIMONHUTL OTKAT K NpeAplayLieli BEpCUU U OTKIHOYUTD
06HOB/IEHMA Ha YCTAHOB/IEHHbIN Nepuo BpeMeHU. MM MOXKHO BKIOUYUTL paHee OTK/IoYeHHble 06HOBeHUS, ecun
OHW OTNI0XKEHbl Ha HeonpeAeeHHbIN Nepuo BpeMeHM!.

ESET Smart Security co3gaeT cHUMKM 6a3bl 4aHHbIX CUTHATYP BUPYCOB M MOAY1EN NPOrpamMMbl 418 UCNONb30BaAHUSA C
byHKUMe omkama. YTobbl co34aBannCb CHUMKM 6a3bl JaHHbIX CUTHATYP BMPYCOB, O0CTaBbTe ¢iakoK Co3aaTb CHUMKHU
daiinos o6HOBNAEHMIT ycTaHOBAEHHbIM. B nosie KonnyecrBo CHAMKOB, XPaHALLMXCA I0KANIbHO YKa3biBaeTcA
KOJIMYECTBO XPaHALLMXCSA CHUMKOB NpeaplayLmx COCTOSHMIA 6a3bl aHHbIX CUTHATYpP BUPYCOB.

90


http://go.eset.eu/knowledgebase?lng=1049&segment=home&KBID=SOLN2850

Mocne HaxkaTusa KHoMKu OTKaT (JononHuTeNnbHble HacTpoiku (F5) > O6HoBAeHMe > 06Wwme) HyXKHO BbI6paTh B
PacKpbIBaOLLLE MCA CMIUCKE MEePUOo BpeEMEHMW, Ha KOTOPbIV ByaeT npuoctaHoBAeHO 06HOBEeHNE Basbl AaHHbIX
CUrHaTyp BUPYCOB M MoAy/1ei Nporpammbl.

@ PacwmnperHele napametpel - ESET Smart Security EI

PaclumpenHele napaMeTpel Q, X @

SALLIATA OT BIMPYCOB
OBLUME

OBHOB/NEHWE
Mo npodmns
MEPCOHASBHEIA

OAEPEON 2 ocHoBHOE

Tun oBHoBAEHKA PerynapHoe oBHoBREHKME '
WIHTEPHET 1 3NEKTPOHHARA
No4TA CTKNHONHTE YBEADMNEHNA O 3aBEPLLEHMN 0GHOBAEHKA X [ ]

KOHTPOMb YCTPOIACTE
PEXXMM OBHOBAEHWA

CMYAEEHBIE MPOTPAMMEI

B MNPOKCW-CEPBEP HTTP
WMHTEPDEINC

MoAL30BATENA

Ons obecneyeHns NpaBUAbHOM 3arpy3kM 06HOBNEHUIA HEOBXOANMMO KOPPEKTHO 334aTh BCE NapameTpbl 0OHOBAEHUIA.

Ecnmn ncnonbsyetcs paepBos, nporpamme A0AXKHO ObITb paspelieHo 0bMeHMBATbCA AaHHbIMKU Yepe3 NHTepHeT
(Hanpumep, Nnepeaaya gaHHbIX No npoTtokony HTTP).

= OcHOoBHOE

Mo ymonyaHuto ana napameTtpa Tun o6HOBAEHMIM 330aH0 3HaYeHMe PerynapHoe o6HoBNeHMe. OTO 03HAYaEeT, UTo
dainbl 06HOBNEHMIA By AYT aBTOMATUYECKM 3arpy»KaTbcs ¢ cepBepa ESET ¢ MUHMMANbHbIM Pacxoaom Tpaduka.
TectoBble 06HOBNEHUA (NapameTp TecToBoe 06HOBAEHMUE) — 3TO OOHOBNEHMA, KOTOPbIE Y3Ke NPOLLIN NOJTHOe
BHYTPEHHee TeCTUpPOBaHMe 1 B baumKalwee Bpems 6yayT 4OCTYNMHbI BCEM MO/1b30BaTeNAM. [IpenmyLecTBo mx
MCMO/1b30BaHMA 3aK104AETCA B TOM, YTO Y BacC NOABAAETCA AOCTYN K HOBEMLWMM MeTOoAam 0BHapYKeHUA U1
ncnpasaeHuam. OgHaKko Takne ob6HoBAEHMA MHOTAA MOTYT BbITb He4OCTaTOYHO cTabubHbl U HE JOJ1KHbI
MCMO/1b30BaTbCA Ha MPOU3BOACTBEHHbIX CEPBEPAX U PaboUMX CTaHUMAX, rae HeoBX0oaMMbl MaKCUMMabHble
paboToCnoCcobHOCTb M CTabUNBHOCTD.

OTKAIOYMTb YBEA,0MJIEHMA O 3aBePLUEHUN OGHOB/IEHUA: OTK/ItOYaET yBEAOMIEHMA Ha NaHe M 33434, oTobparkaemble
B MPABOM HUMKHEM YI/1y 3KpaHa. ITOT NapameTp yA0O6HO MCMO/1b30BaTb, EC/IM KaKoe-11Mb0o NPUNOKEHNE UM UMPa
paboTaeT B NO/HO3KPaHHOM pekume. OBpaTuTe BHMMaHUE, YTO B PEXKMME NpPe3eHTaLmMli Bce yBe4OM/IEHUA
OTK/IIOYEHbI.
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4.5.1.1 Npodunm o6HoBNEHUA

Mpodurnm 06HOBAEHNA MOMKHO CO34aBaTh AN PA3TUUHbIX KOHOUIYPaLKMiA U 3a4a4 06HoBNeHMA. Co3aaHne npoduneit
0bHOBNEHMA 0COBEHHO NONE3HO 4/15 NOJb30BaTeIeit MOBUIbHbIX YCTPOMCTB, KOTOPbIM HEOBX0AMMO CO34aTb
BCMOMOTaTe IbHbI MPOodUIb 415 PErYNAPHO MEHAIOLLMXCA CBOMCTB MOAKIOYEHUA K VIHTEpHeTY.

B packpbiBatoLeMca MeHto BbibpaHHbIi npodunb oTobparkaeTca TeRywmin npodunb. Mo ymonyaHuio ato Mo
npodunb. A co3gaHmsa HoBoro Nnpoduns wenkHute NMpodunu..., 3atem [106aBUTb... M BBEAUTE HYKHOE UMA
npoduna. MNpu co3gaHMn HOBOTO NPOdUIA MOXKHO CKOMMPOBATb MapameTPbl U3 YXKe CYLLeCTBYIOLWero npoduns,
BbIGpaB ero B packpblBatoLleMca MeHto KonumpoBsaTb HacTpoliku npoduns.

4.5.1.2 [ononHuUTeNbHble HACTPOUKKU O06HOBNEHUA

[na npocMmoTpa pacliMpeHHbIX MapameTpoB 0O6HOBAEHUS WeKHUTEe HacTpoiika.... PaclumpeHHble napameTpbl
06HOBNEHMA NO3BOJIAKOT HACTPOUTL pPeXUM 06HOBAEHUA, NPOoKcU HTTP 1 I0KanbHYIO ceTb.

4.5.1.2.1 PexXum obHOBNEHMUA

Brknagka Pexxum obHoBNEHUA COAEepPXUT NapaMeTpPbl, OTHOCALLMECA K 0b6HOBNEHUSAM KOMMNOHEHTOB nporpammeil.
lNporpamma no3sonaeT npegonpenesintb ee NoBeJeHUe B TeX CAy4anx, Koraa CTaHOBATCA AOCTYMNHbI obHoBNEHMUA
KOMMOHEHTOB.

Mpu 06HOBNEHMN KOMMOHEHTOB NPOrPaMMbl aKTUBUPYHOTCA HOBbIE GYHKLMKU UM BHOCATCA U3MEHEHMSA B yXKe
cyuwecteytowpe. Mocne ycTaHOBKM 06HOBAEHMIN KOMNOHEHTOB NPOrPaMMbl MOXKET NoTpeb0oBaTbCA NepesarpysKka
KomnbtoTepa.

O6HoBnEHMKE NPUNOXKEHUA: KOraa 3TOT NapamMeTp BKAKOYEH, obHoBNEHME KaxXa0ro M3 KOMNOHEHTOB NPOrpamMmmbl
6y,qu BbIMO/THATBCA aBTOMATUHECKN, 6e3 3anpocos u yBeAOM/'IEHMﬁ.

Ecnu yctaHoBNneH ¢pnarkoK 3anpawmeaTb NOATBEPXKAEHUE Nepes, 3arpy3Koi 06HOBAEHUSA, NPY NOABAEHMUM HOBOTO
obHOoBNEHUA ByaeT oTobpaKkaTbCa yBeAOM/IEHME.

Ecnu pasmep ¢aina obHoBneHMs Boblue 3HaYeHNA, yKa3aHHOro B MapameTpe 3anpalmneatb NOATBEPXKAEHUE, ECAU
pasmep o6HoBneHuA npeBbiwaeT (KB), 6yaeT oTobparxkaTbca yBeJoMAEHME.

4.5.1.2.2 Tpokcu-cepsep HTTP

[ns goctyna K napameTpam HacTPOMKKU NPOKCU-cepBepa AN KOHKPETHOro Npoduna 06HOBAEHUI LeNKHUTE
anemeHT O6HOBNEHMe B AepeBe [onoaHUTENbHble HAacTPoiiku (F5), a 3aTem MpoKcu-cepsep HTTP. BbibepuTe B
pacKpblBatoLLLEMCA CMIUCKEe PeXXMM NPOoKCU-cepBepa OAMH U3 TPeX NepedncieHHbIX HUKe BapuaHTOB.

® He MCNoNb30BaTb NPOKCU-CEPBEP
e CoeZMHEHME Yepes NPOKCK-cepBep
¢ [cnonb3oBaTtb 0bLiMe NapameTpbl MPOKCU-cepeepa

Ecnu BbI6paTh BapmaHT Mcnosib3oBaTb 06w Me napameTpbl NPOKCU-cepBepa, byayT MCNo/1b30BaTbCA NapameTpbl
KOHdUrypaLmmn NpoKcK-cepBepa, yxe 3afaHHble B pasgene CnyxebHble nporpammbl > MpoKcu-cepeep gepesa
paclMpeHHbIX MapameTpos.

Bbibepute BapnaHT He MCNob30BaTb NPOKCU-CEPBEP, UTOObI YKa3aTb, YTO NPOKCU-CepBEpP He ByAeT UCNO1b30BaTbCA
ana obHosneHua ESET Smart Security.

®naxok CoepguHeHue yepes3 NnpoKCcu-cepsep 001KeH 6bITb YCTaHOB/1EH B Cie AYHOLWUX Cny4danx.

® [1na obHoBneHus ESET Smart Security 4onKeH UCNO/1b30BaTbCA MPOKCU-CEPBEP, OT/IMYHBIN OT YKa3aHHOTO B
rnobanbHbIX NapameTpax (CayxebHble nporpammbi > MpoKcu-cepeep). B 3ToM c/iyyae HYXKHO yKasaTb
napameTpbl: Mpokeu-cepsep (agpec npokecun-cepsepa), MopT cBssm (No ymonyaHuio 3128), a Takke Umna
nonv3osarens v Maponb 415 NPoKcK-cepBepa (ecin oHn TpebyroTcs).

® He 6b111 3afaHbl 06LLMe NapamMeTpbl NPOKCU-cepBepa, ogHako ESET Smart Security 6yaeT noAKN04aTbCA K NPOKCU-
cepBepy AnA Noay4yeHus obHOBAEHUN.

e KomnbloTep noaKkntouaeTca K MHTepHeTy yepes npoKeu-cepsep. NMapameTpbl 6epyTtca us Internet Explorer s
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npouecce yCTaHOBKM MPOrpammbl, HO MPU X USMEHEHUU BIOCAEACTBMM (Hanpumep, Npy CMeHe NocTaBLLMKa yCayr
NHTepHeTa) Hy»KHO yb6eauTbCs B TOM, YTO YKa3aHHbIe B 3TOM OKHe napameTpbl Npokey HTTP BepHbl. Ecin aToro He
caenatb, NporpamMma He CMOMKET NOAKNYATbCA K cepBepam 06HOBAEHUIA.

Mo ymon4aHuIo yCcTaHOB/IEH BapuaHT Mcnonb3oBath o6Lime napameTpbl NPOKCU-cepBepa.

NPUMEYAHMUE. [aHHble ana ayTeHTUMKALMM, TaKMe KaK MMA NOJIb30BaTeNA U Napob, NpeaHasHavyeHbl 411
[0CTyna K NPOKCU-cepBepy. 3an0HATL 3T NOAA HEOHXO0AMMO TONBKO B TOM CAyYae, eCcin TpebytoTcsa nms
nosib3oBaTe A U naposb. O6paTuTe BHUMAHME, YTO 3TM MOJIA HE MMEIOT OTHOLIEHUA K UMEHW NONb30BaTENSA U
naposto ana nporpammbl ESET Smart Security v onKHbl 6bITb 3aN0AHEHbI TO/ILKO B TOM C/ly4ae, eCn NoAKNoYeHMe
K MHTepHeTy ocyLLecTBASETCA Yepes 3alLMLLEHHbIN NapoaeM NPoKCcnu-cepeep.

4.5.1.2.3 TMMoaKn4aTbCA K IOKAJIbHOW CeTU KaK

Mpu o6HOBAEHUU C NOKANbHOTO cepBepa nog ynpasneHnem OC Windows NT no ymonyaHuto TpebyeTca
ayTeHTUOMKALMA BCEX CETEBBIX NOAKAOYEHUNA.

Y1006bI HACTPOWUTb TaKYHO YYETHYIO 3aNnncCb, Bblbe puTe B paCKkpbiBakoLWeMCA CNUCKeE Twun noKanbHOro nosb3oBarensa
OAUH U3 YKAa3aHHbIX HNXXe BapUNaHTOB!

e CucTeMHas yyeTHasa 3anucb (No yMmoiuYaHuio);
® TeKyL,Mit N0Nb30BaTEb;
® YKasaHHbI! N0/b30BaTe/ib.

BbibepuTe BapMaHT YueTHas 3anucb cucTembl (Mo yMOYaHUIO), YTOObI MCNONb30BaThb ANA ayTEHTUDUKALUM YUETHYHO
3anucb cucTembl. Ecnv gaHHble ayTeHTUPUKALMK B I1aBHOM pasgesie napameTpoB 0OHOBEHWUI He YKa3aHbl, Kak
npasuao, Npouecca ayTeHTUOUKaALMM He MPOUCXOAUT.

[ns Toro ytTobbI MPOrpamMmma MCrno/ib3oBana ana ayTeHTUOUKaLMUM YyYEeTHYHO 3anucb, N0 KOTOPOM B AaHHbIN MOMEHT
BbIMOJIHEH BXOJ, B CUCTEMY, BblbepuTe BapmnaHT TeKyLwmuii noNb3oBaTe ib. HeJOCTAaTOK 3TOro BapMaHTa 3aK/1toyaeTca B
TOM, YTO NMPOrpaMma He MOXKET MNOAKIOUNTLCA K cepBepy OOHOBAEHUN, eC/U B AAHHbIA MOMEHT HU O4MH
No/Ib30BaTe/ib HE BbINO/IHWUA BXO4, B CUCTEMY.

BbibepuTe YKasaHHbIA N0b30BaTe/1b, EC/IM HY}KHO YKa3aTb YYETHYIO 3aMuCb NO/1b30BaTeNA /18 ayTeHTUPUKaL MK,
I3TOT MeToZ cnesyeT UCMOJIb30BaThb B TEX C/1Y4YanX, KOr4a HEBO3MOXKHO YCTaHOBUTb COeAMHEHME C MOMOLLBHO YY4ETHOW
3anuncu cuctembl. ObpaTUTe BHMMAHME Ha TO, YTO yKasaHHan yYeTHasA 3anucb A0/IKHA 06/1a4aTb NpaBamMmm Ha ZOCTyN K
KaTa/iory Ha 10KasnbHOM cepBepe, B KOTOPOM XpaHATcA dalinbl 06HOBNEHMIN. B NPOTUBHOM CyYae Nporpamma He
CMOXKET YCTaHOBUTb COeANHEHME U 3arpy3nTb OOHOBAEHMS.

BHumaHue. Ecnv BbibpaH BapnaHT TeKyLuii NnoNb30BaTe b MM YKa3aHHbI N0/1b30BaTe/Ib, MOXKET NPOM30MNTH
OLWNBKaA NPU M3MEHEHUWN YYETHOM 3anMcK NporpaMmmbl. B rnaBHoOM pasgene napameTpoB 06HOBAEHUSA
peKoMeHAayeTCcs YKasblBaTb AaHHbIe 41 ayTeHTUGMKaAUMK B IOKaIbHOM ceTW. B 3ToOM pasaene napameTpos
06HOBNEHUI YKaXKUTE AaHHble ayTeHTMOUKaLMK cheayowmm obpasom: ums_o0omeHa\rnosb3zosamerns (a ana
paboueit rpynnbl paboyaa_epynna\umsa) v naponb. Mpu 06HoBAEHMM NO NpoToKoay HTTP ¢ cepBepa I0KaibHOM ceTH
ayTeHTUdMKaLumm He TpebyeTcs.

Bbi6epute napameTp OTKAIOUMTLCA OT cepBepa Nocsie 3aBepLueHns 06HOBAEHUA 418 NPUHYAUTEIBHOTO
OTK/IHOUYEHUSA, €CNM NOAKNOYEHNE K CEPBEPY OCTAETCA aKTUBHbIM NOC/IE 3arpy3Kn 06HOBAEHMA.
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4.5.2 OTKaTt o6HOBNEHUA

Ecam Bbl Nogo3peBaeTe, 4To nocneaHee o6HoBAEHME 6a3bl AaHHbIX CUTHATYP BUPYCOB M/MAK MoAayneit Nporpammbl

HeCcTabunbHO MW MOBPEKAEHO, Bbl MOXKETE BbINONHUTL OTKAT K NpeablayLue il BEPCUN U OTKIOUYUTb OBHOBNEHMSA Ha
YCTaHOB/IEHHbIN Nepuos BpeMeHU. an MOXKHO BKHOUUTb paHee OTKI0YEHHbIEe OOHOBNEHUSA, €C/TM OHWU OT/IOMKEHbI

Ha HeonpeZeNeHHbI Neproa BpeMEHMU.

ESET Smart Security genaeTt cHUMKM 6a3bl 4aHHbIX CUTHATYP BUPYCOB M MOAY el NPOrpammbl 4158 UCMO1b30BaHUSA C
byHKUMe omkama. Ytobbl co3aaTb CHUMKM 6a3bl AaHHbIX BUPYCOB, ycTaHoBUTe diaxkoK Co3aarb cHUMKK Ppainnos
o6HoBneHwmit. B nosie KoAnyecTBo CHUMKOB, XPaHALLMUXCA JIOKaZIbHO YKa3blBaeTCA KOIMYECTBO XPaHALWMXCA CHAMKOB
npeaplaywmx 6as AaHHbIX CUTHATYpP BUPYCOB.

Mocne Bbibopa OTKaT (JonoNHUTEeNbHbIE HACTPOIiKK (F5) > O6HOBNEHME > [lONO/THUTENBHO) B PacKpbIBatOLLLEMCA
MeHto NprocTaHoBUTb 06HOBNEHUA BbiIbEPUTE NMPOMEKYTOK BPEMEHMW, Ha KOTOPbIN ByaeT NPUOCTaHOBNEHO
06HOBIeHMe 6a3bl JaHHbIX CUTHATYP BUPYCOB M MOAy/1el MPOrpammbl.

@ PacwmperHele napametpel - ESET Smart Security EI

Otkar ?

Mpogon#UTeNEHOCTE Hal2y v | O

Ha 24 y
Ha 36 u
Ha 48 u

Ao oTzeiE

BbibepuTe BapuaHT [0 OT3bIBa, YUTOObI OTN0XKNUTbL PeryApHble 06HOBAEHUA Ha HeoNpeaeIeHHbI Nepuosg Bpe MeHH,
noka ¢pyHKUMA 06HOBNEHWI He ByeT BOCCTAHOB/IEHA BPYYHYIO. MOCKO/IbKY OH NOABEPraeT CMCTEMY OMACHOCTH, ero
He peKoMeHAyeTCsa UCNO1b30BaTb.

Mocne oTkaTa KHoNKa OTKaT 3ameHsAeTca Ha PaspewwmnTb 06HOBAEHUA. Ha NpOTANKEHUM NepMoaa BPEMEHM,
BbIGPAHHOTO B pacKpblBaloLWEeMc MeHto NpUocTaHoBUTb 06HOBNEHUA, 06HOBAEHMA He Npou3BoAATCA. Mporpamma

BO3BPALLLAETCA K CAMOI cTapoli Bepcmm 6asbl ZaHHbIX CUTHATYP BUPYCOB, KOTOPAA XPaHUTCA B KAYeCTBE CHMMKA B
$bannoBol cucteme 10KanbHOMO KOMMbIOTEPA.
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@ PacwmnperHele napametpel - ESET Smart Security
PacluMpeHHble NapaMeTphl Q
~
SALLIATA OT BPYCOB
B obwWwmE
OBHOBNEHWE
BeiBbpanHeli npoduie Moii npodune v | D
HEPHCOHMbeM Cnucok npodunei MzmeHnT [ ]
QAKMEPEON
WIHTEPHET 1 3NEKTPOHHARA 0 6 - pa—
NOUTA YMCTWTE K31 0GHOBAEHKI
KOHTPOMb YCTPOIACTE
OTKAT
C/IVKEBHBIE MPOTPAMME| Co3gate cHUMEN dainoe oBHoBNEHNA [i ]
MHTEPDEIAC KonuuecTeo NoKaNEHO XPaHMMEIX CHUMKOE 25 O
NONb30OBATENA
OmkaT K npegelayLLM dafinam oBHoeneHNA Ormkar
Mol npodunb
OCHOBHOE
PEXXMM OBHOBAEHWA
- W

MNpumep. NMpegnonoxmm, nocnegHen sepcum 6asbl AaHHbIX CUTHATYP BUPYCOB NPUCBOEH Homep 6871. Bepcum 6870 n
6868 xpaHATCA B KauecTBe CHUMKoB. ObpaTuTe BHMMaHMeE, YTo Bepcua 6869 HeAOCTYyNHA, MOCKO/bKY, Hanpumep,
KOMMbloTep OblN BbIKAOYEH M 6olee HOBasA Bepcua 06HOBNEHMA CTana AOCTYMHA A0 TOro, Kak bblia 3arpy»KeHa
Bepcua 6869. Ecnv B none Konnyecrso CHUMKOB, XPAHALLUXCA JIOKAIbHO YCTAHOBUTL 3HAYEHUE 2 U HaXKaTb KHOMKY
OTKart, nporpamma BepHeTcs K Bepcum 6868 6a3bl 4aHHbIX CUTHATYP BUPYCOB (BKIOYas MOAYM NPOorpammsl). 3T
MOMKET 3aHATb HEKOTOpOEe BpeMsa. YTobbl NpoBepUTb, NPOU3BEAEH I OTKAT K NpeaplayLLeli BEPCUM, B /TaBHOM OKHe
ESET Smart Security oTkpoiiTe pasgen O6HoBaeHMe.

4.5.3 CospaHue 3agay o6HOBNEHUA

O6HOBNEHME MOKHO 3aMyCTUTb BPYYHYIO, Haxas O6HOBUTb 6a3y AaHHbIX CUrHaTypP BUPYCOB B OCHOBHOM OKHE,
KoTopoe nosssseTcsa nocae Bbibopa nyHKTa O6GHOBAEHUE B INaBHOM MEHIO.

O6HOBMIEHUSA TAaK}KE MOMKHO BbINOIHATL KaK 3an1aHMPOBaHHY0 334a4y. 1158 KOHPUIypMpoBaHUs 3an1aHMPOBaHHOM
3afauun nepeiamnTe B pasgen CayxebHbie nporpammbi > MnaHupoBLMK. Mo ymonyaHuio B ESET Smart Security
AKTUBMPOBaHbI YKa3aHHbIE HUKE 3aa4K.

® PerynapHoe aBTomaTtnyeckoe obHOBNEeHUE
® ABTOMaTUuyecKkoe o6HOBNAEeHUe nocne YCTaHOBKU MO4eMHOro coeguHeHus
® ABTOMaTUyeckoe 06HOBNEHUE Nocne BXOA4a no/ib3oBartenAa B cUCtemy

Kaxkayto 3agayy 06HOBNEHMSA MOXKHO U3MEHUTb B COOTBETCTBUM C KOHKPETHbIMK TpeboBaHuAMK. Kpome 3aza4y no
YMONYAHMUIO MOMKHO CO3/aTb ApYrne 3a4a4m 06HOBEHMA C NOb30BaTEIbCKMMM HAaCTPOMKaMW. JONONHUTENbHYIO
NMHOOPMALLMIO O CO34aHMMN U HACTPOIKe 33434 06HOBAEHMSA CM. B pasaese N1aHUPOoBLUMK.

95



4.6 CnyxxebHble nporpammbl

B meHIo CepBuUC NepeymnciieHbl MOAyaM, KOTOPbIE NO3BO/IAOT YNPOCTUTbL NPOLLECC aAMUHUCTPUPOBAHNA NPOrPaMmmbl,
N TaK¥Ke COAEPKUT AOMNONHUTENbHbIE BO3MOXKHOCTM aAMUHUCTPUPOBAHMA /15 ONbITHLIX MOJIb30BaTeNEeN.

SMART SECURITY 9 -
Cepeuc ®

& JomalHan
sl bl s F 3almMTa BAHKOBCKOW OMNaThI AHTHMEOD
CKa HmpoBa HUe E' 3ELLI,I.'1TI."ITE CBOW NMYHEIE JaHHEBIE I'IFIM 3ELLI,I.'1TI.'1TE CEOWH I(EIMI'IbI'DTEp, ytofibl B Cﬂ}"—IEE
Ot HCMNoONB3GEaAHWK HHTEFIHET-&EHKMHI’E KFIE)KM Ero MoHo Belno HaATKH
KOMIMbHOTEpa
= (O6HoBAeHMe
o rd ,ﬂ,OI‘IOJ‘IHMTE.ﬂbeIE CpeACTBa
= CEPBHC rd JonoAHWTENEHBIE CPEACTER ANA 33LLMTHI
- BALUEND KOMMOBHITEDS W YNPABNEHHWA MM
## HacTpoliika
o Cnpaeka u
nofgepxka
@ Hoeoctu

EM|OY SAFER TECHNOLOGY™

3awmTta 6aHKOBCKUX naaTtexeit: ESET Smart Security 3awpmuaetT Homepa KpeaUTHbIX KapT U apyrue
KOHMAEHUMANbHbIE NMYHbIE AaHHbIE NPU UCMNOJ1b30BaHUN Be6-CaliTOB MHTEePHET-6aHKMHIa Uan Beb-caiToB onnathbl
B8 IHTepHeTe. byaeT 3anyLueH 3aumLeHHbI 6pay3ep, 4Tobbl 06ecneyunTb AONONHUTEIbHYHO 3aLLUTY A9 HAHKOBCKMX
onepauui.

AHTMBOpZ BbIAB/IAET MeCTOHaXxoXaeHue nponaswero yCFpOVICTBa B Ciy4ae noTepu Uan KpaxXm n nomoraeT HaNTK ero.

LLenkHuTe CnykebHble nporpammbl B ESET Smart Security, 4Tobbl 0TO6pa3uTb Apyrue cpeacTsa 4/1s 3almUThbl BalLero
KOMMbloTepa.
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4.6.1 CnyebHbie nporpammbi B ESET Smart Security

JeHb lononHUTeNbHblE CPeacTBa : B 3TOM MEHIO NpeAcTaBAeHbl MOAYAN, KOTOPble NMOMOratoT yNpPOCTUTb NpoLecc
AAMUHUCTPUPOBAHUA MPOrPaMmMbl, a TaKXKe coaepaTtca 40NONTHUTe/IbHble BO3SMOXHOCTU aAMUHUCTPUPOBAHUA ONA
OMbITHbIX NO/Ib30BaTENEN.

— X
(es[zh) SMART SECURITY 9
@ ,ﬂ,OI'IOﬂHHTEﬂbeIe cpeacrea ®

& JomMaluHan

CTpaHuLa Dannbl XypHana 3anyweHHble Npouecch

Cka HUpOBaHKe 5 CeegeHna oBo BCex BakHbI COBBITHAX Ceegenva o penyTaumw Ha ocHose ESET
O, nperpammMel LiveGrid®

KOMNEKTEPa
3 OBHOBASHME P Cratvcivka cucTembl 3allmnThl MoHwTopWHr

(b CTaTMCTUKE Yrpos 1 crama @ DalinoBan CHCTEMA W CETEBAR BKTMBHOCTB
&= Cepsuc
O CeTesble NOLKNHIYEHMA

£ HaCTpOﬁKa ﬁ OB30p ycTaHOBNEHHBIX COEANHEHWNH
0 Cnpaeka u

NnoAnep>Ka

ESET SysInspector [MnaHMpoOELWKK
QOBOCTH eacTeo cBopa nogpobHb CBESEHMIA NpasneHne 3aga4am 1 NX NIaHNPoBaHNE

® H Cp Gopa noapot i Ynp P

CHCTEME

ESET SysRescue Live

CpeacTen yA3NEHNA BPESOHOCHBE NPOrParm

= @

OTnpaenTe hain AnA aHannsa ,& KapaHTtuH
OTnpasuTe daiin B MCCNEL0BATENBCKYHD L 3apaxeHHble Gainel, xpaHaLLMECA B
nabopatopuro ESET Be3onacHomM MecTe

EN]OY SAFER TECHNOLOGY™

B aTOM MeHI0 NpeacTaBaeHbl cneayolime Cﬂy)KE6HbIe nporpammsbl.

daiinbl }KypHanos

|5
@ CTaTuCTUKa 3alnThl

@ HabnoaeHuve

@ 3anyuweHHble npouecchl (ecnn moaynbThreatSense BkatoyeH B nporpamme ESET Smart Security)

[m]
ﬁ CeTeBble nogxntodeHna (ecnmn NMepcoHanbHbIN danepBon BKAOYEH B nporpamme ESET Smart Security)
ESET Syslnspector

@ ESET SysRescue Live: nepeHanpanaseT Ha cTpaHuuy ESET SysRescue Live, c KOTOpOIM MOXKHO 3arpy3unTb 06pas
ESET SysRescue Live nau Live CD/USB Creator a/1a onepaumoHHol cuctembl Microsoft Windows.

® MnaHWpoBLINK

A OTnpaBKa 06pasLa Ha aHa/IM3: BO3MOMKHOCTb OTNPABUTb MOA03PUTEbHbIN aiii Ha aHau3 B
nccnegoBaTtenbckyto nabopatoputo ESET. [lnanoroBoe oKHO, OTKpbIBalOLEeca Npu UCNOAb30BaHUN 3TON GYHKLNMK,
OMMUCaHO B JAaHHOM pa3aerne.

& KapaHTuH

MPUMEYAHUE. KomnoHeHT ESET SysRescue moxeT 6bITb HepoctyneH ans OC Windows 8 B 6onee paHHUX Bepcuax
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npoaykToB ESET. B Takom c/iydyae pekoMeHayeTcsa 06HOBUTL COOTBETCTBYOLMM NPOAYKT UM co34aTb AMCK ESET
SysRescue B gpyroi Bepcum Microsoft Windows.

4.6.1.1 ®Painbl KypHana

dalinbl )KypHana cogepat UHGOPMALMIO O BaXKHbIX MPOrPaMMHbIX COBbITUAX U NPeAOCTABAAT CBOAHbIE CBEAEHMA
06 0bHapyKeHHbIX yrpo3ax. BegeHue KypHana ABASETCA BaXKHENLWNM 371 MEHTOM aHaM3a CUCTEMbI, 0OHaApPYKEHUA
yrpo3 1 ycTpaHeHus npobnem. OHO BbINOIHAETCA B GOHOBOM perkmMme H6e3 BMellaTe 1bcTBa Nob3oBaTens. JaHHble
COXPaHAKTCA B COOTBETCTBUM C TEKYLLMMM NapameTpamm CTeNeHn AeTaaunsaumm KypHana. NpocmaTpumBaTb TEKCTOBbIE
coobuleHns n Galnbl }KypHana, a TakKe apXMBUPOBATb UX MOXKHO HenocpeacTBeHHO B cpeae ESET Smart Security.

MonyunTb JOCTYN K daitiam }KypHasa MOXKHO 13 /1IaBHOTO OKHa MPOrpamMmbl, LLENKHYB 3iemMeHT CayyKebHble
nporpammbl. > lononHutenbHble cpeacTBa > Paiinbl 3KypHana. BbibepuTe HyKHbIV TUN KypHana B
packpbiBatoLemca meHto HypHan. JocTynHbl YKasaHHbIe HUXKe KypHanbl.

® O6Hapy)KeHHble Yrpo3bl: }KypHa yrpo3 coAe pHuUT NoapobHyo MHGOPMALMIO O 3aparkeHUsAX, 0OHapPYHKEHHbIX
nporpammotii ESET Smart Security. B }kypHane coxpaHseTca uHdopmMaLma o BpeMeHU 0bHapyKeHun, Ha3BaHUMU
Yrpo3bl, MecTe 06HapyXeHUs, BbINONHEHHbIX AeUCTBMAX U MMEHW NO/Ib30BaTeNA, KOTOPbIN HAXOAMCA B CUCTEME
NpwW 06HApYKEHUU 3apaxKeHUs. [BaxKapl WEeAKHUTE 3anucChb )KypHaaa Aaa NpocMoTPa NoapobHOro coae pHRMmoro B
OTAE/IbHOM OKHe.

® Cob6bITUA: B XKypHaie cobbITUIA PErMCTPUPYIOTCA BCE BayKHble AeNCTBUS, BbINoHAEMble Nporpammoit ESET Smart
Security. OH cogep*KuUT MHbOPMaLMIO 0 COBbITUAX U OWMBKax, KOTOPbIe MPOM30LL/M BO BpeMs paboTbl NPOrpammb.
OH J0neH NoMoraTbh CUCTEMHbIM aAMUHUCTPATOPaM M NOb30BaTENIAM peluaTh NPobiemsl. 3a4acTyo
NMHGOPMaLMA, KOTOPAA COAEPKUTCA B ITOM KypHane, OKasblBaeTCcsA BECbMa NoNe3HONM Npu pelueHun npobaem,
BO3HMKAOLLMX B paboTe Nporpammbl.

¢ CKaHMpoBaHMe KOMMbIOTEPA: B 3TOM OKHE 0TO6paKaloTca pesy/ibTaTbl BCEX BbIMNOJIHEHHbIX BPYYHYHO UK
3an/iaHNPOBaHHbIX OMepaLMii CKaHMPOoBaHUA. Kaxaan CTpOKa COOTBETCTBYET OAHOM NPOBEpPKe KOMMboTepa. YTobbl
MoOAYy4YUTb NOAPO6HYI0 MHGOPMALMIO O TOM MM MHOM ONEPaLUN CKAHUPOBAHUA, ABAMXKADI LLENKHUTE
COOTBETCTBYHOLLYHO 3amMmChb.

e HIPS: 30ecb cofepKaTca 3anmcy 0 KOHKPETHbIX MPaBuiax CUCTEMbI NPeA0TBPaLLEHNA BTOPXKEHMWI HA y3e/, KOTopble
nomeyeHbl NS perncrpaumm. NMpoToKoa NoKasbiBaeT NPUIOXKEHME, KOTOPOE Bbi3Ba/O OMepaLmio, pesybtaT
(pa3speleHne N 3anpeLleHe Npasuaa) U MMa CO3A4aHHOro npasuma.

® MepcoHanbHbI PpaiiepBon: B }KypHane cobblTUi paepBosia 0TOOpaKatoTCA BCE NMOMbITKM aTaK U3BHE, KOTOPble
6b1n11 06HapyKeHbl NepcoHanbHbIM paliepBosom. B Hem HaxoamTca nHGopmauma 060 Bcex aTakax, KoTopble bblan
HanpaB/ieHbl Ha KOMMbIOTEP NOb30BaTeNA. B cTonbue Cobbimue oTobparkatoTca 06HapyKeHHble aTaku. B
cTonbue Mcmo4vHUK yKasblBAOTCA ONOHUTE IbHbIE CBEAEHMA O 3/I0YMbILLAEHHMKe. B ctonbue Mpomokon
nepeyncnaTca NPOTOKOAbl 06MeHa JaHHbIMM, KOTOPbIE UCMO/1b30BAIUCD A/18 aTaKWU. AHaNNU3 }KypHana dpaiepsona
MOKEeT MOMOYb BOBPEMS OOHAPYKMTb MOMbITKMN 3apakeHNa KOMMNbOTepa, YToObl NPeaoTBPaTUTb
HeCaHKLUMOHMPOBAHHbIN AOCTYN Ha KOMMbIOTEP.

® OTpunbTpoBaHHbIE Be6-CaiiTbl: 3TOT CNMCOK UCMOIb3yeTCa A MPOCMOTPA CNMCKA Beb-caiToB, 3ab10KMPOBaHHbIX
NpY MOMOLLM 33LMTbI AOCTYyNa B MHTEpHET MAK poauTeIbCKOro KOHTPOASA. B 3Tux ypHanax oTobparkaeTca Bpems,
URL-aspec, Nnonb30BaTe b Y MPUNOXKEHMWE, C MOMOLLI KOTOPOTO YCTAaHOBEHO NOAK/IOYEHNE K KOHKPETHOMY BeEb-
camty.

® 3auMTa oT cnama: COAEPXHKUT 3aMncu, CBA3aHHbIE C COO6U.I,€HVIFIMVI 3HEKTpOHHOl7'I MO4Tbl, KOTOpPbIE 6bl1 NOMEeYeHbI
KaK Cnam.

® PopuTeNbCKUIA KOHTPO/Ib: COAE PHKUT CMINCOK BEB-CTPaHML, paspelleHHbIX UK 3a6/10KMPOBaHHbIX GyHKLMEN
poauTeNbCKOro KOoHTpoAsA. B ctonbuax Tun coomeemcmeus v 3HayeHUs coomeemcmaus yKasaHbl CBeAeHUsA O
NPUMeHeHMM NPaBma GUAbTPALUMN.

® KOHTPO/Ib YCTPOIACTB: COZE PHKUT CMIUCOK NMOAKAOUYEHHbIX K KOMMbIOTEPY CbEMHbIX HOCUTE/IEN U YCTPOIACTB. B
KypHane perucTpmpytoTcs TONIbKO Te YCTPOMCTBA, KOTOPbIE COOTBETCTBYHOT NPaBuMIy KOHTPOASA. B NpoTMBHOM
C/lyyae B KypHasie He CO34at0TCA 3anmcK O HUX. TaKKe 34eCb 0TOOParKaloTCA TakMe CBEAEHUSA, KaK TUMN YCTPOWCTBA,
CePUIHbIM HOMEP, UMA NOCTABLUMKA U pasmep HocuTena (Mpm ero Hanmumm).

98



YT06bI CKONMpPOBATL B bydep obmeHa MHbOpMaLMIO U3 N0HOro pasaenia KypHana, BbIAENUTE HYXKHYH 3aMunchb U1
HaxXMuTe coyeTaHue Knasuw Ctrl+C. [na BblAeNEeHUA HECKObKMUX 3aMmnCceil MOMKHO MCMO01b30BaThb Kaasuwm Ctrl n
Shift.

WenkHute anement O dunbTpaums, 4To6bl OTKPLITH OKHO PUALTPALMA KYPHANA, B KOTOPOM MOKHO 334aTh
KpUTE UM GUABTPALIMM.

LLlenyok 3anuncu npaBoii KHOMKOM MblLLW BbIBOAWUT Ha SKPaH KOHTEKCTHOE MEHI0. B KOHTEKCTHOM MEHI0 AOCTYMHbI
nepeynciieHHble HUXKe NnapameTpbl.

® [loKa3aTb: NPOCMOTP B HOBOM OKHe 60siee noapobHO MHPOpMaLMM O BbIBPAHHOM KypHase.

° dunbTpaumMA 0AUHAKOBBIX 3aNUCei: Noc/ie aKTMBALMM 3TOro GpuabTpa ByayT NOKasaHbl TObKO 3anmncK 04HOMO TMNA
(amarHocTMKa, npeaynpeKaeHUa nT. a.).

e dunbTPOBaTh.../HalTK...: Npu BbIGOPE 3TOro NapameTpa Ha SKpaH BbIBOAMTCA OKHO MOUCK B sKypHasie, B KOTOPOM
MOMHO 334aTb KpUTEPUM OUNBLTPALMM ANA ONpPeaeeHHbIX 3anncel KypHana.

® BKAOUUTb GUABLTP: aKTMBALMA HACTPOEK pUabTpa.

® OTKAUUTb GUABTP: YAaNATCA BCe NapameTpbl puabTpa (Co3gaHHble, Kak ONUCaHO Bbile).

¢ KonuposaTb/KONMUPOBaTb BCe: KONMpyeTcs MHPopMauma 060 BCeX 3anmncax B OKHE.

* Ypanutb/Ypanutb Bce: yAanatoTCa BblAe1IeHHbIe 3aNnCK UAKU BCE 3aMnMCK B OKHE; A4J1A 3TOro AeMCTBUA HYXKHbI NpaBa
afiIMMHUCTpaTOpa.

® JKCMOPT...: IKCNOPT MHbOpPMaLMKM o 3anuncsax B pann ¢opmata XML.

® JKCNOPTUPOBATb BCE...: SKCNOPT MHPOPMaLMKM O Bcex 3anuncax B daiin dopmarta XML.

® [MpPOKPYTUTb }KYPHAN: YCTAHOBUTE 3TOT Pp1a*KOK, YTOObI BbINOHANACh aBTOMATUYECKAsA MPOKPYTKa CTapbIx
JKYPHAN0B, a Ha 3KpaH B OKHe Paiinbl }KypHana BbIBOAUINCH aKTUBHbIE KYPHasbl.

4.6.1.1.1 ®aiinbl }KypHanos

Hactpoliky BeaeHMA KypHana ESET Smart Security MOXHO OTKPbITb U3 [/1aBHOIrO OKHa Nporpammbl. Haxkmute
Hactpoiika > MepeiTu K 4,oN0AHUTEIbHbIM HACTPOUKaM... > CnyxKebHble nporpammbl > Painbl XKypHana. 3ToT
pa3aen ucrnosb3lyeTca ANA HACTPOMKM ynpasaeHua XKypHanamu. Mporpamma aBTomaTUYeCKM yaanaeT ctapble gpaibl
YKYPHaANO0B, 4TOObl CAKOHOMUTb AUCKOBOE NPOCTPAHCTBO. A Gpainnos KypHana MOXKHO 3a4aTb NapameTpbl,
YKa3aHHbIe HUXKe.

MuHMManbHaA cTeneHb geTanusauum XXypHana: onpeaenseT MUHMMaNbHbIN YPOBEHb AeTanun3almm 3anucei o
cobbITMAX.

e lnarHoCTUKa: pernctpupyeTcsa nHpopmaums, Heobxoanmman Ans TATebHOW HAaCTPOMKM NPOrpammbl, a TaKKe Bce
nepevYnc/iieHHble Bbllle 3aMmcH.

MHdopmaLMoHHbIe: 3aMnCbIBatOTCA MHPOPMALMOHHbIE COOBLLEHUSA, B TOM YMcie cOObLWeHUs 06 ycnewHom
BbIMNOJIHEHUM OOHOBNIEHUSA, @ TAKKe BCE MEPEeUYNC/IeHHbIE Bbllle 3anmncu.

* MpepynpexXaeHua: 3anucbiBaeTca MHPOPMaLMA 060 BCEX KPUTUUECKMX OLIMBKAX U NpeaynpeKaeHUsX.

OwWmnbKKU: pernctpupyeTcs MHPpopmauusa 0b owubKax 3a2py3Ku alinos n KPUTUYECKUX OLLIMBKaX.

Kputnueckue: permcTpmpytoTcs TONIbKO KpUTHMYECKME OWNOBKM (OLLIMBKM 3aMyCcKa 3aluTbl OT BUPYCOB,
nepcoHanbHoro danepsosian T. n.).

3anucK B XXypHase, Co34aHHbIe paHblue, YeM YKa3aHo B nosie ABTOMAaTUYECKU YAANATb 3aNUCK cTaplue, Yem X gH.,
6yayT aBTOMaTUYECKMN yOaNAThbCA.

OnNTUMU3MPOBATb Gali/ibl XKYPHA/IOB aBTOMATUUECKU: eC/IN 3TOT GpNAXKOK yCTaHOBAEH, PaliNbl }KypHanos byayT
aBTOMATMYECKM AedparMeHTUPOBATLCA B TEX C/1yYanX, KOr4a NPouUeHT dparmeHTaLumn NpesbilLaeT 3HaYeHue,
yKasaHHoe B napameTpe Ecam KonnuecrTso Heucnonb3yeMbix 3anuceii npesbiwaeT (%).

Haxkmute KHOMKy ONTMMMU3NPOBATb, YTOObI HAuaTb AedparmeHTaumio GainaoB KypHanos. Mpu 3Tom yaanaoTcsa Bce
NycTble 3anunCK }KYPHANO0B, YTO yay4yLlaeT NPOU3BOAUTENLHOCTb M CKOPOCTb 06PaboTKM KypHaANoB. Takoe yaydlleHne
0COBEHHO 3aMETHO, eC/M B JKypHasiax coaepX*unTca 6onblioe KOMYeCTBO 3anucei.

Bbi6epute BK/OYMNTL TEKCTOBbIM MPOTOKO/, YTOObI pa3peLLnTb XPaHEHWE KYPHANO0B B Apyrom dopmaTe OTAEbHO OT
$aliiIoB KypHanos.

® LieneBoii KaTanor: Katanor, B KOTOPOM ByayT XpaHUTbCA daiibl }KypPHANoB (TONbKO AnA TeKCTOBOro popmaTa U1
dopmarta CSV). Kaxkablli pasgen )ypHasa coxpaHaeTcs B OTAebHbI dalin c npeaBapuUTebHO 3a4aHHbIM UMEHEM
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(Hanpumep, B dain virlog.txt 3anucbiBaeTcs pasgen O6HapyKeHHble yrpo3sbl Gaina *KypHana, ecnun ana xpaHeHusn
$annoB }KypHana Bamu BbibpaH popmaTt 06bIMHOrO TEKCTa).

® Tun: ecnin BbIbpaTb Gopmat TeKCT, XKypHanbl byayT COXPaHATLCA B TEKCTOBbIM dalin c cumBoiaMy Tabynauum B
KayecTBe pasgenuntenelt gaHHbixX. To e KacaeTca popmaTa CSV. Ecnm BbibpaTh ycTaHOBKY COBbITUE, KYpPHasbl
6y AyT COXPaHATLCA He B dalin, a B KypHan cobbiTnit Windows (ero MoxHO NPOCMOTPETb Ha NaHenu ynpaBaeHus B
CpeacTBe NPOCMOTPa CObbITUI).

Yaanutb Bce daiinbl xypHana: 6yayT yaaneHbl BCe COXPaHEHHbIE KypHabl, BbiIbBpaHHble B PaCKPbIBatoLLEMCA CrIUCKe
Tun. MNocne yaaneHus »ypHanoBs NoABUTCA YBeAOM/IEHME O 3aBepLUEHMM NpoLLecca yaaneHus.

APUMEYAHMUE. [na yckopeHUsa paspeLleHns npobaem cneumanunctbl ESET MHoraa moryT 3anpalumsatb y
no/sib3oBaTenemn KypHasnbl c Ux KomnbtoTepoB. ESET Log Collector o6neryaeT coop Heobxoammoi nHpopmaLumu.
JononHutenbHble cBeaeHus o6 ESET Log Collector cm. B cTaTbe 6a3bl 3HaHUI ESET.

4.6.1.1.2 3awwmTta goctyna K cetu Microsoft

3awmTa gocTyna K cetu — 3To TexHonorma Microsoft, npeaHasHaueHHas 4719 KOHTPOASA AOCTYMa KOMMbOTepPa K ceTu
Ha ocHoBe PaboTocnocobHOCTU cUCTeMbI y31a. Mcnonb3ys 3Ty TEXHOIOMUIO, CUCTEMHblE aAMUHUCTPATOPbI
KOMMbIOTEPHOM ceTh opraHmnsaumm moryt GopmupoBaThb NOJIUTUKU B COOTBETCTBUM C TpeboBaHUAMU
pPaboTOCNOCOBHOCTU CUCTEMDBI.

3awmTa focTyna K ceTy No3BoafeT agMMHUCTPATOPamM Noafe P KMBaTb PpaboTocnocobHOCTb KOMMbIOTEPOB CETH, YTO B
CBOIO OYepeb MOMOraeT COXPaHATb LLeI0CTHOCTb ceTW. OHa He npeaHasHadeHa Ans 3alWmUTbl CEeTH OT 3/10HaMePEHHbIX
[OeNCTBMIN nonb3oBaTtenein. Hanpumep, ecnm nporpammHoe obecrneyeHme U KOHOUIypaLmMsa KOMMNbOTepa OTBeYaloT
NO/INTUKE AOCTYNa K CETU, KOMMNbIOTEP CYMTaeTCs PpaboToCNoCoOBHbIM UM COBMECTUMbIM, U eMy ByeT NnpeaocTaBieH
COOTBETCTBYIOLLMIA OCTYN B CETb. 3aLMTa AOCTYNA K CETU He NpefoTBpalLaeT AeCTBMSA MO 3arpy3Ke B ceTb
BPEA0HOCHbIX NPOrPamMmmM HeaBTOPM30BAHHbIM NO/Ib30BaTE/IEM C COBMECTUMbIM KOMMbIOTEPOM UK Apyroe
Henpuemnemoe nosegeHue.

3awmTa focTyna K ceTy No3BoaAeT agMMHUCTPATOPaM CO34aBaThb U MPMMEHATb NOUTMKM paboTocnocobHOCTM ans
KOMMbIOTEPOB, MOAKNOYEHHbIX K KOPNOpPaTUBHOM ceTU. MoNUTUKKM onpeaenstoT TpeboBaHUA Kak K KOMMOHEHTam
YCTaHOBNEHHOrO NPOrpaMMHOro obecneyeHus, Tak U K KoHOUrypaumam cuctembl. NoacoeanHeHHbIe K ceTu
KOMMbIOTEPbI, TAKME KaK HOYTOYKK, paboune cTaHLMM U APYTUe YCTPOICTBA, OLEHNBAOTCA B COOTBETCTBUM CO
CKOHOUIYpMpoBaHHbIMM TpeboBaHMAMM K paboTOCNOCOBHOCTH.

TpeboBaHMA K paboTOCNOCOOHOCTM BKAOYAIOT:

® BK/ItOUEHHbIV daliepBo;

® Ha/IMYMe aHTUBUPYCHOM NPOTPaMMbl;

® aKTya/ibHasA BEPCUA aHTUBUPYCHOM NPOTrPaMmbl;

* aBTOMaTnyeckoe obHoBneHne Windows A0NKHO ObiTb BKAOYEHO U T. A.
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4.6.1.2 3anyuwieHHble npouecchbl

B pasgene «3anyLeHHble NPoLEecchi» 0TOHPaXKaTCA BbIMOHAEMbIE HA KOMNbIOTEPE MNPOrPamMMbl UM MPOLLECCHI.
Kpome TOro, oH n03Bo/iSieT ONepaTUBHO M HEMPEPLIBHO YBEAOMNATbL KOMMNaHMO ESET 0 HOBbIx 3apaxkeHusax. ESET
Smart Security npegocrasnaet noapobHble cBeAeHMA O 3anyLLEeHHbIX NPOoLLeccax 415 3aWMTbl NO/1b30BaTEIEN C
nomolulbto TexHosnorum ThreatSense.

- X

@ 3anyu.|,e|-||-|b|e npoueccol @ @ @ ®

(es[zh) SMART SECURITY 9

o JomalHan
CTpaHWUa ) ~
B a3Tom okHe crroﬁpaxae-cn CMHUCOK Bhlf:lpaHHhIX Dannoe U AONOAHKUTENAEHAA MHEOPRMAaLKMA N3
0, CkaHWpoBaHwWe ESET LiveGrid®. ¥YkazblEaeTcA YPOBEHb PUCKE ANA Kaxaoro darna, a Takke KoAWJecTeo
KOMNLHOTEPA NonL20EaTENel M BpeMA, KOrAd OH BblN M2HAYANEHO OBHAPYXEH,
(ﬁ
G O6HoBneHWe Yp... Mpouecc FID  Konwuecteon... Bpemn oBHapyxeHus Mima npunoskeHna
ﬂ CEPBHC [ smss.exe 216 **l’**ff 3 MecAua Hasag, Mfcrosof‘t@ andows@ - |8
1 csrss.exe 292 *}**}*** 5 net Ha3zag Microsoft® Windows® ... |7
# HaCTpOF‘IKa [ wininit.exe 336 *}}*}}}* 5 neT Hazag Microzoft® Windows® ...
ﬂ winlogon.exe 364 ******* 6 mecaues Hasag, Microsoft® Windows® ...
o CI'IpaBKa 4] 577 services.exe 424 *}}*}}} 3 mecAua Hazag Microzoft® Windows® ...
noAfepka [ |sass.exe 432 ******* 3 Mecaua Hasag, Microsoft® Windows® ...
=T Ismn.exe 440 *}**}*** 2 roaa Hazag Microsoft® Windows® ...
@ Hoeoctk [ svchost.exe 528 ******** 5 neT Ha3ag Microsoft® Windows® ...
!? vhoxservice.exe 588 *}l’ 2 roaa Hazag Cracle VM VirtualBox Gu...
CE| spoolsv.exe 1244 $hE4EEE4 2 roga Hasag Microsoft® Windows® ...
[ . 1457 231312 I rana uasan ECET Davmnta Aelwminickra
MyTh: c\windows\system32\svchost.exe
Pazmep: 20,5 kB
Onucanmne: Host Process for Windows Services
Komnanwa: Microsoft Corporation IEI
Bepowna: 6.1.7600.16385 (win7_rtm.090713-1255)
Mpoaykr: Microsoft® Windows® Operating System
Jata co3ganna: 14,7, 2009 1:19:25
lata u3meHeH ma: 14.7. 2009 3:14:41
 CKpbITe NoapoBHoCTK

EM|OY SAFER TECHNOLOGY™

Mpouecc: uma obpasa nporpaMmbl UAK NPoOLECCa, 3anyLWEeHHbIX B HACTOAWMIA MOMEHT Ha KomnbtoTepe. [Ans
NPOCMOTpPA BCEX 3aMyLLEHHbIX HA KOMMNbIOTEPE NPOLLECCOB TaKXKE MOMXKHO UCMO1b30BaTh AncneTyep 3a4a4 Windows.
YT106bI OTKPLITL ANCNETYEP 33434, WESKHUTE NPaBOM KHOMKOM MbILWW B NYCTOM 06/1aCTM Ha NaHe M 33434, 3aTeM
BblbepuTe NYHKT AucneTtyep 3aga4 uam ogHOBPeMeHHO HaxkmuTe Knasuwm CTRL + SHIFT + ESC Ha kKnaBuatype.

YpoBeHb pucka: B 6onbLunHCTBE cnydaes ESET Smart Security u TexHonorus ThreatSense npucsanBatoT o6beKkTam
(dartnam, npoueccam, pasgenam peectpa u T. n.) YPOBHM PUCKA HAa OCHOBE HAabOPOB 3BPUCTUYECKUX MPaBUJI, KOTOpble
M3yYatoT XapaKTePUCTUKM KaxKaoro o6 beKTa M 3aTeM OLEeHUBAKOT BEPOATHOCTb X BPeAOHOCHON AesTenbHOCTU. Ha
OCHOBE TaKOro 3BPUCTUYECKOro aHan3a 06beKTam NpucsamMsaeTca YpoBeHb pucka oT 1 — 6e3onacHo (3en1eHblin) Ao

9 — onacHo (KpacHbIi).

APUMEYAHMUE. N3BeCTHbIE MPUIOMKEHUA, MOMEYEHHble Kak be3onacHo (3e/1eHblit), TOYHO ABNAOTCA Be3onacHbIMU
(BHECeHbI B «6eblli» CMIUCOK) M UCK/TH0YAOTCA M3 CKaHUMPOBaHWA, 6aarogapsa YeMy yBe/IMYMBAETCA CKOPOCTb
CKaHMPOBAHMA KOMMbIOTEPA MO 3aMNPOCy M yay4llaeTca 3alimTa Gali10BOM CUCTEMbI B PEXMME PEeasibHOTO BPEMEHMW.

Konunyectso nonb3oBateneii: KoAMYeCTBO N0/Ab30BaTe el AaHHOTO NPUIOXKEHUA. ITa MHbOPMaLma cobrpaeTcs
TexHonoruel ThreatSense.

Bpems o6HapyKeHUA: BpeMms, npoLueliee C MOMeHTa 06HapyKeHUA NpUaoKeHMs TexHonorme ThreatSense.

NPUMEYAHMUE.Ecnm ans npunoskeHua BbibpaH ypoBeHb 6@30MacHOCTU HEN3BECTHO (OpaHKeBbIl), OHO He
06A3aTeIbHO ABNAETCS BPeAOHOCHOM nporpammoit. O6bl4HO 3TO NPOCTO HOBOE NpPUIOXKeHUe. Ecnum Bbl He yBepPeHbI B
6e3onacHocTM daitnia, ero MOXKHO OTNPaBUTL HA aHANM3 B MCC/ie A0BaTe IbCKy0 NabopaToputo ESET. Ecam daiin
OKarKeTcs Bpe4OHOCHbIM NPUAOXKeHMEM, Heobxoaumana ana ero obHapyxeHus nHbopmauma byaeT BKItOYEHA B
nocneaytouime obHoOBAEHMS.
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Mmsa npunoxKeHUa: KOHKPETHOE MMA NPOrPaMmMbl UK NpoLecca.
OTKpbITb HOBOE OKHO: CBEIeHMA O 3aMyLLEeHHbIX NpoLeccax 6yayT OTKPbITbl B HOBOM OKHE.
Ecnv BbIbpaTb onpeaeieHHOe NPUIoKeHMe BHU3Y, byaeT BbiBeAEHA YKa3aHHasA HUXKe MHbopMaums.

e daiin: pacnonoKeHne NPUAOKEHNA Ha KOMMbOTEpE.

Pasmep ¢aiina: pasmep daiina B baritax (b).

OnucaHue ¢aiina: xapakTe pUCTUKK daiina Ha OCHOBE ero ONMCaHUA B ONepaLMOHHON cucTeme.
HasBaHMe KOoMNaHUK: Ha3BaHMe MOCTaBLLMKa UM NPOLLeCcca NPUNONKEHUA.

Bepcua daiina: nHbopmaums, npefocTaBieHHan usgateiem NnpuaoXKeHus.

Mmsa npoayKTa: UMA NPUAONKEHUA U/UAN HAMMEHOBaHME KOMMaHWN.

NPUMEYAHME. Kpome TOro, MOXKHO NpoBepUTb penyTaumio ¢Gainnos, KOTOpble He ABAAIOTCA 3anyLLEeHHbIMU
nporpammamu uam npoweccamu. [na sToro oTMeTbTe HyXHble dalinbl, WENKHUTE UX MPaBON KHOMKOM MbILLK U
BblbepuTe PaclwumpeHHble pyHKUUK > NpoBepuTb penytauuio ¢paiina c nomowbto ThreatSense.

@ Crkanupoeate nporpammoii ESET Smart Security

PacLuMpeHHbIE NapameTpbl L4 @ CkaHWpoBeaTte Bes ouNCTEN

L4 Mzonupoeate daiin

Mepepate gaiinel 4ANA aHaNW3a...

MpoeepuTe penyTayuio daina

4.6.1.3 CratucTMKa 3awWMUTbl

Ona npocmoTpa gnarpammbl CTAaTUCTUYECKMX AAHHbIX, CBA3aHHbIX C MoAaynamm 3awmTtbl ESET Smart Security, HaxkmuTe
CnykebHble nporpammbl > CTaTUCTUKA 3aLWUTbl. Bbibepute MHTEpeCyOLWLMIA BaC MOAY/1b 3aLLMTbl B PaCKpPbIBatoLLLE MCA
MeHto CTaTUCTUKa, B pe3y/ibTaTe Yero Ha aKpaH byaeT BbiBeAeHa COOTBETCTBYOLWAA Auarpamma v nereHga. Ecam
HaBeCTM YKa3aTe b MbILIWN HA 3/1EMEHT B IeTeHAE, HA Auarpamme 0TobpasATcsa AaHHble TONbKO 4J1A 3TOr0 3/1eMeHTa.

[ocTynHbl cieayolme CTaTUCTUYECKME AMarPaMmbl.

® 3awumTa OT BUPYCOB U LUMUOHCKMX MPOrpamm: oTobparkeHMe KOIMYeCTBa 3aparKeHHbIX M OYMLLEHHbIX OOBbEKTOB.

* 3awurta paitnoBoih cUCTEMDI: OTOOPaXKEHME TO/IbKO 06 bEKTOB, CYMTAHHbIX 13 PpatI0BON CUCTEMBI M 3aNMUCaHHbIX B
Hee.

® 33w MTa NOYTOBOrO KJANEHTA: OTOOPaXKEHNE TO/IbKO 06BEKTOB, OTNPAB/IEHHbIX UIN NOJYYEHHbIX MOYTOBLIMMU

KAMEHTaMMU.

3awuTa gocryna B MHTepHeT u 3awmTa oT PULLIMHra: oTobpakeHne TO/IbKO 06BEKTOB, 3arpyKeHHbIX Beb-

6paysepamu.

© 3aluUTa NOYTOBOrO K/IMEHTA OT cnama: 0TObpakeHMe CTaTUCTMKM 3aLLMTbI OT Cama C MOMEHTA MOC/eAHETO
3anycka.

Mo CTaTUCTUYECKMMM AMarpamMmmMamm NOKasaHo obLee KoMYecTBO NPOCKaHMPOBaHHbIX 06 bEKTOB, Noc/eAHUIA
NPOCKAHUPOBAHHbIN 06BEKT U METKA BPpEMEHM CTAaTUCTUKK. HaxkmunTe COpOC, YTOObI YAaNUTb BCIO CTAaTUCTUYECKYIO
nHpopmaLmio.
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4.6.1.4 HabnwopaeHue

YT06bl NPOCMOTPETH TEKYLLYIO aKTUBHOCTb $aii/IoBOM CUCTEMbI B BUAE rpaduKa, WweakHuTe CayxebHble nporpammbl
> [lononHutenbHble cpeacTBa > HabatoaeHue. B HAXKHEN YacTu guarpaMmbl HAXOAWUTCA BpeMEHHas WKana, Ha
KOTOpPOI1 0TOBpaXkaeTcs akTUBHOCTb Gali/IoBON CUCTEMbI B peXKMME pPeasibHOro BpeMeHM 3a BbIbpaHHbI BpeMeHHOM

nHTEpBas. YTobbl USMEHUTL BPEMEHHOM MHTEPBAN, BbibepuTe He0bX0AMMOe 3HaUYeHME B PACKPbIBAKOLLLE MCA MEHIO
Yacrota o6HOBNEHMUA.

- X
(esEl) SMART SECURITY 9

@ MoHuTopUHr

& JomalHan
cTpaHuua
CKaHHpOBaHME AkTMEHOCTE afinoBoR cHCTEMBI A4
O,
KOMMNLHOTEPa i
OBbeM CUMTAHHBIX AaHHBIX
& OOHoeneHMe 40 MB
— 32 MB
= Cepeuc
24 MB
¥ HacTpolika -
o Cnpaeka u & MB N fm A
noAaepxka A A
8.9.2015 15:23:27 8.9. 2015 15:26:30
(8 Hoeocmn
OBbem 3anMcaHHbIX AaHHbIX
3IMB
2 MB
2MB
1 MB
512 kB
A hA AN A f\ ’I\ sl n A fkﬁ
8.9.2015 15:23:27 8.9. 2015 15:26:30
EMIOY SAFER TECHNOLOGY™ HYacrota obHoeneHmA |1 cexynaa ~

ﬂ,OCTyI’leI YKa3aHHble HUNXKe BapUaHTbI.

e Lllar: 1 ceKyHAa: rpadnK 0OHOBAAETCS KaXKayo CEKYHAY, BpeMeHHas LKana oxBaTtbiBaeT nociegHme 10 MUHYT.
e Llar: 1 muHyTa (nocnegHue 24 yaca): rpaduK 0B6HOBAAETCA KayKayto MUHYTY, BpEMEHHAs LKaaa OXBaTbiBaeT
nocnegHue 24 yaca.

e llar: 1 yac (nocnegHuii mecau): rpadrk 06HOBAAETCA Kaxdpblii Yac, BpeMeHHasn LiKaa OXBaTblBaeT NocaeaHNM
MecsLl.

e Llar: 1 yac (BbIGpaHHbIi MecaL): rpadrK 06HOBNAETCA KayKabli Yac, BpeMeHHas LUKasa OXBaTbiBaeT nocnegHue
BblbpaHHble MecALbl B Konnyecrse X.

Ha BepTMKanbHOM ocK rpadmKa akTUBHOCTU PaiiioBOIi CUCTEMbI OTMEYAIOTCA NPOYUTAHHbIE (CUHWUI LBET) U
3anuncaHHble (KpacHbl ugeT) AaHHble. O6a 3HavYeHna namepsatoTea B Kb (kunobaiitax)/MB/TB. Echm HaBecTm
yKasaTeab MblLIN Ha NPOYUTaHHbIE UM 3aMMCaHHbIe JaHHbIe B IereHae noa AvarpaMmon, Ha rpaduke otobpasaTca
[AaHHble TONbKO A/1A BbI6paHHOIO TUMNa akTUBHOCTMU.

B packpblBaloLeMca MeHo AKTUBHOCTb TaKXe MOYKHO BblbpaTb ceTeByHo aKTUBHOCTb. B1a, Anarpamm v napameTpbl
ONA peXxnmos AKTUBHOCTb ¢aiinoBoii cuctembl M CeTeBas aKTUBHOCTb OMHAKOBbI 32 TEM UCK/IKOYEHUEM, YTO 414
nocnegHeit oTobparkaloTca NoayYeHHble (KpacHbIi UBeT) M oTrnpas/ieHHble (ronyboi LuBeT) AaHHble.
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4.6.1.5 CeteBble NnOAKAOYEHUA

B pasgene «CeTeBble NOAKNIOYEHUAN OTO6pa)-KBETCFI CMUCOK aKTUBHbIX N OTNTOXKEHHbIX COGAMHGHVIVI. JTo nossonAer
ynpaBaATb BCEMU MPUNOHKEHUAMU, KOTOPbIE YCTAaHABIMUBAOT UCXodAallne coe JuHeHUA.

SMART SECURITY 9 .
@ CeTeBtle noaxKnkyvyeHWA @ @ @ ®

& JdomawHan
CTpaHuua
MpunoserweTokaneHed [P YoanetHei [P MpoTo... Mcxopaw... Bxogawa... Ompaenedo  TMonyyeHo
CKaHWpoBaHue
Q, 0| | System 0B/s 0B/s 24 kB 56 kB
[SULINIELTTE S 0E ieploreee 0B/s  0B/s  23kB 440 kB
3 OBHOBNEHME H@ iexplore.exe 0B/s 0B/s 8 kB 29 MB
0E  iexploreexe 0Bfs 0Bfs 28 kB 66 MB
= CEPBHC aEl  ekm.exe 0B/s 0B/s 57 kB 8 MB
OE iexploreexe 0B/s 0B/s 16 kB 47 MB
# HacTpoiika
Cnpaeka u
) P
noaaep>xka
(8 Hoeoctu
MyTe: C:\Program Files\Internet Exploreniiexplore.exe
Pasmep: 796,2 kB
Onucanue: Internet Explorer
KomnaHua: Microsoft Corporation @
Bepcus: 11.00.9600.16428 (winblue_gdr.131013-1700)
Mpogykr: Internet Explorer
Harta cospanna: 11,6, 2015 11:18:56
Lata nameHeH na: 2,6, 2015 21:35:47
~ CKpbITe NoAPOBHOCTK
EM]OY SAFER TECHNOLOGY™

MepBas CTPOKa COAEPHKUT UMA NMPUIONKEHUA U CKOPOCTb Nepeaayn ero faHHbIx. 18 npocMoTpa BCero Cnmucka
coeMHEeHNN OTAENbHOTO NPUIOMKEHUA (a TaKXKe Ana nonydeHua bosee noapobHOM MHPOPMaLMM) HaXKMUTE +.

Ctonbupbl

MpunoxeHune/NoKanbHbiii IP-agpec: HaMMeHOBaHME NPUIONKEHUS, T0KanbHble IP-aapeca 1 nopTbl 06MeHa
OAHHbIMU.

YpaneHHblii IP-agpec: IP-agpec n Homep nopTa onpeaeneHHOro yaaneHHOro KoOMnbloTepa.
MpoToKon: ncnoab3yemMblit NPOTOKON Nepesiayun AaHHbIX.

Ncxopawan ckopocTb/BxoaALasn CKOPOCTb: TEKYLLAA CKOPOCTb 0bMeHa AaHHbIMM B COOTBETCTBY HOLLMX
HanpasBneHUAX.

OtnpaBneHo/MonyuyeHo: 06beM nepeaaHHbIX AaHHbIX B PaMKax COeAMHEHUS.

MokaszaTtb nogpo6HocTU: BbibepuTe 3Ty QYHKLMIO AnA oTobparkeHMA NoApPobHO M MHPOPMaLMM O BbIBPAHHOM
NOAK/IOYEHUN.

I'IpM HaXXaTu KHOMKU HaCTPOMTb BUA, COGAMHGHMVI... Ha 3KpaHe CeTeBble I'IOLI,K}'II'O‘-IEHVIFIOTO6pa)‘KaIOTCF| ONnnCaHHble
HUXXe pacCllnpeHHble NapaMeTpbl pa3aeia, No3BONAKWNE NUSMEHUTD OTO6pa)‘KEHMe I'IO,D,KHIO‘-IGHMﬁ.

PaspeluaTb MMeHa KOMMbIOTEPOB: BCE CeTeBbIE afpeca, eC/IN 3TO BO3MOXKHO, oTobparkatotca B popmaTe DNS, a He B
yncnosom dopmate |IP-agpecos.

Moka3biBaTb TONIbKO coeanHeHUs no TCP: B cnucke 0To6parkatoTcs TOIbKO NOAKAOYEeHUA No npoTokony TCP.

lMoKasbiBaTb OXKUAaHUE coeAUHEHUS: YCTaHOBUTE 3TOT d)fla)'KOK, 4yTOObI 0To6pa>+(an NUCb TO/IbKO NOAKNTHOYEHNA, NO
KOTOpPbIM B HaCTOFILLI,MI‘;I MOMEHT HE NpounucxoaunT obmeHa AaHHbIMW, HO ANA KOTOPbIX CUCTEMA YXKe OTKPbIJ1a MOPT U
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OXUAaeT NogKAoUeHUs.

Moka3sbiBaTb BHYTPEeHHUE cOeAUHEHUA: YCTAHOBUTE 3TOT d)namox, yTobBbI 0To6pa>Kan MCb TOJZIbKO Te coegunHeHuA, B
KOTOPbIX y,El,al'IEHHOﬁ CTOpOHOl\/'I ABNAETCS JIOKA/IbHbIN KOMMNbHOTEP (TaK Ha3blBaeMble s10KAs1bHbIEe CO€0UH€HUFI).

LLlenKHWUTe noaKAtoYeHMe NPaBoi KHOMKOW MblLM, YTOObI MPOCMOTPETb A0MO/IHUTE/IbHbIE MAPAMETPbI, B TOM YMC/e
cneayolume.

3anpeTuTb 06MeH AaHHbIMU A8 COeAMHEHUA: NPEKPALLAET YCTaHOB/IEHHbIN 06MEH AaHHbIMM. ITOT NapameTp
[OCTYMEeH, TO/IbKO €C/IN LWENKHYTb aKTUBHOE NOAKN0YEHKeE.

O6HOBUTbL CKOPOCTb: BbibepuUTE NEPUOANYHOCTL OBHOBAEHMA aKTUBHBIX MOAKAHOUEHUIA.
O6HOBUTDb ceiuac: nepesarpyska okHa «CeTeBble MOAKAUYEHUAY.

MNpeacrtaBneHHble HUXKE BO3MOXHOCTU AOCTYMHbI, TO/IbKO €CAU WeNKHYTb MPUNOXKEHME WX NPOLLECC, @ HE aKTUBHOE
nogxkntoyeHume.

BpemeHHO 3anpeTutb 06mMeH AaHHbIMM 418 NpPouecca: 3anpeTuTb TeKyLIMe CoOeANHEHUA AN AaHHOTO
npunoxexus. Npu co3gaHmMm HOBOro coeauHeHUa dGaliepBoa UCNONb3yeT NpeaonpeaeneHHoe npasuno. OnucaHune
napameTpoB CM. B paszesie HacTpolika n ucnoab3oBaHMe Npasumi.

BpemeHHO pa3pewntb 06MeH gaHHbIMU 414 NpoLecca: pa3peLlnTb TEKYLUME CoOeAUHEHUA A1A AaHHOrOo
npunoxexus. Npu co3gaHmMm HOBOro coeauHeHUa dGaliepBoa UCNONb3yeT NpeaonpeaeneHHoe npasuno. OnucaHune
napameTpoB CM. B paszesie HacTpolika n ucnoab3oBaHMe Npasumi.

4.6.1.6 ESET SysInspector

ESET Syslnspector — 3To npunoKeHne, KOTOPOe TLATENbHO NPOBEPAET KOMMbIOTEP N cOBMpaeT NoApobHbIe
CBEZEHMA O TaKMX KOMMOHEHTAX CUCTEMbI, KaK ApaiBepbl U NMPUNOMKEHUA, CETEBbIE NOAKAOYEHMA U BayXKHbIe 3anuncu
peecTpa, a TaK¥Ke OLEeHNBAET YPOBEHb PUCKA ANA KAaXKA0ro KOMMNOHeHTA. 3Ta nHpopmaLmsa cnocobHa Nnomodb
onpeAennTb NPUYMHY NOLO3PUTENBHOIO NOBEAEHMA CUCTEMbI, KOTOPOE MOXKET ObITb CBA3AHO C HECOBMECTUMOCTbIO
NPOrpamMmMHOro UaM annapaTHoro obecneyvyeHMa UNK 3aparkeHUEM BPeAOHOCHbIMM NPOrpammamu.

B okHe SysInspector OT06pa)'KaIOTCF| TaKuMe OaHHble O CO34aHHbIX XYPHasiax.

® Bpems: Bpems CO34aHUsA XKypHana.

© KommeHTapuii: KpaTKMin KOMMEHTapui.

Monb3oBarenb: MMA NOb30BATE A, CO3AABLUETO KYPHa.
® CocTosiHMe: COCTOSIHME CO3/aHMA XKypHana.

[ OCTynHbI NnepeyYncneHHble ganee AencTeums.

® OTKpbITb: OTKPbITUE CO34aHHOTO XKypHana. Bbl TakKe MoKeTe WenKHYTb Gaia KypHana npaBo KHOMKOM MbILWKY U
BbIOPATb B KOHTEKCTHOM MeHI0 NYHKT MoKas3aTb.

® CpaBHUTb: CPAaBHEHME ABYX CYLLECTBYHOLLMX *KYPHANOB.

® Co3Aatb...: cO34aHUe )ypHana. Mpexkae yem OTKPbIBATL XKypHaa, No0oKAUTe, NoKa nporpamma ESET Sysinspector
3aBepwunT paboTy (0TobpasnTca cocToAaHMe KypHana « Co3gaHo»).

® Yaanutb: yaaneHue BblAeNEeHHbIX XXYPHaN0B U3 CMIUCKa.

Ecnn Bbl6paH OANH NN HECKO/IbKO d)aﬁnos XYpPHana, B KOHTEKCTHOM MEHIO AOCTYNHbI cieayrowme s1IeMeHTbI.

® [oKa3aTb: OTKPbITUE BblAeNeHHOro XypHana B ESET Syslnspector (aHanorm4yHo ABOMHOMY LLLETUKY).

® CpaBHMUTb: CPaBHEHME ABYX CYLLECTBYIOLMX XYPHANOB.

® Co34atb...: CO34aHMe KypHana. lMpexkae yem OTKPbIBATb XKypHaa, NogoKAUTe, Noka nporpamma ESET Sysinspector
3aBepwunT paboTy (oTobpasnTca cocToAaHMe KypHana « Co3gaHo»).

Ypanutb Bce: yaaneHune Bcex XypHasos.

IKCNOPT...: IKCNOPT *KypHana B paiin nunm apxme B dopmate XML.
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4.6.1.7 MnaHupOBLUK

MNaHWPOBLLMK yNpaBAAeT 3an1aHUPOBaHHbIMM 3aZa4aMM M 3aMyCKaeT UX C NpeaBapuUTeIbHO 3a4aHHbIMM
napameTpamMu 1 CBOMCTBAMM.

MepenTn K N1aHMPOBLUUKY MOKHO M3 I/1TaBHOMO OKHa nporpammbl ESET Smart Security, OTKpbIB pasaen meHo
Cnyxe6Hble nporpammbl > MaaHUPOBLYUK. MAAHMPOBLLMK COAEPHKUT MOJIHbIN CMCOK BCEX 3amn1aHUPOBAHHbIX 3a4a4
M CBOMCTBA KOHPUIYypaLLMK, TaKMe KaK NpeaBapuTenbHO 3a4aHHble AaTa, BPEMA U UCNOJib3yeMblii Npoduib
CKaHMPOBaHMUA.

MNaHMPOBLLMK NpeaHa3HavyeH AndA NAaHNMPOBaHUA BbINOJHEHMA CAeAyOLWMX 3a4a4: 0ObHoBAeHMe 6a3bl AaHHbIX
CUrHaTyp BUPYCOB, CKAHMPOBaHWE, NpoBepKa GaliioB, UCMOTHAEMbIX NMPU 3aMyCKe CUCTEMbI, U 06CNyKMBaHME
ypHana. [o6aBnaTb M yAanaTb 3aa4u MOXKHO HEMOCPEACTBEHHO B I/TaBHOM OKHE NAaHUPOBLLMKA (KHOMKK
D06aBuTb... U YAaNUTb B HUMXKHEN YacTh oKHa). C NOMOLLbHO KOHTEKCTHOTO MEHI0 OKHa NAaHUPOBLUMKA MOMKHO
BbINOJHUTb C/leaytowme AencTBma: oTobparkeHne noapobHoO M MHPopPMaLMK, BbINOJHEHME 33434N HEMEANEHHO,
nobaBneHne HOBOM 3a4a4M U yaaneHue CyLLecTByloLLel 3a4a4n. Mcnonb3yiiTe GnaXkkmn B Havane Kaxaon 3anumcuy,
YTOObI aKTUBMPOBATbL UK OTK/OYMUTL COOTBETCTBYHOLUME 33434 M.

Mo ymosn4vaHuio B N1aHUPOBLLUKE OTO6pa)+(aIOTCFI cnegyrouwme 3aniaHnpoBaHHbIe 3a4a4U.

® 06cnyuBaHUe XKypHana

PerynspHoe aBTomatuyeckoe o6HoBAEHUE

ABTOMAaTH4YecKoe 06HOB/IeHUE NOC/Ie YCTAaHOBKU MOAEMHOrO CoOe AUHEHUA

ABTOMaTH4YecKoe 06HOBAEHMEe Noc/e BXOAa NOAb30BaTe A B CUCTEMY

® PerynspHas npoBepKa nocneaHei Bepcum nporpammbl (cm. paszen Perkum obHoBAEHUS)

ABTOMAaTH4YeCKaa NpoBepKa ¢ait/ios Npu 3anycke cMcTeMbl (Moc/ie BXoAa Nob30BaTeNs B CUCTEMY)
ABTOMAaTHUecKas NpoBepKa ¢paiiioB Npu 3anycke cuctemMbl (Nocne ycnewHoro o6HoBAeHUA 6a3bl JaHHbIX CUTHATYP
BMpPYCOB)

® ABTOMaTMYeCKOe nepBoe CKaHMpPOBaHUe

YT106bI U3MEHUTHL NapaMeTpbl 3aMNNaHNPOBaHHbIX 3a4a4 (KaK onpeaeneHHbIX N0 YMONYaHWUIO, TaK U
No0J/1b30BaTEIbCKMX), LLETKHUTE NPABOM KHOMKOW MbILIWN HYXKHYHO 3334y U BbIOepuTe B KOHTEKCTHOM MEHIO KOMaHAy
MN3MeHUTb... UM BblAenuTe 33434y, KOTOPY He0bX0AMMO U3MEHMUTb, @ 3aTEM HAXKMUTE KHOMKY U3MeHUTb....

[Dob6aBneHue HOBOIM 3agaum

1. WenkHute [06aBUTbL 3a4a4y B HUXKHEN YaCTW OKHa.

2. Beegnte nma sagaumn.
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3. BbibepuTe HyKHYI0 3a4a4y B PaCKPbIBaOLLEMCA MEHIO.

® 3anycK BHELUHETrOo NPUIOXKEHUA: N1aHUPOBaAHME UCMOIHEHMA BHELLHETO MPUAOKEHUS.

® 06cnyKuBaHMe XKypHana: B Gaiiax KypHasia TaKKe CoAeprKaTca OCTaTKM yAaieHHbIX 3anucei. ITa 3aga4a
peryaspHo onTMMMU3NpYeT 3anucK B daiinax KypHana ansa addeKTuBHoM paboThbl.

® MpoBepKa ¢aitnoB Npu 3arpysKe cUCTeMbl: NPoBepKa GalioB, UCNOTHEHME KOTOPbIX Pa3peLleHo Npu 3anycke uam
BXOZe NO0JIb30BaTENA B CUCTEMY.

e Co3aaTb CKaHUPOBAHME KOMMbIOTEPA: CO34aHME CHMMKA COCTOAHMA KoMmnbtoTepa B ESET Sysinspector. Mpu atom
cobupatoTcsa noapobHble cBeAeHUSA O KOMMOHEHTAX CUCTEMbI (Hanpumep, ApanBepax, MPUIOKEHUAX) U
OLLeHMBAETCA YPOBEHb PUCKA ANA KAXKA0T0 UX HUX.

® CKaHMpOBaHMe KomnbloTepa No TpeboBaHUIO: CKaHMpoBaHMe Gain/IoB M NaNOK Ha KOMMbtOTEpE.

® [lepBoe CKAHUPOBAHME: MO YMOYaHUIO Yepe3 20 MUHYT NOC/E YCTaHOBKU UM Nepe3arpysKn BbINoaHAETCA
CKaHMPOBAHWE KOMMbIOTEPA KaK 3aZaHNe C HU3KMM MPUOPUTETOM.

® O6HOBNEHME: N/TaHMPOBaHME 3a4a4n 0OHOBAEHMA, B paMKax KOTOpPOi obHoBAAeTcsa 6a3a AaHHbIX CUTHATYP
BMPYCOB M NPOrpPaMMHbIe MOAYN.

4. Ytobbl aKTMBMPOBATL 33434y, YCTAHOBUTE MEPEKOYATE b B NONOXKEHWE BKAOYEHO (3TO MOXKHO cCAeNaTb NO3XKe,
yCTaHOBMB/CHAB G1aXKOK B CNMCKE 3aMN1aHMPOBaHHbIX 33[a4), HaXXMUTe KHOMKy [lanee 1 BbibepuTe 0AMH 13
peXKMMOB BPEMEHM BbINOHEHUSA:

OpaHOKpaTHO: 3aZa4a 6yZeT BbiNoJIHEHA OAHOKPATHO B YCTAaHOBEHHYIO AAaTy U BPEMA.

® [VIHOrOKpaTHO: 3a/a4a byeT BbIMOIHATLCA PErYASPHO Yepes YKasaHHbI NPOMEXKYTOK BpeMeHM.

® ExXeAHeBHO: 334a4a byaeT MHOTOKPaTHO BbINMOIHATLCA KaXKable CYTKU B YKa3aHHOE BpeMs.

® ExXeHeAeNbHO: 33a4a byAeT BbINONHATLCA B YyKa3aHHOE BpeMsaA B BblOpaHHbIN AeHb Heaeu.

* [lpu onpeaeneHHbIX YCNOBUAX: 3a4a4a 6yAeT BbiMO/IHEHA NPU BO3HUKHOBEHUM YKA3aHHOTO COObITUA.

5. YcTaHoBuTe dnaxkok NponycKaTb 334,34y, eC/v YCTPOICTBO paboTaeT OT aKKYMYAATOPA, YTOObI CBECTU K MUHUMYMY
notpebieHne CUCTEMHbIX PeCypCoB, Koraa HoyTbyK paboTaeT OT akkymyasTopa. 3agaqa byaeT BbINOAHATLCA B
OeHb 1 Bpems, yKasaHHble B nonax obiactv BoinonHeHue 3agaun. Ecin 3a4a4a He mor/ia 6biTb BbIMOAHEHA B
OTBeZleHHOE el BpeMS, MOXKHO YKaszaTb, Koraa byaeT npegnpuHATa ciefytoLan nonbiTKa 3anycKa 3agaum.

® B cneayouwee 3anaHMpPoOBaHHOE BpemMs

® Kak MOXHO ckopee

® HesamepuUTenbHO, €CAM C MOMEHTA NOCAeAHErO 3anycKa NnpoLwso 6o/blue BpeMeHU, YeM YKa3aHo (MHTepBan
MOKHO YKa3aTb C MOMOLLIbIO NapameTpa Bpemsa c MomeHTa nociepHero 3anyckKa).

MO3KHO NPOCMOTPETH 3an1aHNPOBaHHYO 3a4au4y, LEeIKHYB MPaBoit KHOMKOM Mbiwu 1 Bbi6pas MokasaTb
nHdpopmaumio o 3agave.

@ Mnannpoewme - ESET Smart Security EI@

Ob30p 3annaHVpoBaHHbIX 33434 ?

Wma zagaun

OBcny*=HBEaHNE ¥yPHANOE

Twn sagaumn

OBcnyxHBEaHNE Xy PHANOE

Janyck 3apaum

3agaqa GyAET BRINCAHATECA Kaxabi gede B 3:00:00,

JleficTEne, NnpegnpUHMMaEMoe B CNy4Yae, eCIM 3aaua He 3anyCcTMAach B onpefenceHHoe Bpems

Kak moxHo CKOpee
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4.6.1.8 ESET SysRescue

ESET SysRescue — 370 yTuUAuUTa 415 CO34aHMA 3arpy304HOro AMCKa, CoaepKallero ogHo 13 pewweHnin ESET Security:
ESET NOD32 Antivirus, ESET Smart Security unv kakoi-nmbo cepBepHbIit npoayKT. [naBHbIM NpeumyliectBom ESET
SysRescue sBnsieTca 1o, Uto peweHune ESET Security paboTaeT He3aBMCMMO OT OnepaLMOHHON CUCTEMbI KOMMbIOTEPA,
MMes HEMOCPEACTBEHHDIM AOCTYN K }KeCTKOMY ANCKY U GpaitnoBoM cucteme. ITO NO3BOASET YAANATb TaKMe
3aparkeHusn, KoTopble B 0ObIYHOM CUTYaLMK (Hanpumep, NPKY 3anyLLeHHON onepaLMoOHHON cucTeme U T. N.) yaanuTb
HEBO3MOXHO.

4.6.1.9 ESET LiveGrid®

ESET LiveGrid® (ocHoBaHHas Ha nepeaoBoi cucTeme cBoeBpeMeHHOoro obHapy»eHua ESET ThreatSense.Net )
MCcnosb3yeT AaHHble OT nosib3oBaTenelt ESET co Bcero mmpa 1 oTnpaBaseT ux B BUPYCHYo nabopatoputo ESET. CeTb
ESET LiveGrid® no3sonseT nonyyatb Nogo3puTesibHble 06pasLbl M MeTagaHHble U3 peasibHbIX YCI0BMI, MO3TOMY Mbl
MOXeM He3ame/INTeIbHO pearMpoBaTh Ha NOTPebHOCTM Nosib3oBaTeNnen u obecneynTb roTOBHOCTb ESET K
obe3BperkMBaHUIO HOBENMLWMX yrpo3. [lononHuTenbHy nHdopmaumio o ESET LiveGrid® cm. B rnoccapum.

Monb3oBaTelb MOXKET NPOBEPATb PenyTaLmio 3anyLLeHHbIX NPoLLeccoB 1 GaliN0B HeNOCPeACTBEHHO B MHTepdelice
NpPorpamMmbl UM B KOHTEKCTHOM MeHt0, baaroZapsa Yemy CTaHOBUTCA AOCTYMHA AOMNOHUTEIbHasA MHGOPMaUms 13
ESET LiveGrid®. CywecrtByeT ABa BapuaHTa paboTsbl.

1. MOXHO NPUHATL pelleHne He BKAtoYaTb ESET LiveGrid®. ®yHKUMOHANbHOCTb NPOrpammHoro obecneyeHus npu
3TOM He OrpaHU4YMBaETCA, HO B HEKOTOPbIX cyyasax cuctema ESET Smart Security moxkeT 6bicTpee obpabatbiBaTh
HOBbl€e yrpo3bl, YeM 06HOBEHME Ha3bl JAHHbIX CUTHATYP BUPYCOB.

2. Mo»KHo ckoHoUrypuposatb ESET LiveGrid® Tak, 4Tobbl 0TNpaBaanacb aHOHMMHaA MHGOPMALLMA O HOBbIX YrpPo3ax U
darinax, coaepskallmx HeM3BeCTHbIV NoKa onacHbI Kog,. Pain moskeT bbiTb oTnpasneH B ESET ana TwatenbHOro
aHanmsa. M3yyeHune aTux yrpo3 nomoxkeT KomnaHum ESET o06HOBUTb cpeacTBa 0OHapyKeHuA yrpos.

ESET LiveGrid® cobupaeT o KomnbtoTepax nosb3oBatesiein MHGOPMALMIO, KOTOPasA CBsI3aHa C HOBbIMM
0BHAPYKEHHbIMM Yrpo3aMn. ITO MOXKET ObITb 0bpaseL, KoZa nan konua daiisia, B KOTOPOM BO3HUKAA Yrpo3a, NyTb K
Takomy danny, ero UMa, Aata U BpeMs, MMA NPOLLECCa, B paMKax KOTOPOTO Yrpo3a NoABMAACh HA KOMMbLOTEPE, U
cBeZeHna 06 onepaumoHHOM cucTeme.

Mo ymonyaHuto nporpamma ESET Smart Security oTnpasnseT nofosputenbHble dpalinbl B BUPYCHYO nabopatoputo
ESET gna TwatenbHoOro aHanmsa. Bceraga nckntoyatotca danabl c onpeaeneHHbIMM pacluMpeHUAMM, TaKUMK KaK .doc un
.Xls. TakKe MOXKHO A06aBUTb ApYrue paclumpeHmnn, ecam NoAUTMKA Bale opraH13aLmm NnpeanmcbiBaeT UCKOYEHNE
M3 OTNPABKMU.

MeHto HacTpoikm ESET LiveGrid®cozie p*KUT HECKOJIbKO NapamMeTpoB A5 BKAOYEHUS U OTKAOUYEHMA cuctemMbl ESET
LiveGrid®, npegHasHayeHHOM AN5 OTNPABKM NOA03PUTENbHBIX GaiIoB U aHOHUMHOM CTaTUCTMYECKOM MHpOopMaLIMK B
nabopatopwto ESET. 3T1 napameTpbl LOCTYNHbI Yepes AePeBO pacClUMPEHHbIX NAapameTpPoB B pasaene Cay:KebHble
nporpammbli > ESET LiveGrid®.

BKknouuTb cuctemy penytaumm ESET LiveGrid® (pekomeHayeTca): cuctema penyTtaumm ESET LiveGrid® ysenmunsaet
adpdeKTMBHOCTb pelueHni ESET ana 3awmTbl OT BPe4OHOCHbIX NPOrpamm, Tak Kak biarogapa et ckaHupyemble daibl
COMOCTaBAATCA C 3/1EMEHTAMM «BEIOTO» U K4EePHOrO» CNMCKOB B 0b1aKe.

OTNpaBUTb AHOHMMHYHO CTaTUCTUYECKYI0O MHPOPMALUIO: C MOMOLLbIO 3TOMO NapamMeTpPa MOMKHO Pa3peLllnTb NPOAYKTY
ESET cobupaTtb MHGOPMALMIO O HEJABHO OOHAPYKEHHbIX Yrp0O3ax — Ha3BaHMe yrposbl, AaTa U Bpems 0bHapyKeHUs,
cnocob obHapyKeHusA, cBA3aHHble MeTaJaHHble, Bepcua U KoHOUIypaumsa NpoayKTa 1 onepaumoHHan cuctema.

Otnpasutb painbl: KomnaHum ESET Ha aHanM3 oTnpasBaAoTcA NoA03pUTEbHbIE Palisibl, MOXOMXKME Ha Yrpo3bl, U
dalinbl c HEOObIYHBIMU XapPaKTE PUCTUKAMM N NOBEAEHUEM.

YctaHoBuTe dnaxkoK Bectu KypHan, utobbl co34aTh XKypHan cobbiTuin 4na pernctpaumnmn GakTtoB oTnpaBku Gpaiinos m
cTaTUCTMUYeCcKon nHbopmaumm. MNpu Kaxkaon otnpaske ¢anaioB UAN CTaTUCTUKM B }KYPHaN cobbITUI ByayT BHOCUTLCA
3anucu.

Baw agpec 3N1eKTPOHHOM NouTbl (He06A3aTeIbHO): MOXKHO OTNPAaBUTb aApPeC 3N1EKTPOHHOM NOYTbl BMecTe C
noAo3puTenbHbiMKU dannamu, 4yTobbl cneumanunctbl ESET Morin o6paTuTbea K BaM, eCIu ANA aHanm3a notpebyeTca
[ononHUTeNbHaA MHopMaLma. MmenTe B BUAY, 4To KomnaHus ESET He oTnpaBaseT oTBeTbl NO/1b30BaTEIAM 6e3
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HeobxoaMMOoCTH.

UcKknioueHune: GuabTp UCKNOYEHUI aeT BO3MOXKHOCTb YKa3aTb Nanku 1 Gaiibl, KOTOpPble HE HY}KHO OTNPaBAATb Ha
aHanus (Hanpumep, MOXKeT BbITb MONE3HO UCKAOUYUTL (alisibl, B KOTOPbIX MOYKET NPUCYTCTBOBATb KOHOUAEHLMANbHASA
MHGOPMaLLMA, TaKME KaK SOKYMEHTbI U 31eKTPOHHbIe Tabauubl). MNepeymcieHHble B 3TOM CMcKe ¢aiinbl HUKor4a He
6yayT nepenasatbea B ESET Ha aHanums, gaske ecnv OHM CoAepraT No4o3puTeNbHbIN Kog, Paiinbl Hanbonee
pacnpocTpaHeHHbIX TUNoB (.doc 1 T. N.) UCKAOYAKOTCA MO YMOAYAHMIO. [PK 3KeNaHUN MOXKHO A0MNOHATb CMUCOK
WCKOYEHHbIX painos.

Ecnu cnctema ESET LiveGrid® ncnonb3oBanack paHee, HO bbl1a OTKAOYEHA, MOTYT CyLLEeCTBOBATb NaKeTbl AaHHbIX,
npeaHasHavyeHHble AnA OTNPaBKKU. ITU NakeTbl byayT oTnpasneHsbl B ESET gaxke nocse BbIKAOYEHUA cuctembl. MNocne
OTNPaBKM BCEN TEKYLLE M MHPOPMaLMM HOBbIE NAKeTbl CO34aBaThCA He byayT.

4.6.1.9.1 Mopo3putenbHble ¢aiibl

Ha Bknaake ®aiinbl B 061acTh paclumpeHHbIx napameTpos ESET LiveGrid® mo»KHO HacTpouTb cnocob oTnpaBKu
cBeaeHuin 06 yrposax B UccegoBaTenbeKyto nabopatoputo ESET ana aHanusa.

Mpu 06HapyKeHUM NOA03PUTENBHOTO daitia ero MOXKHO OTNPaBUTL B UCCNeA0BaTeIbCKyto nabopaTtopuio ESET ans
aHanu3a. Ecam aTo BpegoHOCHOE npuaoxKeHue, nHbopmaumsa o Hem byaeT BKAOYEHa B cneaytouee 06HOBNEHME
CUrHaTyp BUMPYCOB.

PUNbTP UCKNKOUYEHUA: STOT BaPUAHT MO3BOSET UCKIIOYUTD U3 OTMPABKKU onpeaeneHHble Ganbl UK Nanku.
MepeyncneHHble B 3TOM cnucke daiabl HUKOrAa He byayT nepefaBaTbCs B UCC/ief0BaTe 1bCKyto nabopaToputo ESET
019 aHaNN3a, AaXKe eC/M OHM CoAePXKaT NoA03PUTENbHbIN Kog,. Hanpumep, MoKeT 6biTb NONE3HO UCKAOUYUTL dalinbl,
B KOTOPbIX MOKET NPUCYTCTBOBATb KOHOUAEHUMANbHAA MHOOPMALMA, TaKME KaK JOKYMEHTbI U 3/1eKTPOHHbIEe
Tabaunybl. Palinbl Hanbonee pacnpPoOCTpaHeHHbIX TUMOB (.dOoC M T. N.) UCKAOYAOTCA MO YMOAYaHULo. MNpu KenaHuu
MOHO JOMOJIHATbL CMUCOK UCKNKOUYEHHbIX GannoB.

Baw agpec 3/1IeKTPOHHOM NouThbl (He06A3aTeNIbHO): MOXKHO OTNPABUTb aAPEC 3/1EKTPOHHOM NOYTbI BMECTE C
noAo3puTenbHbiMKU dannamm, 4yTobbl cneumanuctbl ESET Morin obpaTuTbcsa K BaM, eCIK 4N1A aHanm3a notpebyeTca
[OoNoNHUTeNbHaA MHbopMaLumaA. MmeinTe B BUAY, 4To KomnaHus ESET He oTnpaBaseT oTBeTbl NO/b30BaTeIaM 6e3
HeobxoauMOCTH.

YcTaHoBUTe GiaKoK BecTu y)KypHan, 4tobbl co34aThb KypHaa cobblTUA ans peructpaumm GakTos oTnpasku ¢Gainos u
CTaTUCTUYECKOM MHPOPMaLMK. B XKypHan cobbITUin ByayT BHOCUTLCA 3aMMCU MPU Kaxkaon oTnpaske Gpainnos nu
CTAaTUCTUKMU.
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4.6.1.10 KapaHTuH

KapaHTWH npegHasHayveH B Nepeyto ovepelb A4/18 U30aAUMKN M 6e30MacHOro XpaHeHUA 3aparkeHHbIX ¢alinos. daiinbl
cneayeT NOMELLATb Ha KAaPaHTWH, €CIM UX He/b3A BbleYnTb UaK 6e30nacHo yaanuTb 1Mb0 ecam OHM OTHECEHDI
nporpammoit ESET Smart Security K 3apa*eHHbIM o ownbKe.

MomecTUTb Ha KapaHTUH MOXKHO Ntoboit dann. PekomeHayeTca NnomeLaTbh Ha KapaHTUH ¢aiibl ¢ NoA03puUTeIbHOM
aKTMBHOCTbIO, KOTOPbIE, TEM HE MEHEE, HE 0OHAPYKMBAIOTCA MOAY1E€M CKaHMPOBAHMA 3aLWMUTbI OT BUPYCOB. dalinbl Ha
KapaHTMHE MOXKHO OTMPaBUTb B UCCeA0BaTebCKYO nabopaToputo ESET Ha aHanms.

SMART SECURITY 9 .
@ KapaHTuH @ @ ®

JomaluHan
CcTpaHuua

>

BEpemn Wrap ofieekTa Pazmep Mprursa Ko...

CkaHupoBaHwe : : , .
8.9, 2015 15:29... http://www.eicar.org/download/eicar.com 68 B Eicar TecT daiin 1

KOMMBHOTEPA

o

Q

OO6HOBNEHME
Cepeuc

HacTtpolika

Cnpaeka u
NoALEPXKKE

® © = B

Hoeoctn

MepeMecTuTb Ha KApaHTHH...

NHpopmauuto o paiinax, NoMeLLeHHbIX Ha KapaHTUH, MOXHO NPOCMOTPETb B BUAE TabauLbl, coaeprLallein aaTty u
BpemMa nomeleHus daiina Ha KapaHTUH, NYyTb K €r0 UCXOAHOMY PaCcnoI0XKEHUIO, ero pasmep B barTax, MPUUNHY
nomelLeHus dainna Ha KapaHTUH (Hanpumep, 06beKT AobaBAeH NOb30BaTENEM) M KOZIMYECTBO Yrpo3 (Hanpumep,
€C/IN apXMB COLEPKUT HECKOIbKO 3aparkeHUi).

EM|OY SAFER TECHNOLOGY™

MomeweHune ¢aitnoB Ha KapaHTUH

Mporpamma ESET Smart Security asBTomaTMyeckn nomellaeT yaaneHHble Gdannbl Ha KapaHTUH (ecn 3TOT NapameTp He
6bl21 OTMEHEH MO0/1b30BaTe/IeM B OKHe npeaynpexaeHus). Mpu »kenaHum 110601 Noao3puUTenbHbl Gpaina MoXKHO
NMOMECTUTb Ha KaPaHTUH BPYYHYHO C MOMOLLbIO KHOMKM KapaHTUH.... Mpy 3TOM UcxoaHan Konus gaina He yganaeTcs.
[NA 3TOro TakKe MOMKHO BOCMO/1b30BaTbCA KOHTEKCTHbIM MEHIO, LLEIKHYB MPaBOM KHOMKOM Mblln OKHO KapaHTUH U
Bbl6paB NyHKT KapaHTUH....

BoccraHoBneHUe U3 KapaHTUHA

daiinbl, HaxoAALLMECA Ha KapaHTUHE, MOXHO BOCCTaHOBUTb B UCXOAHOM mecTe. [115 3Toro npeaHasHadeHa GpyHKLmMA
BOCCTaHOBUTb, 4OCTYMHasA B KOHTEKCTHOM MEHIO onpeaeneHHoro daiia, oTobpaxkaloLLerocs B OkHe KapaHTuHa. Ecim
daiin nomeyeH Kak NoTeHLMaNbHO HeKenaTeibHaA NPorpaMmma, BK/to4YaeTcs napameTp BoccTaHOBUTb U UCKNIOUUTD
U3 CKaHMPOBaHUA. [JONONHUTENbHYI0 MHPOPMALMIO 06 ITOM TUNE NPUNOKEHMA CM. B I10CCAPUN. KOHTEKCTHOE MEH0
COZIE PXKUT TaKKe GYHKLMIO BOCCTaHOBUTD B..., KOTOPas M0O3B0/IAET BOCCTaHOBUTL haitl B MecTe, OT/IMYHOM OT
MCXOAHOTO.

NPUMEYAHME: Echu nporpamma NoMecTu/1a He3apakeHHbI daiin Ha KapaHTUH Mo OLWNOKe, UCKAKYUTE 3TOT dalia
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M3 CKAHMPOBAHMA NOC/e BOCCTAHOB/IEHMA U OTNPaBbTE €ro B CAYKOY NoAe KU KnneHTos ESET.

OtnpasKa ¢aiina U3 KapaHTUHa

Ecnv Ha KapaHTWH nomelleH dain, KOTOPbIN He pacrno3HaH NPOrpaMmmoit, unu dann HeBePHO KBAaNUPULMPOBAH KaK
3aparkeHHbIM (Hanpumep, B pesysibTaTe OWMOKM 3BPUCTUYECKOTO MeToAa) M M30IMPOBaH, NepeaaiTte ¢ain B
BMPYCHYtO labopaTopumto ESET. YTo6bl 0TNpaBuTb Gpainn U3 KapaHTUHA, LWENKHUTE ero NpaBoi KHOMKOM MbILWK U
BblbepuTe NyHKT MepeAaTtb Ha aHanus.

4.6.1.11 TMpoKcu-cepsep

B 60/1bLWIMX IOKa/bHbIX CETAX MOAKNOYEHME KOMMNbIOTEPOB K MIHTEpHETY MOKET OCYLLLECTBAATLCA Yepes NPOKCU-
cepsep. OpMeHTUPYACh Ha 3TY KOHPUIypaLMio, HYXKHO 3a4aTb ONUCaHHbIEe HUXKe NapameTpbl. Ecnv aToro He caenats,
nporpamma He CMoKeT 0BHOBNATLCA aBTOMaTMYeCcKK. B nporpamme ESET Smart Security HacTpoliky npoKcu-cepeepa
MOXHO BbINOJIHUTL B ABYX Pa3HbIX pas3aeax AepeBa pacliMpeHHbIX HacTpoeK.

Bo-nepBbix, NapameTpbl NPOKCU-CEPBEPA MOXKHO KOHOUTYPUPOBATL B pasaesie [JonoNHUTENbHbIe HAaCTPOMKMY,
OOCTYNHOM Yepes CnyxebHble nporpammbl > MpoKeu-cepsep. HacTpolika NpoKcu-cepBepa Ha 3TOM ypoBHeE
NO3BOJIAET 3a4aTb €ro napameTpbl 41 nporpammbl ESET Smart Security B uenom. OHM MCNONb3YHOTCA BCEMU
MOAYIAMM NPOrpamMbl, KOTOPbIM TpebyeTca NnoakAtoYeHMe K HTepHeTy.

[lnA HacTPOMKM NapaMeTPOB NPOKCU-CEPBEPA HAa 3TOM YPOBHE ycTaHOoBUTE dnaxKok Mcnonb3osaTb NPOKCK-cepBep, a
3aTeMm BBeAMTE aApec NpPoKcu-cepsepa B nosie MPoKcK-cepeep 1 yKaxmTe Homep ero nopTa 8 nose Moprt.

Ecnu TpebyeTca ayTeHTMdMKALMA HA NPOKCU-cepBepe, ycTaHosuTe dnarkok MpoKcu-cepsep TpebyeT
ayTeHTUPUKaumK, a 3aTeM 3anosHuTe nona Uma nonb3osarens v Maponb. Haxkmute KHonky HalTu, 4tobbl
aBTOMaTMYeCKM OnpeaennTb NnapameTpbl MPOKCU-CepBEpPa U MOACTaBUTb UX. ByayT ckonnpoBaHbl NapameTpbl,
yKasaHHble B Internet Explorer.

NPUMEYAHMUE. B HacTpolikax B o61acTu MpoKcu-cepeep MmA Nob30BaTeNs U NAapOib HYXKHO BBOAWTb BPYYHYHO.

MapameTpbl NPOKCU-CEPBEPA TAKKE MOXKHO HACTPOUTb B 06/1aCTU paclUMPEHHbIX NapamMeTpoB 06HOBAEHUSA
(nocnepoBaTenbHO OTKpOKMTE [ONONAHUTE/IbHbIE HAacTPOIiKu > O6HoBNeHUe > MpoKcu-cepsep HTTP 1 B
pacKpbliBaloLEeMCs cricke PexXum npoKcu-cepeepa BbibepuTe anemeHT MogknatoueHne yepes NpoKcu-cepeep). Itu
napameTpbl NPUMEHAOTCA K KOHKpEeTHOMY Npoduito 0OHOBNEHUA M PEKOMEHAYHOTCS 419 HOYTOYKOB, KOTOPbIE YacTo
NnoJiy4yatoT 06GHOBNEHUA CUTHATYP BUPYCOB U3 Pa3HbIX UCTOYHUKOB. [/18 MONYyYeHUSA AOMNONAHUTE/IbHbIX CBEAEHMI 06
3TMX NapameTpax cM. pa3aen JonoNHUTeNbHble HACTPOMKN 0BHOBAEHUA.
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4.6.1.12 YBepomneHUA NO 3/IEKTPOHHOM nouTe

ESET Smart Security nogaep»kvsaeT OTNpaBKy COOOLLEHUI 3NEKTPOHHOM NOYTbI NPY BO3HUKHOBEHWUN COBbITUI C
3a/laHHOM CTeneHblo AeTanmsaunn. Ytobbl BKAOUNTL 3Ty GYHKUMIO, ycTaHoBUTE daxkoK OTNPaBNATb YBe A0OMAEHUSA
No 3/1eKTPOHHOI nouTe.

@ PacwmpenHele napametpel - ESET Smart Security EE

PaclumpeHHble napaMeTphl Q bt ®
~

SALLMTA OT BMPYCOB _
El YBELOMNEHWA NO 3NEKTPOHHO MOYTE

OBEHOENEHE 0 6 .
TNpaBATE YEELOMAEHNA © COBBITMAX NO 3NEKTPOHHOI (i

- noute
MEPCOHAMBHBIA

QAVEPBON

WHTEPHET W1 3MEKTPOHHAR SMTF-CEFBEF

MoYTA

SMTP-cepeep (i ]
KOHTPOSb ¥YCTPOWCTB VIma nonssoearens (i )
CNYKEBHBIE MPOTPAMME Mapene 6
QaMNLl KypHANoE
Mpokcu-cepeep Appec oTnpasuTens i ]
YeepomMneHua No 3NeKTPOHHON
noute Appec nonyyatens (i ]
MrpoBeoil pexum
Jrardoctvka

MuHKMENEHEA CTENEHE AETAAMIALNK }rsep,omnEHmﬁ MpegynpexaeHna A ﬂ

WMHTEPGEWC BrntounTe wngpesanue TLS AnarrocTika

NMoNL30BATENA WMudopmanna

Mpegynpexgenna

Owimnben
Mo ymonuaHuio
Kputdeckne owmBrm

SMTP-cepsep

SMTP-cepBep: SMTP-cepBep, UCNONb3yeMbI /15 OTNPaBKM ONOBeELLEeHWUA (Hanpumep, smtp.provider.com:587,
HOMep npeaBapuUTebHO 3aJaHHoro nopta — 25).

NPUMEYAHME. ESET Smart Security nogaep»umsaet SMTP-cepBepbl, ncnonb3ytowme wmdposaHme TLS.

Mmsa nonb3osBatensa v Maponb: ecnv TpebyeTtca ayTeHTUdMKauns Ha SMTP-cepBepe, Ana noayyYyeHus gocTyna K
HEeMYy 3anoJIHUTE 3TN MOAA.

Appec oTnpaBuTeNns: B 3TOM MoJie yKa3blBaeTCcA aapec OTNpaBuTeNs, KOTopbli byaeT oTo6parkaTbCa B 3aro/I0BKe
MUCeM C yBeJOM/IEHMEM.

Appec nonyyarena: B 3TOM NoJie yKa3blBaeTCA agpec noayyatens, KOTOprﬁ 6y,u,eT OTO6pa)+(aTbCF| B 3arosioBke
nncem cyseaomneHumem.
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B packpblBatoLemca cnvcke MUMHUManbHas cTeneHb AeTain3auum yBea0M/IeHUIA MOXKHO BbiBpaTb HavaibHbIl
YPOBEHb OTMNpPaBASEeMbIX YBEAOMIEHUNA.

e NlnarHoCTUKa: pernctpupyetcsa nidopmaums, Heobxoanman Ans TLATELHOW HAaCTPOMKM NPOrpaMmmbl, a TaKKe
BCE NnepeYmnc/ieHHble Bbillie 3anncu.

® UHPOpMaLMOHHbIE: 3anuUCbiBatoTCA MHPOPMaLMOHHbIE COOBLLEHUSA, TaKMe KaK HeCcTaHAdapTHble ceTeBble
cobbITuA, BKAtOYaa coobuieHmns 06 ycnelHom BbiNoAHEHUN 0BGHOBNEHWA, A TAKXKe BCe NepeyYnceHHble Bbille
3anucu.

¢ MpeaynpeKaeHusa: 3anmncbiBaloTCA KpUTUYECKME OLWMBKN 1 NpeaynpexaeHus (Hanpumep, He yAanoch

BbINONHUTb 0OHOBNEHME MK cucTema Antistealth paboTaeT HenpaBuabHO).

OWMBKK: 3aNKnCbIBAOTCA OLMOKK (He aKTUBMPOBAHA 3aLUMTa OKYMEHTOB) U KPUTUYECKME OLLIMBKMU.

Kputunueckue: 3anmcbiBatoTCcA TO/IbKO KpUTUYECKME OLIMBKM (OWNBKM 3amnycKa 3allmTbl OT BUPYCOB UK

yBEeAOM/IEHMA O HA/IMUYNK BMPYCa B CUCTEME).

Bratountb wndposaHue TLS: paspelwntb OTNPABKY NpeaynpexaeHunii o6 yrpose 1 yBeJOMIEHWUI C
Mcnosb3oBaHMeM nNpoTokona TLS.

MHTepBan meKAy onpaBKaMmn HOBbIX COO6LLEHMIT 31eKTPOHHOM NOUTbI (MUH.): BpeMs B MUHYTaXx, CNyCTA KOTopoe
Mo 3/IeKTPOHHOW NoyTe byayT OTNPaBAATLCA HOBble yBeAOMAeHUA. Ecnv 3a4aTh 3HauyeHme 0, yBegomaeHusa 6yayt
OTNPaBAATbLCA Cpasy.

OTnNpaBAATb YBE A0MJIEHUSA B OTAE/NbHbIX COO6LLEHUAX 31€KTPOHHOM NOYUTbI: €C/1M 3TOT NapameTp aKTUBUPOBAH,
nosiyyatenb Oy4eT nosyyaTb Kaxkgoe yBegOMIeHWE B OTAE/IbHOM COOOLLEHNN. ITO MOXKET MPUBECTU K MONYYEHUIO
60/1bLIOr0 KOIMYECTBA NOYTbI 33 KOPOTKMI MPOMEIKYTOK BPEMEHMU.

dopmar coobeHui

4,

dopmar coobLyeHuii 0 cobbITUAX: GopMaT COODLLEHNIN O COBbITUAX, OTOBPaAXKaeMbIX Ha yAaneHHbIX KOMMbOTE paXx.

dopmar npegynpexgeHuii 06 yrposax: npeaynpexaeHuns 06 yrpose 1 ysea0MIEHUA MO YMOYAHUIO UMEIOT
npeaonpeaeneHHbl Gopmat. M3meHATb 3TOT popmat He pekomeHayeTcs. OfHAKO B HEKOTOPbIX Cay4asnx
(Hanpumep, NPU HaAMYUK CUCTE Mbl aBTOMATU3MPOBAHHON 06PaBbOTKM 31EKTPOHHOM MNOYTbI) MOXKET NoHaA06UTbLCA
N3MeHUTb GopMaT coObLLEHUNA.

Ucnonb3oBaTb CMMBO/Ibl MECTHOIO andaBuTa: NpeobpasoBbiBaeT KOANPOBKY COOOLLEHMA 3NEKTPOHHOM NOYTbI B
KoanpoBKy ANSI Ha ocHoBe perMoHanbHbix NapameTpos Windows (Hanpumep, Windows-1250). Ecau He
yCTaHaBAMBaTb 3TOT GN1aXKoK, coobLlieHne byaeT npeobpa3oBaHoO € UCNONb30BaHMEM 7-6UTHOM KoamposKku ACSII
(Hanpumep, «a» byaeT NpeobpasoBaHO B «a», a HEU3BECTHbIE CUMBOJIbl — B «?»).

Ucnonb3oBaTb MeCTHYIO KOAMPOBKY CUMBOJIOB: CO0bLLeHNe ByaeT npeobpasosBaHo B popmat Quoted Printable
(QP), B koTopoM ncnonbaytoTcs 3Haku ASCII, yTo No3BoNsAET NPaBUIbHO NepeaaBaTb CUMBO/Ibl HALMOHANAbHbIX
andaBUTOB NO 3/1EKTPOHHOWM NouTe B 8-6uTHOM popmarte (4éidu).

6.1.12.1 dopmart coobuieHum

B 3TOM OKHE MOXHO HacTpouTb GopmMaT coobLLEeHUI O COBbITUAX, OTOBPaXKaOLLMXCA Ha yAaeHHbIX KOMMNbIOTE Pax.

MpeaynpexaeHusa ob yrpose 1 yBeA0MIEHUS MO YMOYAHUIO UMEIOT NpegonpeaeneHHbli opmaTt. M3meHATb 3TOT
dopmart He pekomeHayeTca. O4HAKO B HEKOTOPbIX CAyYasx (Hanpumep, NPy HaIMYMM CUCTEMbl aBTOMATU3MPOBAHHOM
06paboTKM 31€KTPOHHOW NOYTbI) MOXKET MOHAA06UTLCA U3MEHUTb GOPMAT COOBLLIEHNIA.

Kntouesble cnoBa (CTPOKM, pasaeneHHble CMMBOIOM %) B COOBLLEHMM 3aMeLLLaloTeA peasibHOW nHdopmaLmein o
cobbITUK. JOCTYMHbI CAeAyoLWMe KAKYeBble C/10Ba.

%TimeStamp%: nata n Bpemsa cobbITus.

%Scanner%: 3a4eMCTBOBaHHbIN MOAYb.

%ComputerName%: nmsa KomnbloTepa, Ha KOTOPOM MPOKU30LLN0 cobbiTHE.
%ProgramName%: nporpamma, co3gasLuasn npeaynpexaeHue.
%InfectedObject%: nma 3aparkeHHOro ¢aiina, coobLeHna 1 T. n.
%VirusName%: naeHTUdULMpyoLwme gaHHbIe 3apaxeHuA.
%ErrorDescription%: onvcaHue cobbITUs, HE UMEILLEro OTHOLWEHUA K BUPYCaM.
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Kntouesble cnosa %lInfectedObject% 1 %VirusName% 1crnoib3yoTca TONbKO B NpeaynpexaeHuax ob yrposax, a %
ErrorDescription% — T0/1bKO B cO0bLWEHMAX O COOLITUSAX.

Mcnonb3oBaTb CUMBO/IbI MECTHOTO andasuTa: NnpeobpazoBaHme cOObLLEHUI C UCNOoAb30BaHMEM KOAMPOBKM ANSI Ha
OCHOBe pernmoHasnbHbix NapameTpos Windows (Hanpumep, windows-1250). Ecniu He ycTaHaBnMBaTb 3TOT G/1aXKOK,
cooblieHne byaeT npeobpasoBaHo C UCNONb30BaHUEM 7-6UTHOI KoamposKku ACSII (Hanpumep, «a» byaeT
npeobpasoBaHO B «a», @ HEU3BECTHbIE CUMBOJIbl — B «?»).

Mcnonb3oBaTb MeCTHYIO KOAMPOBKY CUMBO/IOB: CO0bLLeHNe byaeT npeobpasosaHo B popmat Quoted Printable (QP),
B KOTOPOM MCMo/b3ytoTca 3HaKM ASCII, 4To Nno3BoAAET NPaBUIbHO NepeaaBaTb CUMBO/Ibl HALMOHA/bHbIX andaBUTOB
Nno 3/1eKTPOHHOW noute B 8-6utHOM popmarte (4éidu).

4.6.1.13 Bbi6bop obpasuya ana aHanAusa

[dnanorosoe oKHO OTNpaBKK GainNoB NO3BOAAET OTNPaBUTb Gpainn unm cant B ESET ana aHanmsa. Ytobbl OTKPbITL 3TO
OKHO, BblbepuTe CnyxKebHble nporpammbl > [lononHuTebHble cpeacTBa > OTnpaBKa 06pasua Ha aHanus. MNpu
06HapyKeHWM Ha KoMmnbtoTepe dalina, NPoABAAIOLLETO NOAO3PUTENbHYIO aKTUBHOCTb, MW NOA03PUTENbHOTO CaliTa B
NHTepHEeTe ero MOXKHO OTNPaBUTL B UCCNE0BaTeIbCKYo nabopaTtoputo ESET. Ecnu daiin unm Beb-caiiT okarkeTtcs
BPEZLOHOCHBIM NPUAONKEHMEM, QYHKLMA ero 0bHapyKeHUs byaeT BKAOYeHa B nocieaytoLime o6HOBAEHUS.

Opyrmm cnocobom oTnpaBKM ABAAETCA 31EKTPOHHAA NoYyTa. Ecam aToT cnocob ana sac yaobHee, 3aapxmBupyiite
dannbl c nomolbto nporpammsel WinRAR nnu WinZIP, 3awmtuTte apxus naponem «infected» n otnpasbTe ero no
agpecy samples@eset.com. [ToMHWUTE, YTO TEMA NUCbMA AOJIKHA ONUCbIBaTb NPOGAEMY, @ TEKCT AO/IKEH COAEPHKATb
KaK MOYHO bosiee nosiHyto nHbopmaumio o paine (Hanpumep, agpec Beb-calita, C KOTOPOTo OH Bbl/l 3arpyXKeH).

NPUMEYAHME. NMpexae yem otnpasnatb ¢dann B ESET, ybeauTech B TOM, UTO Npobiema cOOTBETCTBYET OAHOMY U3
cnefyowmx Kputepmes:

® daitn coBcem He 0bHapyKuMBaeTCs;

® dain HenpaBUIbHO OO6HAPYKMBAETCA KaK yrposa.

OTBeT Ha Noao6HbIM 3anpoc byaeT OTNPaB/ieH TO/IbKO B TOM C/ly4ae, ecn noTpebyeTca AONONHUTENbHAA
nHpopmaums.

B packpbiBatolemca meHto MpuunHa oTnpasku ¢daitna Bbibepute Hanbonee noaxoasallee onMcaHne cBoero
coobuleHus.

® Moao3putenbHbiii paiin

® Mopo03puTenbHbIii caifT (Be6-caliT, 3apakeHHbIM Bpe40HOCHOM Nporpammolt)

Jlo}XHO 0bHapyKeHHbI dain (Ppaitn obHapyKeH Kak 3aparkeHHbIN, XOTS He ABNSeTCA TaKOBbIM)

J103KHO O6HapYKeHHbIM calT

® fpyroe

daiin/caitt — nyTb K daiiny nnm Beb-canTy, KOTOPbIN Bbl cOBMpaeTech OTNPaBUTb.

Appec 3NeKTPOHHOWM NouTbl: agpec oTnpasnseTca B ESET BmecTe ¢ noao3putenbHbiMU daiiaMmn U MOXKeT
MCMO/1b30BaTbCA 414 3aMpoca AONONHUTENbHOW MHPOPMaLMKM, HeobXxoanMMmOol ANA aHanm3a. YKasbiBaTb agpec
3/1IeKTPOHHOM NoYTbl Heobs3aTeIbHO. [TOCKONbKY Kaxaplit AeHb Ha cepBepbl ESET nocTynatoT AecATKkuM Tbicsy ¢annos,
HEBO3MOXHO OTNPABUTbL OTBET Ha KaXKAbl 3anpoc. Bam OTBETAT TO/IbKO B TOM C/1y4Yae, eCM ANA aHaAM3a
noTpebyeTca A4ONOAHUTENbHAsA MHPOPMALMA.
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4.6.1.14 UeHtp o6HOBAeHUa Microsoft Windows®

®yHKLMA 06HOoBNEHUA Windows ABAAETCA BaXKHOW COCTABAAIOLLEN 3aLUMTbI NOb30BaTENIEN OT BPELOHOCHbIX
nporpamm. Mo saToi npuumHe obHoBAeHUs Microsoft Windows cnegyeT ycTaHaBAMBaTb cpasy NOC/Ae UX MNOABAEHUS.
MporpammHoe obecneyeHmne ESET Smart Security yBegomnsaeT nosib3oBaTensa 06 oTcyTCTBYHOLWMX OOHOBAEHUAX B
COOTBETCTBMM C BblOpaHHbIM ypoBHEM. [LOCTYNHbI Ceaytowme YPOBHU.

® be3 06HOBNEHMIA: He DyaeT npeasiaraTbCs 3arpy3nTb 06HOBAEHUSA CUCTEMDI.

¢ HeobsasatenbHble 06HOBNEHUA: ByaeT NpeaiaraTbCs 3arpy3nTb 0OHOBAEHMSA, MOMEYEHHbIE KaK MMEIOLLME HU3KUIA
1 6onee BbICOKUIN NPUOPUTET.

® PekomeHAOBaHHble 06HOBNEHUA: OyaeT NpeaiaraTbCa 3arpy3nMTb 0OHOBMEHMA, MOMEYEHHbIE KaK MMetoLLme
0ObIYHbIN 1 6oNlee BbICOKUIA MPUOPUTET.

® BakHble 06HOBNeHUA: OyaeT npeasiaraTbCa 3arpy3nTb 06HOBAEHUSA, MOMEYEHHbIE KaK BaXKHble U MMetoLme bonee
BbICOKWUI MpUOpPUTET.

¢ Kputnueckue ob6HoBNAEHUA: NO/1b30BaTENtO ByAeT Npea/iaraTbCs 3arpy3unTb TONIbKO KpUTUYECKME OBHOBNEHNA.

[ns coxpaHeHus n3meHeHnn HaxkmuTe KHonKy OK. Mocne npoBepKu cTaTyca cepBepa 06HOBAEHMI HA 3KpaH byaeT
BbIBeAEeHO OKHO « OBHOBAEHMNA CUCTEMbI», MO3ITOMY AaHHble 06 06HOBNEHUM CUCTEMbI MOTYT BbITb HE AOCTYMHbI
HenocpeACTBEHHO NOCAEe COXPaHEHUA U3MEHEHUIA,

4.7 WUutepdenc

B pasgene UHTepdeiic MOXKHO KOHOUIYpUpOoBaTb NoBeaeHMe rpaduyeckoro nHTepdelrica Nosb30BaTe 1A NPOrpaMmmbl.

C nomoupto cny»kebHom nporpammbl MpadurKa MOKHO U3MEHUTb BHELLIHWI BUA, NPOrPamMMbl U UCNOb3yeMble
apdeKThbI.

MyTem HacTpOlKM NapameTpoB B pasgene MNpeaynpexaeHna 1 yBeJOMIEHUA MOXKHO U3MEHUTb NOBeAeHMe
npeaynpexaeHnii o6 obHapyKeHHbIX yrpo3ax U CUCTEMHbIX YBE 40MAEHUN. IX MOXKHO HAacCTPOUTb B COOTBETCTBMU CO
CBOMMM NOTpPebHOCTAMM.

ECM NPUHATL peLueHne 0 TOM, YTO HEKOTOPbIE YBELOMIEHUS He [O/KHbI 0TOBpaXkaTbcsA, OHM ByayT NpUCYTCTBOBaTb
B 061acTN CKPbITble OKHA YBeAOM/IEHMI. 34eCb MOXHO NPOBEPUTb X COCTOSIHUE, MPOCMOTPETb AOMNOIHUTEIbHbIE
cBeAeHMA UM YAANNUTb UX U3 AaHHOIO OKHa.

[ns obecneyeHns MakcMManbHOro ypoBHA 6e30MacHOCTM MporpaMmMHOro obecneyeHns MOXKHO NpeaoTBPaTUTb
HEeCaHKLMOHNPOBaHHOE U3MEHEHWE, 3aLLMTMB NMapameTpbl NapoeM C MOMOLLbIO CNyXKebHOM nporpammbl
MapameTpbl gocTyna.

Ecnu wenkHyTb 06BEKT NPaBoOi KHOMKOW MbILM, OTOOPA3UTCA KOHTEKCTHOE MEHI0. ITOT MHCTPYMEHT No3BoseT
MHTErpmMpoBaTb 3n1eMeHTbl ynpasneHua ESET Smart Security B KOHTEKCTHOE MeH!O.

4.7.1 dSnemeHTbl UHTEpdeiica

MapameTpbl MHTEepdelica nonb3osBaTens B ESET Smart Security no3BoasOT HacTpouTb pabouyto cpeay B COOTBETCTBUM
C KOHKpeTHbIMMK TpeboBaHUAMK. ITU NapameTpbl OCTYMHbI B BeTBU UHTepdeiic > InemeHTbl UHTepdeiica gepesa
pacwmpeHHbIX napameTpos ESET Smart Security.

Y1o6bI OTKNOUNTL 3acTaBky ESET Smart Security, cHumuTe dpnarkok NMokasbiBaTb 3aCTaBKy Npu 3anycke.

Ecnu Bbl XoTUTe, 4TOBLI Nporpamma ESET Smart Security Bocnpounssoania 38yKOBOW CUTHa, €C/TU BO BPEMS
CKAHWPOBAHMSA NPOUCXOAUT BaXKHOE COObITME, HANPUMepP 0BHapYyKeHa yrpo3a an CKAHMPOBAHUE 3aKOHYEHO,
BblbepuTe ycTaHOBKY Mcnonb30BaTb 3BYKMU.

MHTerpMpoBaTb C KOHTEKCTHLIM MEHIO: MOXHO MHTEIPMPOBaTb 31eMeHTbI ynpasaeHusa ESET Smart Security B
KOHTEKCTHOE MEHIO.

CocrosiHuA

CocrosaHua NPUNOXKEeHUA: YTOObI BKAOYUTb UIN BbIKNOUYUTD 0T06pa)'KE‘HMe COCTOAAHMI B 06/1aCTN FNaBHOMO MeHo
CocrosiHue 3alWNnTbI, WEeNKHUTE 3/1eMeHT MU3meHUTb.
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PaclwimpeHHele napaMeTpel

3ALLATA OT BIMPYCOB
OBHOBMEHME

MEPCOHASBHEIA
QAFEPBON

WHTEPHET W1 3MEKTPOHHAR
MoYTA

KOHTPOMb YCTPOIACTE
CMYAEEHBIE MPOTPAMMEI

WHTEP®ENAC
MoJ/IL30BATENA

El 3NEMEHTbI MHTEP®ECA NONL3OBATENA

MokaselBaTe 3aCTABKY NPW 3aMycKe i ]
WMenonesosate 3yku (i ]
MIHTErpaumna B KOHTEKCTHOE MEHHD i ]
COCTOAHWA

CocToOAHMA NPUACHKEHNA MzreHuTs 0

NPEAYNPEXAEHWNA W YBELOMAEHWA

HACTPOWKA AOCTYMA i ]

o ymonuaHMio
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4.7.2 TMpeaynpexaeHUa U yseaomMneHusa

B pasgene MpepgynpexxaeHua U ysegomneHusa okHa UHTepdeiic MoXKHO HacTpouTb cnocob 06paboTkm
npeaynpexaeHuii 06 yrposax U CMCTEMHbIX YBeAOM/IEHUI (Hanpumep, coobLieHui 06 ycnewHoOM BbINOAHEHUN
obHoBNeHuin) ansa nporpammbl ESET Smart Security. 34ecb TakKe MOXKHO HacCTPOUTb BpeMsa 0TobpaskeHus 1
NpPo3payYHOCTb YBEAOMIEHUIA Ha NaHeN M 33434 (NPUMEHAETCA TO/IbKO K CUCTEMAM, NOAAE PKMUBAIOLLMM YBE AOMNEHUSA
Ha naHenu 3agady).

@ PacwmpenHele napametpel - ESET Smart Security EI
PaclivpeHHble napaMeTphl Q X @

e
SALLATA OT BIPYCOB B NPEAYMNPEXAEHWA W YBELOMAEHWA

QBHOBSMEHWE OKHO NPEAYNPEXAEHWA o
MEPCOHANLHBIA OroBpaxate npegynpesgeHa
OAAEPEOS]
WHTEPHET 1 3/IEKTPOHHAA OBMEH COOBLLEHWMAMMW B NMPOTPAMME
NoYTA
OroBpaxaTe MapKeTUHroBble cooBLLEHNA ?

KOHTPOJIb YCTPOIACTE

CAYKEEHBIE MPOMPAMMEI YBEAOM/IEHWA HA PABOYEM CTONE Li ]
WMHTEP®ENC OtoBpaxaTb yBeAOMNEHWA HA paBodem cTone
NONb30OBATENA

He oTobpaxaTe yEeA0MAEHNA NpW paboTe NPUACHKEHNA B
NOAHOIKPAHHOM PEAMME

MpoACIKUTENEHOCTE ms O
.

MpozpadnocTs 20 o [i ]

MuHNUManEHaA JeTannsaumna oToBpaxaenbr cobemuii WHbopmauua v

B MHOrononb3oBaTensCckmy CHCTEMaX DTDﬁpE)KETb
YEEAOMIEHWA HA IKPAHE CNEJYHILLIEND NONBL30EITENA

OKHO npeaynpeXxaeHua

Administrator

Ecnv oTknountb NapameTp OTOGpaKaTb NpeAynperKaeHne, OKHa NpeaynperKaeHus He 6yayT BbIBOAUTLCA Ha
3KpaH; AenaTb 3TO cAedyeT TO/IbKO B HEKOTOPbIX 0COBbIX CUTyaLMAX. B BONbLIMHCTBE CyYaeB peKomeHayeTcs
OCTaBUTb /1A 3TOTO NapameTpa 3HaYeHNE NO YMONYAHMIO (BKIOYEH).

O6meH coobLieHuAMM B nporpamme

OT06paKaTb MapKeTUHIoBble co0bLeHUA: GYHKLNSA BHYTPUNPOrPammMHOro obmeHa coobLueHMaAMM
npeaHasHavyeHa ana MHGOPMUMpPOBaHMA Nosb3oBaTenel o HoBocTsax ESET n ana apyrnx coobuieHuin. CHummTe
3TOT PNIAXKOK, €C/IM HE XOTUTE NOJYy4YaTb MAPKETUHIOBbIE COODLLEHMS.

YBepgomneHusa Ha paGoueM cTone

YBegomneHus Ha paboyem cTosie 1 BCM/ibiBaloLWMe NOACKA3KM NpeaHasHaYeHbl TONbKO A5 MHGOPMMPOBAHMUA U
He TpebytoT yyacTna nonb3osatens. OHM oTobpakatoTcs B 061aCTV yBEAOM/IEHUIA B MTPABOM HUMKHEM YTy

3KpaHa. YTobbl aKTUBMPOBATbL yBEAOMIEHUA Ha paboyem cTone, ycTaHoBUTe daaxkok OTob6parkaTb yBe AoMAeHUs
Ha paboyem cTone.

YctaHoBUTe ¢pnaxkok He otobpakaTtb yBe gomaeHusa npu paboTte NpUNOXKeHU B NOTHO3KPAHHOM peXume,
4YTOObI 3aNPETUTH BCE HEMHTEPAKTMBHbIE YBEAOMIEHUA. bonee AeTasbHble NAapameTpbl, TakMe Kak Bpems
oTObpaKeHMA U NPO3PAYHOCTb OKHA YBEAOMTEHU, MOXHO U3MEHUTb, BbIMOJIHUB NPUBEAEHHbIE HUXKE
NHCTPYKLMMW.

B packpbiBatowemca cnncke MuHumanbHasa getanmsaums OT06pa)KBEMbIX Cco6bITUIA MOXKHO Bbl6paTb YPOBEHDb
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Cepbe3HOCTM NpeaynpeXaeHui 1 yBe 4OMIEHUN, KOoTopble cneayeT oTobpakaTtb. JOCTyMHbI YKa3aHHble HUXKe
BapPWaHTbI.

® [lnarHoCTUKa: pernctpupyetca nHdopmauma, Heobxoamman Ana TIWATeIbHOM HAaCTPOMKM NPOrpamMmmbl, a TaKKe
BCE NMepeYnc/ieHHble BbllLe 3anmcu.

MHpOopMaLMOHHDbIEe: 3annCbiBatoTCA MHGOPMALMOHHbIE COOBLLEHUSA, B TOM YMcae coobueHma ob ycnewHom
BbIMNOJIHEHUM OOHOBNEHUSA, @ TaK¥Ke BCE NMepeync/eHHbIe Bbllle 3anmncH.

MpeaynpeXaeHus: 3anucbiBaeTca MHPOPMALMA 060 BCEX KPUTMYECKMX OLIMOKAX M NpeaynpeKaeHUsX.
OwmnbKK: 3anmcbiBatoTCA cBeAeHMA 06 oLWmMbKax 3arpy3ku Gpananos U KPUTUYECKUX OLLIMBKaX.

Kputuueckue: permcTpmpytoTca TONIbKO KPUTHUYECKME OWNOKM (OLLIMOKM 3aMyCKa 3alMTbl OT BUPYCOB,
BCTPOEHHOTrOo dhanepBoian T. n.).

MocnefHW NnapameTp 3TOro Pasfaena No3BoIsieT HACTPOUTb, KTO UMEHHO LO/IKEH NOJy4aTb YBeLOMIEHUSA B
MHOTOM0/1b30BaTENbCKOM Cpese. B none B mHOrononb3oBaTeIbCKUX cUCTEMAX OTOBparKaTb yBeAOMNEHUA ANA
NoNb30BaTeA YKa3blBAETCA NO/1b30BaTE /b, KOTOPbLIV ByAEeT NO/yYyaTb CUCTEMHbIE M MPOYUE YBEAOMIEHUS, YTO
Nno3Bo/IAeT OAHOBPEMEHHO MOAKYATLCA K CUCTEME HECKOIbKMM Nob3oBaTeNsiM. OBbIYHO 3TO CUCTEMHbIN UK
ceTeBOM agMMHUCTPATOP. ITa GYHKLUMA 0COBEHHO Noae3Ha 418 TePMUHA/bHbIX CEPBEPOB NPU YCI0BMM, YTO BCE
CUCTEMHbIE YBELOM/IEHUA OTNPABAAOTCA aAMUHUCTPATOPY.

OKHO coobweHua

YT06bI BCNbIBAlOLLME OKHA 3aKPbIBA/IMCb aBTOMATUYECKU NO UCTEYEHUN ONPeLENEHHOTO BPpEMEHH, YCTAaHOBUTE
¢dnaxkok ABTOMaTUUECKU 3aKPbIBaTb OKHA cO0bLeHuit. Ecv OKHO nNpeaynpexkaeHua He byaeT 3aKpbITo
Nno/ib30BaTe/IeM, OHO 3aKPbIBAETCA aBTOMATUYECKM Yepes YKa3aHHbIW MPOMEIKYTOK BPEMEHM.

MNoaTBepKAeHUA: OTOOparKeHUe CNMCKa NOATBEPHKAEHUM, 1A KOTOPbIX MOXHO HAaCTPOUTL NapameTpbl
oTobparkeHus.

4.7.2.1 [ononHutenbHble HACTPOIKHU

B packpbiBalowwemca MeHto MUHMManbHas aetanusaumsa otobpaxkaemblix cO6bITUIA MOXKHO BbIGPATb Ha4aNbHbI
YPOBEHb CEPLE3HOCTU NpeaynpeXRaAeHNA U YyBeJOMIEHUI, KOTOPbIe ciedyeT oTobpaxkaThb.

e lnarHoCTUKa: pernctpmpyeTtca nHbopmaLmsa, Heobxoammasa ana TWwaTeIbHON HACTPOMKM NPOrpamMmMbl, a TaKKe Bce
nepeync/ieHHble BbllLe 3aMnCH.

° NMHpopMaLMOHHbIE: 3aMMNCbIBAOTCA MHPOPMALMOHHbIE COOBLEHUS, B TOM YMcie coobLweHns 06 ycnewHom
BbIMNOJIHEHUM OOHOBNEHUSA, @ TaK}Ke BCE MEPEUYNC/IEHHbIE BbIlLEe 3aMmnCH.

* MpepynpexxaeHus: sanucbiBaeTca MHGOPMALLMA 060 BCEX KPUTUUECKMX OLUIMOKAX U NpeaynpeKaeHUsX.

® OWwKbKK: pernctpupyeTtca MHPopmaumnsa ob owubkax 3a2py3Ku ¢alinos n KPUTUYECKMX OMOKax.

® Kputuueckue: permcTpmpyoTcs ToNbKO KpUTUYECKME OWMOKM (OLMOKM 3amycKa 3alMTbl OT BUPYCOB,
nepcoHanbHoro danepsosian T. n.).

MocneaHwnit napameTp 3TOro pasaesia No3BoAseT CKOHOUIYPUPOBaTb, KTO MMEHHO A0/1XKeH NoayyaTb yBeJoMAeHUA B
MHOTroMno/b30BaTeIbCKOM cpege. B none B MHOrononb3oBaTeibCKUX CUCTEMAX OTOBpaXKaTb yBe 0MAeHUA ANA
NoNb30BaTeNA YKa3blBAETCA NO/1b30BaTE/1b, KOTOPbIM ByAeT No/y4yaTb CUCTEMHbIE U MPoYMe YBeAOM/IEHUS, eCNu
OAHOBPEMEHHO MOMKET BbITb NOAKNOYEHO HECKO/IbKO Nob3oBaTesiei. OBbIYHO 3TO CUCTEMHDbIN UK ceTeBOM
aAMUHUCTPATOP. ITa GYHKLUMA 0COBEHHO NoJsie3Ha ANnA TePMUHaNbHbIX CEPBEPOB NPU YCI0BUK, YTO BCE CUCTEMHbIE
yBeLOMAEHMA OTNPABAATCA aAMUHUCTPATOPY.

4.7.3 CKpbiTble OKHa yBeAOMIEeHUM

Ecau 4ns 04HOro M3 NOKasaHHbIX paHEe OKOH yBeAOM/IEHUIA (NpeaynpeskaeHuin) BbibpaH napameTp bonblue He
NoKasblBaTb 3TO coobLieHne, JaHHOE OKHO MOSABUTCA B CMMCKE CKPbITbIX OKOH yBEeAOMAEHWIA. [lecTBUA, KOTopble B
HaCTOALLMIA MOMEHT BbINOIHAIOTCA aBTOMaTU4e KK, otobpaxatoTca B ctonbue NoarsepauTs.

MoKasatb: NpeABapuTEeIbHbINA NPOCMOTP OKOH YBEeAOMIEHWNI, KOTOPbIe ceiyac He 0TOBPaXKaoTCA U ANA KOTOPbIX
CKOHOUIYpMpPOBaHO aBTOMaTUYECKoe AelcTBue.

YAanutb: yaaneHve 371eMeHTOB M3 cniucka CKpbITble AManoroBbie OKHA. Bce OKHA yBeAOM/IEHWI, YAaNeHHble 13
CrK1cKa, cHoBa byayT oTobpakaTbeA.
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4.7.4 Hactpoiika gocTtyna

HacTtpoiku ESET Smart Security ABNsOTCA BaXKHOM COCTaBHOM YacTblo Ballel NOAUTUKM 6e30nacHOCTH.
HecaHKLMOHMPOBaHHOE M3MEHEHME MAPAMETPOB MOXKET HAPYLWNTb CTabUIbHOCTb PaboTbl CUCTEMbBI U 0C1abUTL ee
3awmTy. 4nAa npeaoTBpaweHUA HeCaHKLMOHNUPOBAHHOTO M3MeHeHUA NapameTpbl ESET Smart Security moKHO
3aWMTUTb NAPONEM.

@ PacwmnperHele napametpel - ESET Smart Security EI

PaclumpenHele napaMeTpel Q, X @

SALLMTA OT BMPYCOB _
3NEMEHTbBI MHTEP@EWNCA NOJIL3CBATENA

OBHOBNEHME

. NPEAYNPEXAEHWMA W YBEAOMAEHWMA
MEPCOHAMBHEIA

QAAEPEO
2 HACTPONKA ZOCTYMA i

WIHTEPHET 1 3NEKTPOHHARA
NodYTA 3aLLMTUTE NapaMETPEI Napaaem
KOHTPOL YETPOMCTE 3aaate napons 3agate napons

JnA y4eTHbR: 3anncei 3JMUHWCTPATOPa € OrPaHWYEHHBIMK
CNYAEEHBIE NPOTPAMMEI npasamu HeoBxo MM NoNHBIR HaBop Npae aaMUHNCTpaTOpa
WHTEP®ENC
MONB30OBATENA

3alWmUTUTL NapameTpbl Napo/siem: BbI6Op HACTPOEK Napo/IbHOM 3aLMTbI. LLleNKHUTEe, YTOObI OTKPbLITb OKHO HAaCTPOMKM
napons.

YT106bI YCTAHOBUTb MM U3MEHWTb MNAPO0/Ib A5 3aLMTbI NapamMeTPOB HACTPOMKM, WeaKHMTe HacTpouTb.

TpebyeTtca NonHbIN HAbop NpaB agMUHUCTPATOPA A1 OrPaHUUYEHHbIX YYEeTHbIX 3anuceit agMUHUCTPATOpa:
BblbepuTe 3TOT NapameTp, YTOObl NPU U3MEHEHUM ONPeaeIeHHbIX MapPaMeTPOB CUCTEMbI AN1A TEKYLLETO
nosib30BaTe A (eC/M y TAKOTo NOb30BaTENS HET NPAB aAMUHMUCTPATOPA) 0OTObpParKaACcA 3anpocC Ha BBOA, UMeHM
Nno/ib30BaTe/A M Napo/ia aAMUHUCTPATOPA (aHaOrMYHO KOHTPO/TIO yYeTHbIX 3anuceli B Windows Vista u Windows 7).
K TaKMm M3MeHEeHMAM OTHOCUTCA OTKOYEHME MoAgynel 3alwmTbl unu paepsona. B OC Windows XP, rae Het

KOHTPO/IA YYeTHbIX 3anuncei, ana nonb3osartenei byaet goctyneH napameTtp Tpe6bytoTca npaBa agMUHUCTpaTOpa
(cuctema 6e3 nopaepkn UAC).

TonbKo ans Windows XP:

TpebyioTca npaBa agMmuHUCTpaTopa (cuctema 6e3 noaaepku UAC): ycTaHOBUTE 3TOT G1aXKoK, YTobbI Nporpamma
ESET Smart Security npeanarana BBECTU Y4€THblE AaHHbIE aAMUHUCTPATOpPA.
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4.7.5 MeHio nporpammbl
K HEKOTOPbIM Hanbonee BarKHbIM d)yHKLI,MFIM n HaCTpOﬁKaM MOXHO NoNy4YnTb A0CTYyN, WENKHYB npaBoﬁ KHOMKOM

MbILWN 3HAYOK Ha NaHE/IN 3a4a4 @

JloMaLLHAR cTpaHuLa

CTatncTika ccTemel FALWNTEI

MpuocTaHoBNTE 3ALLMTY

MpuocTanoenTs patoTy dafiepecna (paspelunTs Bech Tpaduk)

® QS g4

BnokwpoeaTs BECk CETEBOW Tpaduk

JononHWTENBHBIE HACTRORKK

Dalinel xypHana

Crpebits ESET Smart Security 9
BoccTaHoBWTE PACNONOMEHME DKOH

OBHoeneHKe Basbl JaHHBIX CUIHATYR BMPYCOE...

O nporparmme
L
| =

BbicTpble cCbl/IKU: 0TObOpaxKeHMe Hanbonee 4acTo NCNonb3yeMbix KomnoHeHToB ESET Smart Security. K HUM MoKHO
BbICTPO NepenTN YepPe3 MEHIO MPOTPAMMbI.

MpPUOCTaHOBUTD 3aLUUTY: Ha SKPAH BbIBOAMUTCA AMANOrOBOE OKHO A4/15 NOATBEPXKAEHMA. B HEM MOXKHO OTK/IHOUUTb
3alUMTY OT BUPYCOB M LUMMOHCKMX NPOrpamm, NocpeiCTBOM KOTOPOW, MyTeM KOHTPO/1a 0bmeHa dbaltnamm 1 AaHHbIMK
yepes MIHTepHET M 3/IEKTPOHHYIO NOYTY, NPeA0TBPALLAOTCA aTakM Ha KOMMbIOTEP CO CTOPOHbI 3/T0HAaMEPEHHbIX

cucrem.

B pPacKkpbiBakOWeMCA MEHIO BPEMFI YKa3blBae€TCA nepnog BpemMeHNn, Ha KOTopoe 6yp,eT MNO/THOCTbHO OTK/TFOYEHA 3allnUTa
OT BUPYCOB U LUNMNOHCKUX NMPOrpamm.

@ MpuocTaHoBNTE 3aLNTY @

Bpema: ll[] MHHYT v]

MPHOCTEHOBKA 3alMTEI Ha BeIBPaHHEIR NepHoA BPEMEHN,
MOCTOAHHD OTKNKUMTE 3ALLMTY MOXHO, E0CNONEI0BABLIMCE
PACLUMPEHHEIMA MEPEMET DM,

[ Ok ] l OTMeHa ]

MpuocraHoBuUTb paboTy daiiepsona (paspewnTtb Becb TpaduK): daliepBos NepeBOANTCA B HEAKTUBHOE COCTOSHME.
[N nonyvyeHusa 4ONONHUTENbHBIX CBeAeHUI cm. pasaen CeTb.

BnoKkuposaTtb BeCb ceTeBOM TpaduK: BeCb ceTeBol Tpaduk byaeT 3ab10KnpoBaH. YTobbl pazbiokMpoBaTh TpaduK,
LWeNKHUTE an1emeHT OCTaHOBUTb 6JIOKMPOBKY BCErO ceTeBOro TpaduKa.

[ononHuTeIbHble HAaCTPOMKKU: YCTaHOBUTE 3TOT GpNaXKOK, UTOBbI NepeiiTv K Aepey [,0NONHUTENbHbIE HAaCTPOMKM.
[epeBo AOMONHUTENbHbIX HACTPOEK MOXHO 0TOBPa3nTb U APYrMMK crocobamm, Hanpumep HaxaTb Kaasuwy F5 nuam
Mcnosib3oBaTb MeHIo Hactpoiika > [lononHUTeAbHbIe HaCTPOMKM.

daiinbl XKypHana: Galnbl XKypHana coae pKaT MHPOPMALMIO O BAaXKHbIX MPOrPaMMHbIX COBbITUAX U NPefoCTaBAAT
obwme cBegeHMA 06 06HaApYKEHHbIX Yrpo3ax.

CkpbITbESET Smart Security: no3sonsaeT ckpbiTb OKHO ESET Smart Security.

C6pocuTb HAaCTPOMKM MaKeTa OKHa: A1 okHa ESET Smart Security BoccTaHaBMBalOTCA pasmep U NoNOXKEHME Ha
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9KpaHe No YMONYaHMIo.

AKTMBMpPYIMTE NPOrpammy...: Bbibepute 3TOT NapameTp, eC/1 Bbl eLLE He aKTUBUPOBA/IM MPOAYKT obecnedyeHus
6e3onacHoctun ESET, nan NOBTOPHO BBEAMUTE YUYEHbIE AaHHbIE 415 AKTUMBALMM NPOAYKTa noc/ie 0bHOBNEHUS
NULEH3UM.

O6HoBneHne 6a3bl AaHHbIX CUFHaTYP BUPYCOB: 3anycK 06HOBIeHUA 6a3bl AaHHbIX CUTHATYP BUPYCOB ANs
noaaepaHua HeobxoAMMOro YpOBHS 3aLLMTbl OT BPeLOHOCHOIO KoAa.

O nporpamme: oTobparkeHne cucteMHon MHbopmaumm, ceeaeHuin 06 yctaHoBneHHOoM Bepcum ESET Smart Security m
Moaynsax nporpammsl. TakkKe 34ecb 0TObparKatoTcA AaTa OKOHYAHWUA CPOKa AEMCTBUA NMLEH3UN U AaHHble 06
onepaLMoHHOM CUCTEME U CUCTEMHbIX pecypcax.

4.7.6 KoHTeKCcTHOEe meH}o

Ecnu wenkHyTb 06BEKT NPaBoi KHOMKOW MbILM, 0TOOPA3NTCA KOHTEKCTHOE MEHI0. B MeHI0 yKasaHbl BCe AeNCTBMS,
KOTOPbI€ MOKHO BbIMO/IHUTb MO OTHOLLEHUIO K 0OBEKTY.

dnemeHTbl ynpasneHua ESET Smart Security MOXXHO MHTErpmMpoBaTb B KOHTEKCTHOE MeHt0. bonee geTtanbHas
HACTPOMKa 3TUX PYHKLMI BbINO/THAETCA B A€PEBE PaCUMPEHHbIX NapameTpos, B pasaenax UHTepdeiic >
KoHTeKkcTHOe meHio.

UHTerpuposaTb ¢ KOHTEKCTHbIM MEHIO: MOXKHO MHTErPUPOBaTb 3/1eMeHTbl ynpasaeHua ESET Smart Security B
KOHTEKCTHOE MEHIO.

B packpbiBatolLemca MeHo TUN MeHI0 ZOCTYMHbI C/ieAyoLLMe BapuaHTbl.

® MonHoe (cHaYana CKaHUPOBaHMUE): aKTUBALMA BCEX QYHKLMIA KOHTEKCTHOTO MeHto. B rnaBHOM MeHIo nepBbim byaeT
oTobparKaTtbca NyHKT CKaHMpoBaTb 6e3 ouncTKU ¢ nomouubio ESET Smart Security, a BTopbim — CKaHMPOBaTb U
OUYUCTUTD.

® MonHoe (cHayana ouUCTKA): aKTMBaLMA BCeX QYHKLUMIA KOHTEKCTHOTO MeHto. B rnaBHOM MeHto nepsbim byaeT
oTobparaTtbca NyHKT CKaHMpoBaTtb nporpammoii ESET Smart Security, a BTopbim — CKaHMpOBaTb 6€3 OUUCTKMU.

@ Cranmpoeate nporpammoi ESET Smart Security |

PaclumpeHHele napamMeTpel L4 @ CraHupoBaTe BEs oUMCTKN

L4 WMzonupoeate gaiin
Mepeaate dainbl 4nA aHaNZa..

MpoeepuTe penyTauuie daina

I

® TONIbKO CKaHUPOBAHUE: B KOHTEKCTHOM MeHt0 ByaeT 0TobparKaTbCs TONbKO NYHKT CKaHUPOBATb 6€3 OYMUCTKM C
nomouybto ESET Smart Security.

® TO/IbKO OYUCTKA: B KOHTEKCTHOM MeH0 byaeT oTobparkaTbca To/IbKO NYHKT CKaHMpoBaTb nporpammoii ESET Smart
Security.
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5. AnA onbITHbIX NONb30BaTeNEeN

5.1 Aucnetyep npodunei

Oucnetyep npodunein ncnonblyetca B ABYx pa3genax ESET Smart Security: B pasgene CkaHuposaHue MK no
TpeboBaHuio 1 B pasaesie O6HoBAEHME.

CKaHupoOBaHMe KomnbloTepa

MpeAanoyTMTeNbHbIE MapaMeTPbl CKaHUPOBAHMA MOMKHO COXPaHUTb A/ UCMOb30BaHNA B AabHENLLEM.
PeKkomeHayeTca co34aTb OTAENbHbIV MPOodUIb 418 KaXKA0r0o peryasapHO UCNo/ib3yeMoro CKaHMpoBaHusa (¢
PasNNYHbIMKN 06 bEKTAMU, METOAAMM CKAHMPOBAHUA U MPOYMMM NapameTpamm).

Ona co3panuna npoduna oTKpoTe OKHO «JonoAHUTEIbHbIE HAacTPOMKN» (F5) 1 WwenkHUTe 3awmura oT BUPYCOB >
CKaHupoBaHMe KoMmnbloTepa no TpebosaHMio > OcHoBHOe > CNUCOK Npoduneii. B okHe Aucnetyep npodpuneit ectb
packpbiBatoLLeecss MeHIo BbibpaHHbI Npoduab, B KOTOPOM MNEPEUNCIAIOTCA CyLLECTBYOLWME NPOdUAM CKAHUPOBAHUSA
M €CTb BO3MOXKHOCTb CO34aTb HOBbIN. /1A cO34aHMA NPOPUIA CKAHUPOBAHMA B COOTBETCTBUM C KOHKPETHLIMM
notpebHocTAMM cM. pasaen HacTponka napameTtpos moayns ThreatSense, B KOTOPOM ONMCbIBAETCA Kaxapli
napameTp, UCMOb3yeMblii 417 HACTPOMKM CKAHUPOBAHMA.

MNpumep. Npeanonoxmm, Nnonb3osBaTento TpebyeTca co3aaTb COBCTBEHHbIV MPOdUAb CKAHUPOBAHMSA, MPUYEM
KoHdUrypauma CKaHMPOBaATb KOMMbIOTEP YACTUYHO YCTPAMBaAET €0, HO HEe HYXHO CKAaHMPOBAaTb YMAKOBLLMKN UK
NOTEHLMAIbHO ONACHbIE MPWUIOMKEHUSA, HO MPU STOM HYXKHO MPUMEHUTb TLLATe/IbHYIO OUUCTKY. BBe AnTe MMA HOBOO
npoduna B okHe OucneTtuep npoduneit n Haxkmute KHonky [,06aButb. Bbibepute HOBbIN NpoduUb B
pacKpbiBaloLLLEMCA MeHIO Bbl6paHHbIN NPOdUIb 1 HACcTPOKTE OCTa/IbHbIE MapaMeTpPbl B COOTBETCTBMM CO CBOMMU
TpeboBaHMAMM, a 3aTeM HaxkmuTe KHoMKY OK, 4uTobbl COXpaHUTb HOBbIN Npodub.

O6HoBNEeHue

PepakTop npodunei, pacnonoxKeHHbI B pasaese «HacTpoiika o6HOBAEHMWIA», AaeT N0/b30BaTeIAM BO3MOMKHOCTb
co34aBaTb HoBble NPoduan 0bHoBNeHMA. Co34aBaTb U UCMO/1b30BaTb COBCTBEHHbIE MO/1b30BaTEbCKME MPOdUAM
(T. e. npodunun, oTAMYHbIE OT NPodKUIA No ymonyaHuo Moii npodunb) cneayeT ToNbKO B TOM C/1yYae, ecnu
KOMMbIOTEP NOAKIOYAETCA K cCepBepam 0OHOBAEHUI PasHbIMKU Cocobamu.

B KauecTBe NprMMepa MOMKHO MPUBECTU HOYTOYK, KOTOPbIN 0O6bLIYHO NOAKAOYAETCA K JIOKA/IbHOMY cepBepy (3epKany)
B /IOKa/IbHOM CETU, HO TaK:Ke 3arpyaeT 06HOBNEHMA HENOCPEACTBEHHO C cepBepoB ob6HoBAeHUI ESET, Koraa
HaX0AMTCA He B IOKaNbHOM ceTW (Hanpumep, BO BpeMA KOMaHAMPOBOK). Ha TakoM HOYTOYKe MOXKHO MCNO/1b30BaTb
ABa npoduna: nepsblii HACTPOEH HA NOAK/IOYEHME K TOKAIbHOMY CEpPBepY, @ BTOPOW — K ogHOMY U3 cepBepos ESET.
Mocne HacTpolikn npodunen nepengute B pasgen CnyxkebHbie nporpammbl > MNaHUPOBLLUK U USMEHUTE
napameTpbl 3a4a4 06HOBNAEHUSA. HasHaubTe 0aMH 13 npoduaeli B KaYecTBe OCHOBHOIO, a IPYroli — B KayecTee
BCMOMOTaTeIbHOrO.

Bbi6paHHbIN Npodunb: TEKYLWMI NPodUnb 06HOBAEHUA. NA U3MEHEHMUA NPODUNA BbIBEPUTE HYKHbIN U3
PacKpbIBaOLLLEFOCA MEHIO.

[006aBuTb...: co3gaHne HoBbIX Npoduiein obHoBaeHNUA.

B HU}KHE W YacTM OKHa Haxo4MTCA CMMCOK CYLLECTBYOWMX Npodunei.
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5.2 CouyeTtaHuA Knasulu

Ona6onee ynobHoM Hasuraumm B nporpamme ESET MOXKHO MCNOb30BaTb CAeAytoLLMe CoYeTaHMA KNaBULL.

F1 BbI30B CMPaBKMu

F5 BbI30B OKHa pacCLUMPEHHbIX MapaMeTpoB

BBepx/BHM3 Mepexos no 3/emeHTamM B Nporpamme

- CBEpPTbIBaHWE y3/10B AepeBa pPacllMpeHHbIX NAapamMeTpoB
TAB nepemeLLeHmne Kypcopa no OKHy

Esc 3aKpbITUE aKTMBHOIO AMAN0rOBOro OKHA

5.3 [AwnarHocTuKa

PyHKUMS anMarHoCcTMku GopmmpyeT aBapuitHble AamMnbl NpuaoxKeHusa npoueccos ESET (Hanpumep, ekrn). Ecnu
npouncxoauT cboi npunoxkeHuna, GopmmpyeTca Aamn NamaTU. ITO MOXKET MOMOYb Pa3paboTyMKaM BbINONHATb
OTNaAKy M YyCTPaHATb pasnnyHble npobaembl ESET Smart Security. OTKpoiTe pacKpbIBatOLWMINCA CNMCOK PALOM C
anemeHTom Tun Aamna v Bbibe puTE OAMH U3 TPEX JOCTYMHbIX BAPUAHTOB.

® BbibepuTe OTKAOUUTD (YCTaHOBIEHO MO YMOIYAHUIO), YTOObI OTKAOUUTL 3TY GYHKLMIO.

® MuHU: perncTpmpyeTcs camblii Mablii 06beM Nosie3Hol MHGoPMaLMK, KOTOPasA MOXKET MOMOYb BbIABUTb NPUYMHY
HeoXungaHHoro cbos npunoxeHus. NMogobHbIN Gann Jamna MoXKeT NPUrogUTbCA, €CM Ha ANCKE Maso MecTa.
OfHaKo Npu aHasnM3e orpaHNYEHHbIN 06beM BKIOYEHHOW B HEFO MHOOPMALMMN MOMKET HE NO3BOINTL OOHAPYKUTb
OLMBKM, KOTOpPble He OblaM Bbi3BaHbl HEMOCPEACTBEHHO NMOTOKOM, BbINO/THABLMMCS B MOMEHT BO3HMKHOBEHMSA
npobaembl.

® MonHbIit: KOrAa HEOXKMAAHHO NPeKpaLLaeTca paboTa NPUNOKEHUSA, PETUCTPUPYETCA BCE COAEPKUMOE CUCTEMHOM
namaATu. MoAHbIN ZaMn NAMATU MOXKET COAEPMKATb AaHHbIE MPOLECCOB, KOTOPbIE BbIMOHAMNCD B MOMEHT CO34aHMUSA
Jamna.

BKAouUTb pacluMpeHHOEe BeAeHUe KypHana B nepcoHanbHOM daiiepBone: 3anmcb BCeX CETEBbLIX AaHHbIX,
NpPoXo4saLmx Yepes nepcoHanbHbii dpariepson B dopmate PCAP. 3To nomoraeT pa3paboTymMKam AMarHoCcTMPOoBaTh U
YCTPaHATb NpobaeMbl, CBA3aHHbIE C MePCOHabHbIM halie PBOIOM.

BKAOUMTb pacluMpeHHOe BeAeHUe XKypHana GpuabTpaummn NpoTOKOI0B: 3aMMCb BCEX CETEBbIX AAHHbIX, MPOXO0AALLMX
yepes moaynb punbTpaLmm NnpoTokonos B dopmate PCAP. 3To nomoraeT paspaboTymMKam AMarHoCTMPOBaThb U1
YCTPaHATb NpobaeMmbl, CBA3aHHble C PUAbTPALLMEN MPOTOKO/OB.

daitnbl *KypHaANOB XPAHATCA B PACMO/IOKEHUK:
C:\ProgramData\ESET\ESET Smart Security\Diagnostics\ 8 OC Windows Vista nnv 6onee nosgHux sepcuax Windows
nnbo no agpecy C:\Documents and Settings\All Users\... 8 ctapbix Bepcuax Windows.

LlEI'IEBOﬁ KaTanor: Katasaor, B KOTOpOM 6y,u,eT C034aBaTbCA Aamm Npu cboe.

OTKpbITb NanKy AWarHOCTUKMU: HaXXMUTe KHOMKY MoKasaTb, YTOObl OTKPbITb 3TOT KaTasor B HOBOM OKHE 1PO0B0OHUKA
Windows.

5.4 MmnopT 1 3KCNOPT NnapameTpos

MOo*HO MMNOPTUPOBATL M IKCMOPTUPOBATL NOJIb30BaTENbCKUA XMIL-daiin KoHourypaumm ESET Smart Security ¢
NomolLLbio meHto HacTpoiika.

MmnopT 1 aKkcnopT ¢ainoB KoHOUrypaLmm yao6HbI, €CN HYXKHO CO34aTb Pe3epPBHYIO KOMMIO TeKyLen KoHduUrypaumm
nporpammol ESET Smart Security ans ncnonb3osaHuA B byayLiem. SKCNOPT NapameTpoB TakKe yaobeH, ecau
HeobXxoAMMO MCNONb30BaTb NPeANoYUTaEMYIO KOHOUTYPaLMIO Ha HECKONIbKUX KoMMbloTepax. C 3Toi uenbio daiin
.Xm/ MOXHO NerKo MMMNOPTUPOBATb AJ/15 MEPEHOCA HYKHbIX NapamMeTpOoB.

MmnopTUpoBaTh KOHOUIYPALMIO HEC/TOXKHO. B rnaBHOM OKHe nporpammbl Bbibepute KomaHay Hacrtpoiika > Umnopt u
3KCMOPT NAPAaMeTpPOB..., a 3aTeM — MMnopTupoBaTb NnapameTpbl. Beegute nmsa gnia daiina KOHPUrypauumn nam
HaXXMUTE KHOMKY ..., YTOObI BbIOpaTb Gaiin KoHbUrypaummn, KOTopbI ciegyeT MMNOPTUPOBATb.
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Mpoueaypa skcnopTa KOHOUIYPaALLMM MOX0XKa Ha ee MMNOPT. B rnaBHOM MeHto Bbibepute NyHKT HacTpoiika > UmnopT
M 3KCNOPT NapameTposB.... Bbibepute IKcnopTMpoBaTh NapameTpbl 1 BBeaAUTe UMA anAa dainna KoHbUrypaumm
(Hanpumep, export.xml). C nomoLLblo NPOBOAHMKA BbiIbEpUTE MECTO HAa KOMMbIOTEPE A/1A COXpaHeHus daiina
KOHdUrypaumm.

NPUMEYAHME. Mpwu aKkcnopTe NapameTpoB MOMKET BO3HUKHYTb OWMOKa, eCcnuv y Bac He4OCTaTOYHO NpaBs 415 3anmcu
3KcnopTMpyemoro ¢anna B yKasaHHbIN KaTanor.

- X

@ O nporpamme @ @ ®

(es[zh) SMART SECURITY 9

& JomalHan
CTpaHWUa
ESET Smart Security™, eepcua 9.0.303.1
0, CkaHnpoBaHue Hoeoe nokoneHwe TexHonormn NOD32,
KOMMNBHTEPa © 1992-2015 ESET, spol. s r.o. Bce npaea 2awmiieHsl.
5 - - - .
G O6Hosnenue Windows 7 Ultimate (32-bit). eepcva 6.1.7601 Service Pack 1
. Intel(R) Core{TM) i7-3770 CPU @ 3.40GHz (3386 MHz), 3072 MB onepaTMEHOH NamaTH
= Cepeuc
. Mma nonszoeatens: petko-PCipetko
o HacTpoiika Mma komnetotepa: PETKO-PC-16
Cnpaeka 1 )
9 YCTaHoBAEHHBIE KOMIMOHEHTRIL ROMWPOEATE
noAAepIKKa
Mg KomnoHeHTa Bepcwa Nata clopk =
(8 Hoeocmn
Baza gaHHbx curHatyp empycos: 12220P (20150908) 12220P 8.9.2015 |
Mogyne BeicTporo pearnposanua: 6645 (20150908) G645 8.9.2015
Mogyne oBroenenna: 1060 (20150617) 1060 17.6. 2015
Mogyne pesmgenTHoro ckannposanua: 1467 (20150819) 1467 19, 8. 2015
Mogyne paclumpenHoi sspuctiien: 1160 (20150828) 1160 28.8. 2015
Mogyne noggepxrn apoasce: 1237 (20150824) 1237 24,8, 2015

Mogyne ouncrion 1110 (20150808) 1110 6. 8, 2015

Mpeaynpexpenne. Mporpamma 3aLUMLLEHA 3J3KOHAMK W MEKAYHAPOAHBIMKU COTNALLEHMAMMN ob
aBTopckux Npasax. MoAHOE MK H3CTUYHOE KONMPOBAHKME W PACMIPOCTPAHEHNE NPOAYKTa AtoBbiMu
cpeacTEaMAK 3anpeltero bes ocoboro pazpewerna Komnadun ESET, spol. s o, w Byaer
NPECAEA0EATECA N0 BCER CTPOMOCTH MEXIYHAPOAHbBIX 32KOHOE,

EM|OY SAFER TECHNOLOGY™

5.5 O6HapyrKeHue B COCTOAHUU NPOCTOA

MapameTpbl 0BHAPYXKEHUA B COCTOSHUM NPOCTOA MOYXKHO HAaCTPOUTL B pasaene [onoNHUTeIbHble HAaCTPOMKM,
O0CTYyNHOM Yepes CayxKebHble nporpammbl > O6HapyKeHue B COCTOAHUM NPOCTOA. [aHHble MapameTpbl NO3BONAIOT
YKa3aTb yC/I0BMeE 3amnycKka 0bHapY»KeHUA B COCTOAHMUM NPOCTOA, Hanpumep Koraa:

® 3anyuwieHa 3acCTaBKa,
® KomnbroTep 3a6l10KMpOBaH;
® N0/1b30BaTE/1b BbINOJIHAET BbIXOA,

MCI‘IO!’Ib3yl\;1Te d)l'la)KKM ANA Kaxgoro CoCtoAaHuA, YTOObI BKAOYUTb UIN OTKIKOUUTL Pa3inyHbIE YCNhOBUA O6HaPY)KEHVIF|
B COCTOAHUN NPOCTOA.
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5.6 ESET Sysinspector

5.6.1 BsepeHue B ESET Sysinspector

ESET SysInspector — 3To npunoKeHne, KOTOPOE TLWATENbHO NPOBEPAET KOMMbIOTEP N 0TODparkaeT cobpaHHble
OaHHble B NOHATHOM BuAe. MNpeactaBnsemble aHHble, TakMe Kak MHGopmaums 06 yCTaHOBEHHbIX ApaiBepax u
NPUNOXKEHUAX, CETEBbIX NOAKNOYEHMAX N BaXKHbIX 3aNMCAX peecTpa, NO3BOAAIOT onpeaenTb NPUYNHY
NoA03pUTENbHOTO NOBEAEHUA CUCTEMbI, KOTOPOE MOXKeT HbITb BbI3BaHO HECOBMECTUMOCTbIO MPOrPaMMHOIo UK
annapaTHoro obecneyvyeHMA UNK 3apaxKeHMEM BPeLOHOCHbIMM NPOrpammamu.

CywecrtByeT ABa cnocoba Bocnonb3oBaTbcA NpunoxkeHnem ESET Sysinspector. Bo-nepBbiX, MOXXHO OTKPbITb
MHTErpMpoBaHHYyto B pewweHuns ESET Security Bepcuto, a, BO-BTOPbIX, 3arpy3MTb CAMOCTOATE/IbHYHO BEPCUIO
(Syslnspector.exe) 6ecnnatHo c Beb-caliTa ESET. Obe Bepcnmn aHanorMuHbl No CBOUM GYHKLMAM U UMEIOT
OZIMHAKOBbIE 3/1eMEHTbI YNPaBAeHMUA NPOrpaMmmoit. EAMHCTBEHHOE OT/IMYME 3aKNOYAETCS B TOM, KaK OCyLLEeCTBAAETCA
ynpasneHue pesynbtatamu. Ml camocToATeIbHaA, U MHTErPMPOBAHHAA BEPCUM NO3BONAIOT SKCNOPTUPOBATb CHUMKM
cuctembl B paiin B popmate .xml v coxpaHATb ero Ha ancke. OAHAKO MHTErPUPOBAHHAA BEPCUA TaKKe JaeT
BO3MOKHOCTb COXPaHUTb CHUMKM CUCTEMbI HEMOCPEACTBEHHO U3 MeHI0 CnyxKebHble nporpammbl > ESET Sysinspector
(Kpome peweHua ESET Remote Administrator). lononHUTeIbHbIE CBeAeHUs cM. B pa3gene ESET Sysinspector Kak
yactb ESET Smart Security.

CKaHMpoBaHMe KomMmnbloTepa npunoxeHmnem ESET Syslnspector anmrtca HeKoTopoe BpemA. ITOT NPOLLECC MOXKeT
3aHATb OT 10 ceKyHA, 40 HECKO/IbKUX MUHYT B 3aBUCMMOCTM OT KOHbUIypauum obopyaoBaHuma, onepalMoHHON
CUCTEMbI M KOJIMYECTBA YCTAHOBEHHbIX HA KOMMbIOTEPE NMPUNOKEHUN.

5.6.1.1 3anyck ESET Syslnspector

[ns 3anycka ESET Syslnspector goctaTouHo BbINONHUTL daiin Sysinspector.exe, 3arpy»eHHbll c Beb6-caiTa ESET. Echm
Y BacC y*Ke yCTaHOB/IEHO OAHO 13 pelueHuit ESET Security, mo»kHo 3anyctutb ESET Syslnspector HenocpeacTBEHHO U3
MeHto «Myck» (Mporpammbl > ESET > ESET Smart Security).

MNopoxxante, noKa nporpamma nposBepAeT CUCTemy. OTO MOMKeT 3aHATb HECKOJIbKO MUHYT.
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5.6.2 WUHTepdeiic nonb3oBaTensa u paborta B NnpuaoKeHun

[Ns ACHOCTM rNaBHOE OKHO NPOrpammbl pasgesieHo Ha YeTbipe 60bLIMX pa3aena: BBEPXY IMaBHOTMO OKHa
NPOrpaMmbl HaXOAATCA 3/1€MEHTbI YyNPaBAeHNA NPOrPaMMON, C1eBa — OKHO HaBUraumu, CpaBa — OKHO OMNMCaHKs, a
BHM3Y — OKHO NoApobHbIX cBeAeHU. B pasaene «CocToAHME KypHana» yKasaHbl OCHOBHblE NapaMeTpbl XypHania
(ncnonb3yemblit GUAbTP, TUN GUALTPA, ABAACTCA IV 3KYPHaAN Pe3y/ibTaTOM CPaBHEHMA U T. 4.).

@ [Cosaaro] - ESET Syslnspector o[BS
ESETSYSINSPECTOR = Y sy S
Moapo6HOCTA: DUNLTPALIWA: h--— :;:::i — Mowck: M
Pazgen cocToAHMA: 3aNyLeHHbIE NPOLECch]
- %l Mpoyecc MyTe PID Mma nonssosat *

3anyueHHbie NPoLeccs

- @ Cnyw6e ¥ Meéinné procesy systému 0 E
.5 Apaiigepb b System 4
J--@ KputHueckue daiine ¥ [57] smss.exe 280

H-{E) 3anaum NNaHWPOBIHNKA CHCTEME

- [ Ceegenna o cucreme * [85] csrss.exe 360
H- i, Ceegenna o daine ¥ [m7] wininit.exe 396
Iﬁl O nporpamme » lﬂ R 108
4 n winlogon.exe 448
» [B7] services.exe 496
¥ [m7] Isass.exe 04
» 0] Ism.exe 512
* [B7] swchost.exe 612
¥ 3% vboxservice.exe 676 i

4| 1 | 3

OEbEKTA, CBA3AHHOMO € HaMNoM, HE BEIBPAHD.,

CoCToAHKE 3aNHCH

Texyuyii xypran [Cozpano]

5.6.2.1 3nemeHTbl ynpaBaeHUA NPOrpammon

B aTOM pasgeie onucaHbl BCe 3/1eMeHTbl ypaBaeHUa Nporpammoi, focTynHble B ESET Sysinspector.

daiin

dnemeHT Paitn No3BONAET COXPAHUTbL AaHHbIE O TEKYLLLEM COCTOAHUM CUCTEMbI /1A UX NOCAEAYHOLLETO U3YYEeHUS UK
OTKPbITb paHee CoXpaHeHHbIN }KypHan. Ecin nnaHnpyeTca onybamMKoBaTh XypHa, 414 ero co34aHus pekomeHayeTcs
NCMONb30BaTb MYHKT MeHto MoaxoauT Ana oTNPaBKKU. B 3TOM cyyae M3 Hero UCKtoYaeTca KoHouaeHUManbHan
nHpopmMauma (Hanpumep, MMA TEKYLLETO NOJb30BaTENA, MMEHa KOMMbloTePa U AOMEHa, NMpaBa TeKYLWero
Nno/ib30BaTeNA, MePeMeHHbIE OKPYMKEHUA U T. M.).

NPUMEYAHME. YTo6bI OTKPLITb COXPaHEHHble paHee oTyeTbl ESET Sysinspector, 4ocTaTouyHO NPOCTO NepeTawmuTb UX
B r1aBHOE OKHO MPOrpammbil.

Oepeso

Mo3BonseT pa3BepHyTb UM CBEPHYTb BCE Y3/1bl, @ TAK}KE 3KCMOPTMPOBATL BblAeNeHHble Pa3ae bl B CLLEeHapUit
CNYKObl.

Cnucok

Coze pXuT GYHKUMK, 0baeryatoLme HaBMUraLLMio No Nporpamme, a TakKe npoune QyHKLMU, TaKMe Kak NoUcK
nHpopmaummn B UHTepHeTe.
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CnpaBka

CoAepsKUT CBEAEeHUA O MPUIOKEHMU U €70 GYHKLMAX.

Noapo6HocTH

3TOT NapameTp BAMAET Ha BbIBOAMMYHO B I/TaBHOM OKHe MporpaMmmbl MHPopMaumto, obaerdas paboTy c Hen. B
pexunme « OCHOBHOE» NONb30BaTENO AOCTYNHA MHPOPMaUMS, HeobXxoaMMasn 418 NOUCKa peLleHui
pacnpocTpaHeHHbIX Npobaem B cucteme. B pexkume «CpegHee» nporpamma oTobparkaeT peske Ucnonb3yemble
ceBegeHua. Pexkum «MonHoe» ESET Sysinspector npegHasHavyeH 415 BbIBOAA HA 9KPaH BCel MHpopmaLuu,
HeobXxoaMMON ANA pelleHna CaMblX HECTAHAAPTHbLIX Npobaem.

dunbTpauma

dunbTpauma 31eMeHTOB oYeHb yA06Ha Ana NoMcKa NoA03PUTENbHBIX GaiN0B MW 3aNnUceil peecTpa, CyLecTByoLme
B cucteme. C MOMOLLBHO NON3YHKA MOXKHO GUAbTPOBATbL 3/1€MEHTbI MO UX YPOBHIO PUCKA. ECIM NON3YHOK YCTaHOBAEH
B KpaliHee neBoe NoJioXKeHue (YpoBeHb p1cKa 1), oTobparkatoTca BCe 3/1eMeHTbI. Mpu nepemeLLeHnM Noa3yHKa
BMpaso nporpamma 6yaeT oTduAbTPOBbIBATb BCE 3/1€MEHTbI C YPOBHEM PUCKA, MEHbLLMM TEKYLLLETO YPOBHS, U
BbIBOAMTb Ha SKPaH TO/IbKO Te 3/1eMEHTbI, YPOBEHb NMOA03PUTENBHOCTU KOTOPbIX Bbllle JaHHOMO YPOBHA. Ecnu
NO/I3yHOK HAaX0AMTCA B KpalHeM NpPaBoOM MOJIOKEHMUK, NPOrpamma oTobparkaeT TO/IbKO onpeaeneHHo BpegOHOCHblIe
3/1€MEHTbI.

Bce aniemeHTbl, MMetoLLMe YPOBEHb PUCKa OT 6 0 9, MOryT NpeACcTaBnATb yrpo3y ans 6esonacHocTu. Ecam Bbl He
ncrnonb3yeTe Kakne-nnbo peleHmsa no 6esonacHocty ESET, pekomeHAyeTca NPOCKaHMPOBaTb KOMMbIOTEP C
nomoubto ESET Online Scanner nocne HaxoxaeHMa N10bbix TakKUX 3ieMeHToB nporpammoit ESET Sysinspector. ESET
Online Scanner saBnsaeTca 6ecniaTHOM cyKOOM.

MPUMEYAHUE. YpoBeHb pUCKa 3n1eMeHTa 1IerKo onpeaenaeTca nyTem CPaBHEHMA LBeTa 3/1eMeHTa C LLBETOM Ha
NOJI3yHKe YPOBHE PUCKOB.

CpaBHuUTb

MpuY cpaBHEHUN ABYX *KYPHASOB MOXKHO BbIOpPaTb, KakMe aieMeHTbl cieayeT 0TobpaXkaThb: BCe 3/1eMeHTbl, TO/IbKO
006aBNeHHbIe 31e MEHTbI, TO/IbKO YAa/IEHHbIE 3/IEMEHTbI UM TONIbKO 3aMEHEHHbIE 3/1E MEHTbI.

Haiitn

lNMoncK MoXXHO ncnoab3oBaTb AN 6bICTpOI'O HaXxoXxgeHnAa onpeneneHHoro a/ieMeHTa no €ro HaseaHUo UK HYacTu
Ha3BaHMA. Pe3yabTaTbl NOMCKA OTO6pa)KaPOTCFI B OKHE OonuncaHumAa.

Bosspar

C nomoLpbto CTPENOK Ha3as U Bnepes MOXKHO BEPHYTHCA B OKHE ONMCAHUA K paHee 0T06pa)KeHHOﬁ VIH(I)OpMaLI,MM.
BmecTo cTpenok nepexoaa Hasag un snepen MmoXXHO UCNMOJ1b30BaTb KN1aBULN Backspace n I'IpO6€/'I.

Paspen cocroaHuA
OTobparkaeT TEKYLUUI y3e/1 B OKHE HaBUraumu.

BHumaHue! dnemeHTbl, BblAENEHHbIE KPACHbIM LIBETOM, IBAAIOTCA HEU3BECTHLIMKW, MO3TOMY NPOrpamma nomeyaeT
WX KaK NOTEHLMaNbHO onacHble. ECNM anemeHT BblAe1IeH KPacHbIM, 3TO He 03HAYaeT, YTO COOTBETCTBYOLWMM daiin
MOKHO yaanuTb. Mepen yganeHnem ybeamrtech, YTo Gpaiinbl 4eACTBUTEIbHO ONACHbI U He ABNAIOTCA
HeobxoaUMbIMU.
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5.6.2.2 Hasurauusa B ESET Sysinspector

ESET SysiInspector pacnpegenseTt MHbopmaumio pasHbIX TUMOB MO HECKO/IbKMM OCHOBHbIM pa3ge/iam, HasblBae MbiM
y3n1amu. 1A TOro 4Tobbl NONYYUTb AOMNOHUTEIbHbIE CBEAEHUS O KAKOM-TMOO0 U3 pa3aenoB, pasBepHUTe
B/IOXKEHHbIE Y3/1bl COOTBETCTBYHOLLETO y3/1a. YTOObI OTKPbLITL UM CBEPHYTb Y3€, ABaXKAb! WENKHUTE UMSA y3i1a 1Mbo
PAAOM C UMEHEM LLEETKHUTE 3HAYOK # UaK =. Npu nepemeLeHM No APEeBOBUAHON CTPYKTYPE Y3/10B U B/IOXKEHHbIX
Y3/10B B OKHE HaBWraL MM PasinyHble CBeAEeHUA 0 KaXKA0M y3/1e 0TobparkatoTcsa B OKHe onucaHus. MNpu nepexose K
KOHKPETHOMY 371 MEHTY B OKHE NoApPO06HOM MHPOPMALLMM OTOOPAXKAOTCA AOMOJHUTENbHbIE CBEAEHUA O HEM.

Hu»Ke onncaHbl OCHOBHbIE Y3/bl, 0T06pa)-KaEMbIe B OKHE HaBuUrauun, n OTHOCALAACA K HUM MHd)OpMaLI,Mﬂ, AO0CTyNnHaA B
OKHax onnucaHma n I'IOp,pO6HbIX CBe,CI,eHMﬁ.
3anyu4,e|-||-|b|e npoueccobi

ITOT y3€e/ COAEPHKUT CBEAEHUSA O MPUTOMKEHMUAX U NPOLECCAX, BbIMOJHAEMbIX B MOMEHT CO34aHUsA KypHana. B okHe
OMUCAHWUA MOTYT HaXOAMTbCA AOMONHUTE/IbHbIE CBEAEeHMSA O KaXKAOM U3 MPOLLECCOB, HaNpMMep Ha3BaHMSA
ONHAMUYeCKUX BUBANOTEK, MCNOJIb3yEMbIX MPOLLECCOM, U UX MECTOHAXOXKAEHME B CUCTEME, HAa3BaHME NMOCTaBLLUMKA
NPUNOXKEHNA N YPOBEHb PUCKa dalina.

OKHO I'IOLI,pO6HbIX CBELI,EHVII‘/‘I COAEePHUT OOMNONTHUTENTbHYHO MHd)OpMaLl,VIIO 06 3/1IEMEHTAX, BblAE/IEHHbLIX B OKHE
ONUCaHUA, TaKyLO Kak pasmep d)aVIﬂa UAn ero xXau.

NPUMEYAHME. /ltobas onepaLMoHHas CUCTEMA COCTOUT U3 HECKO/TbKMX BaXKHbIX KOMMOHEHTOB A4pa, KoTopble
NocTosiHHO paboTatoT n obecneunsatoT paboTy 6a30BbIX KpaliHe BaXKHbIX GYHKLUMA A5 APYIUX NONb30BaATEIbCKUX
NpUNOXKeHUN. B onpeaeneHHbIX ciyvasx nyTb K paiiam Takmx npoueccos oTobpaxkaeTca B ESET Sysinspector ¢
cumBoiiamm «\??\» B Hayane. ITM cMmBObI 0becneynBatoT ONTUMMU3ALMIO L0 3aMyCKa TaKMX MPOLLECCOB M C TOYKU
3peHMA cUCTEMbI ABNAIOTCA 6€30NacHbIMU.

CeTeBble NoAKAOYEHUA

B OKHe onuncaHma nepeymncaeHbl NPOLLECChl U MPUNOXKEHUS, KOTOPble 06MEHMBAIOTCA AaHHbIMM Yepes ceTb Mo
NPOTOKO/Y, BbIbpaHHOMY B OKHe Hasuraumm (TCP nnum UDP), a TakKe yAaneHHble aapeca, C KOTOPbIMU 3TU
NPUNOXKEHWNA YCTAHAB/IMBAOT coeaMHeHUA. TakkKe MOXKHO nposepuTb IP-agpeca DNS-cepsepos.

OKHO NoApPO6HbIX CBEAEHWNIN COAEPHKUT AOMNONHUTENbHYIO MHOPMaLMIO 06 31eMeHTaX, BblAeNEeHHbIX B OKHe
ONnMCcaHKsA, TaKyto Kak pasmep daiiia Uaun ero xau.
BaKkHble 3anucu peecrpa

Co/ie pyKUT CNIMCOK onpeaeieHHbIX 3annceit peecrpa, KoTopble YacTo 6bIBAOT CBA3aHbI C Pas3iMyHbIMK Npobiemamm B
cUcTeMe, TakMe KaK 3anucu, 3a4atolme aBTOMaTMUECKM 3arpyaemMble NporpaMmmbl, 06beKTbl MOAYAA MOAAE PHKKU
obospeBaTena M T. n.

B OKHe onucaHuA TaKKe MOXKeT 0TOBpaXKaTbes, Kakme $alinbl CBA3aHbl C KOHKPETHbIMM 3aNMCcAMU peecTpa. B okHe
noApobHbIX CBEAEHWUA MOXKET 6bITb NPeAcTaBieHa 4ONOAHUTEIbHAA MHPOPMaLMS.

CnyK6bl

B oKkHe onucaHma nepeumncaeHbl Gainbl, 3aperncTpMpoBaHHble B KadecTe cny»kb6 Windows. B okHe noapo6Hbix
cBeZleHUIM MOXKHO YBUAETb CNOCOb 3anycka Cy»Kbbl, a TaKXKe NPOoCMOTPeTb onpeaeneHHyo nHpopmaumio o daine.
Dpaiisepbl

Cnucok ,u,paﬁBepOB, YCTAaHOB/1EHHbIX B CUCTEME.

Kputuueckue ¢aiinbi

B oKHe onucaHuMA oTobparkaeTcs CoAe PHRUMOE KPpUTUYECKMX GaitioB, OTHOCALLMXCA K ONepaLmMoHHOM cucteme
Microsoft Windows.

3apaum cMCTeMHOro NN1aHUPOBLLUKA

CnuncoK 3agay, 3aMyCKaeMbIX MNJIaHUPOBLUMNKOM 3ap,aHvu7| Windows B YKa3aHHOEe BpemMAa Ui NHTepPBaAJl BpEMEHMN.
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UHdopmauums o cucteme

Copeput noapobHble cBeseHMs 06 060pyA0BaHUM M NPOTPaMMHOM obecrneyeHmnr, a TakKe MHGOPMALMIo O
33j@aHHbIX NepPeMEHHbIX Cpebl, NpaBax No/1b30BaTeNN U KypPHanax CUCTEMHbIX COBbITUIA.

CeBeaeHusn o daine

CNMCOK BaXKHbIX CUCTEMHBbIX dalinos n dannos B nanke Program Files. B okHax onncaHma n noapobHbIX cBeAeHUI

MOKeT 0TobparkaTbCs JONONHUTENbHAA MHOPMaLWA O daiinax.

O nporpamme

NHpopmaums o Bepcum ESET Sysinspector n cnMcoK nporpammHbIX Moaynei.

5.6.2.2.1 CoueTtaHuUA KnasuLll

Huyke npeacraBneH CNMCOK COMETaHUI KNaBuLL, KOTOPbIe MOXHO MCNONb30BaTh Npu paboTe c ESET Sysinspector.

daiin
Ctrl +0O
Ctrl +S
Co3pgatb

Ctrl + G
Ctrl +H

OTKPbITWE CYLLECTBYIOLLETO KYpHaNa
COXpaHeHMe CO34aHHbIX XypPHaNoB

co3ZaHue CTaHZAPTHOMO CHMMKA COCTOSIHMA KOMMbtoTepa
CO3ZaHMe CHUMKA COCTOSIHUA KOMMbIOTEPA, B KOTOPOM MOXKET COZLE PrKaTbCA KOHOUAEHUMANbHAA
nHdopmaums

dunbTpauma 31eMeHToB

1,0

Ctrl +9
Ctrl +0

MpocmoTtp

Ctrl +5
Ctrl +6
Ctrl +7
Ctrl +3
Ctrl +2
Ctrl+1
BackSpace
Mpoben
Ctrl + W
Ctrl+Q

6e30MacHble 31eMeHTbl, 0TOBPAXKaOTCA 3/IEMEHTbI C YPOBHEM pUCKa 0T 1 40 9
6e30onacHble 31eMeHTbl, 0TOBParKaloTCA 3/1eEMEHTbI C YPOBHEM pUCKa 0T 200 9
6e30nacHble 31eMeHTbl, 0TODPAXKAOTCA 3/IEMEHTbI C YPOBHEM PUCKa 0T 3 00 9
HEeWU3BECTHbIE 3/IeMEHTbI, 0TOOPaKatOTCA 31eMEHTbI C YPOBHEM pUcKa oT 4 40 9
HEU3BECTHbIE 3/IeMEHTbI, 0TOBPaXKaloTCA 31eMEHTbI C YPOBHEM PUCKa 0T 540 9
HEWN3BECTHbIE 3/IEMEHTbI, 0TOBPaXKatoTCA 31EMEHTbI C YPOBHEM pUCKa 0T 6,40 9
OnacHble 3/1IEMEHTbI, 0TOBPAXKAOTCA 3N1€MEHTbI C YPOBHEM PUCKa OT 7 A0 9
OnacHble 3/1eMeHTbl, OTOBPAXKALOTCA 31€MEHTbI C YPOBHEM PUCKa OT 8 A0 9
OnacHble 3/1eMeHTbl, 0TOBParKatOTCA 31€MEHTbI C YPOBHEM PUCKaA 9
NOHUMKEHME YPOBHSA pPUCKa

NoBbILLUEHWE YPOBHA PUCKA

BbIOOP perknma GuabTPaLLMK, PaBHbIN AU Bonee BbICOKUI YpOBEHb

BbIGOpP perknuma GuabTpaLmm, TONbKO PaBHbIM ypOBEHb

NPOCMOTP MO NPOU3BOAUTENSAM, BCE NMPOU3BOAUTENM
NPOCMOTP MO NPOM3BOANUTENAM, TONIbKO Microsoft
NPOCMOTP MO NPOU3BOAUTENIAAM, BCE APYrue NpousBoamTenm
oTObparkeHne NosHbIX CBEAEHUI

oTobparkeHWe cBeAeHWNIN cpeaHel cTeneHn noapobHoCTH
OCHOBHOW BUA,

nepexon Ha oAMH Llar Ha3azg,

nepexog Ha oAMH Lar Bnepen,

pa3BopayMBaHue AepeBa

CcBOpayMBaHMe aepeBsa

Mpoune 3nemeHTbl ynpasneHus

Ctrl+T
Ctrl +P

nepexon K UCXOAHOMY MeCTOMNOIOXEHMIO 3/IeMeHTa Noc/ie ero BblAeNeHUA B pe3yibTaTax NnoucKa
oTobparkeHne OCHOBHbIX CBEAEHUI 06 anemeHTe
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Ctrl +A oTobparkeHue Bcex cBeAeHUM 06 anemeHTe

Ctrl +C KOMMpPOBaHMe aepeBa TEKYLLEro 3/1eMeHTa

Ctrl + X KOMMpOBaHME 3/1IeMEHTOB

Ctrl +B NMOWCK CBeAEHUM 0 BbibpaHHbIX dannax B UHTepHeTe

Ctrl +L OTKPbITUE ManKu, B KOTOPOM HAaXOAUTCA BblAENEHHbIN daiin

Ctrl +R OTKPbITUE COOTBETCTBYIOLLEN 3aNunCK B pelakTope peecTpa

Ctrl+Z KonupoBaHue NyTu K panny (ecam aneMeHT cBszaH ¢ dannom)

Ctrl +F nepexo B noJsie Noucka

Ctrl+D 3aKpbITMe pe3ybTaToOB MOMCKA

Ctrl +E 3aMyCK CLeHapua cyKobl

CpaBHeHue

Ctrl +Alt+0 OTKPbITUE UCXOAHOTO UM CPAaBHMBAEMOTO C HUM }KypHaa

Ctrl + Alt+R OTMeHa CpaBHEHMUA

Ctrl +Alt+1 oTObparkeHWe Bcex 31eMEeHTOB

Ctrl + Alt+2 oTobparkeHne ToNIbKO A06aBNEHHbIX 31€MEHTOB, B *KYpHase 0To6paXKatoTCsA TOMIbKO 31 MEeHTbI 13
TEKYLEero *KypHana

Ctrl + Alt+3 oTobOpaKeHMe TONbKO YA eHHbIX 3/IEMEHTOB, B }KypHaie 0TOBParKatoTCA TObKO 3/1eMEHTbI U3
npeaplayLwero KypHana

Ctrl +Alt+4 OTObparkeHNe TONIbKO 3aMEHEHHbIX 3/1eMeHTOB (B TOM uucne ¢ainnos)

Ctrl +Alt+5 oTOobOparkeHne TO/IbKO PasINUnii MeXKay *KypHanamm

Ctrl +Alt+C oTObGparkeHWe cpaBHEHUSA

Ctrl + Alt+N OoTObparkeHWe TEKYLLETO KypHana

Ctrl + Alt+P OTKpbITME NpeablayLLero KypHana

Pa3Hoe

F1 NPOCMOTP CNpPaBKK

Alt +F4 3aKpbITME NpOorpammol

Alt +Shift + F4  3akpbiTve nporpammbl 6e3 BbIBOAA 3anpoca

Ctrl +1 CTATUCTUKA KypHana

5.6.2.3 CpaBHeHue

C nomoLLbto GYHKLMM CpaBHEHMA NOb30BaTE/Ib MOMKET CPAaBHUTb ABa CYLLECTBYOLLMX KypHana. PesynbtaTom
BbIMOJIHEHWUA 3TON KOMaHAbl ABNAETCA HAbOp 3/1eMEHTOB, HE COBMAAAoLLMX B 3TUX KypHaiax. 3To no3BonseT
OTC/IEKMBATb U3MEHEHUSA B CUCTEME, YTO YA06HO AN 06HapyKeHMA Bpe40HOCHOTO KoAa.

Mocne 3anycka NPUIOKEHUE CO34aeT HOBbIN XKypPHaN, KOTOPbIN BbIBOAUTCA Ha 9KPaH B HOBOM OKHe. YTobbl COXpaHUTb
KypHan B ¢aiin, B meHto ®aiin Bbibepute NnyHKT COXpaHUTb }KypHan. CoxpaHeHHble dalinbl }KypPHaN0B MOMXKHO
BNOC/NEACTBUMN OTKPbLIBATb U MPOCMATPUBATL. YTOObLI OTKPBITH CYLLECTBYOLWMI }KypHan, B MeHto ®Paiin BbibepuTe

NyHKT OTKPbITb }KypHan. B rnaBHOM OKHe nporpammbl ESET Sysinspector B KaxKablit MOMEHT BpemeHU oTobpaxkaeTca
TO/IbKO OAMH XKypHan.

MpenmyLLEeCcTBO CPaBHEHUSA ABYX KYPHAN0B 3aK/1H0YAETCA B TOM, YTO MOXHO OZHOBPEMEHHO NPOCMATPUBATb
aKTUBHbIN B HACTOALLMIA MOMEHT }KYPHaN U COXPaHEHHbIN B paiine }KypHan. Ona cpaBHEHUS }KyPHaNoB B MeHo daiin
BblbepuTe NyHKT CPaBHUTDb }KYPHasbl 1 BbINOHUTE KOMaHAy Bbl6patb ¢aiin. BbibpaHHbIlM XKypHan byaeT
CPaBHMBATbLCA C aKTUBHbIM }KYPHA/IOM B [/TaBHOM OKHe nporpammbl. CpaBHUTENbHbIN XKypHan 0TobparkaeT TONbKO
pPasnnMumna mexay 3TUMK ABYMSA XKypPHaaMu.

NPUMEYAHME. Mpu cpaBHeHUM ABYX daliNoB XKypHana B meHo ®ain Bbibepute NnyHKT COXPaHUTb XKYpPHan v
COXpaHUTE XKypHan Kak ¢aiin B popmate ZIP. B pesynbTate 6yayT coxpaHeHbl 06a daiina. Ecnm nosske oTKpbITb TaKoM
dalin, cogepKawmeca B HEM XKypHabl byayT aBTOMATUYECKM CPAaBHUBATLCA.

Hanpotuns oTobpakeHHbIx aiemeHTOB ESET Sysinspector BbIBOAUT CMMBOJIbl, 0603HaYatoLMe pPa3nnuumnsa mexay
CPaBHMBAEMbIMMU XKypPHaNAMM.
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OnucaHne BCEX CMMBOJIOB, KOTOPbIE MOryT OTO6paKaTbCsA HaNpPOTHB 3/1eMEHTOB

® + HOBOE 3HaYeHWe, OTCYTCTBYET B NpeablayLLeM KypHane

® [ paszen ApeBOBUAHOM CTPYKTYPbl COAEPHKUT HOBbIE 3HAYEHUS

® — yJafieHHOe 3HaYeHne, NPUCYTCTBYET TO/IbKO B NpeablayLLeM KypHane

® = paszen APeBOBUAHOM CTPYKTYPbl COAEPKUT yAaEHHbIE 3HAaYEHUA

® = 3HayeHue uan dann GbIAN USMEHEHDI

® [ pasfen APEeBOBUAHOM CTPYKTYPbI COAEPHKUT U3MEHEHHbIE 3HaYeHUA UK dalinbl
® 4 ypOBEHb PUCKA CHU3MACA, TO €CTb Obl/ BblLLE B NPeAblayLeM KypHane

® 2 ypOBEHb PUCKA MOBbLICUICA AN ObIN HUXKE B NpeablayLlein Bepcum KypHana

B cneumanbHOM pasgene B 1€BOM HUMKHEM YIly OKHA OTOBparkaeTca OnMcaHne BCeX CMMBOJIOB, @ TaKXKe Ha3BaHMA
CPaBHMBAEMbIX XYPHA/O0B.

CocToAHMe 3anMci

Tyl 3oy pHa [Cozpano]

Npegsayups sypran: Sysinspector-LOG- 1107 25- 1042 xmi [3arpyxeso-TIP]
Cosewems: [PezyasTaT CDIEHERHE]

CpaBHWTE NEreHabl 3HAYKDE w*
+ Jofaenewrmm ofbexr Jofizenskrne ofeeams & B2y

= ¥ganerssi o Yoanersme obbedTy K3 BETHY

% ¥paneHnsi Saiin LoBaEAERELIE WM YL3NEHHLEIE

S Cocmornme Suln0 NOHMKERD obbesTyl E BETHE

A CormorHse SuA0 NOELILEHD ¥aznennme $ainu & BEETEE

JTto601i cpaBHUTENbHbIN }KYPHAN MOXKHO COXPaHUTb B Gai/l M OTKPbITb €70 MO3MKe.

Mpumep

CospalitTe 1 COXpaHUTE XKypHas, COAE PHKaLNM MCXOAHYO MHPOPMALUIO O cucTeme, B paiin c HazBaHMEM
«npeablaywmn.xml». Nocne BHeceHUs U3MEHeHMIN B cuctemy oTKpolTe ESET Sysinspector v paspewure
NPUIOXKEHMIO CO34aTb HOBbIN XKypHan. CoxpaHuTe ero B ¢ain ¢ HazBaHMeM mekyuwul.xml.

YT06bI OTCIeANTb PA3IMYMA MEXKAY STUMM ABYMS KypHanamu, B MeHto Paiin BbibepuTe NyHKT CPABHUTD XKYPHasb.
Mporpamma co3aacT CpaBHUTENbHbIN }KYPHa, COAEPHKALMA PA3TNUMAMMN MEXKAY CPAaBHMUBAEMbIMMU.

ToT »Ke pe3ynbTaT MOXKHO NOYYNTb C MOMOLLbIO C/le Ay HOLLMX MapaMeTPOB KOMaHAHOM CTPOKMU:

Sysisnpector.exe mexkywuli.xml npedwvidywuti.xml

5.6.3 MMapameTpbl KOMaHAHOW CTPOKU

B ESET SysInspector MmoxHO $OpMMpPOBaTb OTYETbI U3 KOMAHAHOM CTPOKMW. N4 3TOrO UCNO/b3YHOTCA MePeUYnCIeHHbIe
HU¥KE NapameTpbl.

/gen CO3JaHMe KypHana M3 KOMaHAHOM CTPoKM 6e3 3anycKa rpaduyeckoro MHTepodeiica
/privacy co3aHue }KypHana 6e3 KoHpuaeHUManbHON MHOPMaLLUK

/zip COXpaHEeHMe Co34aHHOro XypHana B ZIP-apxuse

/silent CKPbITUE OKHa BbIMOJIHEHMA NPU CO3L4aHUN XKypPHaNa U3 KOMaHAHOW CTPOKM
/blank 3anyck ESET Sysinspector 6e3 co3gaHna nam 3arpysku }KypHana

Mpumepbl

Ncnonb3oBaHue:

Sysinspector.exe [load.xml] [/gen=save.xml] [/privacy] [/zip] [compareto.xml]

Y106bI OTKPbITL ONpPEeAeNeHHbI }KypHan HENOCPeACTBEHHO B bpay3epe, BOCNOAb3yATECh CieayoLe il KOMaHAoM:
Sysinspector.exe \KnueHmckuli_xcypHasa.xml

YTo6bl CO34aTb KypPHaN M3 KOMAHAHOM CTPOKM, BOCNO/b3yNTECh CleAyoLeii KoMaHaon: Sysinspector.exe /gen=.
\moli_Hoesbili_xcypHan.xml

YT06bI CO34aTb KYPHA/, U3 KOTOPOIO UCKAtOYEHA KOHOUAEHLMANbHAs MHGOPMaLMS, HEMOCPEeACTBEHHO B CKAaTOM
daline, Bocnonb3ynTech cneaytoen KomaHao: Sysinspector.exe /gen=.\moli_Hoseblili_xypHan.zip /privacy /zip
YT006bI CPaBHUTDL [1Ba XKYpPHaa 1 NPOCMOTPETb Pa3IMymA, BOCNOb3YUTECH CieytolLelt KomaHaow: Sysinspector.exe
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Hosbll.xml cmapebil.xml

NPUMEYAHME. Ecnu Ha3BaHMe daina unm nanku coaepKut npoben, aTo HasBaHME HE0HXO0AMMO 3aKNOYNTL B
KaBbIYKM.

5.6.4 CueHapwuii cnyKb6bi

CueHapwuii cny»kbbl — 3TO cneuunanbHoe cpeaCcTBo, Momoratollee nonb3osatensam ESET Sysinspector c nerkocrbio
YOANATb HeXXenatebHble 06beKTbl C KOMMNbIOTEPA.

CueHapuii cny»Kbbl 4aeT No/ib30BaTENIAM BO3MOXKHOCTb 3KCNOPTUPOBATh KypHan ESET Sysinspector nonHOCTbIO Uu
yactuyHo. Mocsie 3KcnopTa No/b30BaTEIb MOXKET MOMETUTb HEMKENaTeIbHble 06bEKTbI 418 YAaNeHUA. 3aTeM MOXKHO
3anyCTUTb CLLeHaPUIA C OTPEAAKTUPOBAHHbIM XYPHA/IOM A4/1A YA€ HUA MOMEYEHHbIX 06bEeKTOB.

CueHapuii cnykbbl NpegHasHaAYeH AnA N0b30BaTeeN, MMEOLLMX OMNbIT B AUArHOCTUKE KOMMbIOTEPHbIX CUCTEM.
HekBannouumpoBaHHbie 4eNCTBUS MOTYT NPUBECTU K MOBPEKAEHMIO ONEePaLMOHHOMN CUCTEMBI.

Mpumep

MpY HaMYMM NOA03PEHUSA O 3aParKEHMM KOMMbIOTEPA BUPYCOM, KOTOPbIN HE 0BHAPYKMBAETCA NPOrPaMMON 3aLLUTbI
OT BMPYCOB, BbINOJHUTE NPUBEAEHHbIE HUMKE MOLIAroBble MHCTPYKLMK.

1. 3anyctute ESET SysInspector 1 co3galite HOBbI CHUMOK CUCTEMbI.

2. BblaennTe nepBbili 3/1EMEHT B pasgene cneBsa (B 4peBOBUAHOW CTPYKTYpe), HaxmuTe Knasuwy Shift, a satem
BblbEpUTE NOCNEAHNIN 31EMEHT, YTOObI MOMETUTb BCE 3/IEMEHTbI.

3. lWLenKHUTe BblAeIeHHble 0OBEKTbI MPABOM KHOMKOM MbILIWN U B KOHTEKCTHOM MEHIO BblbepuUTe NMYyHKT
9KcnopTUpoBaTb BblGpaHHble pasgenbl B CLLe HApUIA CNTYKObI.

4. BblaeneHHble 06beKTbI BYAYT 3KCMOPTUPOBAHbLI B HOBbIN XKypHa.

5. lanee cnepyeT Hanbonee BaXkHbIM 3Tan Bcelt npoueaypbl. OTKPOMTE CO34aHHbIN XKYPHaA U UISMEHUTE aTPUBYT «-»
Ha «+» /19 BceX 0O6bEKTOB, KOTOPbIE HYXKHO YAaAUTb. YoeauTecn, YTo BaXKHble daitibl UM 00bEKTHI
onepauMoHHON CUCTEMbI HE MOMEYEHDbI.

6. OTKpolite ESET Sysinspector, Bbibepute ®Paiin > 3anycTutb cLueHapuii cnyXbbl 1 BBeAUTE NMyTh K CLEHapUIo.

7. Haxkmute kKHonky OK, 4To6bl 3anyCcTUTb CLLEHAPUIA.

5.6.4.1 Co3paHue cueHapues cayKbbl

YT06bl CO34aTb CLLEHAPUN, LEIKHUTE MPaBOM KHOMKOM MbILIM 11060 06beKT B ApeBOBUAHOM MeH0 (Ha 1eBoW
naHenn) rnaBHoro okHa ESET SysInspector. B KOHTEKCTHOM MeHI0 BbibepuTe KomaHay IKCNOPTUPOBATb BCE pasgebl
B CLLleHapUiA CNyKObl M DKCNOPTUPOBATL Bbl6paHHbIe pa3ae/ibl B CLeHapuii CnyX6bl.

APUMEYAHMUE. CueHapuii cny»Kbbl He1b3a SKCMOPTUPOBATb BO BPEMS CPaBHEHMUA ABYX KYPHaNO0B.

5.6.4.2 CTpyKTypa cueHapusa cnyxbbl

MepBas CTPOKa 3aro/I0BKa CLEeHapuaA COAePKUT AaHHbIe 0 Bepcun sapa (ev), Bepcun nHTepoeiica (gv) 1 Bepcum
KypHana (lv). 3T1 gaHHble NO3BONAIOT OTC/IEXKMBATL U3MEHeHMA B paiine B dopmate XML, ucnonbsyemom gns
co3zaHuA cueHapma. OHWM NpPeaoTBPALLAOT NOABIEHNE HECOOTBETCTBMI Ha 3Tane BbINMOJHEHUSA. ITy YacTb CLEHapUsA
W3MEHSTb He creayeT.

OctanbHoe cofeprkmumoe daina pasbuto Ha pasgenbl, 31eMEHTbl KOTOPbIX MOXKHO PeakTUPOBaThb. Te U3 HUX,
KOTOpble A0JIKHbI ObiTb 06paboTaHbl cueHapuem, ciegyeTt nomeTuTb. 18 3Toro CUMBOA «-» Nepes 31e MeHTOB
HY>KHO 3aMEeHUTb Ha CUMBOJT «+». Pasgenbl oTaenATCA APYr OT Apyra NyCTOM CTPOKOM. Kaskaplli pasgen numeer
COBCTBEHHbIN HOMEP 1 Ha3BaHMe.

01) Running processes (3anyLieHHble npouecchbl)

B aTOM pasgene coaepKuUTCA CMMUCOK MNPOLLECCOB, 3aMyLLEHHbIX B cucTeme. Kaxaplii npouecc naeHTMouumpyeTcs no
UNC-nyTu, a Tak»Ke no xaw-Kkogy CRC16, 3aknt04eHHOMY B CUMBOJIbl 3BE3404KM (*).
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Mpumep.

01) Running processes:

- \SystemRoot\System32\smss.exe *4725%

- C:\Windows\system32\svchost.exe *FD08%*
+ C:\Windows\system32\module32.exe *CF8A*
[...]

B gaHHOM npumepe BblaeneH (MmomedyeH cMMBOIOM «+») npouecc module32.exe. Mpu BbINOAHEHUN CLEHAPUA 3TOT
npouecc byzeT 3aBepLUeH.

02) Loaded modules (3arpy>keHHble mogynu)

B aTOM pasgene nepeyncneHbl UICNONb3yeMble B AaHHbI MOMEHT CUCTEMHbIE MOAYN.
Mpumep.

02) Loaded modules:
c:\windows\system32\svchost.exe

- c:\windows\system32\kernel32.d1l1l
c:\windows\system32\khbekhb.dl1l
c:\windows\system32\advapi32.dll

[...]

B paHHOM npumepe moaynb khbekhb.dll nomeuyeH cumBonom «+». Mpu BbINONHEHUN CLLEHAPUA NPOLLECChI,
MCNob3ytoWwme AaHHbIN MOAY b, PACNO3HAOTCA M 3aBEPLUAOTCS.

03) TCP connections (MogkntoueHua no TCP)

OTOT pa3gen CoAePKUT AaHHbIEe O CYLLEeCTBYHOLWMX NogKAoYeHnax no TCP.
Mpumep.

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK.EXE

- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds), owner:
System

[...]

an3HHYCKeCueHapMHO6HapymwBaeTOHBﬂaAeneuCOKETaHOMeHeHHHXHOAKﬂDHEHMﬁHOTCP,HOCﬂequOCOKET
OCTaHaB/1MBaeTCA, BbICBO60)‘K,£I,aFI CUCTEMHbIE pecypcCbl.

04) UDP endpoints (KoHeuHble Touku UDP)

3T10T pa3aen cogepxnt VIHd)OpmaLI,VIPO O CyWeCTBYHLWMNX KOHEeYHbIX TOYKaX UDP.
Mpumep.

04) UDP endpoints:

0.0, port 123 (ntp)

0, port 3702

.0, port 4500 (ipsec-msft)
0, port 500 (isakmp)

o

)
0
+ 0.
0
0

— O O O O
o O

Mpw BbINOIHEHWUM CLEHAPUA oONpeaenaeTca Bnageel, cCoketa noMmeyYeHHbIX KoHeYHbIX Todek UDP, nocne vyero cokeTt
OCTaHaB/IMBaETCA.

05) DNS server entries (3anucu DNS-cepBepa)

ITOT pasaen CoAePHUT MHGOPMaLLMIO O TeKyLLel KoHdurypaumm DNS-cepsepa.
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Mpumep.

05) DNS server entries:
+ 204.74.105.85

- 172.16.152.2

[...]

Mpu BbINONHEHUU CLLEHApUMA NoMeYeHHble 3anucu DNS-cepBepa yaansioTcs.

06) Important registry entries (Ba)kHble 3anucu peecrtpa)

3TOT pa3gen coaepRUT MHOOPMALMIO O BaXKHbIX 3aNucAX peecTpa.
Mpumep.

06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate.exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

Mpu BbINONHEHUM CLIEHAPMA NOMEYeHHbIe 3anucy byayT yaaneHsl, cBeaeHbl K 0-paspaaHbIM 3HaYEHUAM U/IN Ke
6yayT BOCCTAHOB/EHbI MX 3HAYEHUA MO YMONYaHMIO. [JeCTBUSA, NPUMEHAEMbIE K KOHKPETHbIM 3anmncam, 3aBUCAT OT
KaTeropum 1 3Ha4eHUsA 3anuncm peecrpa.

07) Services (Cny»x6bi)

3TOT pa3aen CoOAEPHKUT CMUCOK CNYHKO, 3aperncTpMpoBaHHbIX B CUCTEME.
Mpumep.

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state: Running,
startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll, state: Running,
startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state: Stopped,
startup: Manual

[...]
anBHHOHHGHMMCMGHapMHHOMEHEHHHGCHVHGbLaTaKHeBce3aBM€mAMeOTHMXCﬂym6bI6yAyTOGHHOBHEHbIM
YOaneHsbl.

08) Drivers (Opaiisepbl)

B aTom pasgene nepeydncieHbl yCTAaHOB/IEHHbIE p,paﬁBepbl.

Mpumep.

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\system32

\drivers\adihdaud.sys, state: Running, startup: Manual

[...]

Mpu BbINONIHEHMM CUEHapUA BblibpaHHble ApanBepbl byayT ocTaHoBAeHbl. O6paTUTe BHMMAHME, YTO HEKOTOpbIe
ApaiBepbl He yAaCcTCA OCTAaHOBUTb.

09) Critical files (Kputuueckue daiinbi)

3TOT pasgen coaepKUT MHPopmaumio o daiiax, KpUTUYECKU HEOBXOAMMBbIX ANA NPaBUAbHON PaboTbl onepaLMOHHOM
CUCTEMDI.
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Mpumep.

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

- [files]

- MAPI=1

[...]

* File: system.ini

- [386Enh]

- woafont=dosapp.fon
- EGA80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost
::1 localhost

[...]

JIn6o BbIbpPaHHbIE 3/1eMeHTbI By ayT yaaneHbl, nMbo 6yayT BOCCTAHOB/IEHbI UX UCXOAHbIE 3HAYEHUA.

10) 3annaHMpoBaHHbIE 33434M

3TOT pa3gen cogepRUT MHGOPMaLMIO O 3aN1aHMPOBAHHbIX 3a4a4ax.
Mpumep.

10) Scheduled tasks

)
c:\windows\syswow64\macromed\flash\flashplayerupdateservice.exe
c:\users\admin\appdatallocal\google\update\googleupdate.exe

- c:\users\admin\appdatallocal\google\update\googleupdate.exe
c:\windows\syswow64\macromed\flash\flashplayerupdateservice.exe
c:\users\admin\appdatallocal\google\update\googleupdate.exe /c
c:\users\admin\appdatallocal\google\update\googleupdate.exe /ua /installsource

- %windir%$\system32\appidpolicyconverter.exe
$windir%$\system32\appidcertstorecheck.exe

- aitagent

[...]

5.6.4.3 BbinonHeHue cueHapueB CAyXK6bi

NMomeTbTe BCe HYyXKHble 06beKTbl, COXPaHUTE U 3aKPONTE CLueHapUit. 3anycTuTe U3MEeHEeHHbIN CueHapuit
HenocpeACcTBEHHO 13 rnaBHOro okHa ESET SysIinspector ¢ nomolLbio NyHKTa 3anyCTUTb CLLeHapUiA CyXK6bl B MEHIO
«®aiin». MNpun OTKPbITUKN CLEHAPUA Ha 3KPaH byaeT BbiBeAeHO cneaytowee coobueHme: BbINOAHUTD CLEHapuii
CNyXKb6bl "%Scriptname%" ? MNocne noATBEPKAEHUA MOXKET NOABUTLCSA eLUe 04HO NpeaynpexaeHune, coobliarmolee o
NonNbITKe 3anycKka HeNoANMCaHHOro cueHapuaA. 11 Toro Ytobbl 3aMyCTUTb CLEHAPUI, HaXKMUTE KHOMKY 3anycK.

B ANaNoroBoM OKHe nNoABUTCA NogrBepXxXaeHune BbINo/IHEHNA CLLleHapKnA.

Ecnu cueHapuii yaanocb 06paboTaTh TONbKO YacTUUYHO, Ha 3KpaH byaeT BbiBeA4eHO AMa0r0BOe OKHO C TaKUM
coobueHnem: «CueHapuii cny:K6bl YacTUYHO BbinoaHeH. MpocmoTtpeTtb otyeT 06 owmMbKax?» [ Toro 4Tobbl
NPOCMOTPETb NOJIHbIN OTYeT 06 OLWMOKaX, B KOTOPOM NepeyYncieHbl onepauum, HaxmmTe KHonky Aa.

Ecnu cueHapuit He 6bin pacnosHaH, Ha 3KpaH byaeT BbiBeZeHO crieaytollee coobuleHune: «BbibpaHHbIN cueHapwii
cnyK6bl He nognucaH. BbinoNHeHMe HenoANUCAHHbIX U HEU3BECTHBIX CLLIEHAPUEB MOXKET NPUBECTU K NOBPEXKAEHUIO
AaHHbIX HA KOMNbOTEpe. BbINOAHUTD cLeHapuii U Bce AeACTBUA?» ITO MOXKET ObITb CBS3aHO C HECOOTBETCTBUAMM B
cueHapuu (NoBpeXKaeH 3aro/10BOK, NOBPEKAEHO HAa3BaHME pasaea, NPonyLLeHa NycTaa pasaenTebHan CTpoKa u

T. 4.). B3TOM cnyyae oTKpoiTe dalin cueHapua U UcnpasbTe OWUOKN UM CO3aaiTe HOBbIN CLEeHaPUI CNYXKObI.
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5.6.5 Yacto 3apaBaembie BONPOCbI

Tpebytorca nun ana 3anycka ESET Sysinspector npaBa agmuHucTparopa?

XoTs ans 3anycka ESET SysInspector npaBa agMmmMHUCTpaTOpa He TpebytoTcsa, HEKOTOPble U3 COBUPaEMbIX 3TUM
NPUIOXKEHMEM AAHHbIX LOCTYMNHbI TO/bKO 4/19 y4eTHOM 3anucK agMMHUCTPATopPa. 3anycKk Nog y4eTHOM 3anmcbio
06bIYHOTO NO/Ib30BaTE A UM MONb30BaTENA C OrPAHNYEHHbIM LOCTYNOM NpUBeAeT K cbopy MeHblero ob6bema
OaHHbIX O cUcTeme.

Co3paet nu ESET Sysinspector ¢aiin KypHana?

ESET SysInspector moxeT co3aatb Gpain KypHana ¢ KoHbUrypaumei cuctembl. 11 cOXpaHeHUA TAaKOro KypHana B
rNaBHOM OKHe nporpammsl BbibepuTe daiin > CoxpaHuUTb ypHan. ypHanbl coxpaHatoTca B popmate XML. Mo
yMo/14aHMo daitnibl coxpaHaoTea B nanke %MNPO®U/Ib_IN0/1b30BATE/1A%\Mou 0okymeHmel\ B daiin c uMmeHeMm
Sysinpsector-%MMA_KOMIMbIOTEPA%-ITMMAL-Y4YMM.XML. Nepen coxpaHeHnem daiina KypHana MOXKHO
WU3MEHUTb ero MeCcTOMOI0XKEHNE N Ha3BaHMe.

Kak npocmoTtpeTb ¢aiin KypHana ESET Sysinspector?

Ons npocmoTpa dalina *KypHana, cosgaHHoro B ESET Sysinspector, 3anyctute nporpammy 1 B r1laBHOM OKHe
BblbepuTe Paiin > OTKPbITb }KypHan. Gaibl }KypHaia TakKe MOXKHO NepeTackMBaTb B OKHO NpuaoxeHua ESET
SysInspector. Ecnu Bbl YacTto npocmatpusaeTe dainbl *KypHana ESET Sysinspector, pekomeHayeTca co34aTb Ha
pabouem ctone apabik gnsa dparina SYSINSPECTOR.EXE. Nocne aToro npocmaTtpuBaemblie dalinbl MOXHO NPOCTO
nepeTackmMBaTb Ha 3TOT APAbIK. M3 coobpaxkeHnin besonacHocti B OC Windows Vista/7 moxeT 6bITb 3anpeLeHo
nepeTackMBaTb 3/1EMEHTbI MeXAy OKHAaMU, UMEIOLLMMM pasHble NapameTpbl 6e3onacHocTyu.

[octynHa au cneunduKkauua gna popmara ¢ainnos KypHana? CywectsyeT am naket SDK?

B HacTosee Bpemsa HU cneundukauma danna *KypHana, H1M nakeT SDK HeJOCTyNHbI, MOCKO/IbKY NpOrpamma BCe elue
HaxoAMTCA Ha CTaann Pa3paboTKM. BO3MOKHO, Mbl BbIMYCTUM MX NOC/IE BbIXOAA KOHEYHOMN BEPCUM NMPOrPaMmbl B
3aBMCMMOCTM OT OT3bIBOB N0O/1b30BATE/IEN U HANMUUNA UHTEpeca.

Kak ESET SysInspector oueHMBaeT pUCK onpeaeneHHoro obbekra?

B 60nbLlumHCcTBE cnyyaes ESET Sysinspector npucsamsaeT o6bekTam (paitnam, npoueccam, pasgenam peectpanT. n.)
YPOBHM pUCKa, MCMNOb3ya HAbOPbl 3BPUCTUUECKMX NPABUII, KOTOPbIE M3Y4alOT XapaKTePUCTUKM KaXKaoro obbekTa u
3aTeM OLLeHMBAIOT BEPOATHOCTb MX BPeAOHOCHOIO AeicTBUA. M0 pe3yibTaTam 3TOro 3BPUCTUYECKOTO aHaNn3a
o6beKTam npuceamMBaeTcs YpoBeHb pMcka oT 1 — xopowo (3e/1eHblit) 40 9 — onacHo (KpacHblit). B naHenn Hasuraumm
cNieBa pasge/ibl OKPaLWMBAOTCA B PasHble LBeTa B 3aBUCMMOCTM OT CAMOTO BbICOKOTO YPOBHS PUCKa COZE PrKaLLMXCA B
HUX 0OBEKTOB.

O3HayaeT /I ypoBeHb PUCKA «6 — HEU3BECTHO (KPacHbIit)», UTO 06BEKT ABAAETCA ONACHbIM?

AHanus ESET SysInspector He rapaHTMpyeT, YTO KaKoi-nMbo 06beKT siBAAETCA BPeAOHOCHbIM. TaKas oueHKa A0/1PKHa
BbIMONHATLCA cneunanncTtom no 6esonacHoctu. MpunoxeHne ESET Sysinspector paspaboTaHo 15 Toro, Ytobbl
cneumanuct no 6e30nacHOCTY UMeN BO3MOMXKHOCTb ObICTPO OLLEHUTb, KaKMe 06bEeKTbI CUCTEMbI CelyeT U3yunTb U
NpoBepPUTb Ha HasIMYMe HeobbIYHOIO NOBEeAEHUA.

3auem ESET SysInspector B xoae paboTbl nogkntouaeTtca K UHTepHeTy?

KaK n MHOTMe npunoxeHus, npunoxkeHue ESET Sysinspector nognucaHo undpoBoi NoAnUChbio («cepTUdUKaTomy),
KOTOpan rapaHTUpyeT, YTO U3JaTesieM AaHHOro NPorpammHoro obecneyeHus seaseTca KomnaHus ESET 1 yto camo
nporpaMmmHoe obecrneyeHune He bbl10 M3MeHeHO. 115 NpoBepKU cepTUdUKATa ONepaLMOHHan cMCTeEMA CBA3bIBAETCA
C LEeHTPOM cepTUdMKaLmn, YyTobbl NOATBEPAUTL NOAJNHHOCTD M3aaTeNA NPOrpammMHoro obecrneyeHus. 1o
HOpManbHOE NoBeAeHMe Bcex Nporpamm c umoposbimm nognucamm 8 OC Microsoft Windows.

YT1o TaKkoe TexHonorusa Anti-Stealth?

TexHonorus Anti-Stealth obecneunsaet adpdeKTUBHOE OOHAPYKEHME PYTKUTOB.

Ecnu cuctema noasepraeTca aTake BpeAOHOCHOTO KOAa, KOTOPbI BeAET cebsl KaK PYTKUT, NOb30BaTE/ b MOXKET
noagepraTbCcA PUCKY NOTEPU UK KParkM AaHHbIX. be3 cneynanbHOro MHCTpymMeHTa ana 60pbbbl C pyTKUTAMM
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OBHAPYKUTb MX MPAKTUYECKN HEBO3MOXKHO.

Mouemy nHoraa B dpaiinax, nomeuyeHHbIX Kak «MNognucaHo MS», B 3anucu «HassaHue KOMNaHUUY CTOUT Ha3BaHUe
Apyroi KomnaHuu?

B xoae naeHtTuduKaumm umdpposon noanmcu ncnonHsemoro damnna ESET Sysinspector cHayana npoBepseT Han4yme B
danne BcTpoeHHOM undposon nognucu. Ecnm umdposas noanuce HaaeHa, dana NpPoBepAeTCA C NOMOLLbIO 3TOM
uHbopmaumn. Ecnm undposan noanuck He HaliaeHa, ESI HauMHaeT nouck cootBeTcTBytowero CAT-danna (B Katanore
6e3onacHocTn %systemroot%\system32\catroot), B KOTOPOM coaepsKaTca cBegeHua 06 obpabaTtbiBaemom
ncnonHsemom danne. Ecnm cootsetcreytowmii CAT-daiin HalgeH, ero umdposasa noanucb byaet npUMeHeHa B
npouecce NPoBEPKM UCNONIHAEeMOro danna.

MoaTomy MHOrAa B HEKOTOPbIX dainax c nomeTkon «MognucaHo MS» nmeeTca Apyras 3anmncb 0 HasBaHMM KOMMAHWUM.
Mpumep.

B OC Windows 2000 ecTb npunoxeHune HyperTerminal, Kotopoe Haxoautca B nanke C:\Program Files\Windows NT.
OCHOBHO UCMONHSIEMbIN daliN NPUNOKEHMA He MMeeT UndpoBoi noanmcu, ogHako ESET Sysinspector nomevaeTt ero
KaK noAnucaHHblii Koprnopauuen Microsoft. MpuunHon sTomy cay»KuT cebinka B paiine C:\WINNT\system32\CatRoot
\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\sp4.cat, koTopas yKasbiBaeT Ha ¢ain C:\Program Files\Windows NT
\hypertrm.exe (0cHOBHOM UcnonHAeMbll aiin npunoxkeHusa HyperTerminal), a daiin sp4.cat nmeeTt undposyto
noanucek Microsoft.

5.6.6 ESET SysInspector Kak yactb ESET Smart Security

YT06bl OTKPLITL pasaen ESET Sysinspector 8 ESET Smart Security, Bbibepute Cny:ke6Hbie nporpammbl > ESET
SysInspector. Cucrema ynpasneHus B okHe ESET Sysinspector moxoxa Ha Ty, KOTopasa NPMMeHAETCA B OKHAX
*KYPHaN0B CKaHMPOBAHMA KOMMbIOTEPA UM 3aMIaHMPOBAHHbIX 334a4. 115 BbINOJIHEHMA BCEX OMNeEpPALLUiM CO
CHMMKaMU CUCTEMDbI (CO34aHMNE, MPOCMOTP, CPAaBHEHUE, YAANEHUE U IKCNOPT) AOCTAaTOYHO OAHOTO MU ABYX LLENYKOB
MbILLIN.

OKHo ESET Syslnspector cogep*KUT OCHOBHbIE CBEAEHMA O CO3A4aHHbIX CHUMKAX, TaKMe KaK Bpemsa Co34aHusA, KpaTKUi
KOMMEHTapUI, MMA CO34aBLIETO CHUMOK M0J1b30BaTENSA, A TAKKe COCTOAHME CHUMKA.

[nAa cpaBHeHUs, [ob6aBAEHUA U yAaNEHNA CHUMKOB UCMO/b3YHOTCA COOTBETCTBYHOLUME KHOMKM, PACNONOMXKEHHbIE B
OKHe ESET SysInspector nog cnMCKOM CHUMKOB. 3TN GYHKLUM TaKKe MOMKHO BbI3BaTb U3 KOHTEKCTHOrO MeHto. [nsa
NPOCMOTpPa BbIOPAHHOIO CHUMKA CUCTEMbI UCMO/b3YyEeTCA KOMAHAA KOHTEKCTHOro MeHto Mokasatb. YTobbl
9KCNOPTUPOBATb BblAEEHHbIV CHUMOK B paits, LEeKHUTE ero NPaBon KHOMKOM 1 BbIGepuTe B KOHTEKCTHOM MEHHO
NMYHKT KCNOPT....

Hue npmBeaeHo noapobHoOe onucaHne AOCTYNHbIX GYHKLUNA.

® CpaBHUTb: CpaBHEHME ABYX CYyLLECTBYOLMX }KYPHaNoB. 3Ta QYHKUMA yA06Ha, €CNU HYXKHO HalTK pasnmumns mexay
TeKyLMM 1 Bonee ctapbiM KypHanom. 18 NCNONb30BaHMA 3TOW GYHKLIMWN HYXKHO BbIBPaTb ABa CHUMKa, KOTOpble
cnepyeT CPaBHUTb.

Co3patb...: co34aHNe HOBOW 3anucu. Mepes co3aaHMeM 3aNnCK HYXKHO BBECTU KPATKUIA KOMMEHTapKUi K Hell. Xog,
co3faHus (popmmpyemoro B aHHbI MOMEHT CHUMKA) oTobpaskaeTcs B cTonble CoctoAaHMe. Bee y3ke co3gaHHble
CHUMKM NomeyeHbl Hagnucbio Co3paHo.

Yaanutb/Ypanutb Bce: yaaneHue 3anmncei 13 crimcka.

JKCNOoPT...: COXpaHeHue BbibpaHHOM 3anucy B XML-daitne ¢ BO3MOXKHOCTbIO YNaKOBKM B apXMB.
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5.7 KomaHaHaA cTpoOKa

Moay b 3awmTbl oT BUpYcoB ESET Smart Security mokeT 6bITb 3anyLeH U3 KOMaHAHOM CTPOKU BPYYHYHO (C MOMOLLbLO
KOMaHAb! «ecls») nim B nakeTHOM pekmume (¢ nomoulbto daiina BAT-dalina). Mcnonb3oBaHne Mmoay/ia CKAaHMPOBaHUSA

KOMaHZAHOM cTpoKK ESET:

ecls [[APAMETPH..] ®AWJIH. .

Cnepytolwpe napameTpbl U apryMeHTbl MOTYT MCMONb30BaTbCA NPU 3aMyCKe CKaHepa no TpE6OBaHMlO n3 KOMaH,ﬂ,HOVI

CTPOKM.

MapameTpbl

/base-dir=NAMNKA
/quar-dir=NAMKA
/exclude=MACKA
/subdir
/no-subdir

/max-subdir-level=YPOBEHb

/symlink
/no-symlink
/ads

/no-ads
/log-file=OANN
/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all
/aind

/auto

3arpy3utb moaynu mns MAIMKAU

MATKA KapaHT1Ha

WCKNHUNTb M3 CKaHUpoBaHUs dainbl, cooTBeTcTBytowme MACKE
CKaHWPOBATb B/IOXKEHHbIE NanKku (No ymosi4aHuio)

He CKaHMPOBATb B/IOXKEHHbIE NamnKu

MaKCMMa/ibHas CTeneHb BAOXKEHHOCTM NanoK 4/19 CKaHMPOBaHMA
cnefoBaThb MO CMMBOJINYECKMM CCbIJTIKaM (MO YMOJIYaHUIO)
MPOMycKaTb CUMBOIMYECKME CCbIKM

cKaHunpoBaTb ADS (no ymonyaHuto)

He cKkaHupoBaTb ADS

BbIBOJ, }ypHana B GANJI

nepesanucbiBaTb BbIXOAHOW dalin (Mo ymonyaHuio 4obasnaTh)
BbIBOZ, *KYPHas1a B OKHO KOHCOM (MO YMONYaHMI0)

He BbIBOAMUTb }KYPHa B KOHCO/b

PErMCTPMPOBATL TaKKe He3aparkeHHble dalinbl

He PerncTpupoBaThb He3apaskeHHble Galinbl (MO yMOAYaHUIO)
MOKa3bIBaTb MHAMKATOP PabOThI

CKaHMpPOBaHWE U aBTOMATUUYECKan OYMNCTKA BCEX JIOKANIbHbIX ANCKOB

MapameTpbl MOAYAA CKAHUPOBaAHUA

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-
timeout=0ONPAHNYEHWNE
/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp
J/unsafe
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CKaHMpoBaTb daisibl (Mo ymonyaHuto)

He CKaHMpoBaTb Gali/ibl

CKaHMpPOBATb MaMATb

CKaHMPOBATb 3arpy304Hble CEKTOPbI

He CKaHMPOBaTb 3arpy304Hble CEKTOPbI (MO YyMOIYaHUIO)

CKaHMpPOBaTb apXMBbl (N0 YMONYaHWUIO)

He CKaHMPOBaTb apXUBbI

CKaHMpoBaTb dal/ibl, TONbKO ecnu ux pasmep He npesbiwaetT PASMEP B merabaiitax
(no ymonyaHuto 0 = 6e3 orpaHUYeHUI)

MaKCMMaNbHaA CTENEHb BOXKEHHOCTU apXMBOB AJ1 CKAHMPOBaHMA

CKaHMpoBaTb apXxmBbl He bonee ykasaHHoro 8 OTPAHUYEHUWN KonunyectBa cekyHA,

CKaHMpOBaTb daliNbl B apXMBax, TONbKO eCAK UX pa3mep He npesbiwaeT PASMEP (no
ymoidaHuto 0 = 6e3 orpaHuyeHui)

CKAHWPOBaATb $aliNibl B CaMOPACNaKOBbIBAOLLMXCA APXUBAX, TONIbKO €CAU UX pa3mep He
npesbilwaeT PASMEP B merabaritax (no ymonyaHuio 0 = 6e3 orpaHuyeHui)
CKaHMpPOBaTb Gai/ibl 3/IEKTPOHHOM NOYTbI (MO YMOAYaHUIO)

He CKaHMPOoBaTb Gali/ibl 3/1IEKTPOHHOM NOYThI

CKAHWPOBATb NOYTOBbIE ALUMKM (MO YMONYAHUIO)

He CKaHWPOBaTb NOYTOBbIE ALLMKM

CKaHMPOBATb CAMOPACMaKOBbIBAOLLMECA aPXMBbI (MO YMONYAHUIO)

He CKaHMPOBATb CAMOPACMAKOBbIBAOLLMECA APXUBDI

CKaHMPOBaTb YMaKOBLUMKM (MO YMOTYaHUIO)

He CKAHWPOBATb YMaKOBLUMKHN

CKAHMPOBATb HA HA/IMYME MOTEHLMANbHO ONACHbIX MPUNOXKEHUI



/no-unsafe He CKaHMPOBATb Ha HAaIMYMEe NMOTEHLMAIbHO OMACHbIX MPUAONKEHMI (MO YMONYAHUIO)

/unwanted CKAHWPOBATb HA HAIMUYME MOTEHLMANbHO HEXeNaTeNbHbIX NMPUTONKEHNN

/no-unwanted He CKaHMPOBATb Ha HAaMYME NOTEeHLUMAbHO HeXKelaTeNbHbIX MPUIOKEHU (Nno
YMOJTHaHUIO)

/suspicious CKAHWPOBATb HA HAaMYME MOA03PUTENbHBIX MPUIONKEHWUI (MO YMOAYAHUIO)

/no-suspicious He CKaHMPOBATb Ha HAMYME NOAO3PUTENbHbBIX MPUNOKEHUI

/pattern MCNONb30BaTb CUTHATYPbI (MO YMONYAHUIO)

/no-pattern He MCMOoNb30BaTb CUTHATYPbI

/heur BK/TIOYUTb 3BPUCTUYECKMUIA aHaNU3 (MO YMOJTYaHUIO)

/no-heur OTK/IOYUTb IBPUCTUYECKMIA aHANU3

/adv-heur BKOUYNTb PaCLUMPEHHYHO 3BPUCTUKY (MO YMOIYaHUIO)

/no-adv-heur OTK/NHOUYUTb PACLUMPEHHYIO 3BPUCTUKY

/ext=PACLUMPEHNA CKaHMpPOBaTb TONbKO ¢painbl c PACLUMPEHUAMM, yrkaszaHHbIMM Yepes ABoeToUME

/ext-exclude=PACLUVMPEHUSA uCKAOUUTb U3 CKaHMpoBaHMA painbl c PACLUMPEHUAMM, ykasaHHbIMK Yepes
agoertouune

/clean-mode=PEXUM ncnonb3osatb PEXUM ouncTKN AN15 3aparkeHHbIX 06 BEKTOB.

JocTynHbl yKa3aHHble HUXKE Ba PUa HTbI.

® HeT: aBTOMATMYECKas OYMCTKA He BbINOJIHAETCA.

® CTaHAapTHaA (No ymoayaHuio): ecls.exe NonbiTaeTca aBTOMATUYE CKM OYUCTUTL UK yaa IUTb
3apakeHHble dainbl.

® TWATe/IbHAA: ecls.exe NonbiTaeTcA aBTOMATHUYE CKM OUYUCTUTb MK Y@ IUTb 3a paKeHHble dainbl 6es
BMeLLaTeIbcTBA NOMb30BaTeNA (Bam He ByaeT npeasioKeHO NoATBe pAUTb yaaneHue dalinos).

° Haubonee TwartenbHas: ecls.exe yaaaut sce daitibl 63 NPOBE A HUA OYNUCTKM HE3a BUCUMO OT MX
TMna.

® ypaneHwue: ecls.exe yaanut Bce daiinbl 6e3 NpoBefeHUA 0YUCTKM, KPOME Ba KHbIX, TaKUX KaK
cucte MHble dainbl Windows.

/quarantine KOMMPOBaTb 3apaskeHHble dali/ibl, €CIN OHU OUYULLEHbI, B KAPaHTUH
(4oNONHUTENBHO K AECTBMIO, BbIMONHAEMOMY NPU 0YUCTKE)
/no-quarantine He KONMpPOoBaTb 3apaykeHHble $ali/ibl B KAPaHTUH

O6wume napameTpbl

/help NMoKasaTb CNPaBKY M BbIATU
/version nokKasaTb CBEAEHWNA O BEPCUM U BbINTU
/preserve-time COXPaHUTb NOCNEAHIO OTMETKY O BpEMEHM AOCTyNa

Koabl 3aBepLueHua

0 yrpo3 He 06HapyKeHo

1 yrpo3a obHapy»eHa 1 ouullieHa

10 HeKoTopble Ganbl HE YAaN0Cb NPOCKAHUPOBATb (MOryT ObITb Yrpo3amm)
50 yrpo3a HangeHa

100 owmnbka

NPUMEYAHMUE. 3HaueHMe Koaa 3aBeplueHua 6osblue 100 03HavaeT, yTo daia He Hbl NPOCKAHUMPOBAH U MOXKET BbITb
3aparkeH.
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6. Fnoccapui

6.1 Twunbl 3apaxkeHuu

oA, 3apaskeHMem NOHMMAETCA BpeLOHOCHasA NporpaMma, KoTopas NbiTaeTcs MPOHUKHYTb Ha KOMMbIOTEP
nosib3oBaTensa u (UNr) NPUUNHUTL eMy Bpea,

6.1.1 Bupychbl

KomMnbloTe pHbIi BUPYC — 3TO GpparMeHT 3/10HaMepPEHHOr0 KoZa, KOTopbli AobaBnsaeTca B Ha4ano UAn KoHel, daiios
Ha KomMmnbtoTepe. HaszBaHuMe 6bIN0 BbIBPaAHO M3-33 CXOACTBA C HUONOTMYECKMMM BUPYCAMM, TaK KaK OHU UCMOb3YIOT
NOXOXKMe MeToAbl 419 PACNPOCTPAHEHNA C KOMMbIOTEPA Ha KOMMbIOTEP. YacTo TEPMUHOM «BUPYC» HEBEPHO
0603HayaloT Ntobble TUNbI yrpo3. OAHaKOo NOCTENEeHHO OH BbIBOAWTCA U3 yNoTpebeHUs, U Ha CMEHY eMy NPUX0AUT
60/1ee TOYHbIN TEPMUH «BPEAOHOCHaA MPOorpaMmma.

KomnbtoTepHble BUPYCbl aTaKyoT B OCHOBHOM UCMOAHAEMble paiiibl U JOKYMEHTbl. KOMNbOTE PHbIN BUPYC
bYHKUMOHMpPYET cneaytolmMm cnocobom: noce 3amnycka 3aparkeHHoro daina Bbi3biBaeTcA U BbINOIHAETCA
3/10HaMePEeHHbIN Ko, 9TO NPOUCXOAMT A0 BbINOJAHEHUA UCXOAHOTO NPUAOXKEHUA. BUpyc cnocobeH 3apasutb Bce
dbaitnibl, Ha 3aNK1Cb B KOTOPbIE Y NOJIb30BaTENA CTb NpPaBa.

KomMnbloTe pHble BUPYCbl MOTYT 6bITb Pa3HbIMM MO LEAAM U CTEMEHM ONAaCHOCTU. HeKoTopble U3 BUPYCOB 0060
OMacHbI, TaK Kak MOTYT LieIeHanpaBAeHHO yAanATb Gpalinbl € 3KeCTKoro ancka. C Apyroi CTOPOHbI, HEKOTOPbIE BUPYChI
He NPUUYNHAIOT HUKaKoro Bpea. OHM NPOCTO Pa3ApaskatoT No/1b30BaTeNN U A€ MOHCTPUPYIOT BO3MOMKHOCTM CBOMX
aBTOPOB.

Ecnu Balw KOMNbIOTEP 3apakeH BUPYCOM, KOTOPbIN He yAaeTCs O4YMCTUTL, OTNPaBbTE COOTBETCTBYOLME daiinbl B
nccnepoBaTenbeckyto nabopatopuio ESET gia nsydeHus. B page caydaes 3apaxkeHHble Gpaiiibl U3MeHSTCA
HaCTO/IbKO, YTO UX HEBO3MOKHO OYMUCTUTb. B TAKOM C/lyHae UX HYXKHO 3aMEHATb YUCTbIMU KOMUAMM.

6.1.2 Yepsu

KomnbioTepHble YepBu — 3TO COAEPrKallMe 3/10HaMEPEHHbINM KO MPOorpaMmbl, KOTOPbIE aTaKyHT rMaBHble
KOMMbIOTEPbI M PACNPOCTPaHAOTCA Yepes ceTb. OCHOBHOE pasinime MeKay BUPYCcaMu 1 YepBAMM 3aK1t04aeTcs B
TOM, YTO YEPBM MOTYT PACMNPOCTPAHATLCA CAMOCTOATE/IbHO, TaK KaK OHM HEe 3aBUCAT OT 3apaKeHHbIX GpaiinoB nau
3arpy304HbIX CEKTOPOB. YepBM PacnpoCTPaHAOTCA, MCMOAb3yA aAPECHYIO KHUMY MONb30BaTeNsd UM YA3BMMOCTM B
cucteme 6e30MacHOCTU CETEBbIX NMPUIOMKEHUIA.

MosTomy yepBM HaMHOro 6oJiee NOABMMKHbI, YEM KOMMNbIOTEPHbIE BUPYCbl. Biarogaps WupoKoin nonynapHocTH
MHTepHeTa OHM MOTYT PACNpOCTPaHATLCA NO BCEMY 3€ MHOMY LLAPY 3@ CYMTAHbIE Yacbl UM JarKe MUHYTbI Noc/e
3anycka. 3Ta cnocobHOCTb HbICTPO CAMOCTOATEIbHO PENIMLMPOBATLCA AeaeT YepBKu bonee onacHbIMM, YeM Apyrue
TUMNbl BPEAOHOCHbIX MPOrPamm.

[elcTBytoWMmiA B CUCTEME YePBb MOMKET AOCTaBUTb MHOYKECTBO HEeYyA06CTB M0/1b30BaTe/t0: OH MOMKET yAanATb Gaibl,
CHMMKaTb MPOM3BOAMTENIbHOCTb CUCTEMbI UM AaXKe OTKA0YATb Apyrme Nporpammbl. Mo cyTM KOMNbIOTEPHbIN YePBb
MOXET C/TY}KUTb B KAUeCTBe «TPAHCMOPTHOIO CPEACTBAY 4/1A APYIMX TUTMOB 3aparke HUN.

Ecnv KomnbtoTep 3aparkeH YepBeM, PEKOMEHAYETCA YAAUTb 3aparkeHHble daiisibl, MOCKOJIbKY OHM C 60/1bLLOM
BEPOATHOCTbIO COAE PXKAT 3/I0HAMEPEHHbIN Ko,
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6.1.3 TpoAHCKMe nporpammbl

MCTOpVI‘-IeCKM TPOAHCKMMU NpOrpaMmamMmn Ha3sbiBain TaKoM Knacc Yrpo3, KOTOpble NbITAalOTCA MAaCKUPOBATbCA NO4
nosie3Hble NporpamMmmbl, TeM CaMbiM 3aCTaBNAA MNOJ/Ib30BaATENA 3aNyCKaTb UX.

TaK Kak aTa KaTeropma secbma WWNPOKa, ee 4acto pa36MBaIOT Ha HECKOJIbKO HOAKaTEFOpMVI.

® 3arpy3uyuMK— BpeAoHOCHaA NPorpamma, cnocobHas 3arpyatb Apyrue yrposbl U3 MHTepHeTa.

¢ Dropper— BpeAoHOCHaA NporpaMmma, KoTopas npeaHasHadeHa 415 3apaske HUA KOMMboTEPOB APY MMM
BpP€eA0HOCHbIMW NPOrpPaMmMamMm.

¢ Backdoor— BpegoHOCHas Nporpamma, Kotopas 06MeHMBaeTCs AaHHbIMM CO 3/10YMbILW/IEHHUKAMM, MO3BOASA UM
NONYUYNUTb AOCTYN K KOMMbIOTEPY Y KOHTPO/Ib HaZ HUM.

© KnaBuaTypHbIi LUINMMOH — MporpaMma, KoTopas perucTpupyeT BCe, YTO NoJb30BaTe b HAbMpaeT Ha KnasuaType, u
oTnpasnsaeT 3Ty MHGOPMALMIO 3/10YMbILWIEHHUKAM.

¢ Mporpamma A03BOHA — BpPeAOHOCHaA NPOrpamma, KoTopas npeAHasHayeHa AN NOAKNYEHMS K HOMepam €
BbICOKMMMW TapUPHbLIMM NAAHAMM, @ HE K NOCTaBLLMKY MHTEPHET-yYCAYr nosib3oBatens. Mpu 3Tom nonb3osBaTtenb
NPaKTUYECKN HE MOXKET 3aMeTUTb, YTO CO34aHO0 HOBOE NoaK/toYeHMe. Mporpammbl 4O3BOHA MOTYT HaHECTU Bpes,
TO/IbKO N0/1b30BaTENIAM MOAEMOB. K C4acTbio, MOAEMbI Y3Ke He PacnpoCTpaHeHbl CTOb WMPOKO, KaK paHblue.

Ecnv Ha KomnbloTepe ob6HapyKeH daiin, KnaccudnuMpoBaHHbIN Kak TPOAHCKas NporpamMmma, peKoMeHayeTcs yaaauTb
€ro, TaK Kak OH ¢ 60/1bLIOIN BEPOATHOCTbIO COAEPKUT 3/10HAMEPEHHbIV KOA,

6.1.4 PytKMUTDbI

PYTKMTOM Ha3blBaeTCcA BpeAOHOCHasA MPorpamMmma, KoTopas npeaocTaBaseT 3/10yMblLAeHHUKAM MOJTHbIN AOCTYN K
KOMMbIOTEPY, HE NPOABAAA MPU 3TOM CBOETO NPUCYTCTBUA B cUcTeMe. locne nonyyeHus goctyna K cucteme (0bbluHO
nyTeM UCNOb30BaHMA €€ YA3BMMOCTE M) PYTKUTbI UCNOJb3YHOT GYHKLMM ONepPaLMOHHOM cUCTEMbI, YTODbI M36exKaTb
0bHapyKeHMA NPOrpamMMHbIM 0becrneyeHnem 3aLLMTbl OT BUPYCOB: UCMOJ1b3YHOTCA MEXaHM3Mbl MAaCKMPOBKM
npoueccos, GaliN0B M AaHHbIX CUCTEMHOTO peecTpa. 10 3ToM NpUYMHE UX aKTUBHOCTb HEBO3MOXKHO OOHaPYKNUTb
CTaHAAPTHbIMM METOAaMM MPOBEPKMU.

CywecTByeT ABa YPOBHA 0bHapyXeHUs, HarnpaB/ieHHbIX Ha 6opbby C pyTKUTaMU.

1. O6HapykeHWe Npu NOoNbITKe A4OCTYyNa K cucteme. VX ele HET B CUCTEME, TO €CTb OHU He aKTUBHbI. MHorune
CUCTEMbI 3aLUTbI OT BUPYCOB CMOCOBHbI YCTPAHWUTL PYTKUTbI HA 3TOM YPOBHE (MPY YCI0BUN, YTO OHM
OeNcTBUTeNIbHO 0BHaPYKMBAIOT Takne dali/ibl Kak 3aparkeHHble).

2. OBbHapyKeHMe Npu NoNbITKE CKPbITbCS BO Bpema 0bbl4HOM npoBepKu. Monb3osatenam ESET Smart Security
[OCTYMHbI NpeumyLLecTBa TexHonormm Anti-Stealth, KoTopas TakKe no3BosseT 06HapyKMBaTb M YCTPAHATD
AKTUBHbIE PYTKUTDI.

6.1.5 PeKnamHble nporpammbl

oA peknamHOM Nporpammolt NOHMMaeTcsa nporpammHoe obecrneyeHune, CyLWECTBYOLLEE 33 CHET PEKambl.
Mporpammbl, A€ MOHCTPUPYIOLLME MOb30BaTENI0 PEKNaMHble MaTepuasibl, OTHOCATCA K 3TOM KaTeropun. PeknamHble
NPWUA0XKEHMA YaCcTO aBTOMATUYECKM OTKPbIBAIOT BCM/IbIBAOLLME OKHA C peKnamoli B Beb-6paysepe Uam usmeHsoT
OOMaLLHIOK CTPaHULY. PeKnaMHble MporpaMmbl YacTo PacnpoCTPaHATCA B KOMMAEKTe ¢ becnnatHbIMU
nporpammamu. 3To NO3BOAET UX CO34ATENAM MOKPbIBATb PacxoAbl Ha Pa3paboTKy NosiesHblx (Kak npasunio)
nporpamm.

Camu no cebe peKknamHble NPOrpaMmbl He OMacHbl, HO OHM pPasapakatoT Nosib3osaTeieli. ONacHOCTb 3aK/10YaeTCs B
TOM, YTO B PEK/TaMHbIX MPOrpamMmmax MOryT ObITb peasin3oBaHbl OMNOJHUTENbHbIE QYHKLMW CheKeHUs, NoLobHO
LUMMOHCKMM MpOorpammam.

Ecnun nonb3oBaTtenb pelaeT UCNo/1b30BaTh GecnaaTHbIN NPOrPaMMHbI MPOAYKT, EMY CTOUTb YAEeNUTb 0coboe
BHMMaHMe YCTaHOBKe Nporpammbl. Yalle Bcero nporpamma ycTaHOBKM NpeaynpexaaeT 0b ycTaHoBKe
[OONO/IHUTEIbHOM PEKAaMHOM NPOrpammbl. 3a4acTyto M0/1b30BaTeb UMEET BO3MOMKHOCTb OTKa3aTbCsA OT ero
YCTaHOBKM U1 YCTaHOBUTb HEOBXOAMMYIO Nporpammy 6e3 peknamHoM.

HeKoTopble nporpammbl HeNb3A YCTAHOBUTL 6e3 peKnamHbIX moaynein nnbo nx pyHKUMOHanbHOCTbL byaeT
orpaHuyeHa. 3To NPMUBOAUT K TOMY, YTO PeKJaMHas NPOrpamMmma 4acTo noJiy4aeT AOCTYnN K CUCTEME Ha «3aKOHHbIX»
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OCHOBaHMSAX, TaK Kak NO/1b30BaTe /b A3/l COr/IacMe Ha ee YCTaHOBKY. B 3aTom ciyyae iyylle nepecrpaxoBaTtbes. B
cnyyae obHapyKeHua Ha KomnbtoTepe ¢aitna, KnaccuPprLMPOBAHHOTO KaK peKaamMHas Nporpamma, peKomeHayeTcs
YOANUTb €ro, TaK Kak OH € 60/1bLION BEPOATHOCTbIO COAE PHKUT 3/1I0HAMEPEHHbIN KOoa,

6.1.6 LUNMOHCKKe nporpammbl

K 3TOW KaTeropum OTHOCATCA BCE MPUOKEHMSA, KOTOPbIE OTNPABAAIOT INYHYIO MHPOPMaLMio 6e3 Begoma 1 cornacusa
BAagenbua. LLUNMoHCcKMe nporpamMmsbl MUCMONb3YIOT GYHKLMMU CIEKEHUA 419 OTNPABKM Pa3IMYHOM CTaTUCTUYECKOM
MHGOPMaLLMKM, TAKOM KaK CMIMCOK MoCeLeHHbIX Beb-caliToB, agpeca 31eKTPOHHOM NoYTbl U3 aApeCHbIX KHUT
no/sib3oBaTena Ui Habupaemblit Ha KnaBmuaType TeKCT.

ABTOpPbI LUNMMOHCKUX NPOrPaMm YTBEPKAAIOT, YTO 3TU TEXHONOTUW CNYKAT ANA U3ydyeHna TpeboBaHUM U MHTEPECOB
nonb3oBaTeiei 1 NO3BONAIOT CO34aBaTb PEKNAMHbIe MaTepuabl, 6onee COOTBETCTBYHOLLME LLe1€BON ayaUTOPUN.
Mpobaema 3aKkNt0YaeTCA B TOM, YTO HET YETKOW rPaHMLLbl Me KAy Nosae3HbIMU U BPeAOHOCHBbIMU NPUNOKEHUAMM, U
HWKTO He rapaHTUpyeT, 4To Nosyvyaemas MHPopmaLmaA He ByZeT UCNO/Ib30BaHa BO BpeA. [laHHble, No/ly4YeHHble
LMNMOHCKUMM MPOrpaMmmamm, MOryT COAEPKaTb 3almnTHble Koabl, PIN-Koabl, HOmepa cyeToB U T. 4. LLInuoHcKkue
NpPOrpammbl HacTo NOCTaBAAOTCA B KOMMIeKTe ¢ 6ecniaTHbIMU BEPCUAMM NPOrPaMm CAMUMM UX aBTOPAMM C LeNbto
NoAy4YeHMA 4OX040B UAN CTUMYIMPOBAHUA NPOAAXK NPOrpaMMHOro obecneyeHus. Yacto nonb3oBatenei
MHOOPMUPYIOT O HANTNYUU LLMMOHCKUX MPOrPaMm BO BPEMS YCTaHOBKM OCHOBHOM Nporpammbl, YTOObI MOOLLPUTb UX K
npuobpeTeHuto NaaTHOM BepCUN.

Mp1mepamm XopoLIO M3BECTHOTO BecniaTHOro NPorpaMmMHOro obecneyeHus, BMECTe C KOTOPbIM NOCTaBAseTCA
LUMMOHCKOE, MOTYT CIYXNUTb KANEHTbI NUPUHIoBblx (P2P) cetelt. Mporpammbl Spyfalcon u Spy Sheriff (n mHorne
Apyrue) oTHoCcATCA K 0cO60M NoAKaTeropmu WNMOHCKUX NPorpamm. YTBepKAaeTca, YTO OHM NpeAHasHavyeHbl 4iA
3alMTbI OT LUMWMOHCKMX MPOrpPamMm, HO Ha CAMOM Zie/1e OHWM CaMM ABSIOTCSA TaKOBbIMM.

B cnyuae obHapyKeHMA Ha KoMmnbloTepe daiina, KnaccudUUMpPOBaHHOTO KaK LWNMOHCKAA MporpaMma, peKomeHayeTcs
YOA/INTb €ro, TaK KaK C BbICOKOW BEPOSATHOCTbIO OH COZE PXKUT 3/10HAME PEHHbIN Koa,

6.1.7 YnakoBLYUKHU

YnakoBLWHMK — 3TO CaMOpaCﬂaKOBbIBaIOLLLMVICﬂ NCNONHAEMbI cbaﬁn, B KOTOPOM COAEPHKNTCA HECKOJZIbKO BUAOB
BPeAOHOCHbIX Nporpamm.

Hanbonee pacnpocrtpaHeHHbIMK ynakosLmkamm aenatoTca UPX, PE_Compact, PKLite n ASPack. OaHu n Te e
BPeAOHOCHbIE NPOrpammbl MOTYT BbITb 0OHAPYKEHbI Pa3HbIMM CNOCOBAMM, EC/TN UX CHKATUE BbIMOJHEHO NPU MOMOLLU
pa3HbIX YNaKoBLLMKOB. Kpome Toro, ynakoBLLMKK 06/1a4at0T CBOMCTBOM, 61arofapa KOTOPOMY MX CUFHATYpbl CO
BpEeMeHEM U3MEHAIOTCS, YTO YCIOXKHAET 33434y 0OHapYyKeHUA U yAaNeHUA BPeAOHOCHbIX MPOrpamMm.

6.1.8 [MoTeHUuManbHO onacHble NPUNOKEHUNA

CyLecTByeT MHOXeCTBO HOPMa/ibHbIX MPOrpaMm, nNpeaHasHadeHHbIX 418 YNPOLLEHUA aAMUHUCTPUPOBAHKA
MOAKAHOUEHHbIX K CETM KOMNbIOTEPOB. OAHAKO 3/10YMbILLIEHHUKU MOTYT UCNONb30BaTh UX A4/1A MPUUMHEHUA BPeAa.
MporpammHoe obecneuyeHne ESET Smart Security no3sonseT o6Hapy»KMBaTb TakKMe yrposbi.

B KauecTBe NOTEHUMANbHO ONACHbIX MPUAOXKEHUI BbICTYNaeT HOPMasbHOE KOMMEPUYeCKoe NPorpaMmmHoe
obecneyeHue. B 3Ty KaTeropuio BXOAAT TaKMe NPorpamMmbl, Kak cpeAcTsa yaaneHHOro A0CTyNa, MPUAOKeHUa Ans
B3/10Ma NapoJ/ieii 1 KAaBnaTypHble WNWOHbI (MporpaMmbl, 3aMMcbiBalOWME HaxKaTUA KAaBULL HA KaBuaTtype).

Ecnv noTeHumManbHO onacHoe npuaoxeHue obHapyKeHo 1 paboTaeT Ha KOMNbloTepe (HO NO/b30BaTe b He
yCTaHaB/NMBan ero), cnedyeTt 06paTuTbCA K aAMUHUCTPATOPY CETU MW YAANUTb MPUIOKEHME.
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6.1.9 TMoTeHUMaNbHO HeXKenaTesbHble NPUNOXKEHUA

MoTeHLMaNbHO HEXKeNaTeIbHOe MPUIOKEHNE — 3TO NPOrPamMma, KOTOPan COAE PKUT PeKaaMy, yCTaHaBANBaeT
naHe M MHCTPYMEHTOB MM BbINOSIHAET APYrue HeAcHble GYHKLMU. B HEKOTOPbIX CUTYaUMAX MOXKET MOKa3aTbCs, YTo
NpeuMyLLeCcTBa TAKOTO NMOTEHLMANbHO HEXKeNaTeIbHOro NPUIOKEHUS NepeBeLNBaOT PUCKU. [03TOMY KOMMaHUA
ESET nomeLaeT 3TM NPUIOMKEHMUSA B KAaTErOPUI0 HE3HAYMUTEIbHOTO PUCKA, B OT/IMYME OT APYIMX BPeAOHOCHbIX
Nporpamm, HanpUmep TPOSHCKUX NPOrPaMM UIN YepBeA.

MpeaynpexaeHne — o6Hapy)XeHa NOTeHUMANbHAA Yrpo3a

Korga O6Hapy)KVIBGETCFI NnoTeHUMa/IbHO HeXeaTe/ibHOe NpunnoxeHne, Bbl MOXXeTe CaMOCTOATE/IbHO PELWNTb, Kakoe
I/.'l,ef/'ICTBI/Ie HY*XHO BbIMOJ/IHUTb.

1. OYUCTUTL/OTKNIOUUTD: AENCTBME NPEKPALLAETCA, U MOTEHLMANbHAA YrPO3a He NMonajaeT B CUCTEMY.

2. NponycTutb: 3Ta YHKLMA NO3BOASET NOTEHLMANbHOMN Yrpo3e NPOHUKHYTb Ha KOMMbIOTEP.

3. YT0ob6bl paspelunTb NPUNOKEHNIO U BNpeab paboTaTb Ha KOMMbloTepPe 6e3 NpepbIBaHNUN, LWENKHUTE 31e MEHT
PaclumpeHHble napameTpbl 1 yCTaHOBUTE GiaxkoK MCKNounTb us o6HapyKeHuA.

SMART SECURITY 9

Hal:’.ﬂ,EHO NOTEHUWANbHO HEXENATENbHOE NPUADMHKEHNE

OBBEKT NOTEHUNANEHD HEXENATENEHAA Nporpamma (Win32/PUAtest.A) Haligen B daiine, K
KoTopoMy npunoxeHue [ Windows Prieskumnik nbITaeTca noayuuTs 4ocTyn.

3Ta nporpammMa MOXEeT HE NPEACTAENATE YTpOo3Y 6BDI'IECHDCTI.'1, HO MOXET CHHXATE
NPOWIB0ANTENBHOCTE M HAZEKHOCTE KOMNEHTEDRE WAW NPHUECIWTE K M3MEHEHWHD NOBELEHNA
CHCTEMbI.,.':LCI'IC_"IHHTE"II:HbIE CBEQEHWA...

[NoasepryyTs Gain ouncTke?
OuncTuTe WrHopupoeate

JononnuTeneHele ceegenmna ob 3Tom coobuwedmn v TMogpoBrocr v PacwnpedHeie napametpel

Ecm 06HapyKeHO NOTeHUMANbHO HeXKeNaTeIbHOe MPUIOKEHME U €70 HEBO3MOMXKHO OYUCTUTb, B MPABOM HUKHEM
yry aKpaHa oTobpasnTcs OKHO yBegoMneHuii Agpec 3a6n10KMpoBaH. [na NonyYeHUsa LONONHUTENbHBIX CBeAEHMI 06
3TOM COBbITUKN NepPeanTe 13 IaBHOTO MeHO B pa3aen CnyxKe6Hble nporpammbl > [loNo/IHUTE IbHbIE CPEeACTBa >
daiinbl )KypHanoB > OTGUnbTPOBaHHbIE Be6-CaiiThl.

(esER) SMART SECURITY 9 LV

Apnpec zabnroxmposan.

URL-appec:

m

IP-appec: -
4 [T r

JononHuTensHele cEedeHnA of 3TomM cooBLyeHum
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MoTeHUManbHO HeXKenatesibHble NPUIoXKEeHUs — NapameTpbl
Mpu ycTaHoBKe nporpammbl ESET MOXKHO BK/IOYMTb OBHApYKeHMEe NOTEHLMANbHO HEXKeNaTe IbHbIX MPUIOKEHWU (CM.
n3obparkeHne HUXe).

(es[E}) SMART SECURITY 9 T &

Undpel nmeroT sHaveHne. NonyunTe MaKcMManbHblA YPOBEHb 3alMThl.

Cuncrema otzeieoe ESET LiveGrid® nossonser cobupate nHGopMaLMo o NOA03pHTENEHBIX 0BBEKTAX, KOTORYH? Mbl 3BTOMATHYECKH
oBpaBarteigaen, 4ToGel B Hawel 0cBAaYHON CHCTEME CO3A3BaTE MEXaHMIMEI 0BHApy#eHnA. CO3438 WX, MBI MX CPA3Y NPUMEHAEM, YTOBLI
OBECMEYNTE CEONM KIMEHTAM MAKCHMA/EHEIN YPOBEHE 3aLLMTEI.

v BrntounTe cuctemy ot3eiecs ESET LiveGrid® (pekomengyetca)

OGHBPY)KEHHE noTeHUHManbHO HeXenaTeNbHbIX HPHJ'ID)KEHHﬁ

Pewenne ESET moxer obHapy#MBaTe NOTEHLMANBHD HEXKENATENBHBIE NPUACHKEHMA 1 33NPaLLWEATE NOATEEPHAEHNE NEPE] VX YCTAHOBKOM,
MoTeHUNaNEHO HEXENATENBHBIE MPUAOKEHWA MOTYT HE NPEACTABNATE YTpo3y GE30NACHOCTH, HO MOMYT CHUXETE NPOM3B0ANTENBHOCTE,
CKOpOCTE paboTbl M HAAEKHDCTE KOMMBIOTERE WAN E NPHEDAMTE K M3MEHEHMID NOBEgeHNA, Kak Npasnno, 4NA ycTaHOBKK TaKWX Nporpamm
TpebyeTcA paspelleHne NoNB30EaTENA,

OBHapy>MBaTk NOTEHLWNANEHE HEXENATENEHBIE NPUIOHKEHHA

He DﬁHEp}'}KHEETb NOTEHUWANEHD HEXENATENBHEIE NPWADHEHHNA

YeraHoeuTE I EEET CMEHMTE naniy yCraHoBKM

A MNoTeHUManbHO HeXxenaTebHble NMPUNOKEHNA MOTYT YCTAaHAB/IMBATb PEK/TaMHbI€ NpPOorpammbl U NaHenn
MHCTPYMEHTOB UK COAEPXKATb PEKTAMY U APYTrUe HeXenaTte/ibHble U Hebe3onacHble nporpammMmHblie KOMMNOHEHTDI.

3TM NapameTpbl MOXKHO B 1t060e BpeMs U3MEHMUTb B pa3ge/ie napameTpoB Nporpammbl. YTo6bl BKAKOUUTL UK
OTKNHOUYUTb OBHAPYKEHME NOTEHLMANIBbHO HEXKeNaTeNbHbIX, He6e30NacHbIX AN MOLO3PUTEIbHBIX MPUNOKEHWUIA,
cnepyuTe NpMBEAEHHbIM HUXKE UHCTPYKLMAM.

1. OTkpounTe nporpammy ESET. KaK oTKpbITb Nnporpammy ESET Ha moem KomnbioTepe?

2. HaxkmuTte Kknasuuwy F5, 4Tobbl nepeiiTn K pasgeny JononHUTeIbHble HaCTPOMKM.

3. WenkHuTe anemeHT AHTUBUPYC 1 HA CBOE YCMOTPEHME BKAKOUYUTE MM OTKAOUUTE NapameTpbl Bkaountb
o6Hapy)KeHue NOTEeHUMANbHO HeKeNaTe ibHbIX NPUI0XKeHU, BKaounTb 06HapyKeHne NoTeHuMaabHO ONacHbIX
NPUNOXKeHU 1 BKNIOUMTb 06Hapy:KeHUe NoA03pUTE/IbHbIX NPUNOXKEHUN. YTOObI COXPaHUTb HACTPOMKM, HAXKMUTE
KHONKy OK.
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@ Paclumperteie napametper - ESET Smart Security

PaclmpetHble napaMeTphbl

3ALLWMTA OT BUPYCOB

3awwTa $haiNoBol CHCTEMEI B
pEXIME PEANBHOTO
EPEMEHK

B OCHOBHOE

MAPAMETPbI MOAYNA CKAHWPOBAHWA

CKaHWPOBaHME KOMMbIOTEPa N0 BrntouuTe ovéﬂap)oxewe NOTEHLWANEHO HEXENATENEHEIX

. MPHUACHKEHNE
TpefoBanno
CKaHMpOBaHHe B COCTOAHWK BrntounTe oGHapy:KEHWE NOTEHLNANBEHT CNACHBIX x
npocroa NPHACHKEHIE
KAHIDOBAHIE NI 3AMYCKE BintouuTe oBHIpY#REHNE NOZO3PUTENEHBI NPHICHKEHIE
CheMHBIE HOCHTENN
3alUHTa AOKYMEHTOE
HIPS

3ALLMTA ANTI-STEALTH O

OEHOBMEHWE BrnrounTb 3awmTy Anti-Stealth
MEPCOHAMBHBIA
GAAEPBON WUCKNMHY EHUA
WHTEPHET 14 3MEKTPOHHAA O eV KOO P eIl KO CK DAl WamenuTs (i

NOuTA CEIHWPCBIHWA

KOHTPOMb YCTPOWCTB

S OAVAACCLILIE OnSCnAh Ak ALl

MoTeHUManbHO HeXKenatesibHble MPUNOKEHUA — 06010uKH

0O60/104Ka — cneumnanbHoOe NPUIOKEHUE, UCNONb3yEMOE Ha HEKOTOPbIX PainioobmMeHHbIX pecypcax. 3TO CTOPOHHee
CPeACTBO, YCTaHAB/MBAOLLEE NPOrPaMMy, KOTOPYIO HYXKHO 3arpy3uTb, B KOMMIEKTE C APYTrMM NPOrpamMmHbIM
obecneyeHneM, HanpPUMep NaHeIblo UHCTPYMEHTOB UM PEKIAMHOMN NPOTPaMMOi, KOTOPbIE MOTYT USMEHUTb
[OMALLHION CTpaHuuUy bpay3epa unm napameTpbl noucKa. Mpun aTom dannoobmMeHHble pecypcbl YacTo He
YyBEAOMAIOT MOCTABLLMKOB NPOrPaMMHOro obecrneyeHns Uam nosydaTenen sarpy»KeHHbix GaioB 0 BHECEHHbIX
M3MEHEHMSIX, @ 0TKA3aTbCA OT 3TUX U3MEHEHUI HenpocTo. IMeHHO noaToMy KomnaHusa ESET cuntaeT 060104KK
NOTEHLMANbHO HeXelaTeIbHbIMU NMPUIONKEHUAMM U AAET N0JIb30BaTENIAM BO3MOMXKHOCTb OTKA3aTbCA OT UX 3arPy3Ku.

O6HOBNEHHYIO BEPCUIO AAaHHOM CTPAHULbI CMPaBKM CM. B 3TOM cTaTbe 6a3bl 3HaHWM ESET.

6.1.10 BoTHer

BoT unu Be6-pobOT — 3TO aBTOMATU3MPOBAHHAA Bpe A4OHOCHAsA Nporpamma, KoTopas CKaHMpyeT 6/10KK ceTeBbIX
a[lpecoB M 3aparkaeT yA3BMMbIe KOMMbOTEPbI. ITO NO3BOJIAET XaKepam 3aXBaTUTb KOHTPO/Ib Hag, MHOMKECTBOM
KOMMbIOTEPOB OAHOBPEMEHHO M MPEBPATUTL MX B OOTOB (Ha3biBaeMbIX TaKKe 30Mb61). 3a4acTyto XaKepbl UCMO/b3YHOT
60TOB AN 3aparkeHMA 6ObLLMX KOZIMYECTB KOMMbIOTEPOB, KOTOPble 06PasyloT ceTb — TaK Ha3biBaeMblil 6OTHET. Kak
TONbKO HOTHET NPOHMK B Ball KOMMbIOTEP, ET0 MOTYT UCMO/1b30BaTb NPU pacnpeseieHHbIX aTakax TUMa «0TKa3s B
obcnykmaHun» (DDOS), B KauecTBe MNPOKCK, a TaK¥Ke 4J1A BbINOJHEHUS aBTOMATU3MPOBAHHbIX 33434 B IHTepHeTe
6e3 Ballero Beoma (Hanpumep, 4158 OTNPaABKK cnaca, BUPYCOB UM KPaXKU IMYHOM U KOHPUAEHUMANbHOM
MHPOPMALLMU, TAKOWN KaK BAaHKOBCKME yYeTHble AaHHbIe UM HOMEepPa KpeauTHbIX KapT).
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6.2 Tunbl yaaneHHbIX aTaK

CyLLI,E‘CTBVET MHOXeCTBO CneunaabHbIX TEXHO/'IOFMI‘/’I, CNOMOLLBH KOTOPbIX 3/10YMbILWWNEHHUKN MOTYT aTAaKOBaTb
YOaneHHble KOMNbOTEPDI. OHun noAapasaenAarnTcAa Ha HECKO/TbKO KaTeropm‘/ﬁ.

6.2.1 DoS-ataku

DoS-aTaku (aTaku TMNa 0mKa3 8 06CAyHUBaHUU) NPEeACTaBAAT COHOM NOMNbITKY CAeNaTb KOMMbIOTEP UK CeTb
HeAOoCTYMHbIMM TEM M0/1b30BaTENAMM, A1 KOTOPbIX OHW NpeaHasHaveHbl. OBMeH AaHHbIMU MeXay
No/1b30BaTeIAMM NMOPANKEHHOTO KOMMNbIOTEPA 3aTPYAHEH UM HEBO3MOXKEH B NPUEMIEMOM peXrmme. KomnbroTepbl,
noageprwmeca gencremo DoS-ataku, 06bI4HO A0KHbI ObITb NepesarpyKeHbl 418 BOCCTAHOB/IEHUA HOPMA/IbHOM
paboTbl.

B 60nbLlIMHCTBE Ccny4vaes 06BbEKTaMM 3TOM aTaKM CTaHOBATCA Be6—cepBepbl, a LLEeNblO ABNAETCA BblBO4 UX U3 CTPOA W,
KaK cneacreune, X HeAOCTYNMHOCTb Ha HEKOTOPOE BpemMA.

6.2.2 ArtaKa nytem noapnesnku 3anucen Kawa DNS

ATaKa nyTem noagenku sanucei Kawa DNS (cepBep JOMEHHbIX UMeH) N0o3BoNseT Xakepam ybeantb DNS-cepBep
Nt060ro KOMMbOTEPa B TOM, YTO NpeaocTaBAseMble NOAN0KHbIE AaHHbIE ABASOTCA UCTUHHBIMU. J10XKHas
MHbOPMaLMA KIWMPYETCA HA onpese/ieHHoe BpeMs, AaBas 3/10YMbILLE€HHUKAM BO3MOXKHOCTb Nepe3anmncatb OTBETbI
DNS-cepBepa c IP-agpecamu. B pe3synbTaTe Npu NONbITKE NoceleHna Beb-calnToB N0b30BaTe b 3arpyrKaeT
KOMMbIOTEPHbIE BUPYCbl U YEPBU BMECTO MCXOLHOTO COAE PHKUMOTO.

6.2.3 ArTaKku yepseit

KomnbtoTepHble YepBM — 3TO COAEPrKALLME 3/T0OHAMEPEHHbIV KO MPOrpaMmbl, KOTOPbIE aTaKyHT rNaBHble
KOMMbIOTEPbI M PAaCNpOCTPaHAOTCA Yepes ceTb. CeTeBble YePBU UCMO/b3YHOT YA3BMMOCTU CUCTEMbI He3onacHoCcTH
PasNMYHbIX NPUNOXKEHMIA. Brarogapa MHTepHeTY OHM PacnpoCTPaHATCA MO BCEMY 3€ MHOMY LLAPY 3@ CHMTaHbIe Yachbl
noc/e 3arnycKa B ceTb.

MHorux us aTak Yyepsei (Sasser, SqlSlammer) Mo»KHO n3beKaTb, UCNONb3ya HACTPOMKM NepcoHanbHoro danepsosa
Mo YMOIYaHMIO UK C MOMOLLHO B/TOKMPOBKM HE3aLLMLLEHHbIX M HEUCMO/1b3yeMbIX NOPTOB. OYEeHb BaXKHO PerynapHo
yCTaHaB/MBaTb HOBELLME MaKeTbl 0OHOBMEHMA ONEePaLMOHHOM CUCTEMBI.

6.2.4 CKaHupoBaHMue NOPTOB

CKaHMpOBaHWe NOPTOB MUCNO/b3yeTcA, YTOObl ONPeAennTb, KakMe NoPTbl KOMMNbIOTEPA OTKPbLITbI Ha y3/1e ceTu. CKaHep
nopToB npeacTasnseT coboi nporpammHoe obecneyeHne, KOTOpOe NpeaHasHa4YeHo 414 MOMCKa TaKMX MOPTOB.

KomnbloTepHbIN NOPT ABASETCA BUPTYabHOM TOYKOWN, KOTOPas ynpasBaseT ceTeBbiM TpadrKom B 060mx
HanpaBAeHUAX. ITO ABAAETCA KPUTUYHBIM C TOYKM 3pEHUA ceTeBOM 6e30MacHOCTU. B 6o/blUMX ceTAX AaHHbIe,
KOTOpble COBUPALOTCA C MOMOLLbIO CKaHEPa MOPTOB, MOTYT MOMOYb BbIIBUTb MOTEHLMA/IbHbIE YA3BUMOCTH
KOMMbIOTEPHbIX CUCTEM. TaKOe UCMO/1b30BaHMNE ABNAETCA AOMYCTUMbIM.

O/AHaKo CKaHepbl YacTo UCMOJ1b3YHTCA 3/I0YMbILUIEHHUKAMM A1 B3/IOMA cMcTeM He30nacHOCTU. e pBbiM Warom
OTMPaBAAETCA CepPMA NAaKeTOB Ha KaXKAbli M3 MOPTOB. B 3aBUCMMOCTM OT NOJIy4E€HHbIX OTBETOB ONpeaenseTcs, Kakom
M3 MOPTOB MOXHO MCMO/1b30BaTb. CKAaHMPOBAHWE HE NPUYMHAET Bpeaa caMo no cebe, HO cneayeT UMeTb B BUAY, YTO
TaKan aKTMBHOCTb 3a4acTyto ABMAETCA MPU3HAKOM NOMNbITKY BbIABAEHUA YA3BUMOCTM U NOCAeyIoLen aTaku
3/10YMbILUIEHHUKOB Ha CUCTEMY.

CeTeBble AOMUHUCTPATOpPDbI 06bl4HO COBETYHOT 6ﬂOKVIpOBaTb BCeé HeEUCNO/Ib3yeMble NMOPTbl N 3alLNLLATD
ncnosb3lyemblie OT HEABTOPMU30BAHHOIO AOCTYyMNa.
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6.2.5 TCP-pecuHXpoHM3aLuUA

TCP-AeCcMHXPOHM3aLMA — 3TO METO/, UCNOJIb3yeMblX B aTakax NoAMEHbI OAHOro U3 y4acTHUKOB TCP-coeaMHeHuS.
ITOT MeTOZ OCHOBaH Ha NpPoLeccax, KOTopble MPOMCXOAAT, KOraa NopaaKoBbIA HOMEP NPUXOAALLETO NaKeTa
OT/IMYaeTCA OT 0XKMAaeMoro. MakeTbl C HEOXMAAHHbIMU HOMEPaMM NPOMYCKaTCA (MM COXPAHAIOTCA B CreLmnasbHOM
bydepe, eciv OHM MONAAAIOT B TEKYLLEE OKHO COeIMHEHUS).

Mpu AecMHXpPOoHM3aLMKM 06e CTOPOHbI 0OMeHa AaHHbIMM NPOMYCKAOT NOyYEHHbIE NaKeTbl. B 3TOT MOMEHT
3/10YMbILINEHHUKM MOTYT 3apasuTb M NepeaaTb NakeTbl C MPaBUAbHbIM MOPAAKOBbIM HOMEPOM. 3/10YMbILLNEHHUKN
MOTYT aXKe MaHUNyNMpoBaTb 06MEHOM AaHHbIX M BHOCUTb B HETO U3MEHEHMUS.

B aTakax nyTem noAmeHbl O4HOTO M3 Y4aCTHUKOB Lie/Iblo ABAAETCA BHEAPEHMWE B ABYXCTOPOHHWUIA 0OMEH AaHHbIMM
MEKIy CEPBEPOM M KTMEHTOM. MHOr1e aTaku B 3TOM C/ly4ae MOryT 6bITb NpeAoTBPaLLeHbl MYTEM UCMO/1b30BaHUS
ayTeHTUdUKauMmn ans Kaxaoro ns cermeHTos TCP. Kpome Toro, cnefyeT UCno/ib30BaTb PEKOMEHAYEMblE NapamMeTpbl
[ON1A CEeTEBbIX YCTPOWCTB.

6.2.6 SMB Relay

SMB Relay n SMB Relay 2 anatotca ocobbiMuM Nporpammamu, KOTopble CNocobHbl aTakoBaTb yaaneHHble
KOMMbIOTEPbI. ITU NPOrPaMMbl UCNOJb3YIOT YA3BUMOCTb NPoTOoKona SMB, koTopbili BcTpoeH B NetBIOS. Ecaun
nosib3oBaTe b NPefoCTaBAAeT OOLWMIN AOCTYN K KAaKUM-1MB0 Nankam Yepes IOKaNbHYO CeTb, CKOPee BCEro 3TO
OCYLLECTB/IACTCA C MOMOLLbIO NPOTOKO1a SMB.

B pamKax obmeHa AaHHbIMW MO NIOKaNbHOWM ceTn npoucxoant obmeH AaHHbIMUA XEUJ-Ta6l'Il/ILl| naponeﬁ.

SMB Relay npuHumaeT coeamHeHus no UDP Ha nopTax 139 u 445, TpaHCcAMpyeT NakeTbl, KOTOPbIMU 06MeHMBaOTCA
KNMEHT 1 cepBep, U nogmeHaAeT ux. MNocne NoAKNOYEHUA N ayTeHTUDUKALMU COe AUHEHME C KIMEHTOM NpepbiBaeTCcA.
SMB Relay co3naeT HOBbI BUPTYanbHbIl IP-agpec. HoBbIl agpec 4OCTYNEH C MOMOLLbIO c/ieayoleit KomaHabl: net
use \\192.168.1.1. MNMocne 3Toro A4OCTynN K agpecy OTKPbIT AnA ntoboli ceteBon pyHKUMM Windows. SMB Relay
TpaHCAMpPYyeT BeCb 0OMEH AaHHbIMM Mo NpoToKony SMB Yepes cebs, Kpome NPOLLECCOB YCTAHOBAEHUA COEAUHEHUA U
ayTeHTUdMKaumMK. YaaneHHana aTakyrowaa CTOpoHa MOXeT MUCMNOo/1b30BaTb IP-agpec, noka nogKkntoveH KAUEeHTCKUIM
KOoMMbloTep.

SMB Relay 2 paboTaeT Ha OCHOBe TOrO *Ke NpuHLuMna, Yto n SMB Relay, Ho ucnonbsyet umeHa NetBIOS Bmecto IP-
aapecos. O6e nporpamMmbl UCMOb3YIOT aTaKM «3/10YMbILNEHHWUK B cepeamHe». ITU aTakn NO3BONAIOT YAaNE€HHOWN
aTaKyloLWel CTOPOHE CYNTBLIBATD, BCTAaBAATb U U3MEHATb COOOLEHMA MeXKay ABYMA CTOPOHAMM, He 0BHapyKMBas
ceba. ATakoBaHHble TaKMM METOA0M KOMMbIOTEPbI 3a4aCTy0 NPEKPaLLAlOT 0TBEYATb Ha 3aMpochl N0/b30BaTe A UK
BHE3aMHO Nepe3arpy»KatTcs.

[ns Toro utobbl N36eKaTb NpobaeEM NOA06HOr0 Poaa, PEKOMEHAYETCA MCMONb30BaTh NAPOIN 415 ayTEHTUDUKALMM
WUAN KNHOUK.

6.2.7 ATtaku no npotokony ICMP

MpoTtokon ICMP agnAaeTca NONy/IAPHbIM U LUMPOKO MCNOJIb3yeMbIM MPOTOKONOM MHTepHeTa. NpumeHAeTca oH
NpPeuMyLLECTBEHHO NOAKAOYEHHBIMM K CETU KOMMbIOTEPAMM A/15 OTMPABKM CO0OLLLEHNI 06 oW mMBKax.

YaaneHHble 310yMbILWAEHHUKN MbITAOTCA UCMOAb30BaTb YA3BMMOCTH npoTokoaa ICMP. Mpotokon ICMP
npeaHa3sHayveH An1a nepeaayn AaHHbIX B OAHOM HanpasieHuy be3 ayteHTUdMKaLmmK. 3To no3sonseT
3/10yMbILUIEHHUKAM OpraHn30BbIBaTb DOS-aTaku (0TKas B 06CNYKMBAHUN) UM aTaKK, NPeSOCTaBAAOWME He
MMeOLLMM Ha 3TO NpaBa ILaM AOCTYN KO BXOAALLMM U UCXOAALLMM MaKeTaMm.

TURUYHBIMM NpMMepamm aTak no npotokony ICMP ssaatoTca ping-dnya, daya 3xo-3anpocos no npotokony ICMP n
smurf-ataku. KomnbloTepbl, noggepratowmecsa atake no npotokoay ICMP, 3HauMTeIbHO 3aMe ANAL0T CBOtO paboTy
(370 KacaeTcs Bcex NPUIOMKEHMUI, UCNONB3YIOLWMUX MHTEPHET), U Y HUX BO3HUKAIOT NPo6aeMbl NPY MOAKAOYEHUM K
NHTepHeTy.
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6.3 TexHonoruwu ESET

6.3.1 BNOKUPOBLLUK IKCNJIOUTOB

B/IOKMPOBLLMK 3KCNAONTOB NpeAHa3HavYeH A4 3aWmUTbl MPUNOXKEHWUA, KOTOPble 06bIYHO YA3BMMbI 419 SKCMNIOMTOB,
Hanpumep bpay3sepos, nporpamm as1a yteHus PDF-¢palinoB, NoYTOBbIX KAMEHTOB U KOMNoHeHTOB MS Office. OH
OCyLLEeCTBNAET MOHUTOPUHT paboTbl NPOLLECCOB A/1A BbIABAEHNA NOA03PUTE/bHbBIX AEACTBUI, KOTOPble MO Bbl
03HayaTb UCMO/b30BaHMeE SKCNNOMTa.

Koraa 610KMpOBLUMK SKCNAOMTOB OOHAPYKMBAET NOA03PUTE/bHbIM MPOLLECC, OH MOKET Cpasy e OCTAaHOBUTb ero
paboTy 1 3anucaTb faHHble 06 yrpo3e, KOTOPble 3aTeM OTMNPaBAAOTCA B 061a4Hyto cuctemy ThreatSense. 3T1 fAaHHble
3aTem obpabaTbiBalOTCA B UccnegoBaTenbckoii nabopatopum ESET 1 ncnonbaytoTca Ans yay4deHuUs 3almTbl BCeEX
Nno/ib30BaTe/Ie OT HEM3BECTHbIX YIPO3 M aTaK «Hy/1€BOro AHA» (HOBble BPeAOHOCHbIE NMPOrPaMmbl, 415 KOTOPbIX elle
HeT npeABapuUTeIbHO HAaCTPOEHHbIX CPEACTB 3aLLUMUTbI).

6.3.2 PacwMpeHHbIN Mogy/Ib CKAHUPOBAHUA NaMATU

PacluMpeHHbI MOLY1b CKAHMPOBAHUA NaMATU paboTaeT B COMETaHMM C 6IOKMPOBLLMKOM SKCMIOMTOB 418 YCUNEHUSA
3alUMThl OT BPEeAOHOCHbIX MPOrpamMm, KOTopble MOryT M3beratb 06HapyKeHUA 06bIYHbIMMU NPOAYKTaMU A4 3aLLMTbI OT
BPEAOHOCHbIX NPOrPamM 3a CHET UCMO/b30BaHMUA YMbILLIEHHOTO 3aMnyTbiBaHUA U/ WwnudbposaHua. B cnyyasx, Koraa
Yyrpo3a MoKeT ObITb He 06HapYyKeHa C MOMOLLbIO 0ObIYHON IMYIALMM UAN IBPUCTUKK, PaclUMpPEHHbI Moy b
CKaHWPOBaHWA NaMATU MOXKET onpeaensaTb NoA03pUTebHble AeMCTBUA U CKAHNPOBATb YrPO3bl, KOTAa OHM
NoABAAKTCA B CUCTEMHOMN NamMATU. ITO pelleHne 3GdeKTUBHO Aarke NPOTMB BPeLOHOCHbIX NMPOrPaMm C BbICOKOW
CTeneHbo YMbILLIEHHOTO 3anyTbiBaHUA.

B oTinume oT 610KMPOBLLMKA SKCNIOMTOB, PACIMPEHHbIN MOAY/1b CKAHMPOBAHMA NAMATU — 3TO MeTOz,
NPUMeHAEeMbl NOC/e BbIMONHEHWA, MO3TOMY CYLLECTBYET PUCK TOTO, YTO HEKOTOPbIE BPeAOHOCHbIE AeNCTBUA MOTU
6bITb BbINOMHEHbI A0 06HapYKeHUA yrpo3bl. OAHAKO eCcn NPUMEHEHWNE APYTMX METOA0B 06HAPYKEHUS He Aano
pes3ynbTaToB, Takoe pelleHne obecrneynBaeT LOMNONHUTENbHbIN ypoBEHb 6E30MACHOCTY.

6.3.3 3awwmTta oT ya3BMMOCTEN

3almTa oT yA3BMMOCTEN — 3TO pacliMpeHne NepcoHanbHoro gariepsona, yaydwatouee obHapyKeHne N3BeCTHbIX
YSA3BMMOCTEN Ha YPOBHe ceTu. bnarogaps obHapyKeHUIO pacnpoCTPaHEHHbIX YA3BMMOCTEM B LUMPOKO UCMO/b3yeMbIX
NpOTOKOJax, Takux Kak SMB, RPC n RDP, 3aLuuMTa OT ysi3BMMOCTENM NpeacTaBnaeT coboi elle oAMH BaXKHbI YPOBEHb
3aLWMTbl OT PACNPOCTPAHSAIOLMXCA BPEAOHOCHbIX MPOrPamMm, CETEBbIX aTaK M UCNO1b30BaHUA YA3BMMOCTEN, ANA
KOTOpbIX elle He 6bla BbiNyLWweH UAK YCTaHOBEH NaKeT UCMPaBAEHUSA.

6.3.4 ThreatSense

CeTb ESET LiveGrid®, ocHoBaHHaA Ha nepeioBOM CUCTEME paHHero obHapykeHua ThreatSense.Net®, ncnonbsyer
JaHHble, NpeaocTaBaeHHble nonb3oBatenamm ESET co Bcero mupa, n oTnpasasaeT UX B UCCNeL0BaTENbCKYIO
nabopatoputo ESET. CeTb ESET LiveGrid® nossonseT nonyyaTb Nogo3puTesibHble 06pasubl U MeTagaHHble 13
peasibHbIX YCN0BWUIA, MO3TOMY Mbl MOYKEM He3ame/IUTeIbHO pearnpoBaTh Ha NOTPeOHOCTM Nob30oBaTeNel U
obecneuntb roToBHOCTb ESET K 06€3BpeknBaHMI0 HOBEMNLLINX Yrpo3. MccneaoBatenun Bpe AOHOCHbIX nporpamm ESET
MCMONb3YHOT 3TY MHPOPMALMIO 418 NONYYEHUA TOYHOTO NPeACTaBAEeHMA O NPUPOoAe U MacluTabax rnobanbHbIX yrpos,
YTO NO3BONAET HAM HaMPaBAATb YCUAMA Ha peLleHne NpaBubHbIX 3aa4. [JaHHble cuctembl ESET LiveGrid® urpatoT
BAXKHYIO POJb NpY onpeaesieHUM NPUOPUTETOB B HALLMX aBTOMATU3MPOBAHHBIX CUCTEMAX.

Kpome Toro, npumeHsAeTca cuctema penyTaummn, MoMoratowwas yayywntb obuLyto 3GPpeKTUBHOCTb HaLMX peLleHui o
6opbbe c BpeAoHOCHbIMU Nporpammamu. Koraa ucnonHaeMbli Gainn nam apxue NnpoBepaeTca Ha KOMMbloTepe
no/ib30BaTe A, ero XaW-Ter cHayana nposepseTcs No 6ase 3/1eMeHTOB, BHECEHHbIX B «6eble» U «4epHbIe» CNIUCKM.
Ecnun oH HaxoauTca B «6enomM» cnucke, Nposepaemblii Gaiin CHUTAeTCa YACTbIM U NOMEYaeTCa AN UCKAHOYEHUA 13
6yayLIMX CKAHMPOBAHWUI. ECM OH HaXOAMTCA B «4ePHOMY CNIUCKE, NpearnpuHUMaloTCa COOTBETCTBYIOLIME AeNCTBUS,
MCX04A U3 NPUPOAbI Yrpo3bl. ECM cOOTBETCTBUE He HalaeHo, dalin TwaTebHO CKaHupyeTca. Ha ocHoBaHuK
pe3ynbTaToB CKAHMPOBAHUA NPOUCXOANT KaTeropmsauma Gaiios Kak yrpos nam YncTbix dainos. Takol noaxon umeeT
CYLLECTBEHHOE NOJIOMKUTEIbHOE BAMAHME Ha NPOU3BOAUTEIbHOCTb CKAHMPOBAHMA.
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Cuctema penyTtaumm obecrneymsaeT adppeKTMBHOE 06HapYKeHne 06pasLoB BpeAOHOCHbIX MPOrpaMm eLle 4o
[O0CTaBKM UX CUTHATYp B 06HOBNEHHYI0 633y AaHHbIX BUPYCOB Ha KOMMblOTEpPe NoAb30BaTeNs (YTO NponUCXoamT
HECKO/IbKO pa3s B [ieHb).

6.3.5 3awmwura oT 60THETOB

3awwmTta ot 60THETOB 06HaPYKMBAET BPELOHOCHbIE MPOrPaMMbl, aHAIN3UPYA UX MPOTOKObl 0BMEHA AaHHBIMM MO
ceTu. BpeAOHOCHble Mporpammbl 6OTHETOB MEHAKOTCA BECbMA 4acTO B OT/IMYME OT CETEBbIX MPOTOKO/Ibl, KOTOPbIE HE
MEHANINCb rogamu. ITa HoBas TexHoorua nomoraeT ESET o6e3BpeskmBaTh Bpe4OHOCHbIE MPOrPaMMbl, KOTOpPble
MbITAlOTCA N36EXKaTb BbIABEHUA U MOAKNOUUTb Balll KOMMbIOTEP K 6OTHET-ceTu.

6.3.6 BnokupoBL MK 3KCNIOUTOB Java

BNOKMPOBLLMK 3KCNOMTOB Java — 3TO pacluMpeHune CyLeCcTBYoLWEN 3aLmTbl 610KMPOBLLMKA 3Kcna0nToB. OH
OCyLLeCTBNAET MOHUTOPUHT Java Ha npegmeT noBeAeHus, NoA06HOro NoBeAeHNIO SKCMNOMUTOB. 3a6/10KMPOBaHHbIe
06pasLbl MOXKHO NepeaaBaTbh aHA/IMTUKAM BPELOHOCHbBIX MPOrpamMmm, YTo6bl OHM MOTIM CO34aBaTh CUrHATYPbI 415
610KMPOBKM TaKMX MPOrpamm Ha pasHbIx ypoBHaAX (610kmMpoBka URL-aapecos, 3arpy3ka ¢panios u T. n.).

6.3.7 3awmTta 6aHKOBCKUX NaaTexeun

DYHKLMA 3aWNTbl DAHKOBCKMX NaaTe kel obecneymBaeT A4OMNONHUTEbHbIN YPOBEHb 3aLWMUTbI N8 GUHAHCOBbIX
onepaumii B UHTepHeTe, MOCKOJIbKY MPW BbIMOJIHEHUM OMNepPaLMM Balll He3aLMLEHHbIV Bpay3ep MOXKeT bbITb
B3/IOMaH.

ESET Smart Security coaep»uT BCTPOEHHbI CMUCOK NpeaBapuUTebHO 3aZaHHbIX Be6-CalTOB, NPU NOMbITKE OTKPbITUA
KOTOpPbIX ByZeT OTKPbIBATbCA 3alLMLLEHHDbIN Bpay3ep. Bol moxkeTe f06aBnATb gpyrmve Beb-caliTbl UAM PefaKTUPOBaTb
3TOT CMMUCOK C MOMOLLbHO HACTPOEK MNPOrpaMmbl.

[na 3awmTbl bpaysepa HEOHXOANMMO UCMONb30BaTb WKNPPOBaHHbI 06MeH AaHHbIMM Mo NpoToKoay HTTPS. YTobbi
MCMOb30BaTb 3aWUTy 6pay3epa, Ball MHTEPHET-bpay3ep A0MKEH COOTBETCTBOBATb MUHUMA/IbHbIM TpeboBaHMAM,
nepeyncieHHbIM ganee. PeKomeHAyeTcA 3aKpbIBaThb 3alMLLEHHbIN Bpay3ep No 3aBepLIeHNN BAHKOBCKUX onepaLumi
n nnatexkem B MHTepHeTe.

[na 3awmTbl 6paysepa Ha KOMMbIOTEPE A0/1KHA ObITb YCTaHOBEHA BepcuA bpay3epa, COOTBETCTBYIOLLAA
nepeymcieHHbIM HUXKe Uan bonee No3gHAsA:

® Mozilla Firefox 24
® |nternet Explorer 8
® Google Chrome 30
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6.4 DneKTPOHHaA No4Ta

ONeKTPOHHaA NoYTa ABAAETCA COBPEMEHHbBIM CPeACTBOM 06LLEHMA, KOTOPOE NPUMEHAETCA BO MHOIMMX obaacTsx. OHa
OT/INYaEeTCA TMOKOCTbIO, BbICOKOM CKOPOCTBIO M OTCYTCTBMEM MOCPEAHMKOB U CbirPasna KAK4YeBy Poab B
pacnpoctpaHeHnn MHTepHeTa B Havane 90-x ro4os NpoLwaIoro BeKa.

K coskaneHuto, BCIeACTBME BbICOKOrO YPOBHA aHOHUMHOCTM 3/1EKTPOHHAs noyTta U MHTEPHET OCTaBAsaIoT
NPOCTPAHCTBO AN HE3aKOHHbIX AeMCTBUIA, TAKMX KaK paccbl/ika cnama. K cnamy OTHOCATCA HekenaTe bHble
peknamHble 06bABNEHUA, MUCTUOUKALMN M COOBLLEHNA, NPeaHa3HaYeHHble A5 PacnpOCTPaHEHNA BPeAOHOCHbIX
nporpamm. [loctaBnaemble Nosb30BaTeNt0 Heyao6cTBa M 0NacHOCTb YBEMYMBAKOTCA M3-33 TOFO, YTO CTOMMOCTb
PacCbIIKM MUHMMa/IbHA, @ B PacropsaMKeHUM aBTOPOB Crama eCTb MHOMEeCTBO CPe/CTB A1 MOo/yYeHUsA HOBbIX aipecoB
3/1€KTPOHHOM NoYTbl. Kpome Toro, KOANYECTBO M pa3HOOBpasMe cnama CUIbHO 3aTPYAHAIOT KOHTPO/b Hag HUM. Yem
[OOANbLUE UCMO/b3yeTCa aApec 3/1eKTPOHHOW MOYTbl, TEM Bbllle BEPOATHOCTb TOTO, YTO OH NonageT B 6a3bl AaHHbIX,
MCNosib3yemble 415 PaccblKM cnama. BoT HeKoTopble coBETbI, MOMOratoLme n3beskaTtb 3Toro.

® [1o BO3MOHOCTM He pa3mellaiiTe CBOM aApec 3/IeKTPOHHOM NoyThl B UHTEpHeTe.

e [laBaliTe CBOW afpec TO/bKO TEM, KOMY MOJIHOCTbIO loBEpAeTe.

® ECi BOBMOXKHO, HE UCMOJIb3yNTE PacnpOCTPaHEHHbIE C/I0Ba B KAYeCTBe NCEBAOHUMOB (YEM C/I0XKHEE NCEBAOHUM,
TEM TpyaHee oTcAeauTb agpec).

® He oTBEYANTE Ha MNOAYYEHHbIN CNaM.

® ByabTe OCTOPOKHbI MPW 3anonHeHUn Gopm Ha Beb-caTax (0CobeHHO ecin OHM CoAePKaT NYHKTbI TUNa «[a, 1 xouy
noayyaTb MHPOPMaLMIO»).

® Mcnonb3yiTe «cneuyanmMsnMpoBaHHbIe» aapeca 3/IEKTPOHHOM NoYTbl (Hanpumep, 3aBeauTe oAmMH agpec ans
paboTbl, Apyron Ana obLeHUs ¢ Apy3bAMU U T. 4.).

® Bpems OT BpeMEHM MEHANTE afpec 3N1eKTPOHHOM NOYTbI.

® Mcnonb3yiTe Kakoe-n1Mbo pelleHne 418 3aliMTbl OT cnama.

6.4.1 PeKknamHble 06bABNEHUA

Peknama B IHTepHeTe ABnseTCcA ogHUM U3 Hanbonee BypHO pa3BMBalOLLMXCA BUAOB peKiambl. Ee npenmyliecTteamm
ABNAOTCA MMHUMA/IbHbIE 33aTPaTbl U BbICOKAs BEPOATHOCTb HEMOCPeACTBEHHOTO 06LLeHUs ¢ noTpebutenem. Kpome
TOro, COOBLWEHNA AOCTABASAOTCA NPAKTUYECKM MIHOBEHHO. MHOTME KOMMaHUKN UCMO/b3YHOT 3/1EKTPOHHYHO MOYTY B
KayecTBe MapKeTUHIOBOrO MHCTPYMeHTa AN 3GPEeKTUBHOrO 06LWEHNS C CYLLECTBYOWMMM U NOTEHLMANbHbIMM
KAMEHTaMMU.

3TOT BUA peEKNAMbI ABNAETCA HOPMA/TbHbIM, TaK Kak MOTPebuTem moryT bbiTb 3aMHTEPECOBAHbI B MOy4YEeHUMU
KOMMe puecKol MHGopMaLMmM 0 HEKOTOPbIX ToBapax. OAHAKO MHOTMEe KOMMaHUM 3aHUMAOTCA MacCOBbIMM
PaccblIKaMm HeXKenaTebHbIX KOMME PUYECKUX COOBLLEHNI. B TaKMX Cyvasx peKaama rno 3/1eKTPOHHOM noyTe
BbIXOAMT 3a rPaHMLLbl AOMYCTUMOTO, M 3TU CO0BLLEHMA KNacCcMULMPYIOTCA KaK Cram.

KonunyecTtBo HeXKenatenbHbIX COO6LLI,€HVIVI yXe CTano npo6nem017|, M NPU 3TOM HUKAKUX NMPU3HAKOB ero CoKpalleHunA
He Ha6I'IPOLI,BETCFI. ABTOpr HeXeNnaTe/ibHbIX COO6LLI,EHMﬁ YaCTO MbITAaOTCA BblAATb CMaM 3a HOPpMaJibHble COO6LLI,EHMFI.

6.4.2 Muctndukaumum

MucTudurKaumein HasbiBaeTCsa N0XKHaA MHPOPMaLMA, pacnpocTpaHaLanca Yepes MHTepHeT. O6bIYHO MUCTUMKaLUK
paccblNatoTCA MO 3/IEKTPOHHOM NOoYTEe MAKM C MOMOLLBIO TaKnx cpeacTs obueHus, Kak ICQ n Skype. CobcTBeHHO
coobuieHne YacTo npeacTaBnAeT coboi WYTKY UK TOPOACKYIO NereHAy.

CBA3aHHbIE C KOMMbIOTE PHBIMW BUPYCAMU MUCTUOUKALLMM HAaNpaB/eHbl Ha TO, YTOObI BbI3BaTb B MOyYaTeNAX CTPAX,
HeyBepPeHHOCTb U MHUTEIbHOCTb, NOBYAas UX BEPUTb B TO, YTO «HE MOAAAI0LLMIACA OBHaPYKEHUIO BUPYCY» yaanaeT
nx dalnbl, KpageT Napoiv UAK BbINONHAET Kakne-nmbo apyrne KpariHe HeXKenaTeibHble AeNCTBUA C KOMMbIOTEPAMM.

HekoTopble muctuduKaumm paboTatoT, npeanaras nosy4yatesiaiMm nepecnarb cooblieHne CBOMM 3HaKOMbIM, 3a cHeT
Yyero yBesiMymBaeTca maclitab muctudmnkaumm. CyLecTsyoT MUCTUGUKALIMK, KOTOPbIE MepeaatoTcs Yyepes
MOBUNbHbIE TeNlePOHbI, MUCTUDUKALMK, NpeacTaBAsAoLLmMe cObon NPOoCcbbbl 0 NOMOLLM, NPeAN0KEeHNA NONYYUTb
OEHbIM U3-3a rpaHuLbl, U Npoymre. YacTo 6biBaeT HEBO3MOXKHO NMOHATL MOTMBALIMIO CO3A4aTeN MUCTUPUKALMM.

Ecnu coobuieHme cogepUT Npocbby nepecnaTb ero BCeEM 3HaKOMbIM, 3TO coobLleHMe ¢ 60bLIO BEPOATHOCTbIO
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AsnseTca muctuounkaumen. CywectsyeT 601blLIOE KOMYECTBO Beb-CaltTOB, KOTOPbIE MOTYT MPOBEPUTb, ABNAETCA U
coobueHne HopmMmasnbHbIM. Mpexae yem nepecbinaTe COOBLWEHNE, KOTOPOE KarKeTcs BaM MUCTUDUKALMNEN,
nonpobyiTe HaliT B UHTepHEeTe MHOOPMALMIO O HEM.

6.4.3 PuwuHr

TepMuH «PULLINHTY 0603HAYaET NPECTYNHYIO AEATENIbHOCTb, B PaMKax KOTOPOM UCNO1b3YHOTCA MeTOAb! COLMANbHOM
WHXXeHepuu (MaHMNyMpoBaHWe Nob30BaTeIEM, HanpaBAeHHOe Ha NoyyeHne KoHoUaeHUManbHOM nHGopmaLmn).
Llenbto puwnMHra aABnaeTCcA NoayYeHMe JOCTyna K TakUM KOHOUAE HUMAAbHbIM AaHHbIM, KaK HOMepa 6aHKOBCKMX
cyeToB, PIN-Kogpl N T. .

MonbITKa Nony4YeHma MHGopmaLmmn obbluHO NpeacTaBaseT coboi oTnpaBKy cooblieHMa AKobbl OT JOBEPEHHOro 1La
WAV KOMNAHUK (TaKoM Kak GMHAHCOBOTO YUpeKAeHWUA UAK CTPaxoBoi KomnaHum). CoobLLeHNEe MOXKET Ka3aTbeA
61aroHaAeXXHbIM 1 COAe PXKaTb N30BPasKEHUA M TEKCT, KOTOPbIE MO M3HaYa/ibHO BbITb MOMYUYEHbI OT UCTOYHMKA,
AKOObI ABNAOLLErOCA OTNPaBUTeNEM AAaHHOTO cO0bLeHUA. MNoa pasHbiMKU Npeanoramm (NpPoBepKa AaHHbIX,
¢duHaHcoBble onepauun) npeanaraeTca NPeaoCTaBUTb Kakyo-1M60 NMYHY0 MHGOPMALMIO, TaKyH Kak Homepa
H6aHKOBCKMX CYETOB, MMeHa Nob30BaTeNs, Napoaun U T. 4. Ecnn Takue gaHHble NPeaoCTaBAATCA, OHWU IEFKO MOTYT
6bITb YKpaAeHbl U UCNO/Ib30BaHbl B NPECTYMHbIX Lensx.

baHKkwu, CTpaxoBble KOMNaHWUN U gpyrne nermtTuMmHble opraHM3aumn HUKOrAaa He 3anpanBaroT MMeHa nonb3oBatenem
M Napo/i B He3aMpoLWeHHbIX COO6LLI,E‘HMF|X 3J'IEKTpOHHOI7I MOYThbl.

6.4.4 Pacno3HaBaHMe MOLUEHHUYECKUX coobLeHui

BOO6LLI,€ cyuwecrtsyeT HeCKOJIbKO MPU3HAKOB, KOTOPblIe MOTYyT NOMOYb PAaCNO3HATb Cnam (HE)'KF_‘ﬂaTEI'I bHble
C006LI.I,eHMFI) B MOYTOBOM fAlWMKe. Ecnm COO6LLI,eHI/Ie COOTBETCTBYET XOTA 6bl HECKONTbKMM U3 3TUX Kputepumes, OHO,
Hanbonee BEPOATHO, ABNIAETCA HeXXe/laTe/IbHbIM.

® Azpec OTnpaBUTeNs OTCYTCTBYET B aAPECHONM KHWUre noaydyaTens.

® [pea/iaraeTcs NOAYYNTb HO/bLLYIO CYMMY AEHET, HO CHa4yana HY)KHO ON1aTUTb HEGObLLYIO CyMMY.

e [oa pasHbiMK Npeaaoramu (MpoBepKa AaHHbIX, PUHAHCOBbIE OnepaLmm) npeanaraeTca NpefocTaBuTb Kakme-nmbo
JINYHbIE AaHHble, TaKMe Kak HoMepa BaHKOBCKMX CHETOB, MMA NOJIb30BATE A, Napoib U T. 4,

e CoobLieHMe HaNnMCcaHO Ha MHOCTPAHHOM fi3bIKe.

e [pepanaraeTcs NOKyMNKa NpoayKLmMK, B KOTOPOW NoslyyaTeb He 3anHTepecoBaH. OgHaKo ecaun nonyyatens
3aMHTEPECOBAIO NPeJIOKEHWE, CieayeT NPOBEPUTDL, ABNAETCA IV OTNPaBUTE b HAAE KHbIM MNOCTaBLLMKOM
(Hanpumep, NMPOKOHCY/IbTUPOBATLCA C NPeACTaBUTEIEM NMPOU3BOAUTENA MPOAYKLMM).

® HeKkoTopble M3 C/10B HAMEPEHHO HanucaHbl ¢ oWwnbKamu, 4Tobbl 06MaHyTb GUABLTP cnama. Hanpumep, «Bearpo»
BMECTO «BMarpa» ut. m.

6.4.4.1 MMpaBuna

B KOHTEKCTe pelueHuid 41 3almMTbl OT CMamMa M NOYTOBbIX KNMEHTOB Mo NpaBMaamMmn NOHMMAKOTCA MHCTPYMEHTbI
06paboTKM 31EKTPOHHOM NOYTbI. [IPaBMUIO COCTOUT U3 ABYX SIOTUYECKUX YACTEN:

1. ycnosue (Hanpumep, noayyeHune cooblieHus c onpeaeeHHOro aapeca);
2. peiicteue (Hanpumep, yaaneHue coobluieHns, mepemeLleHne ero B yKasaHHyo narnky).

KonnuyectBo 1 coueTaHuMs NpaBua 3aBUCAT OT KOHKPETHOTO peLleHus Mo 3awuTe oT cnama. lpaBuna npegHasHayYeHbl
012 60pbObl CO cNamom (HerkenaTenbHbIMU coobLeHMAMK). CTaHaaPTHbIE NPUMEPbI MPUBEAEHbI AaNEe.

® 1. Ycnosue: BO BXOAALLEM COOBLLEHNM COAEPHKATCA HEKOTOPbIE C10BA, YacTO MPUCYTCTBYHOLWME B HEXKENATETbHbIX
coobleHmsx.
2. [eicTBure: yaanuTb cooblLueHue.

e 1. YcnoBue: y BXOAAWETO COOBLLEHNA €CTb BAOKEHME C PaCLUMPEHNEM .eXE.
2. lleiicTBME: YOANUTb BNOXKEHNE U OCTAaBUTb COOBLLEHME B MOYTOBbIN ALLMK.

e 1. Ycnosue: Bxogsalee cooblueHMe OTNpPaBieHO COTPYAHMKOM KOMMaHMK, B KOTOPOW paboTaeT No/ib30BaTe b.
2. [lelicTBMe: nepemecTuTb cooblueHne B nanky « PaboTa».

PekomeHayeTca NCno/sib30BaTb COMETaHME NPaBua B NpOrpammax 3almTbl OT CNama, YTOObI ynpocTtunTb
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aaMUHUCTPUpPOBaHMe N bonee 3pdHeKTUBHO OTOUNLTPOBLIBATL CNam.

6.4.4.2 «benbii» cNUCOK

Boobue noga «b6enbim» CIMCKOM NOHMMAETCA NepeyvyeHb 06BEKTOB UM UL, KOTOPbIE ABAAKOTCA MPUeMIEMbIMU UK
UMetoT foctyn. TepMuH «"6enblit" CNMCOK 31eKTPOHHOM NOYTbI» 03HAYaeT CMMCOK aApPeCcoB NoAb3oBaTenel, oT
KOTOPbIX pa3peLleHo Noay4aTb coobleHMA. TAKOro posa CMCKM CO34at0TCA Ha OCHOBE NMOMUCKa NO K/A0YeBbIM C10BaM
B aflpecax 3/IeKTPOHHOM NoYTbl, UMeHax gomeHa uau |IP-agpecax.

Ecnm «Benbliit» CnMCoK paboTaeT B K UCKNOUUTENIbHOMY peXkume, coobLieHMs ¢ Apyrnx aapecos, JOMeHOB Uu IP-
aflpecoB nonyvaTbca He 6yayT. Ecam e «B6enbliiy» CNUCoK He ABAAETCA UCKIIOUYMTEIbHbIM, TaKMe Co0bLLEHMUA He
byayT yaanatbes, a byayT ob6pabaTtbiBaTbC KAKMM-NMB0 APYrMm cnocobom.

«Bbenblt» cnncok obnagaeT NPOTMBONOIOKHbBIM «4EPHOMY» CMIUCKY HasHaYeHUeM. «benble» CNUCKU CPaBHUTENIBHO
NpPOCTO NOAAEPHKMBATb, 3HAUMTEIbHO NPOLLE, YeM «YepHblex». na 6bonblwelt 3ddeKTUBHOCTU GUAbTPALMM Criama
peKomeHayeTcA UCNOMb30BaTb U «6eNbINy, U «4ePHbIA» CTUCKN.

6.4.4.3 «YepHbIn» CNUCOK

B 0buem cnyyae «4epHbIN» CMUCOK ABNAETCA CMUCKOM HeNpueMaeMbiX UK 3anpeLLeHHbIX 06beKToB Uan auL,. B
BMPTYalbHOM MUPE 3TO MeTOoZ, NO3BONAOLWMIA NPUHNMMATbL COOBLLIEHMA, KOTOPbIE NPUXOAAT OT BCEX MO/1b30BaTENEMN,
OTCYTCTBYIOLLMX B TAKOM CMUCKE.

CyuwiecTByeT ABa TMNa «4epHbIX» CNUCKOB. K nepBomMy TMMNy OTHOCATCA CMMUCKM, CO3AaHHbIE CAMUMM MO/1b30BaATENAMM,
B MX MPUIONKEHUAX A5 3aLLMTbI OT CNama, a KO BTOPOMY — MPOodeCcCUOHaNbHbIE PETYASPHO 0OHOBAEMbIE KYEPHbIEY»
CMWCKM, KOTOPblE CO34A0TCA CNEeLNANN3UPOBAHHBIMM YUPEIKAEHUAMM U PAcnpoCTpaHAOTCA Yepes VIHTepHeT.

MPUHLMMNMANBHO Ba*KHO MCMO/1b30BaTh «YEPHbIN» CMUCOK 419 61OKMPOBKKM CMama, HO NPU 3TOM BECTU TaKOM CMIUCOK
CNOXKHO, TaK KaK HOBble 06BbEKTbl 6/10KMPOBaHMA NOABAAIOTCA eXXeaHeBHO. PeKomeHAayeTca MCNoab30BaThb U
«Benblii», N «YepPHbIN» CNUCOK, YTOObI MaKCMMaNbHO 3bdEKTUBHO OTPUIbTPOBBLIBATL CMaM.

6.4.4.4 CnuUcoK UCKAIOYEeHUI

B cnMCcoK MCKAOYEHMM 0O6bIYHO BXOAAT aApeca 3/1eKTPOHHOM NMoYTbl, KOTOpPble MOTYT ObITb NOAAENAHbI U
MCMONb30BaTbCA AN1A OTNPaBKM cnama. CoobLLeHMA 3N1eKTPOHHOM NOYTbI, MO/yYeHHbIE C a4pPecoB, NPUCYTCTBYIOLLMX B
CMMCKe UCKNIOUYEHWI, Bcerga 6yayT CKaHMPOBaTbCA Ha NpeAMET Hainumua cnama. Mo ymoa4aHuIo B CricKe
WCK/TIOYEHMI MPUCYTCTBYIOT BCE aApeca 3/IEKTPOHHOWM MOYTbI U3 CYLLECTBYIOLMX YY4ETHbIX 3aMMCen NOYTOBbLIX
K/IMEHTOB.

6.4.4.5 KoHTpO/sb Ha CTOpOHE cepBepa

KoHTpob Ha CTOpoHe cepBepa — 3TO METOS, BbIABAEHUA MACCOBbIX PACChbIIOK CNama Ha OCHOBE KOIMYeCTBa
NoJly4YeHHbIX COODLLEHMI 1 peaKL MM NoNib30BaTeNnel Ha HUX. Kaxkaoe cooblieHre ocTaBaseT YHUKaAbHbIV UMppoBoi
«OTMNEeYaToK», KOTOPbIN OCHOBAH Ha €ro CoAEPHKUMOM. YHUKANbHbIA MAEHTUDUKALMOHHbIA HOMEP HUYETro He FOBOPUT
0 coAepKMMom coobleHua. OaHaKo ABa OAMHAKOBbIX COOBLIEHNA UMEIOT OAMHAKOBbIE OTMEeYaTKK, TOr4a KaK ABa
pasNnyaloLLMXCA — pasHble.

Ecam cooblieHne nomeUeHOo Kak crnam, ero oTrneyaToK OTrnpaBaseTca Ha cepsep. Ecnv cepsep nonydyaer v apyrve
NOEHTUYHbIE OTMNEeYaTKM (COOTBETCTBYIOLME OAHOMY M TOMY ¥Ke HEeKenaTeIbHOMY COOBLLEHMI0), 3TOT OTrNeYaToK
coxpaHaeTca B 6a3e AaHHbIX OTNEYaTKOB cnama. Npu CKaHMPOBaHMM BXOAALLMX COOBLLEHMIA MPOorpaMma oTrnpasasaeT
oTneyvaTku coobLieHunin Ha cepeep. CepBep BO3BPaLLAET AaHHbIE O TEX OTMeYaTKax, KOTopble COOTBETCTBYIOT
COOBLIEHUAM, YXKe NOMEYEHHbIM M0/1b30BaTeNAMM KaK Cram.

152



7.4acto 3apaaBaemble BONPOCHI

JTa rnaBa CoOAEPXUT OTBETbI Ha HEKOTOPbIE M3 Hanbonee YacTo 3a4aBaeMblxX BONPOCOB U pelueHus npobnem
nonb3oBaTenei. Haxkmure cCbliKy, ONUCbIBAIOLLYIO Bawy npobiemy.

BbinonHeHue o6HoBAeHMA ESET Smart Security

YpaneHue Bupyca c KomnbtoTepa

PaspelieHne obMeHa faHHbIMU onpefeNeHHOMY NPUAOKEHWNIO
BKkntoyeHMe poAMTENBCKOrO KOHTPOAA ANA YYETHOM 3anucm
Co3pgaHuve 3a4a4m B N1aHMPOBLUMKe

MnaHWpoBaHMe 3a4a4M CKaHMpoBaHUA (Kaxaple 24 yaca)

Ecnuv Bawwa npobsema He BK/ItOYEHA B CMMCOK Ha CTPaHMLLAX CNPaBKM Bbile, NONpobyiTe HAlTU ee Ha CTPaHULAX
cnpaskm ESET Smart Security.

Ecnu pewieHne npobaembl He yAanocb HalTK C MOMOLLBHO MOUCKA B COAE PHKMMOM CPaBOYHOM CUCTEMBI, NepenanTe B
perynapHo obHoBnsemyto 6a3e 3HaHWi ESET B HTepHeTe. CCbIIKM Ha camble MonyaapHble cTaTby 6a3bl 3HAHWIA,
KOTOpble MOMOrYT BaM PeLInNTb PacnpoCTpaHeHHbIe NPoBieMbl, MePeYnUCNeHbl HUXKE.

Bo Bpemsa ycTaHOBKM nporpammbl ESET nosasunock coobuweHme o6 ownbke. Y1o 3170 03Ha4aeT?

Kak BBECTW MMA NoAb30BaTeNA M NAPOab B nporpammy ESET Smart Security unmn ESET NOD32 Antivirus?

Bo Bpemsa yctaHoBKM nporpammbl ESET noasmaock cooblueHme, YTo yCTaHOBKA NpeKaAeBpeMEHHO 3aBepLUEHa.
YT0 genaTb nocie 06HOBAEHMUA INLEH3MM? (MONb30BaTENM AOMALLHEN BEPCUM)

Y10 fenaTb, €cAv MO aApec 31EeKTPOHHOM NOYTbl UBMEHUTCS?

3anyck Windows B 6e30macHOM peXxnme nam B 6€30MacHOM peXxmnme ¢ NOALE PHKKON ceTu

Mpu HeobXx0AMMOCTM HanpaBbTE CBOM BOMPOCHI B HALLY OH/IAMH-CNYXKOY TEXHUYECKOM Noaae pPKKWU. KOHTaKTHasn
¢dopma HaxoauTcs Ha BKNaaKke CnpaBKa u noaaeprka nporpammbl ESET Smart Security.

7.1 BbinonHeHue obHoBneHua ESET Smart Security

O6HoBAATL ESET Smart Security MOXHO Bpy4YHYH UK aBTOMaTUYECKU. YToBbI 3anycTUTb 0O6HOBAEHWE, BbibepuTe
KomaHay O6HoBUTb ceituac B pasgene O6HoBNEeHME.

Mpu ycTaHOBKe NporpaMmsbl C apaMeTpamm No yMoa4aHUIO co34aeTcs 3a4a4a aBTomaTnieckoro obHosneHus. OHa
3anycKaeTcs Kaxkablid yac. YTobbl U3MEeHUTb MHTEPBA, Noc/efoBaTeIbHO Bbibepute Cepsuc > MAaHUPOBLUMK
(mpononHWUTEeNnbHYO MHGOPMALMIO O NNAHUPOBLLMKE CM. 34ECb).

7.2 YpaneHue Bupyca c Komnblotepa

Ecnun KomnbioTep Hadvan paboTaTb MeaieHHee, 4acTo 3aBUCaTb U NPOABAATL APYrne NPU3HAKKU 3apaskeHns
BpeLOHOCHOW NPOrpaMmMoi, peKomeHAyeTcs BbIMONHUTL CAedyolme AeNcTBuS.

1. BrnaBHOM OKHe nporpammbl WwesnkHuTe CKaHnposaHue [K.
2. LLlenkHuTe anemeHT CKAHMPOBATb KOMNbIOTEP, YTOObI 3aMyCTUTb CKAHMPOBAHME KOMMbIOTEPA.

3. MNocne 3aBepLUEHUS CKAHMPOBAHWUA MPOCMOTPUTE KYPHA/ Ha NpeaMeT KOIMYeCTBA MPOBEPEHHbIX, 3apaKeHHbIX U
OuMLLEHHbIX hannoB..

4. Ecnv He0bX04MMO NPOBEPUTL TOILKO OMNPeAENEeHHYH0 YacTb AUCKA, WeKHMUTe BbibopouHoe ckaHMpoBaHue 1
YKayKuTe 06BbEeKTbI, KOTOPble caeayeT CKaHMPOBaTb Ha HaZIMYME BUPYCOB.

JononHUTeNbHbIE CBEAEHWUS MOMKHO HalTU B CTaTbe Hallen perynapHo obHoBasemol 6asbl 3HaHM ESET.
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7.3 Pa3spelueHne ob6meHa AaHHbIMU onpeaeneHHOMY NPUIOXKEHUIO

Ecnn B UHTEPAKTMBHOM peknme 0bHapyKMBAETCS HOBOE NOAK/IOYEHNE, HO COOTBETCTBYHOLLETO NPaBuIa He
Hal4eHo, NONb30BaTe b MOJIyYaeT 3anpoc, Npe/iaratoLLmii paspeLlnTb UK 3aNpPeTUTb ero. ECIN HyKHO, YTObbI
nporpamma ESET Smart Security BbINOAHANA OAHO U TO e AeNCTBUE NPU KaKaoM NonbITKE NPUAOXKEHUS YCTaHOBUTb
noaxAtouYeHne, yctaHoBUTe GNaXKOK 3aNnOMHUTD AelicTeue (co3gaTb NpPaBuo).

SMART SECURITY 9

i Bxopgawmnii ceteBoii Tpagmk

,JC-BE[Z‘EHHEIH 30Ha

MpunoxeEHWE HA 3TOM KOMNBHITERE (E TeamViewer 10, TeamViewer 10) ctapaetca
YCTAHOEWTE MOAKIHINEHHE K YA2NEHHOMY caiTy [ iR

Mpunomenne: Ch\Program Files\TeamViewer\TeamViewer_Service.exe (PID 1908)
Komnanua: TeamViewer

Penyraumna: v il OBnapyxeno 6 Mecaues Hazag

Cnywba: TeamViewer 10 (TeamViewer)

¥nanenHbii KOMNBIOTER:

Noxanehwii nopr: UDP 65172 (65172)

Paspewwts coeamHenmne?

Paspewmnts 3anpeTnTb

®) CnpalneaTs Kaxaeli pas
3aNoMHNTE 40 33KPLITUA NPWIDHKEHNA

CDiﬂ,ETb NE3aennoc U 3aNc0MHITE HABCEr4a

JononnutensHele ceggeHua ob 3Tom cooBuennn -~ MNogpoBroctn  PaclumpenHsle napaMeTpel

MO»KHO c03AaTb NpaBuKIa NePCoHaNbHOrO GaepBoia ANA NPUIOKEHUI eLe A0 UX 0OHapyKeHUs nporpammont ESET
Smart Security. 9To MOXHO caenaTb B OKHE HACTPOEK NepcoHanbHOro ¢paepBona, nocnefoBatenbHo Bbibpas CeTb >
MepcoHanbHbIN daitepson > MpaBuna 1 30HbI > HacTpoiika. YTobbl 0To6pa3nTb B oKHe HacTpoiiKa 30H U npaBun
BKN1aaKy MpaBuna, He06X04MMO YCTaHOBUTb MHTEPAKTUBHbIN peXKMM GUAbTPaLMKM A/18 NepcoHanbHOro daliepBoa.

Ha Bknaake O6uwime yKaxKnTe MMA, Hanpas/ieHUe 1 NPOTOKO/ Nepeaayn AaHHbIX A5 NpaBuia. B 3ToM oKHE MOMKHO
onpeaenuTb AeNCTBMUE, KOTOPOE HYXHO BbIMONHUTb MPU NPUMEHEHUN NpaBuaa.

BeeauTe nyTb K UcnonHaemomy daiiny NpuaoKeHUs 1 NOPT Nnepesaym AaHHbIX Ha IOKAaIbHOM KOMMblOTepe Ha
BKNaaKe JIOKanbHblii KomnbloTep. MNepeigute Ha BKAaAKy YAaneHHbI KOMNbIOTeP 1 BBeAMTE yAa/ieHHbIN agpec u
nopTt (Npu HeobxoammocTtu). HoBoe NpaBMaO HauyHeT AeCTBOBATb HEMeAeHHO U cpaboTaeT cpasy, Kak TONbKO
[aHHOE NPU/IOMKEHNE MOMbITaeTCsA YCTaHOBUTb NMOAK/IIOHYEHME.

7.4 BKAKOYEHMe PoAUTENIbCKOro KOHTPOANA ANA YYETHOMN 3anucu

YT06bl aKTUBMPOBATH POANTEILCKUI KOHTPOIb 4151 onpeaeneHHON y4eTHOM 3anncy Nob30BaTe s, BbIMOJHUTE
cneaytowme AencTeus.

1. Mo ymonyaHuIo poanTeNnbCKUM KOHTPOb B nporpamme ESET Smart Security oTkntoueH. CywecrsyeT ABa cnocoba
AKTMBALMW POAUTENBCKOTO KOHTPONA.

O B rnaBHOM OKHE NPOrpaMMmbl WENKHUTE 31€MEHT Gl nocnegosatesibHO Bbibepute anemeHTbl HacTpoiika
> Cpepacrea 6€30nacHOCTU > POAUTENbCKUIA KOHTPOAb, NOC/IE YET0 BKAOUMTE GYHKLMIO POAUTENBCKOTO
KOHTpOA.

O Haxkmute knasuiy F5, yTobbl OTKPbLITb OKHO [,0N0AHUTENbHbIE HACTPOMKH, BbibepuTe 3n1emMeHT UHTepHeT u
3NEeKTPOHHaA NouTa > PoAUTENbCKUIA KOHTPOAb M YCTaHOBUTE NepekatoyaTenb PALOM C 31emeHTom \MHTerpauuma
C CUCTEMOMA.
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2. B rnaBHOM OKHe nporpammbl BbibepuTe anemeHTbl HacTpoiika > Cpeacrea 6e3onacHocTy > Pogutenbekuii

KOHTPOJIb. XOTA AnA napameTpa PoauTenbckuii KOHTPOAb M 0TObparkaeTcs 3HaueHe BratoueHo, HeobxoaMmo
HaCTPOUTb POAMTENbCKUIA KOHTPO/b AN HYXKHOW YY4ETHOM 3aMnCK, LENKHYB 316 MeHT 3aLUTUTE 3TY YUETHYIO

3anucb. B OKHE HaCTPOIKM yHETHOW 3aNmCK YKasK1Te BO3PacT, YTobbl onpeaenmTb ypoBeHb AOCTYNa M NOAXOAALLME

015 3TOro Bo3pacTa Beb-cTpaHuLbl. Tenepb poauTEeNbCKUI KOHTPOb BKAOYEH A/15 YKa3aHHOM y4eTHOM 3anmcu.
Psoom c MMeHeM y4eTHOM 3anncK WeAKHUTe 3nemeHT PaspelueHHOe U 3anpeLy,eHHoe COAEePXKUMOE..., YTODbI
HACTPOUTb KaTeropmu, KoTopble TpebyeTca 3ab/10KMPOBaTb, Ha BKAaAKe KaTteropuu. YTobbl paspelinTs nm
3ab610KMpPOBaTh OnpeaeeHHble BeO-CTPaHMLbl, KOTOPble HE COOTBETCTBYHOT KaTeropum, OTKPOMTE BKAALAKY
UcknroveHua.

@ ESET Axtueop - ESET Smart Security EIIEI
ESET AHTUBOpP ®

ﬂ,il!l EKNHOUYeHWA MOoaynAa AHTHMBO p Heo GKDAH ma GecnnaTtHan YUeTHaA 3annck

my.eset.com
Ewe He nonb3zoBanmce Mogynem Bbl — cyuecTByHOWWIA NONbL30BaTENb
"AnTHBOpP"? moayna "AHTneop”?
CozpaiiTe yueTHyr 3anuce GecnnaTtHo. C NOMOWEK Appec 2NeKTROHHCI NouTEl

MOAYNA "AHTUEOD" Bhl CMOXETE!

- Habawoaate 2a BOpaMK C MOMOLWLEKD BECTRORHHOM
Kamephl.

- [pocMaTpUEaTE CHUMKM 3KPaHa NoTepAHHOIO
HoyTOYKa.

- OnpenenaTs PacnofoXeHWe BOPa Ha KapTe.

- WMmete goctyn k HegaeHuM doTorpadmnam 1
CHMMKAaM 3KPaHa C MOMOLLBK YYeTHOM 3anncK B

1a

Naponk

7.5 Co3paHue 3apaum B NN1AHUPOBLUUKE

[lns co3gaHna 3aaaun Bbibepute CnyxebHble nporpammbl > MAaHUPOBLLUK, a 3aTEM HaXKMUTE KHOMKY [,06aBUTb i
LEeIKHUTE NPaBOI KHOMKOM MbIlK U BbibepuTe KomaHAay [,06aBUTb... B KOHTEKCTHOM MeH10. [LOCTyNHO NATb TUNOB
3agdau.

3anycK BHELUHEro NPpUIOXeHUA - N1aHUPOBaHME BbIMONHEHWUA BHELWHETO NPUIOMKEHMUA.

0O6cnyuBaHue KypHana - B daliiax KypHasia TakKe CoAepKaTCsa OCTAaTKU yAaNeHHbIX 3anncei. 3Ta 3agaya
perynsapHo onTMMmU3InpyeT 3anucu B dannax }KypHana ana spdeKTMBHON paboThbl.

MposepkKa ¢aitNoB, UCNOAHAEMbIX NPU 3aMyCcKe CUCTEMbI - TPoBepKa Gpait1oB, UCMONHEHME KOTOPbIX pPa3peLLeHo
npw 3anycke Uan BXoZe Nosib3oBaTe s B CUCTEMY.

Co3aaTb CHUMOK COCTOAHMA KOMMbIOTEPa - CO34aHMe CHUMKA COCTOAHUA KoMmnbioTepa B ESET Sysinspector, ana
KOTOPOro cobmpatoTca noapobHble cBeAeHUA O KOMMOHEHTAX CUCTEMbI (Hanpumep, gpariBepax, NPUIONKEHUAX) U
OLEHUBAETCA YPOBEHb PUCKA A4J151 KAXKAO0T0 UX HUX.

CkaHupoBaHue MK no Tpe6oBaHMIO - BbINO/IHEHWE CKaHUPOBAHWUA GaitI0B M NANOK Ha KOMMbIOTEPE.

MepBoe ckaHMpOBaHUE - MO YMONYAHMIO Yepe3 20 MUHYT NOCae YCTaHOBKM UK Nepe3arpy3Kn BbliNOAHAETCA
CKaHMPOBAHME KOMMbOTEPA KaK 3aZaHMe C HU3KUM NPUOPUTETOM.

O6HOBNEHUE — NNaHMPOBaAHME 33434M 0OHOBAEHMA, B PpaMKax KOTOpoi obHoBnAeTcs 6a3a AaHHbIX CUTHATYpP
BMPYCOB M NPOrPaMMHbIE MOAY/N.

Mockonbky O6HOBNAEHME — O4HA M3 CaMblX YaCTO MCMOJIb3YEMbIX 3aM1aHMPOBAHHbIX 3334, HUXKE ONMUCcaH NopPsAAoK
nobasneHmna 3agaun o6HOBNEHUS.
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B packpbiBatoLLLeMcAa MeHIo 3aniaHMpoBaHHasA 3aaa4a BbibepuTe NyHKT O6HOBAEHMe. BBeanTe MMA 3a4a4M B none
UmsA 3apaum v Harkmute KHoNKy fanee. Boibepute 4acToTy BbINOAHEHWUSA 334a4M. JOCTYNHbI YKa3aHHbIE HUXKe
BapuaHTbl. OaHOKpaTHO, MHorokpartHo, ExxeaHeBHO, ExxeHeaenbHo v MNpu onpeaeneHHbIX yCNOBUAX. YCTaHOBUTE
¢dnaxok Mponyckatb 3ag,a4y, €cAu YyCTPOMUCTBO paboTaeT OT aKKYMyYAATOPa, YTOObI CBECTU K MMHUMYMY NOTpebaeHne
CUCTEMHbIX PECYPCOB, KOTAa HOYTOYK paboTaeT OT akKymynaTopa. 3agava byaeT BbINONHATLCA B A€Hb U Bpems,
yKa3aHHble B N01Ax 061acTn BbinonHeHMe 3ag,aun. 3aTeM YKaXKUTe, Kakoe AeNcTBUE caeayeT npeanpuHUMaTh, eCn
3a/la4a He MOKeT ObITb BbIMO/IHEHA B YCTAHOBAEHHOE BpeMs. [LOCTyMHbl YKa3aHHbIE HUXKe BapUaHTbI.

® Bcnepyouiee 3anaaHMpPoBaHHOE Bpems

® Kak MOXHO cKopee

® HesamepauTenbHO, €CANM C MOMEHTa NOCAeAHEro 3anycKa NpoLwao 6onblue BpeMeHU, YeM YKa3aHo (MHTepBan
MOKHO YKa3aTb B nose Bpemsa c momeHTa nocnegHero 3anycka (u)).

Ha cneaytolem stane otobpaaeTca OKHO CBOAHOM MHPOPpMaLIMK O TEKYLLE I NaaHupyemoit 3agade. MNocne
BHECEHMA BCEX HEOBXOAMMBIX U3MEHEHMIA HaxkmuTe FOTOBO.

Ha sKpaH 6yaeT BbiBe4EHO AMaN0roBOE OKHO, B KOTOPOM MOKHO BblBpaTh Npoduin, Mcnoib3yemble ans
3annaHMpPOBaHHOM 3a4a4n. 34eCb MOMKHO 3a4aTb OCHOBHOW M BCMOMOTaTe 1bHbI Npoduan. BcnomoratebHbii
npoduab UCNOb3YEeTCA, eC/IM 33434y HEBO3MOKHO BbIMONHUTL C MPUMEHEHMEM OCHOBHOTO npoduns. NMoareepaute
BHECEHHbIE U3MEHEHWS, HaXKaB KHOMKy FOTOBO, Noc/ie Yero HOBas 3aaYya NOABUTCA B CIMCKE TEKYLLMX
3annaHNPOBaHHbIX 3a4auY.

7.6 TMnaHupoBaHMe eXkeHeae/IbHOro CKAHMPOBaAHMUA KOMNbIOTEpA

Y1obbI 3aN1aHMPOBATL PErYAAPHYIO 33Ja4y, OTKPOMTE r/1aBHOE OKHO Nporpammbl 1 Bbibepute CayxkebHble
nporpammbi > MAaHUPOBLLUK. HUKe NpuBeAEHO KPaTKOe onucaHme npoLeaypbl N1aHMPOBaHUA 3a43a4u,
npeaycmaTpuBaloLLEe i CKaHMPOBaHUE JTOKa/IbHbIX ANCKOB Kaxaple 24 yaca. NoapobHblie MHCTPYKLMM CM. B CTaTbe
Hawen 6asbl 3HAHUN.

[na Toro ytobbl 3aNN1aHNPOBaTh 3a4a4y CKAHMPOBAHMA, BbIMONHUTE CAeAyoLLMe AeNCTBUA.
1. B rnaBHOM OKHe NNaHUPOBLIMKa HaxkmuTe [Lo6aButhb.

2. B packpblBatoLweMcs MmeHo BbibepuTe CkaHuposaHue MK no TpebosaHuio.

3. BeeauTe MmsA 334341 1 BbibepuTe YacToTy BbINONHEHUS 334a4M ExXXeHegenbHo.

4. 3apaitTe geHb U BPEMSA BbIMOJIHEHUA 33 434N,

5. BbibepuTe yCcTaHOBKY BbINONHUTb 3a4a4y KaK MOXKHO CKOpee, YTOoObI BbIMO/IHWUTL 3a4a4y NO3Xe B C/ly4ae, ecnu
3annaHMPOBaHHOE BbIMONHEHWE 334a4M He 3anyCTUTCA NO KakoW-A1Mbo npuumnHe (Hanpumep, ecnm KoMnbioTep
b6yaeT BbIKAOYEH).

6. NMpocmoTpuTe cBOAHYHO MHPOPMALMIO O 3aMIaHMPOBAHHOM 3aJaye 1 HaxkmuTe NoToBo.
7. B packpbiBatowemMcs meHio O6beKTbl BbibepuTe NyHKT HecTKue AUCKM.

8. Haxkmute MOTOBO ANA NPpUMEHEHMA 334a4M.
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